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the canadian bitcoin BGP subprefix hijack (feb 3, 2014)
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and many other BGP prefix hijacks...

2010
REPORT TO CONGRESS

of the

U.S.-CHINA ECONOMIC AND
SECURITY REVIEW COMMISSION

Interception of Internet Traffic

For a brief period in April 2010, a state-owned Chinese tele-
communications firm “hijacked” massive volumes of Internet traf-
fic.* 114 Evidence related to this incident does not clearly indicate
whether it was perpetrated intentionally and, if so, to what ends
However, computer security researchers have note ;
bility could enable severe malicious activities.115
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Hijack event today by Indosat
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— Traceroute Path 2: from Denver, CO to Denver, CO via Iceland
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Hijacked traffic went all the way to Iceland, where it may have been copied before being released ttﬁ
intended destination. The green arrows show the path the traffic should have traveled; the red arro

show the path it took. Map courtesy of Renesys



what is the fundamental vulnerability?

Problem: Route origin announcements are not authenticated.

Solution: The RPKI authenticates route origins.
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the Resource Public Key Infrastructure (RPKI) [RFC6480]

- How does the RPKI protect routing?

— It prevents prefix & subprefix hijacks caused by common misconfigs
— Advanced path-validation solutions build on RPKI
« BGPSEC [L’12] Secure BGP [KLS"99], soBGP [W'03],...

— Even without path validation, our research [SIGCOMM’10,
SIGCOMM’13] shows RPKl is good at limiting advanced BGP attacks

- What about other routing security solutions?
— Anomaly detectors alarm when strange routes appear
« BGPmon, renesys, pgBGP [KFR’06], PHAS [LMPWZZ'06], ...
— Prefix filtering with IRRs
« Requires distant ASes to implement filtering properly
« Usually performed only on customer edges



traditional threat model for the RPKI

The RPKl is trusted but routing is under attack.
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talk outline

Security audit of the RPKI [HotNets’13]

Misbehaving RPKI authorities can blackhole routes in BGP. Why?
1. RPKIl authorities can whack ROAs

2. Whacked ROAs can cause BGP routes to become invalid

3. Should drop invalid BGP routes to stop subprefix hijacks.
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Proposal to require consent to whack objects [SIGCOMM’'14]
* There is a draft for similar proposal: [draft-kent-sidr-suspenders-02] 7




structure of the RPKI [RFC 6480]

One of five RIRs [ _ RIPENCC Qg &
(Réseaux IP Européens)
RIPE’s Publication point “’ A
) RC:79.132.96.0/19
I anifes ! Resource Cert (RC) [ /D"\< @
7 \\
DARS Publication Point / \ A
ROA: AS 51813 ROA: AS 43782

I manifest|

79.132.96.0/24

79.132.96.0/19

(ROA) Route Origin Authorization

Deployment Status of the RPKI:
« Today: ROAs cover about 4% of interdomain routes.

 @Goal: Cover all routes!
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how relying parties sync to the RPKI [RFC 6480]
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issue 1: RPKI authorities can unilaterally whack ROAs
RIPE Qg

(Réseaux IP Européens)

RIPE’s Publication point ‘L’ A
) [ RC:79.132.96.0/1
c /DI_\{
7~ N\
DARS Publication Point / \ A

AS 51813 AS 43782
3| 79.132.96.0/24 79.132.96.0/19

—
I I | Dec 19 201
manifest
If routers “drop invalid “ routes, they could

AS 51813 x lose connectivity to a legitimate route!
79.132.96.0/24 o

AS51813
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IP prefix takedowns by deleting ROAs?

Prior to the RPKI, authorities could allocate IPs but not revoke them.
But RPKI authorities can revoke IP allocations!
Creates a risk that the RPKI can be used for unilateral takedowns.

— Law enforcement? Business disputes? Extortion?

— The RPKI designed to secure routing, not enable takedowns.

— [Mueller-Kuerbis’11, Mueller-Schmidt-Kuerbis’13, Amante’12, FCC'13,..

States seem to want the ability to takedown IP prefixes...
— Dutch court ordered RIPE to lockdown prefixes registration (Nov'11)
— US court issued a writ of attachment on Iran’s IP prefixes (June’'14)
— IP allocation does not reflect jurisdiction.
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talk outline

Security audit of the RPKI [HotNets’13]

Misbehaving RPKI authorities can blackhole routes in BGP. Why?
1. RPKIl authorities can whack ROAs

2. Whacked ROAs can cause BGP routes to become invalid

ROA: AS 16509
54.214.128.0/1
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4 )
issue 2: whacked ROAs can cause BGP routes to be invalid

valid BGP route
invalid BGP route
TGV TR < “World before RPKI”

Reality: interdependent validity outcomes

validROA [ valid BGP route
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4 )
issue 2: whacked ROAs can cause BGP routes to be invalid

valid BGP route
invalid BGP route
TGV TR < “World before RPKI”

Reality: interdependent validity outcomes
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4 )
issue 2: whacked ROAs can cause BGP routes to be invalid

valid BGP route
invalid BGP route
TGV TR < “World before RPKI”

Reality: interdependent validity outcomes

validROA [ valid BGP route

invalid ROA or 5 invalid BGP routes (if covering ROA)
missing ROA or UnKNoOwn BGP routes
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4 )
issue 2: whacked ROAs can cause BGP routes to be invalid

valid BGP route
invalid BGP route
TGV TR < “World before RPKI”

Reality: interdependent validity outcomes

validROA [ valid BGP route

invalid ROA or 5 invalid BGP routes (if covering ROA)
missing ROA or UNKNOWN BGP routes (if no covering ROA)
? unknown! 4
AS 43782 ° unknownl o103 W@
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| ,, AS 51813
“AS 43782 ‘AS 51813 79.132.96.0/24




talk outline

Security audit of the RPKI [HotNets’13]

Misbehaving RPKI authorities can blackhole routes in BGP. Why?
1. RPKIl authorities can whack ROAs

2. Whacked ROAs can cause BGP routes to become invalid

3. Should drop invalid BGP routes to stop subprefix hijacks.
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[J Proposal to require consent for whacked objects [SIGCOMM’14]
* There is a draft for similar proposal: [draft-kent-sidr-suspenders-02] 15



proposal: require consent to whack objects [SIGCOMM’14]

- Design goals:
— Consent: Resource certs (RCs) must consent to be whacked.
- Transparency: Relying parties audit RPKI & alarm on problems.
— Consistency: Relying parties have consistent views of the RPKI.

« Threat Model:

— Similar to certificate transparency [RFC 6962]
— Relying parties honestly audit the RPKI
— Everyone else (incl. RPKI authorities) is untrusted

i
s i I




how to consent? introducing .dead objects
RIPE Qg

(Réseaux IP Européens)

RIPE’s Publication point ¢’ A
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If an authority wants to revoke IP prefixes from a child RC,
it needs consent from that child & its impacted* descendant RCs.

*Descendants aren't always impacted by changes to the parent; ask me why later!



how to consent? introducing objects
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If an authority wants to revoke IP prefixes from a child RC,
it needs consent from that child & its impacted* descendant RCs.

*Descendants aren't always impacted by changes to the parent; ask me why later!



how to consent? introducing .dead objects
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how to consent? introducing .dead objects
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what about alarms between syncs?

Morning

Afternoon

Q

) (=)

ROA

Why does Alice need to catch violations between syncs?

Night

g

Q

5

ROA

* So Alice can audit the RPKI
* So we can have consistency (explained later)

Alice syncs in morning & misses violations between syncs!

18
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catching alarms between syncs!

~

i Change Log

(contains diffs)

How Alice audits a publication point:
1. Sync to the publication point
2. Use change log to reconstruct intermediate manifests

19



catching alarms between syncs!

Q

ROA

(=) ) (e)

ROA

How Alice audits a publication point:

1. Sync to the publication point

2. Use change log to reconstruct intermediate manifests

19



catching alarms between syncs!

Q

ROA

How Alice audits a publication point:

Q ) Q ) Q )
Hash ROA T—I;h ROA T—I;h ROA

Sync to the publication point

Use change log to reconstruct intermediate manifests
Verify the hash chain & signature of the latest manifest
Alarm if a consent violation is detected.

19



catching alarms between syncs!

) DR ) ) ) ) () )
—>
ROA Hash ROA Hash ROA Hash ROA
Q

How Alice audits a publication point:
1. Sync to the publication point

2. Use change log to reconstruct intermediate manifests
3. Verify the hash chain & signature of the latest manifest
4. Alarm if a consent violation is detected.

19



catching alarms between syncs!

) DR ) ) ) Dl ()
—>
ROA Hash ROA Hash ROA Hash ROA
Q

How Alice audits a publication point:
1. Sync to the publication point
2. Use change log to reconstruct intermediate manifests

Valid Remains Valid. Our auditing algorithm makes sure
that once a relying party has seen a valid resource cert (RC),
that RC remains valid until it consents to be deleted/modified.

19



proposal : require consent to delete objects [SIGCOMM’'14]

- Design goals:
«~Z Consent: .dead objects indicate consent to whack resource certs (RCs)
— Consistency: Relying parties have consistent views of the RPKI.
/Transparency: Relying parties audit RPKI & alarm on problem:s.
* “Drop invalid” for prefixes that are not part of an alarm
* Manually audit prefixes that are part of an alarm.

|
: Prefix, AS Ho




mirror worlds: inconsistent views of the RPKI

Relying parties

Mirror world: RPKI presents one view to one [seose |
relying party and a different view to the others.

Why do we care?
* Auditing is less meaningful if Alice’s view is different from everyone else’s.
* Eg.Suppose Alice audits the RPKI to make sure her own ROAs are OK. 21



detecting mirror worlds using manifest hash chains

Afternoon Night J Morning

|
1

Q N Q
) E

[ ]

Bob sends a hash of his latest manifest & Alice finds it in her hashchain.

¢ N C ) | @ 0
Night \J
@ )
50 Hash( | 1| )
[]
G &

DR ) )

No mirror worlds!

If the consistency check passes, relying parties saw the same valid objects.

22
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outline

E- Part 1: security audit of the RPKI [HotNets’13]

we need to harden the RPKI's delivery mechanism!
* eg. expired [draft-ietf-sidr-multiple-publication-points-01]

RPKI objects are
delivered over the
Internet; transient
faults can cause
. permanent errors

Route BGP Routing
Validity - ‘l%i
[ Prefix, AS

E/Part 2: proposal to improve RPKI transparency [SIGCOMM’14]

* There is a draft for similar proposal: [draft-kent-sidr-suspenders-02]
23



conclusion: more work needed

1. Robust delivery of RPKI objects from repos. [To do!]

2. Prevent misconfigured ROAs using config tools:

RIPE RPKI management Ul: http://localcert.ripe.net:8088/

NIST RPKI deployment monitor: http://rpki-monitor.antd.nist.gov/
RTRIlib: http://page.mi.fu-berlin.de/waehl/publications/whss-roslr-13.html
LACNIC RPKI looking glass: www.labs.lacnic.net/rpkitools/looking_glass/

bk o=

rcynic web interface

3. Limit risk of unilateral RPKI takedowns. [To do!]
1. Our proposal [SIGCOMM’14]
2. [draft-kent-sidr-suspenders-02]

4. React to RPKI alarms with nuanced routing policies. [To do!]

Thanks! Project page:
http://www.cs.bu.edu/~goldbe/papers/RPKImanip.html

24
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how many parties need to consent?
How many ASes need to be involved

RIPE
i Réseaux IP Européens
when a leaf resource cert is revoked?
2 * RC: 79.132.96.0/19 ]
ASes

DARS

Production RPKI
« average 1.5 ASes / leaf RC

Model fully-deployed RPKI

ROA: Dartel LTD

AS 51813
79.132.96.0/24

e average 1.6 ASes / leaf RC
e 99.3% need <10 ASes / leaf RC
e 0.02% need >100 ASes / leaf RC

Results: production RPKI

ROA: DARS
AS 43782
79.132.96.0/19

1000

500 -

O_ r—1" 1" 1* 1 1 71 ""“1°1 "7 "7 71 71
#RCS123456789

# of ASes involved in revoking a leaf RC

10 11 12 13 14 15

16+
36



How often does would the RPKI need .deads?

Doesn't require a .dead
(874 objects) Required participation of all impacted ASes

(3,336 objects)

7,779 objects altered in total *
A

’ ¥
RIPE restructuring
Renewal
‘I enewals (Mid-November 2013)

Not needed i |n our design
(3,569 objects)
Excluding the RIPE restructuring,
only 5% of cases (230 objects) required a .dead.

* all data from a ~3 month trace of the taken RPKI 2013/10/23 to 2014/01/21



Blaming authorities with accountable alarms.

»  Why should anyone trust Alice when sge raises an alarm?

« When are alarms not accountable (ie others can’t trust Alice)?

Alarms are accountable in every circumstance other than missing information. 3|5




consent in a deep hierarchy: deletion

American Registry of
Internet Numbers

[ ARIN Qag

ARIN‘s publication point De | ete

Sprint’s pub p
63.168.93.0/24 63.174.16.0/20
ETB S.A. ESP. Continental Broadban

ETB SA ESP pub point l
63.174.16.0/2
@3,93@ AS7343
AS19429
Continental Broadband pub point

63.174.30.0/2
AS7341
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consent in a deep hierarchy: deletion
[ ARIN

American Registry of
Internet Numbers

v

ARIN ‘s publication point

I — A - deag,
Sprint’s pub p
63.168.93.0/24 63.174.16.0/20
ETB S.A. ESP. Continental Broadban

ETB SA ESP pub point l
63.174.16.0/2
@3,93@ AS7343
AS19429
Continental Broadband pub point

63.174.30.0/2
AS7341
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consent in a deep hierarchy: deletion

American Registry of
Internet Numbers

[ ARIN Qag

ARIN‘s publication point De | ete

gﬁL

—

Sprint’s pub p
63.168.93.0/24 63.174.16.0/20
ETB S.A. ESP. Continental Broadban

ETB SA ESP pub point l
63.174.16.0/2
{453,93@ AS7343
AS19429
Continental Broadband pub point

63.174.30.0/2
AS7341
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consent in a deep hierarchy: deletion
[ ARIN Qag

American Registry of
Internet Numbers

ARIN‘s publication point ‘1' De | ete

gﬁL

—

Sprint’ b
P PP 63.168.93.0/29

63.174.16.0/2
ETB S.A. ESP. Continental Broadban

ETB SA ESP pub point l

63.168.93.0/
AS19429

Continental Broadband pub point
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consent in a deep hierarchy: "address block narrowing”
ARIN Qag

American Registry of
Internet Numbers

ARIN ‘s publication point ‘1’
63.160.0.0/12

Sprint’s pub p
63.168.93.0/24 63.174.16.0/20
ETB S.A. ESP. Continental Broadban

1’ 63.174.16.0/2
63.168.93.0/2 AS7341
AS19429
43
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consent in a deep hierarchy: "address block narrowing”
[ ARIN

American Registry of
Internet Numbers

v

63.168.64.0/18

Narrow!

ARIN ‘s publication point

ETB S.A. ESP. Continental Broadban

63.168.93.0/2
AS19429

Sprint’s pub p
0@3.1 68.93.0/213 63.174.16.0/2

63.174.16.0/2
Aste
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consent in a deep hierarchy: "address block narrowing”
[ ARIN

American Registry of
Internet Numbers

ARIN ‘s publication point ‘1’

:]CI ) 63.160.0.0/12
=
Sprint’s pub p
63.168.93.0/24 63.174.16.0/20
ETB S.A. ESP. Continental Broadban

1’ 63.174.16.0/2
63.168.93.0/2 AS7341
AS19429
45
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consent in a deep hierarchy: "address block narrowing”
ARIN Qag

American Registry of
Internet Numbers

ARIN ‘s publication point ‘1’

=T 63.168.64.0/18
=]

Sprint’s pub p
0@3.1 68.93.0/213 63.174.16.0/2

|
4 Narrow!

ETB S.A. ESP. Continental Broadban

63.168.93.0/2
AS19429

63.174.16.0/2
Aste
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key rollover

ARIN Qag

American Registry of
Internet Numbers

ARIN's publlcatlon point /
63.1 60.0.0/12
Sprint
Sprint’s pub p
IEB .168.93. OIZﬂ ?63 .174.16.0/20 l
]
J — A £

1’ 63.174.16.0/2
63.168.93.0/2 AS7341
AS19429

63.174.30.0/2
AS7341




ARIN s publication point /
)

=]

Sprint’s pub p

[E]

key rollover (step 0

ARIN Qag

American Registry of
Internet Numbers

63.160.0.0/12
Sprint

‘[@3 .168.93. OIZﬂ [?63 174.16.0/20 l J’Prem",
63.174.16.0/2
63.168.93.0/2 AS7341
AS19429

63.174.30.0/2
AS7341
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key rollover (step 1)
[ ARIN

American Registry of
Internet Numbers

ARINs publication point

= T (63.160.0.0/12 [63.160..0.0//12
— Sprint Sprint ]z

Sprmt (3 pub o]
‘[@3 .168.93. OIZﬂ [?63 174.16.0/20 l J’Prem",
63.174.16.0/2
63.168.93.0/2 AS7341
AS19429

63.174.30.0/2
AS7341
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key rollover (step 2)
[ ARIN Qg

American Registry of
Internet Numbers

ARINs publication point

= T (63.160.0.0/12 [63.160..0.0//12
— Sprint /’"‘%

Sprmt (3 pub o]
‘[@3 168.93. 0/24| [?63 174.16.0/20 1 J'Prem,,.

19429

63.174.30.0/2 63.174.16.0/2
@ 3. 93® AS7341 AS7341
AS
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key rollover (step 2)
[ ARIN Qg

American Registry of
Internet Numbers

ARINs publication point

> | [63.160.0.0/12
c Sprint

63.160.0.0/12
Sprint -~

Sprint’s pub p
J- ’ [[9316893 OIZﬂ [?63174160/20 1 J'
postrollu
63.174.16.0/2
63.168.93.0/2 AS7341
AS19429

63.174.30.0/2
AS7341
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ARINs publication point

2]

Sprint’s pub p

‘J' postrollu

key rollover (step 3)
[ ARIN Qag

American Registry of
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Sprint
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AS19429

63.174.30.0/2
AS7341
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key rollover (step 3)
[ ARIN Qag

American Registry of
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ARINs publication
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key rollover (step 3)
[ ARIN Qag

American Registry of
Internet Numbers

Delete
ARINs publication

2]

63.160.0.0/12
Sprint -~

Sprint’s pub p
J- ’ [[9316893 OIZﬂ [?63174160/20 1 J'
postrollu
63.174.16.0/2
63.168.93.0/2 AS7341
AS19429

63.174.30.0/2
AS7341
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our proposal vs suspenders

our proposal
[SIGCOMM’14]
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our proposal vs suspenders

Our proposal

Suspenders

Auditor: Any Relying Party
Consent for whacking? Yes: RCs Yes: RCs & ROAs
“Consent” for “ROA competition”? No Yes
Consistency? Yes No
Requirer Limited non-repudiation? Yes No?
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our proposal vs suspenders

Our proposal

Suspenders

Auditor: Any Relying Party
Consent for whacking? Yes: RCs Yes: RCs & ROAs
“Consent” for “ROA competition”? No Yes
Consistency? Yes No
Requirer Limited non-repudiation? Yes No?
New RPKI objects: .dead LOCK
roll INRD
change logs
Design Requires changes to manifests? Yes No
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our proposal vs suspenders

Our proposal | Suspenders
Auditor: Any Relying Party
Consent for whacking? Yes: RCs Yes: RCs & ROAs
“Consent” for “ROA competition”? No Yes
Consistency? Yes No
Requirer Limited non-repudiation? Yes No?
New RPKI objects: .dead LOCK
roll INRD
change logs
Design Requires changes to manifests? Yes No
“Out of band” publication points? Yes No
“Consenting” subjects need keys? Yes Yes
Proofs of security goals: Yes No

Question for the room: What is the right set of requirements?
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Who controls the root?

Is there a single root of trust? Unclear; IAB says yes.
Right now there are 25.

gned Numbers Authorit

RIPE NLL

A

L)

AfriNIC * APMNIC

Lo

LACNIC .f

-~
Image source: http://www.iana.org/num@éjl%



4 )

Countries covered by RIPE

ROAs

1l N sso \
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IPv4 address allocation does not reflect jurisdiction

S N 8.0.0.0/8 Held by Level 3
¥ RU, FR, NL, CN, TW, CA, JP, GU, US, AU, GB, MX

38.0.0.0/8 Held by Cogent
CA, US, HK, GB, IN, PH, MX, PR, GU, GT,

Data-driven model of the RPKI (today’s RPKI is too small)
<> Using RIR direct allocations, routeviews, BGP table dumps

<> RIRs and their direct allocations get RCs, other J
(prefix,origin AS) pairs in the table dumps get a ROA

< ASes mapped to countries using RIR data




Number of ROAs issued by each direct allocation

Futu re LJE & Complexity of the RPKI

RFC1918




Depth of the RPKI
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Route Validity Depends on More Than a Signature Chain

What if we add a ROA?

63.160.0.0/12
AS 1239 12 63.160.0.0/12

/13

/16
17

AS 17

63.174.16.0/20

t;,,______J

054

Legend
Valid

lUnknownI

¢

/20

/21 AS26390

/22

63.174.16.0/22
63.174.26.0/23
63.174.20.0/23

NAS 7341

63.174.30.0/24




Adding a ROA Can Invalidate Routes!

What if we add a ROA?

63.160.0.0/12 Legend
AS 1239 63.160.0.0/12 Valid
ali

lUnknownl

63.174.16.0/22
63.174.26.0/23
63.174.20.0/23
63.174.30.0/24
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Adding a ROA Can Invalidate Routes!

Why does this happen?
Otherwise, we can still subprefix hijack! ] ;
egen
is i ! 63.160.0.0/12
(more on thisina moment!) /12 g "

/13

14
AS 17054
63.174.16.0/20

/15

63.174.16.0/22
63.174.26.0/23
63.174.20.0/23
63.174.30.0/24

lUnknownl
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