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The	
  Goals	
  

•  Secure	
  PCEP	
  exchanges	
  
– Peer	
  authenTcaTon	
  and	
  authorizaTon	
  
– Data	
  exchange	
  integrity	
  
– Data	
  exchange	
  confidenTality	
  

•  Do	
  not	
  require	
  change	
  to	
  current	
  PCEP	
  
implementaTons	
  

•  Do	
  not	
  preclude	
  future	
  extensions	
  
•  Allow	
  emerging	
  applicaTons	
  



The	
  Changes	
  

•  Introduce	
  the	
  StartTLS	
  message	
  
–  As	
  the	
  mechanism	
  to	
  start	
  TLS	
  on	
  a	
  PCE	
  connecTon	
  

•  Very	
  much	
  following	
  the	
  LDAP	
  model	
  
•  Aligned	
  with	
  the	
  discussion	
  with	
  Transport	
  Area	
  

–  Simple	
  format,	
  just	
  Message-­‐Type	
  
– Must	
  be	
  the	
  first	
  message	
  (prior	
  to	
  Open)	
  

•  Impacts	
  RFC5440	
  
•  Necessary	
  to	
  guarantee	
  security	
  

•  No	
  impact	
  on	
  exisTng	
  implementaTons	
  
–  Peer	
  not	
  supporTng	
  StartTLS	
  signal	
  an	
  unknown	
  message	
  

•  Dedicated	
  error	
  management	
  



The	
  Flows	
  



The	
  (sTll)	
  Open	
  Issues	
  

•  Align	
  with	
  discovery	
  mechanisms	
  
– As	
  the	
  I-­‐Ds	
  on	
  them	
  evolve	
  

•  Concrete	
  message	
  and	
  error	
  types	
  
•  Go	
  for	
  direct	
  operaTonal	
  evidence	
  
–  ImplementaTon	
  
–  Experimental	
  deployment	
  
– Gain	
  experience	
  with	
  security	
  mechanisms	
  

•  TLS	
  profile	
  
•  Peer	
  idenTficaTon	
  
•  DANE	
  applicability	
  


