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Abst r act

Thi s docunment extends the Application-Layer Traffic Optimzation
(ALTO Protocol [RFC7285] by defining PID based properties in nuch
the sane way that the original ALTO Protocol defined endpoint-based
properties.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on July 27, 2015.
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1.

I nt roducti on

A key abstraction introduced by the ALTO Protocol [RFC7285] is a PID
(Provider-defined Identifier): a nanmed set of endpoint addresses.

For | Pv4/1Pv6e networks, this set is defined by one or nore endpoint
address prefixes, or ClDRs [ RFC4632].

An ALTO Server defines one or nmore Network Maps. Each Network Map is
defined as a set of uniquely named PIDs, with the constraint that any
given CIDR may appear in only one PID. Thus a Network Map logically
partitions the space of endpoint addresses into groups defined by the
Pl Ds.

An ALTO Server may define several Network Maps, partitioning the
endpoints in different ways. For exanple, one Network Map ni ght
partition endpoints according to geographical |ocations, with each
PID representing the set of endpoints at a given |ocation. Another
Net work Map might partition the endpoints according to their network
capabilities (e.g., CDN delivery protocols such as HITTP or HITPS)

In this case, each PID defined in the Network Map represents
endpoints with sinmilar capabilities.

Anot her abstraction introduced by the ALTO protocol is an Endpoi nt
Property, which is a naned val ue associated with an endpoint.
Properties can include data such as the endpoint’s ISP or ASN

(Aut ononpbus System Number), or the endpoint’s |atitude and | ongitude,
or the country or continent codes for the endpoint’s |location. The
ALTO protocol defines the nechanismfor a client to query a server
for these property val ues, but does not define the Endpoint
Properties thenselves; that is left to extensions.

Just as Endpoint Properties are useful, it is reasonable to expect
that it will be useful for sets of endpoints -- that is, PIDs -- to
have properties as well. A PID Property m ght be an Endpoi nt

Property shared by all endpoints in that PID (e.g., their ISP or
ASN). Alternatively, a PID Property could be the aggregation of

i ndi vidual properties of the endpoints in the PID (e.g., the latitude
and | ongitude of their geographic bounding box). O a PID Property
m ght sinmply be inherent in the way in which the ALTO Server defined
the PID.

However, the base ALTO protocol does not define the concept of PID
Properties, or present a nmechanismfor a client to obtain PID
Properties froman ALTO Server. This extension renedies that

omi ssi on.
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2

The Consi stency and I nheritance Design Views

A key goal for defining PID Properties is that they should be
consistent with, and generalize, Endpoint Properties. Specifically,
in the base ALTO Protocol, the ALTO Server nmay associate a set of
(nane,value) pairs with any endpoint. These sets are the Endpoint
Properties. The ALTO Protocol specifies the mechanismfor a client
to retrieve those Endpoint Properties froma server.

Consi der the Endpoint Property PR and all endpoints defined in the
PIDP. If those endpoints all have the sane value for PR then the
PID property PR for P should al so have that sanme val ue.

For the nore general case, assune that P consists of the set of
endpoi nt addresses {EPi}, and EPi.PR is the value of property PR for
endpoint EPi. Then we could obtain the value of PR for PID P by
eval uati ng an aggregation functi on over the endpoint val ues {EPi . PR}
Typi cal aggregation functions include average/ nean, node, geo-center
uni on, boundi ng box, etc., although of course the actual aggregation
function woul d depend on the semantics of the property.

Conpl enenti ng the bottomup aggregation view, we al so adopt a top-

down inheritance view. That is, if a property PRis not explicitly
defined for an endpoint, but the endpoint’s PID does define a val ue
for PR, then the endpoint inherits the value of PID property. The

concept of inheritance is a sinple, but powerful concept to reduce

i nformati on redundancy.

PI D Property Nanes

PI D Property nanes MJST foll ow the same rules as d obal Endpoint
Property names (Section 10.8.2 of [RFC7285]), and non-private nanes
MUST be registered with | ANA

Furt hernmore, PID Properties and Endpoint Properties share the sane
nane space, and their definitions MJST be consistent. That is, if PR
is used as both a PID Property and an Endpoint Property, then the
semantics of PR as a PID Property nust be clearly related to
semantics of PR as an Endpoint Property. For exanple, when used as a
PID Property, PR could be defined as the average (or sone other
representative value) of the values of PR for a set of endpoints.

This docunment will use the type PIDPropertyType to indicate a string
denoting a PID Property Nanme. This type is identical to
Endpoi nt PropertyType as defined in Section 10.8 of [RFC7285].
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4. A Hierarchical View of a Network Mp
4.1. Nested And Overl appi ng Pl Ds
Each PID in a Network Map covers a set of endpoint addresses, and

these sets can forma nested hierarchy. As an exanple, consider the
foll owi ng Network Map:

PID p0: [0.0.0.0/0, 0/ 0]
PID pl: [1.0.0.0/8]

PI D p2a: [1.0.0.0/16]

PID p2b: [1.1.0.0/16]

Every endpoint in p2a and p2b is also in the set covered by pl, and
every possible I PV4 endpoint is also covered by PID p0. W would
like to take advantage of this hierarchy to allow PIDs to inherit
properties, just as a class in an object oriented programi ng

| anguage inherits attributes fromits parent class. |In the exanple,
it is reasonable to expect that PIDs p2a and p2b woul d inherit any
property of pl that they do not override, and every PID would inherit
the properties of PID pO.

Not e that when cal cul ating costs, the ALTO Protocol requires every
endpoint to be in one, and only one, PID. The ALTO Protocol resolves
this by using the "l ongest match" rule. That is, the ALTO Protocol
says when an endpoint address is covered by nore than one prefix, the
address is in the PIDwith the prefix with the |ongest mask. Because
any given prefix can be on only one PID, this ensures each endpoint
isinonly one PID. Thus in our example, 1.0.0.1is in p2a, 1.1.0.1
isin p2b, and 1.2.0.1 in in pl.

However, while PIDs can nest within other PIDs, they do not
necessarily forma sinple hierarchy. Suppose we add PID p3 to the
previ ous Network Map:

PID pO: [0.0.0.0/0, ::0/0]

PID pl: [1.0.0.0/8]

PI D p2a: [1.0.0.0/16]

PID p2b: [1.1.0.0/16]

PID p3: [1.0.255.0/24, 1.1.0.0/24]

Sone endpoints in p3 are in p2a, and others are in p2b. Thus p3 is
partially contained in Pl Ds p2a and p2b, wi thout being conpletely
contained in either. So we would not expect p3 to inherit properties

Roonme & Yang Expires July 27, 2015 [ Page 5]



Internet-Draft PID Property Extension for ALTO Protocol January 2015

fromp2a or p2b. But p3 is conpletely contained in pl and p0O, so it

is reasonable to expect p3 to inherit properties frompl and pO that

are not overridden in p2a or p2b. In short, "PID inheritance” raises
issues simlar to those of "nultiple inheritance" in object oriented

progranmm ng | anguages.

4.2. Definition O PID Property Inheritence

While PID inheritance raises sone conplications, it is too useful to
ignore. Fortunately CIDRs do forma sinple "single parent”
hierarchy, so we will use CIDR inheritance as the basis for defining
PID inheritance. W believe this preserves the useful cases, and
avoi ds the pathol ogi cal ones.

Note that the ALTO Protocol did not define "PID inheritance" because
it was not relevant to the base protocol

Definition: A parent of CIDR Cis any CIDR, in the set of CIDRs for
all PIDs in the Network Map, which covers all endpoints covered by
C, and whose nmask is shorter than the mask of C

Definition: The imrediate parent of CIDR Cis the parent of Cwth
the | ongest prefix. The immediate parent CIDR m ght not exist,
but if it does, it is unique.

Definition. A CIDR Cinherits the value V for property PRif the PID
containing its i medi ate parent ClIDR defines the value V for
property PR or if its imediate parent CIDR inherits the value V
for property PR

Definition: A PID P has the value V for property PRif PR is
explicitly defined with value Vin P, or if every CCDRCin P
i nherits the sane value V for PR

Suppose the followi ng properties are defined for PIDs described
above:

PID pl: [SP="Verizon" country="us
PI D p2a: ASN="12345" state="NJ"
PI D p2b: ASN="12345" state="CT"

Then p2a, p2b, and p3 all inherit the "I SP" and "country" properties
from pl, because those properties are not defined for p2a or p2b. p3
woul d inherit "12345" for the "ASN' property, because although p2a
and p2b both define that property, they give it the same val ue.
However, p3 would not inherit the "state" property, because it has
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5.

different values in p2a and p2b.

Pr ot ocol Specification: New Service Informtion Resources

This docunment defines two new ALTO resources. The PID Property Map
returns the values of a set of properties for all PIDs in a Network
Map. The Filtered PID Property Map returns PID Properties for a
subset of PIDs and properties selected by the client. These are
anal ogous to the Full and Filtered Network Maps in the base ALTO
Pr ot ocol .

An ALTO Server may provide any nunmber of resource of these types,
provi ded that they have unique capabilities. For exanple, an ALTO
Server may offer several Full PID Property Maps, for the sane Network
Map, as long as each one returns a different set of properties.

Both services are optional. In particular, an ALTO Server nmay
provide a Full PID Property Map wi thout providing a corresponding
Filtered PID Property Map, and vice versa.

.1. Full PID Property Mp

A Full PID Property Map returns the properties defined for all PIDs
in a Network Map.

.1.1. Media Type

The nmedia type of an ALTO PID Property Map resource is "application/
al t o- pi dpr op+j son".

.1.2. HTTP Method

An ALTO PID Property Map resource is requested using the HTTP CGET
met hod.

.1.3. Accept |nput Parameters

None.
1.4. Capabilities

The capabilities are defined by an object of type
Pl DPr opertyCapabi lities:

obj ect {
Pl DPropertyType prop-types<l..*>;
} Pl DPropertyCapabilities;

Roonme & Yang Expires July 27, 2015 [ Page 7]



Internet-Draft PID Property Extension for ALTO Protocol January 2015

where "prop-types" is an array with the names of the PID Properties
returned by this resource.

5.1.5. Uses

An array with the resource-id of the Network Map whi ch defines the
Pl Ds whose properties are returned.

5.1.6. Response

The "dependent-vtags" field in the "neta" field of the response MJST
be an array that includes the version tag of the ALTO Network Map
defining these PIDs.

The data conponent of a PID Properties response is naned "pid-
properties", which is a JSON object of type PIDPropertyMapDat a,
wher e:

obj ect {
Pl DPr opert yMapDat a pi d- properti es;
} I nfoResourcePl DProperties : ResponseEntityBase;

obj ect-map {
Pl DNanme -> Pl DProps;
} Pl DPropertyMapDat a;

obj ect {
Pl DPr opertyType -> JSONval ue;
} Pl DProps

The PI DNanme and ResponseEntityBase types are defined in Sections 10.1
and 8.4 of the ALTO Protocol [RFC7285].

Specifically, a PlIDPropertyMapData object has one nenber for each PID
in the Network Map. The PID s properties are encoded in the
correspondi ng Pl DProps object. PlIDProps encodes one nane/val ue pair
for each property, where the property nanmes are encoded as strings of
type Pl DPropertyType. A protocol inplenmentation SHOULD assume that
the property value is a JSONString and fail to parse if it is not,

unl ess the inplenentation is using an extension to this docunent that
i ndi cates when and how property val ues of other data types are

si gnal ed.

For each PID in the Network Map, the ALTO Server returns the val ue
defined for each of the PID Properties specified in this resource’s
"capabilities" list. For efficiency, the ALTO Server SHOULD onit
property values that are inherited rather than explicitly defined.
The client SHOULD use the algorithmdefined in Section 4.2 to
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determine inherited property val ues.

An ALTO Server MAY explicitly define a property as not having a val ue
for a particular PID. That is, a server may say that a property is
"defined to have no val ue", as opposed to the property being

"undefined". In this case, if the PID would not inherit a value for
that property, then the ALTO Server MJST either onit the property, or
else return a "null" value for it. However, if that PID would
inherit a value for that property, then the ALTO server MJST return a
"nul " value. An ALTO Cient MJST recognize a "null" value as

meani ng "do not apply the inheritance rules for this property in the
PID"

If the ALTO Server does not define any properties for a PID, then the
server MAY onit that PID fromthe response.

5.1.7. Exanple

The foll owi ng exanpl e uses the Network Map and PID Properties defined
above. Note that the response does not include entries for PIDs pO
or p3. The former was omitted because no properties were defined for
it, and the latter because its only properties are inherited.

GET /pidprop/full HTTP/ 1.1
Host: al to. exanpl e. com
Accept: application/alto-pidprop+json, application/alto-error+json

HTTP/ 1.1 200 K
Content - Lengt h: ###
Cont ent - Type: application/alto-pidprop+json

"meta" : {
"dependent -vtags" : |
{"resource-id": "ny-default-network-nmp",
"tag": "7915dc0290c2705481c491a2b4f f bec482b3cf 62"
}
]
}

i d-properties": {

"pl" : { "ISP': "Verizon", "country": "us" },
"p2a": { "ASN': "12345", "state": "NJ" },
"p2b": { "ASN': "12345", "state": "CT" }

}
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5.2. Filtered PID Property Map

A Filtered PID Property Map returns the values for set of PIDs and
properties selected by the client.

5.2.1. Media Type

The media type of an ALTO Filtered PID Property Map resource is the
same as a Full PID Property Map, and is defined in Section 5.1.1

5.2.2. HITP Met hod

An ALTO Filtered PID Property Map resource is requested using the
HTTP PCST net hod.

5.2.3. Accept |nput Paraneters

The i nput paranmeters for a Filtered PID Property Map request are
supplied in the entity body of the POST request. This docunent
specifies the input parameters with a data format indicated by the
medi a type "application/alto-pidpropparans+j son", which is a JSON
obj ect of type ReqPl DProp

obj ect {
Pl DPropertyType properties<l..*>;
Pl DNane pi ds<1..*>

} ReqPI DPr op;
with fields:

properties: List of PID properties to be returned for each PID.
Each specified property MJIST be included in the list of supported
properties indicated by this resource’s "capabilities" field
(Section 5.2.4). The ALTO server MJST interpret entries appearing
multiple tines as if they appeared only once.

pids: List of PID names for which the specified properties are to be
returned. The ALTO server MJIST interpret entries appearing
multiple times as if they appeared only once.
5.2.4. Capabilities

The capabilities are defined by an object of type
Pl DPropertyCapabi lities, as defined above.
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5.2.5. Uses

An array with the resource-id of the Network Map whi ch defines the
Pl Ds whose properties are returned.

5.2.6. Response

The response is the same as for the Full PID Property Map

(Section 5.1.6), except that it only includes the properties and Pl Ds
requested by the client.

Al'so, Filtered PID Property Map response MJST include all inherited
PID property values (unlike the Full PID Property Map, the Filtered
PI D Property Map response does not include enough information for the
client to calculate the inherited val ues).

5.2.7. Exanple

The foll owi ng exanpl e uses the Network Map and PID Properties defined
above. Note that the response includes the inherited property "I SP"
for PID p2a, and "state" and "ISP" for p3.
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PCOST / pi dprop/ 1 ookup HTTP/ 1.1

Host: alto.exanpl e. com

Cont ent - Lengt h: ###

Cont ent - Type: application/alto-pidpropparans+j son

Accept: application/alto-pidprop+json,application/alto-error+json

{
"properties" : [ "ISP', "ASN', "state" ]"
n pl dsu [ n plu , n pzau , n p3|| ]

HTTP/ 1.1 200 K
Cont ent - Lengt h: ###
Cont ent - Type: application/alto-pidprop+json

"meta" : {
"dependent -vtags" : [
{"resource-id": "mny-default-network-map",
"tag": "7915dc0290c2705481c491a2b4af f bec482b3cf 62"
}
]
},
"pi d-properties" : {
"pl" : { "ISP': "Verizon" },
"p2a": { "ISP": "Verizon", "ASN': "12345", "state": "NJ" },
"p3" : { "ISP": "Verizon", "ASN': "12345" }
}
}
| RD Exanpl e

Here is an exanple of an ALTO Infornmati on Resource Directory (IRD)
whi ch defines several PID Property resources. Note that "full-pid-
property-map" returns several PID Properties for all PIDs in the
Net wor k Map, while "asn-pid-property-map" returns just the ASN
property. The resource "filtered-pid-properties" resource returns
val ues for properties and PIDs selected by the client.
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"resources" @ {

"ny-def aul t - net wor k- map"
"uri" : "http://alto.exanple.conf networkmap",
"medi a-type" : "application/alto-networkmap+j son”

}

"endpoi nt - property" : {
"uri" @ "http://alto.exanpl e. com endpoi ntprop/l ookup",
"medi a-type" : "application/alto-endpointprop+json”,
"accepts" : "application/alto-endpointpropparans+json”
"capabilities" : {

"prop-types" : [ "ny-default-network-map. pid",
"priv:ietf-exanple-prop" |

H

},

“full -pid-property-map" : {
“uri" : "http://alto.exanpl e.con pidprop/full"”
"nmedi a-type" : "application/alto-pidprop+json”,
"uses" : ["nmy-default-network-map" ]
"capabilities" : {

"prop-types” : [ "ISP", "country", "ASN', "state" ]

}

"asn- pi d- property-map" :
"uri" : "http://alto.exanple.conl pidprop/asn",
"medi a-type" : "application/alto-pidprop+json”
"uses" : ["ny-default-network-nmp" ]
"capabilities" : {

"prop-types" : [ "ASN' ]

}

"filtered-pid-properties" : {
"uri™ @ "http://alto.exanpl e.con pi dprop/| ookup”
"medi a-type" : "application/alto-pidprop+json”
"accepts" : "application/alto-pidpropparans+json”
"uses" : ["ny-default-network-nmap" ]
"capabilities" : {

"prop-types" : [ "ISP', "country", "ASN', "state" ]

7. Extensions To Endpoint Property Service

As described in Section 10.8 of [RFC7285], Endpoint Property nanes
may be prefixed with the Resource ID of a Network Map. For such
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resource-specific properties, if a value is not explicitly defined
for an endpoint, the Endpoint Property Service MIST return the val ue
that a PID Property Map would return for the PID containing that
endpoi nt ..

For property names that are not prefixed by a Network Map Resource

ID, if a value is not defined for an endpoint, the Endpoint Property
Service MAY return the value defined for that property in one of the
ALTO Server’s PID Property Maps for the PID containing the endpoint.

8. Security Considerations

As wi th Endpoint Properties, PID Properties may have sensitive
custoner-specific information. |If this is the case, an ALTO Server
may limt access to those properties by providing several different
PID Property services. For non-sensitive properties, the ALTO Server
woul d provide a URI which accepts requests fromany client.

Sensitive properties, on the other hand, would only be available via
a secure URI which would require client authentication

9. | ANA Consi derati ons

Thi s docunent defines additional application/alto-* nmedia types, and
extends the ALTO endpoint property registry.

9.1. application/alto-* Media Types

This docunment registers two additional ALTO nedia types, listed in
Tabl e 1.

TSRS o e e e e e e e e oo e e e o +

| Type | Subtype | Specification |

S oo e e e e eie oo s o e oo +

| application | alto-pidprop+json | Section 5.1.1 |

| application | alto-pidpropparans+json | Section 5.2.3

o m e e oo o - B B +

Table 1: Additional ALTO Media Types
Type nane: application

Subt ype name: This docunents registers nultiple subtypes, as listed
in Table 1.
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Required paranmeters: n/a

Optional paraneters: n/a

Encodi ng consi derations: Encoding considerations are identical to
those specified for the "application/json" nmedia type. See
[ RFC7159] .

Security considerations: Security considerations relating to the
generation and consunption of ALTO Protocol messages are di scussed
in Section 15 of [ RFC7285].

Interoperability considerations: This docunent specifies format of
conform ng messages and the interpretation thereof.

Publ i shed specification: This docunent is the specification for
these nedia types; see Table 1 for the section docunenting each
nmedi a type

Applications that use this nedia type: ALTO servers and ALTO clients
either stand al one or are enbedded within other applications.

Addi tional information:
Magi ¢ nunber(s): n/a

File extension(s): This docunent uses the mnme type to refer to
protocol nessages and thus does not require a file extension

Maci ntosh file type code(s): n/a

Person & email address to contact for further information: See
Aut hors’ Addresses secti on.

I nt ended usage: COMVON
Restrictions on usage: n/a
Aut hor: See Authors’ Addresses section.

Change controller: Internet Engineering Task Force
(mailto:iesg@etf.orgQ).

.2. ALTO Endpoi nt Property Type Registry
The ALTO Endpoint Property Type Registry was created by [ RFC7285].

I f possible, the name of that registry should be changed to "ALTO
Property Type Registry", to indicate that it is not restricted to
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Endpoi nt Properties. |If it is not feasible to change the nane, the

description nust be anmended to indicate that
Properties as well as Endpoint Properties.
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