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1. Introduction

YANG [ RFC6020] is a data definition | anguage that was introduced to
define the contents of a conceptual data store that all ows networked
devices to be nmanaged usi ng NETCONF [ RFC6241]. YANG is proving

rel evant beyond its initial confines, as bindings to other interfaces
(e.g RESTCONF [I-D.ietf-netconf-restconf]) and encodi ngs ot her than
XML (e.g JSON) are being defined. Furthernore, YANG data nodel s can
be used as the basis of inplementation for other interfaces, such as
CLI and programatic APIs.

Thi s docunent defines a YANG data nodel that can be used to configure
and manage Bidirectional Forwarding Detection (BFD)[RFC5880]. BFD is
a network protocol which is used for liveness detection of arbitrary
pat hs between systens. Some exanples of different types of paths
over which we have BFD:

1) Two systens directly connected via IP. This is known as BFD over
singl e-hop |1 P [ RFC5881]

2) Two systens connected via multiple hops [ RFC5883]

3) Two systens connected via MPLS Label Switched Pat hs (LSPs)
[ RFC5884]

4) Two systems connected via a Link Aggregation Goup (LAG interface
[ RFC7130]

BFD typically does not operate on its own. Various contro
protocols, aka BFD clients, use the services provided by BFD for
their own operation [RFC5882]. The obvi ous candi dates whi ch use BFD
are those which do not have Hellos to detect failures (e.g. static
routes) and routing protocols whose Hell os do not suport sub-second
failure detection, e.g OSPF and | S-1S.

1.1. Contributors

2. Design of the Data Mdel

2.1. Design of configuration nodel
The configuration nodel consists nmainly of the paranmeters specified
in [ RFC5880]. Sone exanples are desired mininumtransmit interval
required mnimumreceive interval, detection rmultiplier etc
Sone i npl enent ati ons have BFD configuration under the BFD client,

e.g. BFD configuration is under routing applications such as OSPF,
IS-1S, BGP etc. Oher inplenentations have BFD configuration
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centralized, i.e outside the multiple BFD clients. |In the sections
bel ow we address both approaches.

2.1.1. Centralized BFD configuration

The BFD data nodel consists of configuring BFD sessions of different
types (e.g. single-hop IP, nulti-hop IP etc). Since the different
session types have different keys we have a |ist per session type,
but we use a grouping to share the common configuration data between
the different session types.

2.1.1.1. Conmon BFD configuration

The common BFD session configuration itens are put in a grouping to
be used in nmultiple places, these itens are:

| ocal -mul tiplier
This is the detection tine nultiplier as defined in
[ RFC5880] .

desired-m n-tx-interval
This is the Desired Mn TX Interval as defined in [ RFC5880].

requi red-mn-rx-interva
This is the Required Mn RX Interval as defined in [ RFC5880].

demand- enabl ed
Set to True to enabl e demand node as defined in [ RFC5880].

enabl e- aut henti cati on
Set to True to enabl e BFD aut hentication

aut henti cation-al gorithm
Aut hentication algorithmto use (if enabl ed).

key- chai n- nanme
Key-chain to be used for authentication (if enabled).

2.1.1.2. Single-hop IP

We have a list for BFD sessions over single-hop IP. The key consists
of :

interface
This is the interface on which the BFD packets for this
session are transnmtted and received. Exanples of an
interface are physical nedia, virtual circuit, tunnel etc.
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desti nation address
Address belonging to the peer system as per [RFC5881]

The conmon configuration data in Section 2.1.1.1 is used for single-
hop IP. On top of that common data, we al so need configuration data
for echo:
desired-m n-echo-tx-interva
This is the mninuminterval that the | ocal systemwould |like
to use when transnmitting BFD echo packets. |[If O the echo
function as defined in [ RFC5880] is disabled.
required-m n-echo-rx-interva
The is the Required M n Echo RX Interval as defined in
[ RFC5880] .
2.1.1.3. Milti-hop IP

We have a list for BFD sessions over nulti-hop IP. The key consists
of :

sour ce address
Address belonging to the | ocal systemas per [ RFC5883]

desti nation address
Address belonging to the renpte system as per [RFC5883]

VRF nanme
VRF in which the BFD nulti-hop session is running

The conmon configuration data in Section 2.1.1.1 is used for nulti-
hop IP.On top of that common data, we al so need TTL:

ttl
TTL of outgoing BFD control packets.

2.1.1.4. WMPLS LSP
TBD
2.1.1.5. Link Aggregation G oup

TBD
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2.1.1.6. Per-interface configuration

For inplenmentations which have nultiplier and intervals configured
under the BFD clients we still need a central |ocation to configure
aut henti cation, denmand node etc. This can be done by configuring the
foll owi ng parameters per interface

Common par anet ers
The common BFD paraneters listed in Section 2.1.1.1

Echo paraneters
The echo paraneters listed in Section 2.1.1.2

2.1.2. Configuration in BFD clients

When BFD is configured in BFD clients, it is highly desirable to have
BFD configuration consi stency between those clients. |In this
approach we have a grouping for BFD configuration which applications
can inmport in their YANG nodul e:

- This provides consistency since the sane grouping is being used in
al | applications naking use of BFD

- Since not all inplenentations of those BFD clients have support for
BFD, we nust use if-feature in the respective YANG nodul es

An application inporting the BFD configuration grouping could do so
in a hierarchical manner if it has multiple levels at which BFD
configuration can be applied. |In a subsequent section we provide an
exanpl e of how a BFD client would use the grouping in such a way.
The configuration itens are:

enabl ed
Set to True to enabl e BFD.

I ocal -rmul tiplier
This the detection tine nultiplier as defined in [ RFC5880].

desired-m n-tx-interval
This the Desired Mn TX Interval as defined in [ RFC5880].

requi red-mn-rx-interva
This the Required Mn RX Interval as defined in [ RFC5880].

Zheng, et al. Expi res Septenber 7, 2015 [ Page 6]



Internet-Draft BFD Yang March 2015

2.2. Design of operational nodel

The operational nodel contains both the overall statistics of BFD
sessions running on the device and the per session operationa
statistics. Since BFD is used for |iveness detection of arbitrary
paths, there is no uniformkey to identify a BFD session. e.g. a BFD
single-hop I P session is uniquely identified by the conbination of
destination I P address and interface whereas a multihop IP session is
uniquely identified by the conbination of source |P address,
destination IP address and VRF. For this reason, for per session
operational statistics, we do not have a single list with different

type BFD sessions. |Instead we have a container in which we have
multiple lists, where each list corresponds to one specific path type
for BFD. For exanmple we have one operational list for BFD single-hop
I P, another list for BFD multi-hop IP etc. In each list, mainly

three categories of operational itens are shown. The fundanenta

i nformati on of a BFD session such as the |ocal discrimnator, renote
discrimnator and the capability of supporting demand detect nobde are
shown in the first category. A second category includes a BFD
session running information, e.g. the FSMthe device in and

di agnostic code received. Another exanple is the actual transmt

i nterval between the control packets, which may be different fromthe
desired mininmnumtransmt interval configured, is show in this
category. Sinmilar exanples are actual received interval between the
control packets and the actual transnmit interval between the echo
packets. The third category contains the detailed statistics of this
session, e.g. when the session went to up/down, how long it has been
since the session is up/down.

2.3. Notifications
This YANG nodel defines a list of notifications to informclients of
BFD with inportant events detected during the protocol operation.
Pair of local and renote discrimnator identifies a BFD session on
| ocal system Notification also give nore inportant details about
BFD sessions e.g. new state, time in previous state, VRF and reason
for BFD session state changed.

2.4. RPC Operations

TBD
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2.5. BFD Configuration Data Hierarchy

2.5.1. Centralized BFD configuration
The following is the centralized configuration data hierarchy:
We have a container which contains a list for each session type

We have per-interface configuration
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nodul e: bfd

+--rw bfd-cfg

| +--rw bfd-session-cfg {bfd-centralized-session-config}?
| +--rw session-ip-sh* [interface dest-addr]

+--rwinterface if:interface-ref
+--rw dest - addr i net:ip-address
+--rw adnm n- down? bool ean

+--rw local-nultiplier? mul tiplier
+--rw desired-m n-tx-interval ui nt 32

+--rw required-mn-rx-interval ui nt 32

+--rw enabl e- aut henti cati on? bool ean

I

I

I

I

|

| +--rw demand- enabl ed? bool ean

I

| +--rw authentication-parns {bfd-authentication}?
| | +--rw key-chai n-name? string

| | +--rwalgorithn? bf d- aut h-al gorithm

| +--rw desired-mnin-echo-tx-interval? ui nt 32

I

+--rw requi red-m n-echo-rx-interval ? ui nt 32

I
I
I
I
I
I
I
I
I
I
I
I
I
I
| +--rw vrf-nane vr f Nane
I
I
I
I
I
I
I
I
I
I
I
I
I

+--rw session-ip-mh* [vrf-name source-addr dest-addr]
+--rw sour ce-addr i net:ip-address
+--rw dest-addr i net:ip-address
+--rw adm n- down? bool ean
+--rw local-nultiplier? mul tiplier
+--rw desired-mn-tx-interval ui nt 32
+--rw required-mn-rx-interval ui nt 32
+--rw demand- enabl ed? bool ean
+--rw enabl e-aut henti cation? bool ean
+--rw aut henti cati on-parnms {bfd-authentication}?
| +--rw key-chai n-nane? string
| +--rwalgorithn® bf d- aut h-al gori t hm
+-rwtx-ttl? TTL
+--rwrx-ttl TTL
+--rw bfd-interface-cfg* [interface] {bfd-interface-config}?
+--rwinterface if:interface-ref
+--rw local-nultiplier? mul tiplier
+--rw desired-mn-tx-interval ui nt 32
+--rw required-mn-rx-interval ui nt 32
+--rw demand- enabl ed? bool ean
+--rw enabl e-aut henti cation? bool ean

+--rw aut henti cati on-parnms {bfd-authentication}?
| +--rw key-chai n-nane? string

| +--rwalgorithn® bf d- aut h-al gori t hm
+--rw desired-m n-echo-tx-interval ? ui nt 32
+--rw requi red-m n-echo-rx-interval ? ui nt 32
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2.5.2. Configuration in BFD clients

The following is the configuration data hierarchy for a hypotheti cal
BFD client called bfd-routing-app, the BFD configuration is supported
conditionally via use of if-feature.

W have a list of areas and in each area we have a list of
interfaces. The BFD configuration grouping is used in a hierarchical
fashion, it can be applied in "area" and "interface":

- If BFD configuration is applied under an interface, that
configuration takes precedence over any BFD configuration (if any) at
the area | evel

- If BFD configuration is applied under an "area" and none of the
interfaces in that area has BFD configuration, then all interfaces
belong to the "area" in question inherit the BFD configuration for
the area in question.

- If the BFD client inplenentation supports "interface all", then all
the interfaces belonging to that area will inherit the BFD
configuration under "interface all". Along with this if there are
specific interface configuration then specific interface wll
override the "interface all" paraneters.

nmodul e: bf d-routing-app
+--rw area* [area-id]

+--rw area-id ui nt 32
+--rw bfd-cfg
| +--rw enabl ed? bool ean
| +--rwlocal-multiplier? mul tiplier
| +--rw desired-mn-tx-interval ui nt 32
| +--rw required-mn-rx-interval ui nt 32
+-rwinterface* [interface]
+--rwinterface if:interface-ref
+--rw bfd-cfg
+--rw enabl ed? bool ean
+--rw local-nultiplier? mul tiplier
+--rw desired-mn-tx-interval ui nt 32
+--rw required-mn-rx-interval ui nt 32

2.6. QOperational Data Hierarchy

The conpl ete data hierarchy of BFD YANG operational nodel is
presented bel ow.
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nmodul e: bfd
+--rw bf d- oper
+--ro bfd-session-statistics
| +--ro ip-sh-session-nun? ui nt 32
+--ro0 ip-nh-session-nun? ui nt 32
+--ro total -session-nun? ui nt 32

I
I
I
| +--ro sess-down-nun? ui nt 32
+

+--ro short - break-count? ui nt 32
+--ro session-ip-nmh* [vrfNane source-addr dest-addr]

+--ro0 sessi on-up-nunf ui nt 32
--ro bfd-session-lists
+--ro session-ip-sh* [interface dest-addr]
| +--ro interface if:interface-ref
| +--ro dest-addr i net:ip-address
| +--ro sesssion-type? enumrer ati on
| +--ro local-discrimnator? di scri m nat or
| +--ro renote-discrimnator? di scri m nat or
| +--roremote-nultiplier? mul tiplier
| +--ro out-interface? if:interface-ref
| +--ro demand-capability? bool ean
| +--ro session-running*
| | +--ro local-state? state
| | +--ro renpte-state? state
| | +--ro local-diagnostic? di agnostic
| | +--ro renpote-diagnostic? di agnostic
| | +--ro detect-Mde? enurer ati on
| | +--ro actual-tx-interval? ui nt 32
| | +--ro actual-rx-interval? ui nt 32
| | +--ro actual-echo-tx-interval? ui nt 32
| | +--ro detect-time? ui nt 32
| +--ro sesssion-statistics*
| +--ro create-tinme? yang: dat e-and-ti ne
| +--ro | ast-down-tine? yang: dat e-and-ti ne
| +--ro |last-up-tinme? yang: dat e-and-ti ne
| +--ro receive-pkt? ui nt 64
[ +--ro send-pkt? ui nt 64
| +--ro down-count ? ui nt 32
| +--ro receive-bad- pkt? ui nt 64
| +--ro send-fail ed-pkt? ui nt 64
I

+--ro vrfNane vr f Name

+--ro0 source-addr i net:ip-address
+--ro dest-addr i net:ip-address
+--ro ttl? TTL

+--ro sesssion-type? enumrer ati on
+--ro local -discrininator? di scri m nator
+--ro renote-discrimnator? di scri m nat or
+--ro renote-multiplier? mul tiplier

+--ro out-interface? if:interface-ref
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+--ro demand-capability?
+--ro0 session-runni ng*
+--ro | ocal -state?
+--ro renote-state?
+--ro | ocal -di agnosti c?
+--ro renote-diagnostic
+--ro detect-Mde?

+--ro actual -echo-tx-in
+--ro detect-tinme?
--ro sesssion-statistics*
+--ro0 create-tinme?
+--ro | ast-down-time?
+--ro |ast-up-tinme?
+--ro receive-pkt?
+--ro send- pkt?
+--ro down-count ?
+--ro receive-bad- pkt?
+--ro send-fail ed-pkt?
+--ro short-break-count

f——

2.7. Notifications

The BFD YANG dat a nodel defines notifi
changes.

nodul e: bfd
notifications:

+---n bfd-singlehop-notification
+--ro | ocal -di scr?
+--ro renote-discr?
+--1r0 new- state?
+--ro state-change-reason?
+--ro time-in-previous-state?
+--ro dest-addr?
+--ro interface?
+--ro echo-enabl ed?

e —————

---n bfd-nmultihop-notification

+--ro |local -discr?
+--ro renote-discr?
+--ro new- state?
+--ro state-change-reason?
+--ro time-in-previous-state?
+--ro dest-addr?
+--ro vrf-nanme?
+--ro source-addr?

Zheng, et al. Expi res Sept enber

March 2015

bool ean

state

state

di agnostic
? di agnostic

enumrer ati on

+--ro0 actual -tx-interval ? ui nt 32
+--ro actual -rx-interval ? ui nt 32

terval ? ui nt 32
ui nt 32

yang: dat e-and-ti ne
yang: dat e-and-ti ne
yang: dat e-and-ti ne
ui nt 64
ui nt 64
ui nt 32
ui nt 64
ui nt 64

?  uint32

cations for BFD sessio

di scri m nat or

di scri m nat or
state

string

string

i net:ip-address
if:interface-ref
bool ean

di scri m nat or

di scrim nator
state

string

string

i net:ip-address
vr f Nane

i net:ip-address

7, 2015

n state
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2.8. Exanples

2.9. Interaction with other YANG nodul es
TBD.

2.10. BFD Yang Modul e

<CODE BEGQ NS>

nodul e bfd {
nanespace "urn:ietf:parans: xm :ns:yang: bfd";
/'l replace with | ANA nanespace when assi gned
prefix "bfd";

inmport ietf-interfaces {
prefix "if";

}

inmport ietf-inet-types {
prefix "inet";

}

i mport ietf-yang-types {
prefix yang;

organi zation "I ETF BFD Wor ki ng G oup”

cont act
"WG Web: <http://tools.ietf.org/wy/ bfd>
WG List: <rtg-bfd@etf.org>
WG Chair: Jeff Haas
WG Chai r: Nobo Akiya
Edi t or: Li anshu Zheng and Reshad Rahman";

description
"This nodul e contains the YANG definition for BFD paraneters as
per RFC5880, RFC5881 and RFC5883"

revision 2015-03-05 {
description "lInitial revision.";

}

typedef discrinmnator {
type uint32 {
range 1..4294967295;
}

}
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typedef diagnostic {
type enuneration {
enum none {

val ue 0;

} .

enum control Expiry {
val ue 1;

} _

enum echoFail ed {
val ue 2;

enum nbor Down {
val ue 3;

enum fwdi ngReset {
val ue 4;

enum pat hDown {
val ue 5;

}

enum concPat hDown {
val ue 6;

}

enum adm nDown {
val ue 7;

}

enum r ever seConcPat hDown {
val ue 8;

}

}
}

typedef state {
type enuneration {
enum adm nDown {
val ue O;
}
enum down {
val ue 1;
}
enuminit {
val ue 2;
}
enum up {
val ue 3;
}
}
}
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typedef multiplier {
type uint8 {
range 1..255;
}
}

typedef TTL {
type uint8 {
range 1..255;
}
}

t ypedef bfd-auth-algorithm {
description "Authentication algorithni;
type enuneration {
enum si npl e- password {
description
"Si npl e password";

}

enum keyed- nd5 {
description
"Keyed nmessage Digest 5"

}

enum et i cul ous- keyed- nd5 {
description
"Meticul ous keyed nessage Di gest 5"

}

enum keyed-sha-1 {
description
"Keyed secure hash al gorithm (SHAL)

}

enum met i cul ous- keyed-sha-1 {
description
"Meticul ous keyed secure hash al gorithm ( SHAL)
}
}
}

typedef vrfName {
description "VRF Nane";
type string;

feature bfd-centralized-session-config {
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description "BFD session centralized config supported”;

feature bfd-interface-config {
description "BFD per-interface config supported”;

}

feature bfd-authentication {
description "BFD authentication supported";

}

groupi ng bf d-groupi ng- common- cf g- parns {
description "BFD grouping for comobn config paraneters”;

| eaf local-multiplier {

}

description "Local multiplier"”;
type multiplier;
default 3;

| eaf desired-min-tx-interval {

}

description

"Desired mnimumtransmt interval of control packets”

type uint32;
uni ts m croseconds;
mandat ory true

| eaf required-mn-rx-interval {

}

description

"Required mninmumreceive interval of control packets";

type uint32;
units m croseconds;
mandat ory true;

| eaf denand-enabl ed {

}

description "To enbal e denand node";
type bool ean;
default false

| eaf enabl e-aut hentication {

Zheng,

description

March 2015

"If set, the Authentication Section is present and the session
is to be authenticated (see RFC5880 section 6.7 for details).";

type bool ean;
default false

et al. Expi res Septenber 7, 2015
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cont ai ner authentication-parns {
i f-feature bfd-authentication;
| eaf key-chain-nane {
description
"Key chain nane";
must "../algorithm {
error-nessage
"May not be configured w thout algorithni;
}

type string;

| eaf al gorithm {
description "Authentication algorithmto be used”
must "../key-chain" {
error-nessage
"May not be configured w thout key-chain";

}
type bfd-auth-al gorithm

}
}

groupi ng bfd-groupi ng- echo-cfg-parnms {
description "BFD grouping for echo config paraneters";
| eaf desired-nin-echo-tx-interval {
description "Desired minumumtransmt interval for echo”
type uint32;
units mcroseconds;
defaul t O;

}

| eaf required-mn-echo-rx-interval {
description "Required m nimumreceive interval for echo”
type uint32;
uni ts microseconds;
default O;

}
}

groupi ng bfd-client-base-cfg-parns {
description
"BFD grouping for base config paraneters which could be used
by a protocol which is a client of BFD';

contai ner bfd-cfg {
| eaf enabled {
type bool ean;
description "True if BFD is enabl ed";
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default false

}

| eaf local-multiplier {
type multiplier;
default 3;

}

| eaf desired-mn-tx-interval {
description
"Desired mnimumtransmt interval of control packets";
type uint32;
units mcroseconds;
mandat ory true;

}

| eaf required-mn-rx-interval {

description
"Required mininmumreceive interval of control packets";

type uint32;
units m croseconds;
mandat ory true

}

}
}

grouping bfd-client-full-cfg-parns {
description
"BFD grouping for conplete config paraneters which could be used
by a protocol which is a client of BFD.";

contai ner bfd-cfg {
| eaf enabled {
type bool ean;
description "True if BFD is enabl ed";
default false

}
uses bf d- groupi ng- conmon- cf g- par nrs;

uses bf d- groupi ng- echo- cf g- par ns;
}
}

groupi ng bfd-all-session {
description "BFD session operational information";
| eaf sesssion-type {
description
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"BFD session type, this indicates the path type that BFD is
runni ng on";
type enuneration {
enum i p-singl e-hop {
val ue "0";
description "IP single hop";

}
enum i p-mul ti-hop {

val ue "1";

description "I P nulti hop";
}

}

| eaf | ocal-discrimnator {
description "Local discrimnnator”;
type discrimnator;

| eaf renote-discrimnator {
description "Rempote discrimnator”;
type discrimnator;

| eaf renote-multiplier {
description "Renote nultiplier”;
type multiplier;

| eaf out-interface {
description "Qutgoing physical interface nane";
type if:interface-ref;

| eaf denmand- capability{
description "Local demand node capability";
type bool ean;

|ist session-running {
description "BFD session running information";
| eaf local-state {
type state;

| eaf renote-state {
type state;

| eaf | ocal -diagnostic {
type diagnosti c;

}

| eaf renote-diagnostic {
type diagnosti c;
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| eaf detect-Mde {
description "Detect node";
type enuneration {
enum async-wi th-echo {

val ue "0";

description "Async with echo";
}
enum async-wi t hout - echo {

val ue "1";

description "Async wi thout echo";

enum demand-w t h- echo {
val ue "2";
description "Demand wi th echo";

enum demand- wi t hout - echo {
val ue "3";
description "Demand wit hout echo";
}
}

| eaf actual -tx-interval {
description "Actual transnmit interval";
type uint32;
units m croseconds;

}

| eaf actual -rx-interval {
description "Actual receive interval";
type uint32;
units mcroseconds;

| eaf actual -echo-tx-interval {

description "Actual echo transmt interval";

type uint32;
units m croseconds;

| eaf detect-tinme {
description "Detect tine";
type uint32;
units mcroseconds;

}

}

list sesssion-statistics {
description "BFD session statistics";

| eaf create-tinme {
description
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"Time and date when session was created"
type yang: dat e-and-ti ne;

| eaf | ast-down-tine {
description
"Time and date of last tine the session went down";
type yang: dat e-and-ti ne;

| eaf last-up-tine {
description
"Time and date of last tine the session went up";
type yang: date-and-ti ne;

| eaf receive-pkt {
description "Received Packet Count";
type uint 64;

}

| eaf send-pkt {
description "Sent Packet Count";
type uint 64;

| eaf down-count {
description "Session Down Count";
type uint32;

| eaf receive-bad-pkt {
description "Received bad packet count”;
type uint 64;

}

| eaf send-fail ed-pkt {
description "Packet Failed to Send Count";
type uint 64;

| eaf short-break-count {
description "Shorthbreak count";
default "0";
type uint32;
}
}
}

cont ai ner bfd-cfg {
cont ai ner bfd-session-cfg {
i f-feature bfd-centralized-session-config;
list session-ip-sh {
key "interface dest-addr";
| eaf interface {
description
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"Interface on which the I P single-hop session is running.”
type if:interface-ref;

}
| eaf dest-addr {
description
"I P address of the peer";
type inet:ip-address;

| eaf adm n-down {
description
"I's the BFD session adm nistratively down";
type bool ean;
default false

uses bf d- groupi ng- conmon- cf g- par nrs;

uses bf d- groupi ng- echo- cf g- par ns;

}
list session-ip-mh {

key "vrf-nane source-addr dest-addr";
| eaf vrf-nane {
description "Routing instance";
type vrf Nane;

| eaf source-addr {
description
"Local |P address";
type inet:ip-address;

}
| eaf dest-addr {
description
"I P address of the peer";
type inet:ip-address;

| eaf adm n-down {
description
"I's the BFD session adm nistratively down";
type bool ean;
default false

uses bf d- groupi ng- conmon- cf g- par 1rs;
leaf tx-ttl {
type TTL;

defaul t 255;
description "TTL of outgoing BFD control packets";
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}
leaf rx-ttl {
type TTL;
description
"M nimum al |l oned TTL val ue for incom ng BFD control
packet s";
mandat ory true;
}
}
}
list bfd-interface-cfg {
if-feature bfd-interface-config;
description "Per-interface BFD configuration”;
key interface;
| eaf interface {
type if:interface-ref;
uses bf d- groupi ng- conmon- cf g- par 1rs;
uses bf d- groupi ng- echo- cf g- par ns;
}

}

cont ai ner bf d-oper {
cont ai ner bfd-session-statistics {
config "fal se";
description "BFD sessi on nunber";
| eaf ip-sh-session-num {
description "I P single hop session nunber";
config "fal se";
type uint32;

| eaf ip-mh-session-num {
description "I P multi hop session Number";
config "fal se";
type uint32;

| eaf total-session-num {
description "Total session nunber";
config "fal se";
type uint32;

}

| eaf session-up-num {
description "Session up nunber"”;
config "fal se";
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type uint32;
}
| eaf sess-down-num {
description "Session down nunber"”;
config "fal se";
type uint32;

}

cont ai ner bfd-session-lists {
config fal se
list session-ip-sh {
key "interface dest-addr";
| eaf interface {
type if:interface-ref;

| eaf dest-addr {
type inet:ip-address;

uses bfd-all-session

}

list session-ip-m {
key "vrfNane source-addr dest-addr";
| eaf vrfNane {
type vrf Nane;

| eaf source-addr {
type inet:ip-address;

}
| eaf dest-addr {
type inet:ip-address;

leaf ttl {
description "TTL of session";
config "fal se";
type TTL;

uses bfd-all-session
}
}
}

groupi ng bfd-notification-parans {
description
"This group describes comopn parans that will be send
as part of BFD notification";
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| eaf | ocal-discr {
description "BFD | ocal discrimnator";
type discrimnator;

| eaf renote-discr {
description "BFD renote discrimnator";
type discrimnator;

}

| eaf newstate {
description "Current BFD state";
type state;

| eaf state-change-reason {
description "BFD state change reason”;
type string;

| eaf tine-in-previous-state {
description "How | ong the BFD session was in the previous state";
type string;

}

| eaf dest-addr {
description "BFD peer address";
type inet:ip-address;

}

notification bfd-singlehop-notification {
uses bfd-notification-parans;
| eaf interface {

description "Interface to which this BFD session bel ongs to";
type if:interface-ref;

| eaf echo-enabl ed {
description "Was echo enabl ed for BFD';
type bool ean;

notification bfd-multihop-notification {
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uses bfd-notification-parans;

| eaf vrf-nane {
description "Routing instance";
type vrf Nang;

}

| eaf source-addr {
description "BFD | ocal address”;
type inet:ip-address;

2.11. BFD dient Exanple Configuration Yang Modul e

nodul e bf d-routing-app {
namespace "urn:cisco: parans: xm : ns: yang: bf drout i ngapp";
prefix bfd-routing-app;

i mport bfd {
prefix "bfd";

}

inmport ietf-interfaces {
prefix "if";

}

organi zati on
" ACVE" ;

cont act

"acne@cne. cont';

description
"Testing BFD grouping (simulating a routing application)";

revision 2015-02-14 {
description
“Initial revision.";
}

feature routing-app-bfd {
description "BFD configuration under routing-app";

}

list area {
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description
"Specify a routing area.";
key "area-id";
| eaf area-id {

type uint32;

uses bfd: bfd-client-base-cfg-parnms {
i f-feature routing-app-bfd;

}
list interface {
key "interface"
| eaf interface {
type if:interface-ref;
uses bfd: bfd-client-base-cfg-parns {
i f-feature routing-app- bfd,
}
}

}

2.12. Security Considerations

The YANG nodul e defined in this neno is designed to be accessed via
the NETCONF protocol [RFC6241]. The |owest NETCONF | ayer is the
secure transport |ayer and the mandatory to inplenment secure
transport is SSH [ RFC6242]. The NETCONF access control node

[ RFC6536] provides the neans to restrict access for particul ar
NETCONF users to a pre-configured subset of all avail abl e NETCONF
protocol operations and content.

The YANG nodul e has witeabl e data nodes which can be used for
creation of BFD sessions and nodification of BFD session paraneters.
The system should "police" creation of BFD sessions to prevent new
sessions from causing existing BFD sessions to fail. For BFD session
nmodi fi cation, the BFD protocol has nechani sms in place which allow
for in service nodification.

2.13. | ANA Consi der ati ons

The 1ANA is requested to as assign a new new nanespace URI fromthe
| ETF XM. registry.
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URI : TBD
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