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Abst ract

Point to multipoint (P2MP) BFD is designed to verify nultipoint
connectivity. This docunent specifies the support of P2MP BFD in
TRILL. Simlar as TRILL point to point BFD, BFD Control packets in
TRILL P2MP BFD are also transmtted using an extended RBridge
Channel

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on August 7, 2015.
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I ntroduction

TRILL supports multicast forwarding. Applications based on TRILL
mul ti cast wish to achi eve quick detection of nulticast failures using
P2MP BFD. This docunment specifies the use of P2MP BFD in TRILL.

To use P2MP BFD, the head need to periodically transmt BFD Contro
packets to all tails using TRILL nulticast. A new RBridge Channel is
al |l ocated for this purpose.

In order to execute the global protction of distribution used for

multicast forwarding [I-D.ietf-trill-resilient-trees], the head need
to track the active status of tails
[spal l agatti-bfd-nultipoint-active-tail]. Wen the tail |oses

connectivity fromthe head, it should notify the head of the |ack of
nmul ti point connectivity with unicast BFD Control packets. These
packets are transmtted using the existing RBridge Channel assigned
to BFD Control [RFC7175].
Acronyns and Term nol ogy

Acr onyns
Data Label: VLAN or Fine G ained Label [RFC7172].

BFD: Bidirectional Forwarding Detection
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2.

2.

Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Familiarity with [ RFC6325] [ RFC7175] [ RFC7178] is assuned in this
docunent .

Boot st r appi ng

The TRILL adj acency nechani sm bootstraps the establishnment of the BFD
session [RFC7177]. A slight wording update to the second sentence in
Section 6 of [RFC7177] is required.

It currently read:

If an RBridge supports BFD [ RFC7175], it will have | earned whether
the other RBridge has BFD enabl ed by whether or not a BFD- Enabl ed
TLV [ RFC6213] was included in its Hellos.

Now it shoul d read:

If an RBridge supports BFD [ RFC7175] [this document], it will have
| earned whether the other RBridge has BFD enabl ed by whet her or
not a BFD-Enabl ed TLV [ RFC6213] was included in its Hell os.

A New RBridge Channel for P2MP BFD

RBri dge Channel 0x002 is defined for TRILL point to point BFD Control
packets in [RFC7175]. |If the Mbit of the TRILL Header of the
channel ed packet containing the BFD Control packet is non-zero, the
packet MJUST be dropped [ RFC7/175]. \VWhile for P2MP BFD, the head is
required to probe tails using nulticast. This nmeans the Mbit wll
be set to 1. For this reason, a new RBridge Channel, whose code
point is TBD, is specified in this docunent. An RBridge that
supports P2MP BFD MJST support the new RBridge Channel for P2MP BFD.
The capability to support the RBridge Channel for P2MP BFD, and

t heref ore support perform ng P2MP BFD, is announced within the
"RBridge Channel Protocols Sub-TLV' in LSPs [RFC7176].

An alternative option is to define a new RBridge Channel Tunnel
protocol for P2MP BFD Control packets [I-D.ietf-trill-channel-tunnel]
so that P2MP BFD Control Packets can be adapted as the payl oad of
this Tunnel protocol.
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As specified in [ RFC7178], when the tail receives TRILL Data packets
sent on the channel, it will absorb the packets itself rather than
deliever these packets to its attached end-stations.

5. Discrimnators and Packet Denul ti pl exing

In [I-D.ietf-bfd-nmultipoint], the tail demnultiplexes incon ng BFD
packets based on a combination of the source address and My
Discrimnator. 1In addition to this conbination, TRILL P2MP BFD
requires the tail to use the Data Label, which is either the inner
VLAN or the Fine Grained Label [RFC7172], for denultiplexing. |If the
tail need to notify the head about the failure of a nultipath, the
tail is required to send unicast BFD Control packets using the sane
Dat a Label as used by the head.

6. Tracking Active Tails

According to[l-D.ietf-bfd-multipoint], the head has a session of type
Mul ti poi nt Head that is bound to a nultipoint path. Miltipoint BFD
Control packets are sent by this session over the multipoint path,
and no BFD Control packets are received by it. Each tail dynamcally
creates a MultipointTail per a nultipoint path. MiltipointTai
sessions receive BFD Control packets fromthe head over nulti point

pat hs.

If the head is keeping track of sone or all of the tails
[I-D.ietf-trill-resilient-trees], it has a session of type
MultipointCient per tail that it cares about

[spal l agatti-bfd-nultipoint-active-tail]. See

[spal l agatti-bfd-nultipoint-active-tail] for detail operations of
tacking active tails.

7. Security Considerations

P2MP BFD control packets can be encapsul ated as the payl oad of the
RBri dge Channel Tunnel [I-D.ietf-trill-channel-tunnel]. In that
case, the security option of RBridge Channel Tunnel can secure the
transm ssi on of BFD control packets.

The denul tiplexing of TRILL P2MP BFD at the tail is Data Label aware.
This enhances the security of the dynanmic creation of MiltipointTai
sessions at tails. |In order to forge BFD Control packets, the
attacker has to acquire the right Data Label that the head uses for
P2MP BFD.
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8. | ANA Consi derati ons

IANA is required to all ocate one RBridge Channel protocol nunber from
the Standards Action range, as foll ows:

Pr ot ocol Nunber

P2MP BFD Control TBD
9. References
9.1. Normative References
[I-D.ietf-bfd-multipoint]
Katz, D., ward, D., and J. Networks, "BFD for Miltipoint

Net wor ks", draft-ietf-bfd-nultipoint-05 (work in
progress), January 2015.

[I-Dietf-trill-channel-tunnel]
Eastl ake, D. and L. Yizhou, "TRILL: RBridge Channel Tunnel
Protocol ", draft-ietf-trill-channel-tunnel-02 (work in

progress), Decenber 2014.

[I-Dietf-trill-resilient-trees]
Zhang, M, Senevirathne, T., Pathangi, J., Banerjee, A,
and A. Ghanwani, "TRILL Resilient Distribution Trees",
draft-ietf-trill-resilient-trees-02 (work in progress),
Decenber 2014.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC6325] Perlman, R, Eastlake, D., Dutt, D., G, S., and A
Ghanwani, "Routing Bridges (RBridges): Base Protocol
Speci fication", RFC 6325, July 2011.

[ RFC7172] Eastlake, D., zZhang, M, Agarwal, P., Perlman, R, and D.
Dutt, "Transparent I|nterconnection of Lots of Links
(TRILL): Fine-Gained Labeling", RFC 7172, May 2014.

[ RFC7175] Manral, V., Eastlake, D., Ward, D., and A. Banerjee,
"Transparent |nterconnection of Lots of Links (TRILL):
Bi di rectional Forwarding Detection (BFD) Support", RFC
7175, May 2014.

[ RFC7176] Eastlake, D., Senevirathne, T., Ghanwani, A, Dutt, D.,

and A Banerjee, "Transparent |Interconnection of Lots of
Links (TRILL) Use of 1S 1S", RFC 7176, May 2014.

Zhang, et al. Expi res August 7, 2015 [ Page 5]



Internet-Draft P2MP BFD for TRILL February 2015

[ RFC7177] Eastlake, D., Perlman, R, Ghanwani, A, Yang, H, and V.
Manral , "Transparent |Interconnection of Lots of Links
(TRILL): Adjacency", RFC 7177, May 2014.

[ RFC7178] Eastlake, D., Manral, V., Li, Y., Adrin, S., and D. Ward,
"Transparent |nterconnection of Lots of Links (TRILL):
RBri dge Channel Support", RFC 7178, My 2014.

[spal l agatti-bfd-nultipoint-active-tail]
Katz, D., ward, D., and S. Pallagatti , "BFD Muilti point
Active Tails", January 2015.

9.2. Informative References

[ RFC6213] Hopps, C. and L. G nsberg, "IS-1S BFD Enabled TLV', RFC
6213, April 2011.

Aut hors’ Addr esses

M ngui Zhang

Huawei Technol ogi es

No. 156 Beiqing Rd. Haidian District
Beijing 100095

P. R China

Emai | : zhangm ngui @wuawei . com
Sant osh Pal | agatti

Juni per Networks

Enmbassy Busi ness Park

Bangal ore KA 560093

I ndi a

Enmai | : sant oshpk@ uni per. net
Vengada Prasad CGovi ndan

Ci sco Systens

Enai | : venggovi @i sco. com

Zhang, et al. Expi res August 7, 2015 [ Page 6]



