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Abst ract

Thi s docunment describes an optim zation to BFD Authentication as
described in Section 6.7 of BFD [ RFC5880].

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on August 17, 2015.

Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Aut henti cating every BFD [ RFC5880] packet with a Sinple Password, or
with a MD5 Message-Di gest Al gorithm[RFCL321] and Secure Hash

Al gorithm (SHA-1) algorithnms is conputationally intensive process,
making it difficult if not inpossible to authenticate every packet -

particularly at faster intervals. |In addition, the recent escal ating
series of attacks on MD5 and SHA-1 [ SHA-1-attackl] [SHA-1-attack?]
rai se concerns about their remaining useful lifetime as outlined in

Updated Security Considerations for the MD5 Message-Di gest and the
HVAC- MD5 Al gorithm [ RFC6151] and Security Considerations for the

SHA- 0 and SHA-1 Message-Digest Algorithm|[RFC6194]. |f replaced by
stronger algorithns, the conputational requirenment of a stronger
algorithms will make the task of authenticating every packet even

nmore difficult to achi eve

Thi s docunent proposes that only BFD franes that signal a state
change in BFD be authenticated. The rest of the frames can be
transmtted and received wi thout authentication enabled. Bulk of the
franes that are transmtted and recei ved have no state change
associated with them Liniting authentication to franes that affect
a BFD session state allows for nore sessions to be supported for

aut hentication. Mreover, nost BFD franes that signal a state change
are generally transnmitted at a slower interval of 1s |eaving enough
time to conpute the hash.

Section 2 tal ks about the changes to authentication node as descri bed
in BFD [ RFC5880] .
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5.

1.

Aut henti cati on Mde

The cryptographi c authentication mechani snms specified in BFD

[ RFC5880] describes enabling and disabling of authentication as a one
tinme operation. As a security precaution, it nmentions that

aut hentication state be allowed to change at nost once. Once turned
on, the docunent tal ks about every packet being enabled with

Aut hentication bit and payload. |In addition, it states that an

i npl ement ati on SHOULD NOT al | ow t he authentication state to be
changed based on the receipt of a BFD Control packet.

Thi s docunent proposes that the authentication node be nodified to be
enabl ed on demand. |Instead of every packet being authenticated, the
two ends can deci de which franes need to be authenticated, and

aut henticate only those franes. For exanple, the two ends can decide
that BFD franmes that indicate a state change should be authenticated
and enabl e authentication on those frames only. |f the two ends have
not previously negotiated which franes they will transnmit or receive
with authentication enabled, then the BFD session will fail to cone
up, because at |east one end will expect every frame to be

aut henti cat ed.

| ANA Consi derations
Thi s docunent nakes no request of | ANA

Note to RFC Editor: this section may be renoved on publication as an
RFC.

Security Considerations

The approach described in this docunent enhances the ability to

aut henti cati on a BFD session by taking away the onerous requirenent
that every frame be authenticated. By authenticating franes that
affect the state of the session, the security of the BFD session is
mai ntai ned. As such this docunent does not change the security
consi derations for BFD.
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