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Abst r act

This meno defines a nodul e of the Managenent Infornmation Base (M B)
used by Sinple Network Managenent Protocol (SNWP) in TCP/IP- based

internet. |In particular, it defines objects for nanagi ng single
channel optical interface paraneters of DWM applications, using the
approach specified in G 698.2 [ITU. G698.2] . This interface,

described in ITUT G 872, G709 and G 798, is one type of OIN nulti-
vendor Intra-Domain Interface (laDl). This RFCis an extension of
RFC3591 to support the optical paraneters specified in ITUT G 698.2
and application identifiers specified in ITUT G874.1 [ITU. &8B74.1].
Note that G 874.1 enconpasses vendor-specific codes, which if used
woul d nake the interface a single vendor laDl and could still be
managed.

The M B nodul e defined in this meno can be used for Optical
Par amet ers noni toring and/ or configuration of the endpoints of the
mul ti-vendor |aDl based on the Bl ack Link approach.
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1. Introduction

This meno defines a portion of the Managenent |nformation Base (M B)
used by Sinple Network Managenment Protocol (SNMP)in TCP/I P-based
internets. In particular, it defines objects for managi ng single
channel optical interface paraneters of DWM applications, using the
approach specified in G 698.2. This RFC is an extension of RFC3591
to support the optical paraneters specified in ITUT G 698.2

[1TU &698. 2] and application identifiers specified in ITUT G 874.1

[ITU &B74.1] . Note that G 874.1 enconpasses vendor-specific codes,
which if used woul d meke the interface a single vendor |aD and coul d
still be nmanaged.

The Bl ack Link approach allows supporting an optical transmtter/
recei ver pair of one vendor to inject an optical tributary signal and
run it over an optical network conposed of anplifiers, filters, add-
drop multiplexers froma different vendor. 1In the OIN architecture
the "black-link’ represents a pre-certified network nedia channe
conformng to G 698.2 specifications at the S and R reference points.

[Editor’s note: In G 698.2 this corresponds to the optical path from
point Sto R network nedia channel is also used and expl ained in
draft-ietf-ccanp-flexi-grid-fwk-02]

Managenent will be perfornmed at the edges of the network nedia
channel (i.e., at the transmitters and receivers attached to the S
and R reference points respectively) for the relevant paraneters
specified in G698.2 [ITU G698.2], G798 [ITU. Gr98], G 874

[ TU. &B74], and the performance paraneters specified in G 7710/Y. 1701
[ITUT G 7710] and G 874.1 [ITU. G874.1].

G 698.2 [ITU.G698.2] is primarily intended for nmetro applications
that include optical anplifiers. Applications are defined in G 698.2
[1TU G698. 2] using optical interface paraneters at the single-channe
connection points between optical transmitters and the optica

mul ti pl exer, as well as between optical receivers and the optica
demul tiplexer in the DADM system This Recommendati on uses a

met hodol ogy whi ch does not explicitly specify the details of the
optical network between reference point Ss and Rs, e.g., the passive
and active elenents or details of the design. The Recomendati on
currently includes unidirectional DADM applications at 2.5 and 10
Goit/s (with 100 GHz and 50 GHz channel frequency spacing). Wrk is
still under way for 40 and 100 Ghit/s interfaces. There is
possibility for extensions to a | ower channel frequency spacing.
This docunment specifically refers to the "application code" defined
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inthe G698.2 [ITU G598.2] and included in the Application
Identifier defined in G874.1 [ITU. &874.1] and G 872 [ITU. &B72], plus
a few optical paraneters not included in the G 698.2 application code
speci fication.

This draft refers and supports also the draft-kunze-g-698-2-
managenent - cont r ol - f r amewor k

The building of an SNMP M B describing the optical paraneters defined
in G698.2 [ITU G698.2], and reflected in G874.1 [ITU. &B74], allows
the different vendors and operator to retrieve, provision and
exchange information across the G 698.2 nmulti-vendor laDl in a

st andar di zed way.

The M B, reporting the Optical paranmeters and their val ues,
characterizes the features and the performances of the optica
conmponents and allow a reliable black Iink design in case of nulti
vendor optical networks.

Al t hough RFC 3591 [ RFC3591] describes and defines the SNMP M B of a
nunber of key optical paranmeters, alarns and Performance Mnitoring,
as this RFC is over a decade old, it is primarily pre-OIN, and a nore
conpl ete and up-to-date description of optical paranmeters and
processes can be found in the relevant | TU T Reconmmendations. The
same consi derations can be applied to the RFC 4054 [ RFC4054]

2. The Internet-Standard Managenent Framewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed obj ects are accessed via a virtual information store, terned
the Managenent Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managerment Protocol (SNWVP).
bjects in the MB are defined using the mechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [ RFC2579] and STD 58, RFC 2580

[ RFC2580] .

3. Conventions

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119] In
the description of O Ds the convention: Set (S) Get (G and Trap (T)
conventions will describe the action allowed by the paraneter.
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4.

Overvi ew

Figure 1 shows a set of reference points, for the Iinear "black |ink"

approach, for single-channel connection (Ss and Rs) between
transmitters (Tx) and receivers (Rx). Here the DWM network el ements

i nclude an OM and an QD (which are used as a pair with the opposing

el enment), one or nore optical anplifiers and may al so include one or

nore QOADIVE.
o o o e e e e e e e e e e e e e e e e e e e e eee oo +
Ss | DWDM Net wor k El enent s | Rs
Rt B N N
Tx L1----]->| \ e + e + / [--]-->Rx L1
t--- 4 || (. | +------ + | || || +--
to--t || | I || || || +o-
TX L2----|->] OM[-->]------ [->] CADM [--|------ [->] OD|--]-->Rx L2
SRR N R | | I A B e
sk S N B R |- + I O
TX L3----]|->| / | DVDM | | A | DWDM | \ [--]-->Rx L3
+--+ | |/ | Link +----]--]----+ Link | V] +- -+
[ S + [ [ Fom e o - +
+--+ +--+
I I
Rs v | Ss
H-- - - - +  H----- +
| RxLx | | TXLx |
+--- - - + - +
Ss = reference point at the DWDM network el ement tributary output
Rs = reference point at the DWM network el enent tributary input
Lx = Lanmbda x
OM = Optical Mix
OD = Optical Denux

QADM = Optical Add Drop Mix

fromFig. 5 1/G 698. 2
Figure 1: Linear Black Link approach
G 698.2 [ITU. G698. 2] defines also Ring "Black Link" approach

configurations [Fig. 5.2/ G 698.2] and Linear "black |ink" approach
for Bidirectional applications[Fig. 5.3/ G 698.2]
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4.1. Optical Paraneters Description

The G 698.2 pre-certified network nedia channel s are nanaged at the
edges, i.e. at the transmitters (Tx) and receivers (Rx) attached to
the S and R reference points respectively. The set of paraneters
that could be managed are specified in G 698.2 [ITU G698.2] section
5.3 referring the "application code" notation

The definitions of the optical paraneters are provided below to
increase the readability of the docunent, where the definition is
ended by (G the paraneter can be retrieve with a CGET, when (S) it
can be provisioned by a SET, (G S) can be either GET and SET.

To support the managenent of these paraneters, the SNMP MB in RFC
3591 [RFC3591] is extended with a new M B nodul e defined in section 6
of this docunment. This new MB nodul e includes the definition of new
configuration table of the OCh Layer for the paraneters at Tx (S) and
Rx (R).

4.1.1. Rs-Ss Configuration

The Rs-Ss configuration table allows configuration of Central
Frequency, Power and Application identifiers as described in

[1TU. G698.2] and G 694.1 [ITU. G694. 1]

Thi s paraneter report the current Transceiver Qutput power, it can be
either a setting and neasured value (G S).

Central frequency (see G 694.1 Table 1):
This paranmeter indicates the central frequency value that Ss and
Rs will be set, to work (in THz), in particular Section 6/G 694.1
(G 9.

Si ngl e-channel application identifiers (see G 698. 2):
This paraneter indicates the transceiver application identifier at
Ss and Rs as defined in [ITU G698.2] Chapter 5.4 - this paraneter
can be called Optical Interface Identifier Ol as per [draft-
martinelli-wson-interface-class] (Q.

Nunmber of Single-channel application identifiers Supported
This paranmeter indicates the nunber of Single-channel application
codes supported by this interface (G.

Current Laser CQutput power:
This paranmeter report the current Transceiver Qutput power, see
RFC3591.

Current Laser |nput power:
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4.

4.

Thi s paraneter report the current Transceiver |nput power see

RFC3591.
Fomm o e e e e e e e e e e e e e e e e e me i eo - Fomm e - [ S +
| PARAMETERS | Get/Set | Reference |
o o e e e e e e e e e e e e e e e e e e e e meeeo— - TR Fom e e oo - +
| Central Frequency | GS | G694.1 |
I I I S. 6 I
| Single-channel Application Identifier | G | G874.1 |
| nunber in use [ [ [
| Single-channel Application Identifier Type | G | G874.1 |
| in use [ [ [
| Single-channel Application Identifier in | G | G874.1 |
| use I I I
| Nunber of Single-channel Application | G | N. A |
| ldentifiers Supported [ [ [
| Current CQutput Power | GS | RFC3591 |
| Current Input Power | G | RFC3591 |
oo e e e e e e e e e e e e e e e e e e e e mee——— - T R +

Table 1: Rs-Ss Configuration
1.2. Table of Application ldentifiers

This table has a list of Application Identifiers supported by this
interface at point R are defined in G 698. 2.

Application ldentifier Nunber:
The nunber that uniquely identifies the Application Identifier.

Application Identifier Type:
Type of application lIdentifier: STANDARD / PROPRI ETARY in G 874.1

Application ldentifier:
This is the application Identifier that is defined in G 874. 1.

2. Use of ifTable

This section specifies howthe MB Il interfaces group, as defined in
RFC 2863 [ RFC2863], is used for the link ends of a black link. Only
the ifGeneral Informati onG oup will be supported for the ifTable and
the ifStackTable to maintain the relationship between the OCh and OPS
| ayers. The OCh and OPS | ayers are nanaged in the ifTable using
IfEntries that correlate to the |l ayers depicted in Figure 1.
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For exanple, a device with TX and/or RX will have an Optical Physica
Section (OPS) |layer, and an OCh layer. There is a one to n
rel ati onship between the OPS and OCh | ayers.

EDI TOR NOTE: Reason for changing from CChr to CCh: Edition 3 of G 872
renoved OChr fromthe architecture and G 709 was subsequent|y updated
to account for this architectural change.

Figure 2 In the following figures, optical Physical Section are
abbrevi ated as OPS

—

Path Data Unit
( ODUK)

—
—

-V

Tandem Data Uni t

( ODUKT) CCh Layer > n och IfEntries
Opti cal /

Transport Unit /
(OTWwk) / OoPSn Layer > mops IfEntries

~ e~

— Vv Vv—

Figure 2: OIN Layers for OPS and CCh

Each optical Channel IfEntry is napped to one of the m

opti cal Physi cal Section IfEntries, where mis greater than or equal to
1. Conversely, each optical TransPhysi cal Section port entry is napped
to one of the n optical Channel IfEntries, where n is greater than or
equal to 1.

The design of the Optical Interface M B provides the option to nodel
an interface either as a single bidirectional object containing both
sink and source functions or as a pair of unidirectional objects, one
cont ai ni ng sink functions and the other containing source functions.

If the sink and source for a given protocol |ayer are to be nodell ed
as separate objects, then there need to be two ifTable entries, one
that corresponds to the sink and one that corresponds to the source,
where the directionality information is provided in the configuration

G Galinberti, et al. Expires April 30, 2015 [ Page 8]
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tables for that layer via the associated Directionality objects. The
agent is expected to rmaintain consistent directionality val ues
between ifStackTable | ayers (e.g., a sink nmust not be stacked in a
1:1 manner on top of a source, or vice-versa), and all protoco

| ayers that are represented by a given ifTable entry are expected to
have the sane directionality.

When separate ifTable entries are used for the source and sink
functions of a given physical interface, association between the two
uni-directional ifTable entries (one for the source function and the
other for the sink functions) should be provided. It is reconmended
that identical ifName values are used for the two ifTable entries to
i ndi cate such association. An inplenentation shall explicitly state
what mechanismis used to indicate the association, if ifName is not
used.

4.2.1. Use of ifTable for OPS Layer

Only the ifGenerall nformati onG oup needs to be supported.

i f Tabl e oj ect Use for OIN OPS Layer
i flndex The interface index.
i f Descr Optical Transport Network (OTN) Optica

Physi cal Section (OPS)
i f Type opti cal Physi cal Secti on (xxx)
<<<Editor Note: Need new | ANA registration value for xxx. >>>

i f Speed Actual bandwi dth of the interface in bits per
second. If the bandwidth of the interface is
greater than the maxi mum val ue of 4,294, 967, 295,
then the maxi mum value is reported and
i f H ghSpeed nust be used to report the
interface s speed.

i f PhysAddr ess An octet string with zero length. (There is
no specific address associated with the
i nterface.)

i f Adm nSt at us The desired adnministrative state of the

interface. Supports read-only access.

i f Oper St at us The operational state of the interface. The

G Galinberti, et al. Expires April 30, 2015 [ Page 9]
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val ue | ower LayerDown(7) is not used, since
there is no lower layer interface. This object
is set to notPresent(6) if a conponent is

m ssing, otherwise it is set to down(2) if
either of the objects optlfOPSnCurrent Status

i ndi cates that any defect is present.

i f Last Change The val ue of sysUpTinme at the | ast change in
i f Oper St at us.

i f Nanme Enterprise-specific convention (e.g., TL-1 AID)
to identify the physical or data entity
associated with this interface or an
OCTET STRING of zero length. The
enterprise-specific convention is intended to
provide the neans to reference one or nore
enterprise-specific tables.

i fLi nkUpDownTr apEnabl e Default value is enabled(1l). Supports
read-only access.

i f H ghSpeed Actual bandwi dth of the interface in Mega-bits
per second. A value of n represents a range of
"n-0.5 to 'n+0.49999Y

i f ConnectorPresent Set to true(l).

i fAlias The (non-volatile) alias nane for this interface
as assigned by the network nanager.

4.2.2. Use of ifTable for OCh Layer
Use of ifTable for OCh Layer See RFC 3591 [ RFC3591] section 2.4
4.2.3. Use of ifStackTable

Use of the ifStackTable and iflnvStackTable to associate the

opti cal Physi cal Secti on and optical Channel interface entries is best
illustrated by the exanple shown in Figure 3. The exanple assunes an
ops interface with iflndex i that carries two nmultiplexed OCh
interfaces with iflndex values of j and k, respectively. The exanple
shows that j and k are stacked above (i.e., multiplexed into) i
Furthernmore, it shows that there is no layer lower than i and no

| ayer higher than j and/or k.
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Fi gure 3

Hi gher Layer Lower Layer

Figure 3: Use of ifStackTable for an OIN port
For the inverse stack table, it provides the sane information as the
interface stack table, with the order of the Hi gher and Lower | ayer
i nterfaces reversed.
5. Structure of the MB Mdul e

EDI TOR NOTE: text will be provided based on the MB nodule in
Section 6

6. Object Definitions
EDI TOR NOTE: Once the scope in Section 1 and the paranmeters in

Section 4 are finalized, a MB nodule will be defined. It could be
an extension to the OPT-1F M B nodul e of RFC 3591. >>>
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MODULE- | DENTI TY,
OBJECT- TYPE,
Gauge32,
I nt eger 32,
Unsi gned32,
Count er 64,
transm ssi on,
NOTI FI CATI ON- TYPE
FROM SNWPv2- SM
TEXTUAL- CONVENTI ON,
RowPoi nt er,
Rowst at us,
Tr ut hval ue,
Di splayString,
Dat eAndTi ne
FROM SNVPv2- TC
SnnpAdmi nStri ng

698- 2- snnp- ni b- 09

FROM SNWVP- FRAVEWORK- M B

MODULE- COVPLI ANCE, OBJECT
FROM SNWPv2- CONF
i flndex
FROM | F-M B
opt | f M bMddul e
FROM OPT- | F- M B;
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opt | f Xcvr M bMbdul e MODULE- | DENTI TY
LAST- UPDATED "201401270000Z"
ORGANI ZATI ON "1 ETF Ops/ Canmp M B Wor ki ng Group”
CONTACT- | NFO
"WG charter:
http://ww.ietf.org/htnl.charters/

Mai ling Lists:
Editor: Gabriele Galinberti
Emai | : ggal i nhe@i sco. cont
DESCRI PTI ON
"The M B nodul e to describe Bl ack Link tranceiver
characteristics to rfc3591.
Copyright (C) The Internet Society (2014). This version
of this MB nodule is an extension to rfc3591; see the RFC

itself for full legal notices.”
REVI SION  "201305050000Z"
DESCRI PTI ON

"Draft version 1.0"
REVI SION "201305050000Z"
DESCRI PTI ON
"Draft version 2.0"
REVI SION "201302270000Z"
DESCRI PTI ON
"Draft version 3.0"
REVI SION "201307020000Z"
DESCRI PTI ON
"Draft version 4.0
Changed the draft to include only the G 698 paraneters."”
REVI SION "201311020000Z"
DESCRI PTI ON
"Draft version 5.0
M b has a table of application code/vendor
transci evercode G 698"
REVI SION "201401270000Z"
DESCRI PTI ON
"Draft version 6.0"
REVI SION "201407220000Z"
DESCRI PTI ON
"Draft version 8.0
Renoved Vendor transceiver code"
::={ optlfMbMdule 4 }

-- Addition to the RFC 3591 objects
opt | f OChSsRsG oup OBJECT IDENTIFIER ::={ optlfXcvrM bModule 1 }
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-- OCh Ss/Rs config table
-- The application code/vendor tranceiver class for the Black Link
-- Ss-Rs will be added to the CchConfigTable

opt | f OChSsRsConfi gTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Opt | f OChSsRsConfi gEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A table of Och General config extension paraneters”
:={ optlfOCChSsRsGoup 1 }

opt | f OChSsRsConfi gEntry OBJECT- TYPE
SYNTAX Opt | f OChSsRsConfi gEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"A conceptual row that contains G 698 paraneters for an
interface.”
INDEX { iflndex }
2= { optlfOChSsRsConfigTable 1 }

Opt | f OChSsRsConfigEntry ::=
SEQUENCE {
opt | f OChCent r al Frequency Unsi gned32,
opt | f OChl nt er f aceAppl i cati onldentifi er Nunber Unsi gned32,
opt | f OChl nt er f aceAppl i cati onl dentifierType Unsi gned32,
opt | f OChl nt erfaceApplicationldentifier Di splayString,
opt | f OChNunber Appl i cati onCodesSupport ed Unsi gned32

}

opt | f OChCentral Frequency OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-wite
UNITS " THz"
STATUS current
DESCRI PTI ON
" This paranmeter indicates the frequency of this interface.

::={ optlfOChSsRsConfigEntry 1 }

opt | f OChl nt erfaceApplicationldentifierNunber OBIJECT-TYPE
SYNTAX Unsi ghed32
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"This paraneter uniquely indicates the transceiver application
code at Ss and Rs as defined in [ITU. G374.1], that
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opt |

opt |

opt |

is used by this interface. The
opt| f OChSrcApplicationldentifierTable has all the application
codes supported by this interface. "

::={ optlfOChSsRsConfigEntry 2}

f OChl nterfaceApplicationldentifierType OBJECT-TYPE

SYNTAX Unsi ghed32

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This paraneter indicates the transceiver type of application
code at Ss and Rs as defined in [ITU G374.1], that
is used by this interface. The
opt| f OChSrcApplicationldentifierTable has all the application
codes supported by this interface
Standard = 0, PROPRIETARY = 1. "

::={ optlfOChSsRsConfigEntry 3}

f OChl nterfaceApplicationldentifier OBIJECT-TYPE

SYNTAX Di spl ayString

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This paraneter indicates the transceiver application code at
Ss and Rs as defined in [ITU. G698. 2] Chapter 5.3, that
is used by this interface. The
opt | f OChSrcAppl i cati onCodeTable has all the application
codes supported by this interface. "

::={ optlfOChSsRsConfigEntry 4 }

f OChNunber Appl i cati onl dentifiersSupported OBJECT-TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
" Nunber of Application codes supported by this interface."
::={ optlfOChSsRsConfigEntry 5}

-- Tabl e of Application codes supported by the interface

opt |

G Gl

Opt | f OChSr cAppl i cati onCodeEntry

f OChSrcApplicationldentifierTable OBJECT-TYPE
SYNTAX SEQUENCE OF Opt | f OChSrcApplicationldentifierEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A Tabl e of Application codes supported by this interface."
::={ optlfOChSsRsG oup 2 }
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opt | f OChSrcApplicationldentifierEntry OBJECT- TYPE

SYNTAX Opt | f OChSrcApplicationldentifierEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A conceptual row that contains the Application code for this
interface.”

I NDEX { iflndex, optlfQOChApplicationldentiferNunber }

2= { optlfOChSrcApplicationldentifierTable 1 }

Opt | f OChSrcApplicationldentifierEntry ::=

SEQUENCE {
opt | f OChAppl i cationl denti fer Nunber I nt eger 32,
opt | f OChAppl i cationl dentiferType I nt eger 32,
opt | f OChAppl i cationldentifier Di spl ayString
}

opt | f OChAppl i cationl dentiferNunber OBJECT- TYPE

SYNTAX Integer32 (1..255)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

" The nunber/identifier of the application code supported at

this interface. The interface can support nore than one
application codes.

::={ optlIfOChSrcApplicationldentifierEntry 1}

opt | f OChAppl i cationldentiferType OBJECT-TYPE

SYNTAX | nteger32 (1..255)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

" The type of identifier of the application code supported at

this interface. The interface can support nore than one
application codes.

2= { optlfOChSrcApplicationldentifierEntry 2}

opt | f OChApplicationldentifier OBJECT-TYPE
SYNTAX Di spl ayString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
" The application code supported by this interface DIWDM
link."
c:={ optIfOChSrcApplicationldentifierEntry 3}
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7.

7.

7.

8.

-- Notifications

-- Central Frequency Change Notification
opt | f OChCent ral FrequencyChange NOTI FI CATI ON- TYPE
OBJECTS { optlfQOChCentral Frequency }
STATUS current
DESCRI PTI ON
"Notification of a change in the central frequency."
2= { optlfXcvrM bMdule 1 }

END

Rel ati onship to O her M B Mdul es
1. Relationship to the [ TEMPLATE TODO] M B
2. MB nodul es required for | MPORTS
Definitions

[ TEMPLATE TODQ : put your valid M B nodul e here.

A list of tools that can hel p automate the process of
checking M B definitions can be found at

http://ww. ops.ietf.org/mb-reviewtools.htm

Security Consi derations

There are a nunber of nmanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
networ k operations. These are the tables and objects and their
sensitivity/vulnerability:

(0]

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWP.

SNWVP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using | Psec),
even then, there is no control as to who on the secure network is
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10.

all oned to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechani sns (for
aut henti cati on and privacy).

Furt her, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNWMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them

| ANA Consi derati ons
Option #1:
The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:
Descri pt or OBJECT | DENTI FI ER val ue
sampleM B { mb-2 XXX}
Option #2:

Editor’s Note (to be renoved prior to publication): the ANA is
requested to assign a value for "XXX' under the 'nib-2" subtree and
to record the assignment in the SM Nunbers registry. \When the
assi gnnent has been nmade, the RFC Editor is asked to replace "XXX"
(here and in the MB nodule) with the assigned value and to renove
this note.

Note well: prior to official assignment by the | ANA, an internet
draft MUST use place holders (such as "XXX' above) rather than actua
nunbers. See RFC4181 Section 4.5 for an exanple of how this is done
in an internet draft M B nodul e.

Option #3:

This meno includes no request to | ANA
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