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Abst r act
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1. Introduction

Thi s docunent defines a YANG [ RFC6020] data nodel that can be used to
configure and manage DHCP.

This data nodel includes configuration data and state data, in which
DHCP server, replay, and client nodes are defi ned.

1.1. Term nol ogy
The key words "MJST", "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP 14
[ RFC2119].
The following terns are used within this docunent:
The following terns are defined in [RFC6241] and are not redefined here:
o client

o configuration data

0 server
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0 state data
The following ternms are defined in [ RFC6020] and are not redefined here:
0 augnent
0o data nodel
o data node
0 presence container
1.2. Tree Diagrans

A simplified graphical representation of the data nodel is used in this
docunent. The neaning of the synbols in these diagrans is as follows:

o0 Brackets "[" and "]" enclose |ist keys.

0 Abbreviations before data node names: "rw' neans configuration (read-
wite), and "ro" nmeans state data (read-only).

o0 Synbols after data node nanes: "?" neans an optional node, "!" neans
a presence container, and "*" denotes a list and leaf-Iist.

o Parentheses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").

o Elipsis ("...") stands for contents of subtrees that are not shown.
2. Design of Data Mdel

The goal of this docunent is to define a data nodel that provides a
common user interface to the DHCP protocol. There is very infornation
that is designated as "mandatory", providing freedomfor vendors to
adapt this data nodel to their respective product inplenentations.

2.1. Overview
The overall structure of the nodel is described as the foll ow ng.

nodul e: ietf-dhcp
+--rw dhcp
| +--rw server
| ] C.

I

I

+-rw relay
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| +--rwclient

Furt hernmore, design three if-feature fo
server/relay/client as bel ow
feature dhcp-server {
description "Feature DHCP server";
}

feature dhcp-client {
description "Feature DHCP client"”;
}

feature dhcp-relay {
description "Feature DHCP rel ay";
}

2.2. DHCP Server

Server contain the configuration ite
packet, | P address pool, option. And a
for server.

The nmpst inportant part is the IP po
address section is for dynam c all ocati
bet ween | P address and MAC address is f

nodul e: ietf-dhcp

+--rw server {server}?

| +--rwlease-tinme?

+--rw pi ng- packet - nunber ?
+--rw pi ng- packet -ti meout ?
+--rw option
+--rw dhcp-server-identifi
+--rw domai n- nanme?
+--rw domai n- name- server ?
+--rwinterface-ntu?
+--rw net bi os- nane-server?
+--rw net bi 0s- node-type?
+--rw net bi os- scope?
rw ip-pool* [ip-pool-nane]
+--rw i p- pool - nane
+--rwinterface?
+--rw gateway-ip?

—_—_
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r depl oyment of DHCP

nms, including |lease tinme, ping
so include the operational data

ol configuration. Specifying IP
on. Configuring the mapping
or manual allocation

ui nt 32

uint8

ui nt 16

er? i net:ip-address
string
i net:ip-address
ui nt 32
i net:ip-address
ui nt 32
string

string

if:interface-ref
i net:ip-address

019 [ Page 4]



Internet-Draft DHCP Yang Data Mbdel

+--ro interface?

+--ro host-ip?

+--ro host - har dwar e- addr ess?
+--ro | ease?

+--ro type?

2. 3. DHCP Rel ay

Cct ober 2018

if:interface-ref
string

string

ui nt 32

al | ocate-type

| | +--rw gateway- nask? inet:ip-prefix

| | +--rwlease-tinme? ui nt 32

| | +--rw manual -allocation* [mac-address ip-address]
| | | +--rw nac-address yang: mac- addr ess

| | | +--rwip-address i net:ip-address

| | +--rwsection* [start-ip]

| | | +--rwstart-ip i net:ipv4-address

| | | +--rwend-ip? i net:ipv4-address

| | +--rwoption

| | | +--rwdhcp-server-identifier? i net:ip-address
| | | +--rw donmin-nanme? string

| | | +--rw donmin-name-server? i net:ip-address
| | | +--rwinterface-ntu? ui nt 32

| | | +--rw netbi os-nane-server? i net:ip-address
| | | +--rw netbios-node-type? ui nt 32

| | | +--rw netbios-scope? string

| | +--ro used-ip-count? ui nt 32

| | +--ro idle-ip-count? ui nt 32

| | +--ro conflict-ip-count? ui nt 32

| | +--ro total-ip-count? ui nt 32

| +--ro packet-statistics* [interface]

| | +--rointerface if:interface-ref

| | +---x clean-statistics

| | +--ro receive

| | | +--ro decline-packet? ui nt 32

| | | +--ro discover-packet? ui nt 32

| | | +--ro request-packet? ui nt 32

| | | +--ro release-packet? ui nt 32

| | | +--ro inform packet? ui nt 32

| | +--ro send

| +--ro offer-packet? ui nt 32

| +--ro ack-packet? ui nt 32

| +--ro nack- packet ? ui nt 32

| +--ro host

I

I

I

I

I

The relay function is configured per interface. Enable/disable relay
functionality on a specific interface, and specify the DHCP server.

nmodul e: ietf-dhcp
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2. 4.

DHCP cli ent

nodul e:

Li u,

+--rw dchp
+--rw server

DHCP Yang Data Mbdel

+-rwrelay {relay}?
| +--rw server-group* [server-group-nane]

e —————

DHCP d i ent

i etf-dhcp
+--rw dchp
+--rw server

+-rw relay

Ed. & Lou & Chen

+--rw Server-group-nane

+--rw interface?

+--rw gat eway- addr ess?

+--rw server - addr ess*

+--ro packet-statistics
+---Xx clean-statistics
+--ro0 receive

+-T0
+-T0
+-r0
+-T0
+--T0
+--T0

of f er - packet ?
ack- packet ?
nack- packet ?
decl i ne- packet ?
di scover - packet ?
request - packet ?

+--ro rel ease- packet ?
+--ro inform packet?
ro send

+--ro offer-packet?

+--T0
+--T0
+-T0
+-T0
+-r0
+-T0
+--T0

Expires Apri

ack- packet ?
nack- packet ?
decl i ne- packet ?
di scover - packet ?
request - packet ?
r el ease- packet ?
i nf or m packet ?

i s al so managed per interface,
client DHCP client function
statistics for the DHCP cli ent

client

12, 2019

string
if:interface-ref

i net:ipv4-address
i net:i pv4-address

ui
ui
ui
ui
ui
ui
ui
ui

ui
ui
ui
ui
ui
ui
ui
ui

nt 32
nt 32
nt 32
nt 32
nt 32
nt 32
nt 32
nt 32

nt 32
nt 32
nt 32
nt 32
nt 32
nt 32
nt 32
nt 32

Cct ober 2018

i ncl udi ng enabl e/ di sabl e

id and | ease tine. The packet
is also included.

[ Page 6]



Internet-Draft DHCP Yang Data Mbdel Cct ober 2018

+-rwclient {client}?
+--rwinterfaces* [interface]

+--rwinterface if:interface-ref
+-rwclient-id? string
+--rw | ease? ui nt 32

+--ro packet-statistics
+---x clean-statistics
+--ro0 receive
| +--ro offer-packet? ui nt 32

| +--ro ack-packet? ui nt 32

| +--ro nack-packet? ui nt 32

+--ro send
+--ro decline-packet ? ui nt 32
+--ro discover-packet ? ui nt 32
+--ro request - packet ? ui nt 32
+--ro rel ease- packet ? ui nt 32
+--ro informpacket? ui nt 32

3. DHCP YANG Modul e

<CODE BEG NS> file "ietf-dhcp@108-10-11. yang"

nmodul e ietf-dhcp {
yang-version 1.1;
nanespace "urn:ietf:paranms:xm :ns:yang:ietf-dhcp";
prefix "dhcp";

inmport ietf-inet-types {
prefix "inet";

}

i mport ietf-yang-types {
prefix "yang";

inmport ietf-interfaces {
prefix "if";

}

organi zation "I ETF dhc (Dynam c Host Configuration Protocol)
Wor ki ng Group”;

cont act "l eo. |i ubi ng@uawei . com
| oukunkun@uawei . com
chi n.chen@ricsson. cont';

description "The nodule for inplenmenting DHCP protocol";

revision "2018-10-11" {
description "initial draft revision";
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ref erence "rfc2131 rfc6020 rfc7950"
}
/* ____________________ */
/* Feat ur es * [
/* ____________________ */

feature server {
description "Feature DHCP server";

}

feature client {

description "Feature DHCP client";
}
feature relay {

description "Feature DHCP rel ay";

}

/* ____________________ */
[* Types Defination */
| * oo */

typedef allocate-type {
type enuneration {

enum aut onatic {

description
"DHCP assigns a permanent |P address to a client”;

}

enum dynam ¢ {

description
"DHCP assigns an | P address to a client
for alimted period of tine";

}

enum manual {
description
"a client’s IP address is assigned by the
net work admini strator, and DHCP is used
simply to convey the assigned address to the client"”;

}
description "Mechanisns for | P address allocation”;
}
/* ____________________ */
/* G oupi ngs */
| * oo */

groupi ng server-packet {
description "The packets are sent from server ";
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| eaf offer-packet {

type uint32;

config "fal se";

description "Total nunber of DHCPOFFER packets";
}
| eaf ack-packet {

type uint32;

config "fal se";

description "Total nunber of DHCPACK packets";

| eaf nack- packet {
type uint32;
config "fal se";
description "Total nunber of DHCPNAK packets";

}
}

groupi ng client-packet {
description "The packets are sent fromclient ";

| eaf decline-packet ({
type uint32;
config "fal se";
description "Total nunber of DHCPDECLI NE packets";

| eaf di scover-packet {

type uint32;

config "fal se";

description "Total nunber of DHCPDI SCOVER packets";
}
| eaf request-packet {

type uint32;

config "fal se";

description "Total nunber of DHCPREQUEST packets";

| eaf rel ease-packet {
type uint32;
config "fal se";
description "Total nunber of DHCPRELEASE packets"”;

| eaf inform packet {
type uint32;
config "fal se";
description "Total nunber of DHCPI NFORM packets";
}
}
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groupi ng sum packet {
description "All of conmicated packets between server and client";

uses server-packet;

uses client-packet;

}

groupi ng dhcp-option {
description "Configuration option";

| eaf dhcp-server-identifier {
type inet:ip-address;
description "DHCP server identifier";

| eaf domai n-nane {

type string

description "Name of the domain";
}
| eaf donmi n- nanme-server {

type inet:ip-address;

description "I Pv4 address of the domain";
}
| eaf interface-ntu {

type uint32 {

range "0..65535";
}

description "M ni num Transmi ssion Unit (MIU) of the interface”

| eaf netbi os-nane-server {
type inet:ip-address;
description "NETBI OS nanme server";

| eaf netbi os-node-type {
type uint32 {
range "0..65535";

}
description "NETBI CS node type";
| eaf netbios-scope {

type string
description "NETBI OS scope";

/* Configuration Data */
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cont ai ner dhcp {
description
"DHCP confi guration”
cont ai ner server {
if-feature server;
description
"DHCP server configuration”
| eaf | ease-time {
type uint 32{
range "180..31536000";
}
description
"Default network address | ease tine assigned to DHCP clients”
}
| eaf ping-packet - nunber {
type uint8 {
range "0..10";
}
default "0";
description "Nunber of ping packets”;
}
| eaf ping-packet-tineout {
type uint16 {
range "0..10000";
}

defaul t "500";
description "Ti meout of ping packet";
}
cont ai ner option {
description "Configuration option";
uses dhcp-opti on;

}
list ip-pool {
key "i p-pool - nane";
description "d obal | P pool configuration”

| eaf ip-pool-nane {
type string {
length "1..64";

}

description "Name of the I P pool"

| eaf interface {
type if:interface-ref;
description
"Name of the interface";
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}
| eaf gateway-ip {
type inet:ip-address;
description "I Pv4 address of the gateway";
}
| eaf gateway- mask {
type inet:ip-prefix;
description "Network submask of the gateway";

| eaf | ease-tinme {
type uint32 {
range "180..31536000";
}
description
"Default network address |ease tine assigned to DHCP clients”
}
list manual -al l ocation {
key "mac-address ip-address”
description "Mpping from MAC address to | P address"”;

| eaf mac-address {
type yang: mac- addr ess;
description "MAC address of the host";

| eaf ip-address {
type inet:ip-address;
description "I Pv4 address of the host";
}
}
list section {
key "start-ip";
description "I Pv4 address for the range";
| eaf start-ip {
type inet:ipv4-address;
mandatory "true";
description "Starting | Pv4 Address of a section";
}
| eaf end-ip {
type inet:ipv4-address;
description "Last |Pv4 Address of a section”;
}
}
cont ai ner option {
description "Configuration option";
uses dhcp-opti on;

}
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| eaf used-ip-count {

type uint32;

config "fal se";

description "Total nunber of used | Pv4 addresses”;
}
| eaf idle-ip-count {

type uint32;

config "fal se";

description "Total nunber of idle | Pv4 addresses”;

| eaf conflict-ip-count {
type uint32;
config "fal se";
description "Total nunmber of conflict |IPv4 addresses";

| eaf total-ip-count {
type uint32;
config "fal se";
description "Total nunber of |Pv4 addresses"”;

}

|ist packet-statistics {
key "interface";
config "fal se";
description "Packet statistics";

| eaf interface {
type if:interface-ref;
description "Name of the interface";

}

action clean-statistics {
description "Cear the specific interface statistics"

}

cont ai ner receive {
description "Nunmber of received packets”;

uses client-packet;

}

cont ai ner send {
description "Nunmber of sent packets";

uses server - packet;

}
}
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cont ai ner host {
config "fal se";
description "Host status information”
| eaf interface {
type if:interface-ref;
description "Name of the interface";

| eaf host-ip {
type string;
description "I Pv4 address of the host";

| eaf host - hardwar e- address {
type string;
description "MAC address of the host";

| eaf |ease {
type uint32;
description "Default network address | ease
time assigned to DHCP clients";

}
| eaf type {

type allocate-type

description "Mechanisns for | P address allocation”;
}

}
oo
container relay {

if-feature rel ay;
description "DHCP relay agent configuration”;

list server-group {
key "server-group-nane";
description

"DHCP server group configuration that DHCP rel ays to";

| eaf server-group-nane {
type string;
description "Name of a DHCP server group";

| eaf interface {
type if:interface-ref;
description "Name of the interface";

| eaf gat eway-address {
type inet:ipv4-address;
description "I Pv4 address of the gateway”;

| eaf-1ist server-address {

2018
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type inet:ipv4-address;
description "I Pv4 address of the server";

}

cont ai ner packet-statistics {
config "fal se";
description "Packet statistics";

action clean-statistics {
description "Cear the specific interface statistics"
}
cont ai ner receive {
description "Nunmber of received packets"”;

uses sum packet;

}

contai ner send {
description
"Nurmber of sent packets";

uses sum packet;

}
}
}
} _ _
container client {
if-feature client;
description "DHCP client configuration";
list interfaces {
key "interface";
description "Interface configuration";
| eaf interface {
type if:interface-ref;
description "Name of the interface";
}
leaf client-id {
type string;
description "DHCP client identifier";
}
| eaf |ease {
type uint32 {
range "1..4294967295";
}
description "Default network address |ease tine assigned to DHCP cl
i ents";
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cont ai ner packet-statistics {
config "fal se";
description "Packet statistics";

action clean-statistics {
description "Clear the specific interface statistics"

}

cont ai ner receive {
description "Nunber of received packets";

uses server-packet;

}

contai ner send {
description "Nunber of sent packets";

uses client-packet;

}
}
}
}
} }
<CODE ENDS>

4. Security Considerations
The data nodel defined does not create any security inplications.
5. Contributors
The followi ng people all contributed significantly to the initia
YANG nodel :
- Gang Yan (Huawei)
- Hongyi ng Sheng (Ericsson)
6. | ANA Consi derations

This draft does not request any | ANA acti on.
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