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Abst r act

The Dynami ¢ Host Configuration Protocol for |Pv4 (DHCPv4) enabl es
DHCPv4 servers to pass configuration paranmeters. It offers
configuration flexibility. |If not being secured, DHCPv4 is

vul nerabl e to various attacks, particularly spoofing attacks. This
docunent anal yzes the security issues of DHCPv4 and specifies a
Secur e DHCPv4 nmechani sm for comuni cati ons between DHCPv4 clients and
servers. This docunent provides a DHCPv4 client/server

aut henti cati on mechani sm based on sender’s public/private key pairs
or certificates with associated private keys. The DHCPv4 nessage
exchanges are protected by the signature option and the tinestanp
option newy defined in this docunent.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
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1. Introduction

The Dynam ¢ Host Configuration Protocol version 4 (DHCPv4, [RFC2131])
enabl es DHCPv4 servers to pass configuration paraneters and offers
configuration flexibility. |If not being secured, DHCPv4 is

vul nerabl e to various attacks, particularly spoofing attacks.

Thi s docunment anal yzes the security issues of DHCPv4 in details.

Thi s docunment provides nmechani snms for inproving the security of
DHCPv4 between client and server
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o the identity of a DHCPv4 nmessage sender, which can be a DHCPv4
server or a client, can be verified by a recipient.

o the integrity of DHCPv4 nessages can be checked by the recipient
of the nmessage.

0 anti-replay protection based on timestanps.

Note: this secure nechanismin this docunent does not protect the

rel ay-rel evant options, either added by a relay agent toward a server
or added by a server toward a relay agent, are considered | ess

vul nerabl e, because they are only transported w thin operator

net wor ks.

The security nechanisns specified in this docunment is based on
sender’s public/private key pairs or certificates with associ ated
private keys. It also integrates nessage signatures for the
integrity and timestanps for anti-replay. The sender authentication
procedure using certificates defined in this docunent depends on
depl oyed Public Key Infrastructure (PKI, [RFC5280]). However, the
depl oynent of PKI is out of the scope of this docunent.

Secure DHCPv4 is applicable in environnents where physical security
on the link is not assured (such as over wireless) and attacks on
DHCPv4 are a concern

2. Requirenents Language and Ter m nol ogy

The key words "MJST", "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] when they appear in ALL CAPS. Wen these words are not in
ALL CAPS (such as "should" or "Should"), they have their usua
Engl i sh neanings, and are not to be interpreted as [ RFC2119] key

wor ds.

3. Security Overview of DHCPv4

DHCPv4 is a client/server protocol that provides managed
configuration of devices. It enables a DHCPv4 server to
automatically configure relevant network paraneters on clients.

Al t hough [ RFC3118] provide an optional DHCPv4 authentication
mechanism It depends on the client’s key that is "initially
distributed to the client through some out-of -band nechani sni, and
"the DHCPv4 server MJUST know the keys for all authorized clients",
Section 5.4 of [RFC3118]. However, [RFC3118] does not provides no
mechani smfor distributing the client’s key.
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For the keyed hash function, there are two key nanagenent nechani sns.
The first one is a key managenent done out of band, usually through
some manual process. The second approach is to use Public Key
Infrastructure (PKI).

As an exanple of the first approach, operators can set up a key

dat abase for both servers and clients fromwhich the client obtains a
key before running DHCPv4. Manual key distribution runs counter to
the goal of minimzing the configuration data needed at each host.

In conparison, the security nechanismdefined in this docunent allows
the public key database on the client or sever to be popul ated
opportuni stically or manual ly, depending on the degree of confidence
desired in a specific application. PKI security nmechanismis sinpler
in the | ocal key managenent respect.

4. Overview of Secure DHCPv4 Mechani smwi th Public Key

Thi s docunent introduces a nechani smthat uses public key signatures
as a mechani smfor securing the DHCPv4 protocol. |In order to enable
DHCPv4 clients and servers to perform nutual authentication w thout
previ ous key depl oynent, this solution provides a DHCPv4 client/
server authenticati on nechani sm based on public/private key pairs
and, optionally, PKI certificates. The purpose of this designis to
make it easier to depl oy DHCPv4 authentication and provi des
protection of DHCPv4 message within the scope of whatever trust

rel ati onship exists for the particular key used to authenticate the
nmessage.

In this docunent, we introduce a public key option, a certificate
option, a signature option and a tinestanp option with correspondi ng
verification mechanisns. A DHCPv4 nessage can include a public key
option, and carrying a digital signature and a timestanp option. The
signature can be verified using the supplied public key. The
reci pi ent processes the payload of the DHCPv4 nessage only if the
validation is successful: the signature validates, and a trust

rel ati onship exists for the key. Alternatively, a DHCPv4 nessage can
include a certificate option, and also carrying a digital signature
and a tinmestanp option. The signature can be verified by the

reci pient. The recipient processes the payload of the DHCPv4 nessage
only if the validation is successful: the certificate validates, and
some trust relationship exists on the recipient for the provided
certificate. The end-to-end security protection can be

bi directional, covering nessages fromservers to clients and from
clients to servers. Additionally, the optional tinmestanp nmechani sm
provi des anti-replay protection.

Jiang & Zhang Expi res Decenber 26, 2015 [ Page 4]



Internet-Draft Secur e DHCPv4 June 2015

A trust relationship for a public key can be the result either of a
Trust-on-first-use (TOFU) policy, or a list of trusted keys
configured on the recipient.

A trust relationship for a certificate could also be treated either
as TOFU or configured in a list of trusted certificate authorities,
dependi ng on the application

TOFU can be used by a client to authenticate a server and its
messages. |t can be deployed without a pre-established trust

rel ati onship between the client and the server. It can be used for
al| DHCPv4 nessages, and the sanme single key can be used for al
clients since the server does not send a secret in plain text on the
wire. Overall this will provide a reasonabl e bal ance of easy

depl oynent and noderate | evel of security, as long as the risk of the
attack window on the first use is acceptable.

TOFU can al so be used by a server to protect an existing DHCPv4
session with a particular client by preventing a nalicious client
from hijacking the session. In this case the server does not even
have to store the client’s public key or certificate after the
session; it only has to renenber the public key during that
particul ar session and check if it can verify received nessages with
that key. This type of authentication can be deployed w thout a pre-
established trust relationship.

If authentication has to be provided fromthe initial use, the Secure
DHCPv4 mechani sm needs some infrastructure such as PKlI so the

reci pient of a public key or certificate can verify it securely. It
is currently a subject of further study how such an infrastructure
can be integrated to DHCPv4 in a way it nmakes the depl oynent easier

The signature on a Secure DHCPv4 nessage can be expected to
significantly increase the size of the nessage. One exanple is
normal DHCPv4 nessage length plus a 1 KB for a X 509 certificate and
signature and 256 Byte for a signature. Packet fragments are highly
possible. In practise, the total length would be various in a large
range. Hence, deployment of Secure DHCPv4 shoul d al so consider the
i ssues of IP fragnent, PMIU, etc.

4.1. New Conponents

The components of the solution specified in this docunent are as
fol | ows:

0 Servers and clients using public keys in their secure DHCPv4

messages generate a public/private key pair. A new DHCPv4 option
that carries the public key is defined.
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0 Servers and clients that use certificates first generate a public/
private key pair and then obtain a public key certificate froma
Certificate Authority that signs the public key. Another new
DHCPv4 option is defined to carry the certificate.

0 A signature generated using the private key which is used by the
receiver to verify the integrity of the DHCPv4 nessages and then
the identity of the sender.

o Atimestanp, to detect replayed packet. The secure DHCPv4 nodes
need to neet sone accuracy requirenents and be synced to gl oba
time, while the tinmestanp checking mechanismallows a configurable
time value for clock drift. The real time provision is out of
scope of this docunent.

Support for AlgorithmAgility

Hash functions are used to provide nmessage integrity checks. In
order to provide a neans of addressing problenms that may enmerge in
the future with existing hash algorithms, as recommended in

[ RFC4270], this docunent provides a nechanismfor negotiating the use
of nmore secure hashes in the future.

In addition to hash algorithmagility, this docunment also provides a
mechani smfor signature algorithmagility.

The support for algorithmagility in this docunment is mainly a
unilateral notification nechanismfrom sender to recipient. A
reci pi ent MAY support various algorithns sinultaneously anong
different senders, and the different senders in a same administrative
domai n may be allowed to use various algorithns sinultaneously. It
is NOT RECOMVENDED t hat the sane sender and recipient use various
algorithnms in a single conmunication session

If the recipient does not support the algorithmused by the sender

it cannot authenticate the nmessage. |n the client-to-server case,
the server SHOULD reply with an Al gorithnNot Supported status code
(defined in Section 5.5). Upon receiving this status code, the
client MAY resend the nessage protected with the mandatory al gorithm
(defined in Section 5.3).

Applicability

By default, a secure DHCPv4 enabled client or server SHOULD start
with secure node by sending secure DHCPv4 nessages. |If the recipient
is secure DHCPv4 enabl ed and the key or certificate authority is
trusted by the recipient, then their comunication would be in secure
node. In the scenario where the secure DHCPv4 enabled client and

Jiang & Zhang Expi res Decenber 26, 2015 [ Page 6]



Internet-Draft Secur e DHCPv4 June 2015

server fail to build up secure communicati on between them the secure
DHCPv4 enabl ed client MAY choose to send unsecured DHCPv4 nessage
towards the server according to its local policies

In the scenario where the recipient is a | egacy DHCPv4 server that
does not support secure nmechanism the DHCPv4 server (for all of
known DHCPv4 inpl enmentations) would just onmit or disregard unknown
options (secure options defined in this docunment) and still process
the known options. The reply nmessage woul d be unsecured, of course.
It is up to the local policy of the client whether to accept such

messages. |If the client accepts the unsecured nessages fromthe
DHCPv4 server, the subsequent exchanges will be in the unsecured
node.

In the scenario where a | egacy client sends an unsecured nessage to a
secure DHCPv4 enabl ed server, there are two possibilities depending

on the server policy. |If the server's policy requires the

aut henti cation, an UnspecFail (value 1, [RFC6926]) error status code,
SHOULD be returned. 1In such case, the client cannot build up the
connection with the server. |If the server has been configured to

support unsecured clients, the server MAY fall back to the unsecured
DHCPv4 node, and reply unsecured nessages toward the client;
dependi ng on the local policy, the server MAY continue to send the
secured reply nessages with the consunption of conmputing resource

The resources allocated for unsecured clients SHOULD be separated and
restricted.

These are all exanples of how interactions can go, but there is
nothing to prevent clients from behavi ng adaptively in response to
secure nessages from servers

5. Extensions for Secure DHCPv4
This section describes the extensions to DHCPv4. Four new options
have been defined. The new options MJST be supported in the Secure
DHCPv4 nmessage exchange

5.1. Public Key Option

The Public Key option carries the public key of the sender. The
format of the Public Key option is described as follows:
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| option-code | option-len | [
B T ks i e s S SN SN S |
I I

Public Key (variable Iength)
;-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-;
option-code OPTI ON_PUBLI C KEY (TBAl).
option-len Length of public key in octets.

Public Key A variable-length field containing a
Subj ect Publ i cKeyl nfo object specified in [ RFC5280].
The Subj ect PublicKeylnfo structure is conprised with
a public key and an Al gorithm dentifier object
which is specified in section 4.1.1.2, [RFC5280]. The
object identifiers for the supported algorithms and
the met hods for encoding the public key materials
(public key and paraneters) are specified in
[ RFC3279], [RFC4055], and [ RFC4491].

Not e: when the option exceeds 255 octets in size (the maxi mum size of
a single option), multiple instances of the same option are generated
acording to [ RFC3396]. And they should be put in sequential order in
the sane DHCPv4 nessage

5.2. Certificate Option
The Certificate option carries the public key certificate of the

client. The format of the Certificate option is described as
fol | ows:
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| option-code | option-len [ [
B T ks i e s S SN SN S |
I I

Certificate (variable |ength)
:I-— B Tl s s s s s i S SO M S T T T T S S S S S S S S S S S +—:I-
option-code OPTI ON_CERTI FI CATE (TBA2).
option-len Length of certificate in octets.

Certificate A variable-length field containing certificate. The
encoding of certificate and certificate data MJST
be in format as defined in Section 3.6, [RFC7296].
The support of X. 509 certificate - Signature (4)

i s mandatory.

Not e: when the option exceeds 255 octets in size (the maxi num size of
a single option), multiple instances of the same option are generated
acording to [ RFC3396]. And they should be put in sequential order in
the sane DHCPv4 nessage

5.3. Signhature Option

The Signature option allows a signature that is signed by the private
key to be attached to a DHCPv4 nessage. The Signature option could
be any place within the DHCPv4 nessage while it is logically created
after the entire DHCPv4 header and options, except for the

Aut hentication Option. It protects the entire DHCPv4 header and
options, including itself, except for the "giaddr’ field, the ’"hops
fields, the Authentication Option [ RFC3118] and the Rel ay Agent
Information Option [RFC3046]. The fornmat of the Signature option is
descri bed as foll ows:

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| option-code | option-len | HA-i d | SA-id |
B E e r e s i s i o T T s S S S S 2
I
I

Si gnature (variable | ength) |
B T i S S i S T h T i S S S S e

opti on-code OPTI ON_SI GNATURE ( TBA3) .
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2 + Length of Signature field in octets.

Hash Al gorithmid. The hash algorithmis used for
conputing the signature result. This design is
adopted in order to provide hash algorithmagility.
The value is fromthe Hash Al gorithm for Secure
DHCPv4 registry in I ANA. The support of SHA-256 is
mandatory. A registry of the initial assigned val ues
is defined in Section 8.

Signature Algorithmid. The signature algorithmis
used for conputing the signature result. This
design is adopted in order to provide signature
algorithmagility. The value is fromthe Signature
Al gorithmfor Secure DHCPv4 registry in | ANA The
support of RSASSA-PKCS1-v1l 5 is mandatory. A
registry of the initial assigned values is defined
in Section 8.

A variable-length field containing a digita
signature. The signature value is conputed with
the hash al gorithm and the signature al gorithm
as described in HA-id and SA-id. The signature
constructed by using the sender’s private key
protects the foll owi ng sequence of octets:

1. The DHCPv4 message header with the ’'giaddr’ and
"hops’ fields are set to all 0. It is because
DHCPv4 rel ay agents may change their val ues.

2. All DHCPv4 options including the Signature
option (fill the signature field with zeroes)
except for the Authentication Option and the Rel ay
Agent Information Option, if there are any.

The signature field MIST be padded, with all 0, to
the next octet boundary if its size is not an even
multiple of 8 bits. The padding | ength depends on
the signature algorithm which is indicated in the
SA-id field.

Not e: when the option exceeds 255 octets in size (the maxi mum size of
a single option), nultiple instances of the sane option are generat
acording to [ RFC3396]. And they should be put in sequential order
the sane DHCPv4 nessage

Note: if both signature and authentication option are present,
signature option does not protect the Authentication Option. It is
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because both options need to apply hash algorithmto whol e nessage,
so there nust be a clear order and there could be only one I|ast-
created option. In order to avoid update auth option, the authors
chose not include authentication option in the signature. This
design allows the Authentication Option to be created after signature
has been calculated and filled with the valid nmessage authentication
code (MAC).

5.4. Tinmestanp Option

The Tinestanp option carries the current time on the sender. |t adds
the anti-replay protection to the DHCPv4 nessages. It is optional
0 1 2 3

01234567890123456789012345678901
B s T e e e i T e s i sl sl S S S S S S S S
option-code | option-len | |
R i i T S e i i o EIE S e R |
I

Ti mestanp (64-bit) |

|

B ol o s ks st S S S S S R S e

+-
I
+-
I
I
|
I
I
S e t ek i S R S N R S
opti on-code OPTI ON_TI MESTAMP ( TBA4) .
option-len 8, in octets.
Ti mest anp The current time of day (NTP-fornmat tinmestanp
[ RFC5905] in UTC (Coordinated Universal Tine), a
64-bit unsigned fixed-point nunber, in seconds
relative to Oh on 1 January 1900.). It can reduce
t he danger of replay attacks.
5.5. Status Codes

The followi ng new status codes, see [RFC6926], are defined. They are
carried by the Status Code Option (value 151, [RFC6926]).

o0 Algorithnmot Supported (TBD5): indicates that the DHCPv4 server
does not support algorithns that sender used.

0 AuthenticationFail (TBD6): indicates that the DHCPv4 client fails
aut henti cati on check.

o TinmestanpFail (TBD7): indicates the nessage from DHCPv4 client
fails the tinmestanp check.
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0 SignatureFail (TBD8): indicates the nmessage from DHCPv4 client
fails the signature check.

6. Processing Rules and Behaviors

This section only covers the scenario where both DHCPv4 client and
server are secure enabl ed

6.1. Processing Rules of Sender

The sender of a Secure DHCPv4 nessage could be a DHCPv4 server or a
DHCPv4 client.

The sender nust have a public/private key pair in order to create
Secure DHCPv4 nessages. The sender may al so have a public key
certificate, which is signed by a CA assuned to be trusted by the
receipient, and its corresponding private key.

To support Secure DHCPv4, the Secure DHCPv4 enabl ed sender MJST
construct the DHCPv4 nmessage following the rules defined in
[ RFC2131].

A Secure DHCPv4 nessage sent by a DHCPv4 server or client MJST either
contain a Public Key option, which MJUST be constructed as expl ai ned
in Section 5.1, or a Certificate option, which MJST be constructed as
expl ai ned in Section 5. 2.

A Secure DHCPv4 nessage MUST contain one and only one Signature
option, which MJST be constructed as explained in Section 5.3. It
protects the nmessage header and all DHCPv4 options except for the
"giaddr’ field, the 'hops fields, the Authentication Option and the
Rel ay Agent Information Option.

A Secure DHCPv4 nessage SHOULD contain one and only one Ti nestanp
option, which MJST be constructed as explained in Section 5.4. The
Timestanp field SHOULD be set to the current time, according to
sender’s real tinme clock.

If the sender is a DHCPv4 server and al so sends back Rel ay Agent
Information Options to relay agents, it MJST NOT include the Relay
Agent Information Options in the conputation of signature, as defined
in Section 5. 3.

If the sender is a DHCPv4 client, in the failure cases, it receives a
Reply message with an error status code. The error status code

i ndicates the failure reason on the server side. According to the
recei ved status code, the client MAY take foll ow up action
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2

o Upon receiving an Al gorithmNot Supported error status code, the
client SHOULD resend the nessage protected with one of the
mandat ory al gorithns.

o Upon receiving an AuthenticationFail error status code, the client
is not able to build up the secure comunication with the
recipient. However, there may be nore than one DHCPv4 servers,
one of which may send AuthenticationFail and the other of which
may succeed. The client MAY use the AuthenticationFail as a hint
and switch to other public key certificate if it has another one;
but otherwi se treat the nessage containing the status code as if
it had not been received. But it SHOULD NOT retry with the sane
certificate. However, if the client decides to retransmt using
the sane certificate after receiving AuthenticationFail, it MJST
NOT retransmt immediately. Section 4.1 of [RFC2131] has enforced
that "the client MJST adopt a retransm ssion strategy that
i ncorporates a random zed exponential backoff algorithmto
determi ne the del ay between retransm ssions."

0 Upon receiving a TinestanpFail error status code, the client MAY
resend the nmessage with an adjusted tinestanp according to the
returned clock fromthe DHCPv4 server. The client SHOULD NOT
change its own clock, but only conmpute an offset for the
conmuni cati on sessi on.

0 Upon receiving a SignatureFail error status code, the client MAY
resend the nessage follow ng normal retransm ssion routines.

Processi ng Rul es of Reci pient

The recipient of a Secure DHCPv4 nessage coul d be a DHCPv4 server or
a DHCPv4 client. |In the failure cases, either DHCPv4 server or
client SHOULD NOT process the received nessage, and the server SHOULD
reply with a correspondent error status code, while the client
behaves as if no response had been received fromthat server. The
speci fic behavi or depends on the configured |ocal policy.

When receiving a DHCPv4 nessage, a Secure DHCPv4 enabl ed recipient
SHOULD di scard any DHCPv4 nessages that neet any of the foll ow ng
condi tions:

o the Signature option is absent,

o multiple Signature options are present,

0 both the Public Key option and the Certificate option are absent,

0 both the Public Key option and the Certificate option are present.
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In such failure, if the recipient is a DHCPv4 server, the server
SHOULD reply an UnspecFail error (value 1, [RFC6926]) status code.

If none of the Signature, Public Key or Certificate options is
present, the sender MAY be a | egacy node or in unsecured node, then
the recipient MAY fall back to the unsecured DHCPv4 node if its |oca
policy allows.

The recipient SHOULD first check the support of the hash and
signature algorithnms that the sender used. |If the check fails for a
client, the nessage SHOULD be dropped. |If the check fails for a
server, the server SHOULD reply with an Al gorithnNot Supported error
status code, defined in Section 5.5, back to the client. |If both
hash and signature algorithnms are supported, the recipient then
checks the authority of this sender. The recipient SHOULD al so use
the sanme algorithms in the return nessages

If a Public Key option is provided, the recipient SHOULD validate it
by finding a matching public key fromthe |ocal trust public key
list, which is pre-configured or recorded from previous

communi cations (TOFU). A local trust public key list is a data table
mai ntained by the recipient. It stores public keys fromall senders
that are considered trustworthy.

If a Certificate option is provided, the recipient SHOULD val i date
the certificate according to the rules defined in [ RFC5280]. An

i npl ementation may create a local trust certificate record for
verified certificates in order to avoid repeated verification
procedure in the future. A certificate that finds a match in the
local trust certificate list is treated as verified.

When the local policy of the recipient allows the use of TOFU, if a
Public Key option is provided but it is not found in the local trust
public key list, the recipient MAY accept the public key. The
recipient will normally store the key in the local list for
subsequent DHCPv4 sessions, but it nmay not necessarily have to do so
dependi ng on the purpose of the authentication (see the case of
authenticating a client with TOFU described in Section 4).

The message that fails authentication check, either because the
certificate validation fails or because the public key is not
recogni zed, MJUST be dropped. In such failure, the DHCPv4 server
SHOULD reply an AuthenticationFail error status code, defined in
Section 5.5, back to the client.

The recipient MAY choose to further process nessages from a sender

when there is no matched public key. Wen a nessage is authenticated
using a key that has not previously been seen, the recipient may, if
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permtted by policy, treat the sender as trustworthy and record the
key for future use (i.e, TOFU)

At this point, the recipient has either recognized the authentication
of the sender, or decided to drop the nessage. The recipient MIST
now aut henticate the sender by verifying the signature and checking
timestanp (see details in Section 6.4), if there is a Tinmestanp
option. The order of two procedures is left as an inplenentation
decision. It is RECOWENDED to check tinestanp first, because
signature verification is nuch nore conputationally expensive
Dependi ng on server’'s local policy, the nessage w thout a Tinestanp
option MAY be acceptable or rejected. |If the server rejects such a
message, a TimestanpFail error status code, defined in Section 5.5,
shoul d be sent back to the client. The reply nmessage that carries
the TinmestanpFail error status code SHOULD carry a tinestanp option
whi ch indicates the server’s clock for the client to use.

The signature field verification MIST show that the signature has
been cal cul ated as specified in Section 5.3. Only the nessages that
get through both the signature verifications and tinestanp check (if
there is a Tinestanp option) are accepted as secured DHCPv4 nessages
and continue to be handled for their contai ned DHCPv4 options as
defined in [ RFC2131]. Messages that do not pass the above tests MJST
be discarded or treated as unsecured nessages. |In the case the

reci pient is DHCPv4 server, the DHCPv4 server SHOULD reply a
SignatureFail error status code, defined in Section 5.5, for the
signature verification failure; or a TinmestanpFail error status code,
defined in Section 5.5, for the tinestanp check failure, back to the
client.

Furt hernmore, the node that supports the verification of the Secure
DHCPv4 messages MAY inpose additional constraints for the
verification. For exanple, it may inpose limts on m ni mum and
maxi mum key | engt hs.

M nbits The ninimum acceptabl e key Iength for public keys. An upper
limt MAY al so be set for the anmount of conputation needed when
veri fying packets that use these security associations. The
appropriate | engths SHOULD be set according to the signature
al gorithm and al so foll owi ng prudent cryptographic practice. For
exanpl e, mninmum |l ength 1024 and upper limt 2048 may be used for
RSA [ RSA] .

A Rel ay-forward or Relay-reply message with any Public Key,

Certificate or the Signature option is invalid. The nmessage MJST be
di scarded silently.
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6.3. Processing Rules of Relay Agent

To support Secure DHCPv4, relay agents just need to follow the sane
processing rules defined in [ RFC2131]. There is nothing nore the
rel ay agents have to do, either verify the nmessages fromclient or
server, or add any secure DHCPv4 options. Actually, by definition in
this docunment, relay agents SHOULD NOT add any secure DHCPv4 options.

6.4. Timestanmp Check

In order to check the Timestanp option, defined in Section 5.4,
reci pi ents SHOULD be configured with an allowed tinmestanp Delta
val ue, a "fuzz factor" for conparisons, and an allowed clock drift
paraneter. The reconmmended default value for the allowed Delta is
300 seconds (5 mnutes); for fuzz factor 1 second; and for clock
drift, 0.01 second.

Note: the Tinestanp nechanismis based on the assunption that
conmuni cati on peers have roughly synchroni zed cl ocks, with certain
all owed clock drift. So, accurate clock is not necessary. |f one
has a clock too far fromthe current tinme, the tinestanp nechani sm
woul d not work.

To facilitate tinestanp checking, each recipient SHOULD store the
followi ng information for each sender, fromwhich at |east one
accepted secure DHCPv4 message is successfully verified (for both
ti mestanp check and signature verification):

0 The receive tine of the |ast received and accepted DHCPv4 nessage.
This is called RD ast.

o The tinestanp in the last received and accepted DHCPv4 nessage.
This is called TSl ast.

A verified (for both tinmestanp check and signature verification)
secure DHCPv4 nessage initiates the update of the above variables in
the recipient’s record.

Reci pi ents MJST check the Tinestanp field as foll ows:

0 Wien a nessage is received froma new peer (i.e., one that is not
stored in the cache), the received tinmestanp, TSnew, is checked,
and the nessage is accepted if the tinmestanp is recent enough to
the reception tine of the packet, RDnew

-Delta < (RDnew - TSnew) < +Delta
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After the signature verification also succeeds, the RDnew and
TSnew val ues SHOULD be stored in the cache as RDl ast and TSl ast.

0 When a nessage is received froma known peer (i.e., one that
al ready has an entry in the cache), the tinestanp is checked
agai nst the previously received Secure DHCPv4 nessage:

TSnew + fuzz > TSlast + (RDnew - RDlast) x (1 - drift) - fuzz

If this inequality does not hold or RDnew < RD ast, the recipient
SHOULD silently discard the nessage. |f, on the other hand, the
i nequality holds, the recipient SHOULD process the nessage.

Moreover, if the above inequality holds and TSnew > TSl ast, the
reci pi ent SHOULD update RD ast and TSl ast after the signature
verification also successes. Oherw se, the recipient MJUST NOT
update RD ast or TSl ast.

An inplementati on MAY use sonme nechani sm such as a tinestanp cache to
strengthen resistance to replay attacks. Wen there is a very large

nunber of nodes on the sane |ink, or when a cache filling attack is
in progress, it is possible that the cache hol ding the nost recent
ti mestanp per sender will become full. In this case, the node MJST

renove sonme entries fromthe cache or refuse sonme new requested
entries. The specific policy as to which entries are preferred over
others is left as an inplenmentation decision

An inplenentation MAY statefully record the latest tinestanps from
senders. |In such inplenmentation, the tinestanps MJST be strictly
nonot onousl y increasing. This is reasonable given that DHCPv4
nmessages are rarely nisordered

7. Security Considerations
Thi s docunent provides new security features to the DHCPv4 protocol

Usi ng public key based security mechanismand its verification
mechani smin DHCPv4 nessage exchangi ng provi des the authentication
and data integrity protection. Tinmestanp nmechani sm provi des anti -
replay function.

The Secure DHCPv4 nmechanismis based on the pre-condition that the
reci pient knows the public key of the sender or the sender’s public
key certificate can be verified through a trust CA. dients may

di scard the DHCPv4 nessages from unknown/unverified servers, which
may be fake servers; or may prefer DHCPv4 nessages from known/
verified servers over unsigned nessages or nessages from unknown/
unverified servers. The pre-configuration operation also needs to be
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protected, which is out of scope. The deploynent of PKI is also out
of scope.

When a recipient first encounters a new public key, it may al so store
the key using a Trust On First Use policy. |If the sender that used
that public key is in fact legitimate, then all future comunication
with that sender can be protected by storing the public key. This
does not provide conplete security, but it limts the opportunity to
mount an attack on a specific recipient to the first time it

communi cates with a new sender.

When using TOFU, if the recipient automatically and unlinmitedly
stores the public key, an attacker could force the recipient to
exhaust the storage by sendi ng DHCPv4 nessages with many different
keys. There are several possible ways to address this concern

First, the new public key should only be stored after the signature
and tinestanp validations succeed. It does not prevent the attack
itself, but will at |east increase the cost of mounting the attack
Anot her approach is that as long as a client recipient has an

uni nterrupted connection to a particular network nedium it could
limt the nunber of keys that it will renenber as a result of
messages received on that medium Network events like a link state
transition would clear the counter, but there nmight also need to be a
counter based on absolute tinme. In addition, there shoul d probably
be a mechani sm for purging keys that have only been seen once after a
certain period.

Downgr ade attacks cannot be avoided if nodes are configured to accept
both secured and unsecured nessages. A future specification may
provi de a mechani smon how to treat unsecured DHCPv4 nessages

[ RFC6273] has anal yzed possible threats to the hash al gorithms used
in SEND. Since the Secure DHCPv4 defined in this docunent uses the
same hash algorithns in simlar way to SEND, analysis results could
be applied as well: current attacks on hash functions do not
constitute any practical threat to the digital signatures used in the
signature algorithmin the Secure DHCPv4.

A server, whose |ocal policy accepts nessages w thout a Ti nestanp
option, may have to face the risk of replay attacks.

A wi ndow of vulnerability for replay attacks exists until the

ti mestanp expires. Secure DHCPv4 nodes are protected agai nst replay
attacks as long as they cache the state created by the nessage
containing the tinestanp. The cached state allows the node to
protect itself against replayed nessages. However, once the node
flushes the state for whatever reason, an attacker can re-create the
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state by replaying an old nessage while the tinmestanp is still valid.
In addition, the effectiveness of tinestanps is |largely dependent
upon t he accuracy of synchroni zati on between conmuni cati ng nodes.
However, how the two communi cating nodes can be synchronized is out
of scope of this work.

At tacks against time synchronization protocols such as NTP [ RFC5905]
may cause Secure DHCPv4 nodes to have an incorrect timestanp val ue.
This can be used to launch replay attacks, even outside the nornal
wi ndow of vulnerability. To protect against these attacks, it is
recomended that Secure DHCPv4 nodes keep i ndependently naintained
cl ocks or apply suitable security neasures for the tine
synchroni zati on protocols.

One nore consideration is that this protocol does reveal additiona
client information in their certificate. It neans less privacy. In
current practice, the client privacy and the client authentication
are nutual ly excl usive.

8. | ANA Consi der ati ons

Thi s docunent defines four new DHCPv4 [ RFC2131] options. The IANA is
requested to assign values for these four options fromthe DHCPv4
Option Codes table of the DHCPv4 Paraneters registry maintained in
http://ww. i ana. or g/ assi gnnent s/ boot p- dhcp- paranmeters. The four
options are:

The Public Key Option (TBAl), described in Section 5.1

The Certificate Option (TBA2), described in Section 5. 2.

The Signature Option (TBA3), described in Section 5.3.

The Tinestanp Option (TBA4), described in Section 5.4.
The 1ANA is al so requested to add two new registry tables to the
DHCPv4 Paraneters registry maintained in
http://ww. i ana. or g/ assi gnnment s/ boot p- dhcp- paranmeters. The two
tabl es are the Hash Al gorithm for Secure DHCPv4 table and the
Signature Algorithmfor Secure DHCPv4 tabl e.
Initial values for these registries are given below. Future
assignnents are to be nade through Standards Action [ RFC5226] .

Assignnents for each registry consist of a nane, a value and a RFC
nunber where the registry is defined.
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Hash Al gorithm for Secure DHCPv4. The values in this table are 8-bit
unsigned integers. The following initial values are assigned for
Hash Al gorithm for Secure DHCPv4 in this docunent:

Narre | Value | RFGCs
___________________ e
SHA- 256 [ 0x01 | this docunent
SHA- 512 | 0x02 | this docunent

Signature Algorithm for Secure DHCPv4. The values in this table are
8-bit unsigned integers. The following initial values are assigned
for Signature Algorithmfor Secure DHCPv4 in this document:

RSASSA- PKCS1-v1_5 | 0x01 | this docunent

I ANA is requested to assign the follow ng new DHCPv4 St atus Codes,
defined in Section 5.5, in the DHCPv4 Paraneters regi stry maintained
in http://ww.iana. org/assi gnment s/ boot p- dhcp- paraneters

Code | Narne [ Ref erence
_________ o
TBD5 | Al gorithnNot Supported | this docunent
TBD6 | Aut henticationFail | this docunent
TBD7 | Ti mest anpFai | | this docunent
TBD8 | Si gnat ur eFai | | this docunent
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