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Abst r act

Thi s docunment covers requests to the netnod and net conf Working
G oups for functionality to support requirements to inplenent the
| 2RS architecture

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 9, 2015.
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. Introduction

The Interface to the Routing System (12RS) Wrking Goup is chartered
with providing architecture and nechanisns to inject into and
retrieve information fromthe routing system The |I2RS Architecture
docunent [I-D.ietf-i2rs-architecture] abstractly docunents a nunber
of requirenents for inplenmenting the |2RS requirenments.

The 12RS Worki ng Group has chosen to use the YANG data nodeling
| anguage [ RFC6020] as the basis to inplenent its nechani sns.

Additionally, the |2RS Wrking group has chosen to use the NETCONF
[ RFC6241] and its similar but lighter-weight relative RESTCONF
[1-D. bi erman-netconf-restconf] as the protocols for carrying | 2RS.

Wil e YANG NETCONF and RESTCONF are a good starting basis for |2RS,

there are sone things needed fromeach of themin order for I2RS to
be i npl ement ed.
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Note that this draft does not attenpt to address specific

i mpl ementation of |12RS requirenments that the existing YANG RESTCONF
and NETCONF nechani sns are expected to cover. A separate draft wll
be issued for the consunption of the |I2RS Wrking Goup for such
cases.

| 2RS Requi renents

Data Store Requirenents
One of the key mechanisnms in I2RS is the ability to inject
configuration state into a network el enent on an epheneral basis.

While at first glance this may seem equivalent to the witable-
runni ng datastore in NETCONF, running-config can be copied to a

persistant data store, like startup config. The author wi shes to
prevent any action that would | ead to preserving any configuration
state entered via the | 2RS agent across reboots. |f state has to be

restored, it should be solely by replay actions from|2RS client via
| 2RS agent .

A few options for inplenmenting such epheneral configuration suggest
t hensel ves, as do sone possible problens with such an inplenentation

1. A separate epheneral datastore. The semantics of this datastore
is that all configuration state is known ahead of time to not
survive reboot and is not to be copied into persistent storage.
Such a datastore could be referenced by NETCONF and RESTCONF
usi ng existing semantics, such as "target" and "source"

2. Configuration state in the existing running datastore where the
modul e i s "tagged epheneral ".

3. Permtting existing configuration to be optionally configured as
epheneral. As an exanple, the NETCONF server advertises inits
<hel |l 0> nmessage if it supports the specified YANG nodul e
persistently and/or ephenerally.

1. A Separate Ephemeral Datastore

The prinmary advantage of a fully separate datastore is that the
semantics of its contents are always clearly epheneral. It also
provi des strong segregation of |2RS configuration and operationa
state fromthe rest of the systemwi thin the network el enent

The nmost obvi ous di sadvantage of such a fully separate datastore is
that interaction with the network el enent’s operational or
configuration state becones significantly nore difficult. As an
exanpl e, a BGP | 2RS use case would be the dynanic instantiation of a
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BGP peer. Wiile it is readily possible to re-use any defined
groupi ngs from an | ETF-standardi zed BGP nodul e in such an | 2RS
epheneral datastore’s nodul es, one cannot currently reference state
fromone datastore to another

For exanple, XPath queries are done in the context document of the
datastore in question and thus it is inpossible for an | 2RS nodel to
fulfil a "rmust" or "when" requirement in the BGP nodule in the
standard data stores. To inplement such a nechani smwould require
appropriate semantics for XPath.

2.1.2. Tagged Epheneral Modules in the Running Datastore

Presune a YANG keyword that flagged an entire nodul e as being
epheneral. 1In such a case, entire nodules could be crafted for I2RS
(and ot her) purposes wherein the configuration state in the nodule
had epheneral properties. The primary property is that copy
operations would not be able to cause the |2RS state to persist.

An obvious issue with this is the nuddying of the semantics of

exi sting NETCONF/ RESTCONF operations. For exanple, get-config is
expected to return the configuration state for the network el enent,
but the know edge that the configuration state may not persist is
inmportant. This may require alterations to get-config (and simlar
conmands) along with the anbiguity of copy-config not picking up the
epheneral nodul es.

Provi ding additional paraneters to the various configuration related
operations in NETCONF/ RESTCONF woul d |i kely be required.

2.1.3. Pernmitting Existing Configuration State to be Made Optionally
Ephener a

In YANG configuration state is distinguished fromoperational state
using "config true" vs. "config false". One way to inplenent |2RS
state would be to introduce a third option, "config epheneral”, to
configuration.

A formof this option was previously discussed in

[1-D.rfernando-i 2rs-yang-nods]. The suggestion of "config epheneral”
is made instead due to potential non-12RS interest in this feature at
t he m crophone during the I ETF-90 session of netnod in Toronto,
Canada.
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2.2. Mitual Authentication Requirenments

"Mutual authentication between the I2RS dient and | 2RS Agent is
required. An I2RS dient nust be able to trust that the |I2RS

Agent is attached to the relevant Routing El enent so that wite/
nmodi fy operations are correctly applied and so that infornmation
received fromthe | 2RS Agent can be trusted by the I12RS Cient."

| mpl enenting the nutual authentication requirenents for 12RS in each
of the underlying protocols and their transports have sone
i mplications to be discussed.

2.2.1. NETCONF over SSH

The NETCONF service over SSH is believed to provide the necessary

mut ual aut hentication services required by I2RS. Per [RFC6242]: "The
identity of the SSH server MJST be verified and authenticated by the
SSH client according to |l ocal policy before password-based

aut hentication data or any configuration or state data is sent to or
received fromthe SSH server. The identity of the SSH client MJST

al so be verified and authenticated by the SSH server according to

|l ocal policy to ensure that the incom ng SSH client request is
legitimate before any configuration or state data is sent to or
received fromthe SSH client. Neither side should establish a
NETCONF over SSH connection with an unknown, unexpected, or incorrect
identity on the opposite side.”

2.2.2. NETCONF/ RESTCONF over TLS

Agent validation of the I2RS client is mandated over TLS in an | 2RS
context. The client shall also validate the Agent using its server
certificate.

2.3. ldentity, Secondary-ldentity Requirenments; Priority Requirenents;
I mplications

2.3.1. ldentity Requirements

I 2RS requires clients to have an identity. This identity will be
used by the Agent authentication nechani smover the appropriate
pr ot ocol

| 2RS al so pernits clients to have a secondary identity which nmay be
used for troubleshooting. This secondary identity is an opaque
value. [I-D.ietf-i2rs-traceability] provides an exanple of how the
secondary identity can be used for traceability.
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If in support of the I12RS prioririty requirenents if it is determ ned
to be necessary to annotate state with the client that added it, the
secondary identity SHOULD be included for troubl eshooting.

2.3.2. Priority Requirenents

To support Milti-Headed Control, |2RS requires that there be a

deci dabl e means of arbitrating the correct state of data when
multiple clients attenpt to nani pul ate the sanme piece of data. This
is done via a priority nmechanismwi th the highest priority w nning.
This priority may vary on a per-node or subtree basis based for a
given identity.

2.3.3. Inplications of ldenities and Priorities on Internal State

G ven the requirenents for I12RS identities and priority arbitration

| 2RS configured state nust have "neta-data" that includes the
identity that caused it to conme into being. Agents nust also be able
to map priority on a particular piece of configuration state vs. the
identity provisioning it for arbitration purposes. Such nmapping

m ght be represented as part of the "neta-data"” or potentially a

di stinct napping database of identity vs. priority vs. configuration
state. Such a mapping may be inplenented using an extension to the
NETCONF Access Control Mdel [RFC6536].

2.4. Access Control Model Requiremnents

2.4.1. Data Store Inplications
As noted above, one of the possible options for inplenenting the |I2RS
epheneral behavior is a separate data store. However, this clashes
with Section 3.2 of [RFC6536] which limts itself to the well- known
data stores.

2.4.2. 12RS Priority

Alikely inplementation of priority arbitration would be to extend
the NACM nodel to also contain criteria for 12RS priority.

2.5. Connectivity Requirenents
| 2RS does not require clients to maintain active comunication
channel s with their agents. Agents thus require the ability to open
communi cati on channels back to clients to satisfy previously
requested information

[I-D.ietf-netconf-call-hone] describes a nechani sm by whi ch NETCONF
may "phone home" using SSH and TLS

Haas Expi res Septenber 9, 2015 [ Page 6]



Internet-Draft I 2RS requirenments on NETMOD/ NETCONF March 2015

Whil e NETCONF notifications currently pernit a different client to
establish a session to an agent specifically for notification

pur poses, the |2RS use case typically expects that provisioning of
notifications is centrally managed and that systens receiving the

notifications should not need to be individually to be provisioned.

2.6. Notification and Subscription Requirenments

[I-D.ietf-i2rs-pub-sub-requirenents] has been published and contains
the requirenents for |2RS for publication and subscription services.

2.7. Transaction Requirenents

Each transaction should be treated as atom ¢ and providing ful
functionality. |If the configuration change is not functionally
conpl ete, then the transaction should fail and be rolled back
(rollback 0). Exanple, |12RS agents wants to configure BGP

routing-options {
aut ononpus- syst em aut ononbus- syst em

protocol s {

bgp {
group group-nane {
peer -as aut ononous-system
type type
nei ghbor address;

}

If a statenent |ike neighbor address is missing or is ms-formatted,
I'i ke 300.127.5.23, configuration is not functional, transaction
should fail and rollback 0 should be perforned by the |I2RS agent on
the epheneral config store. |If the neighbor address is in the
transaction, but the address is not reachable or sinmilar, transaction
is accepted, but notification will be sent that BGP peering can't be
est abl i shed.

3. | ANA Consi derati ons
This docunent introduces no new considerations to | ANA
4. Security Considerations

TBD
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