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Abst r act

I Pv6 intentionally deprecates fragnentation by routers in the
network. Instead, links with restricting Maxi num Transmi ssion Units
(MIUs) nust either drop each too-|arge packet and return an | CMPv6
Packet Too Big (PTB) nessage or performlink-specific fragnmentation
and reassenbly (also known as "link adaptation") at a |ayer bel ow
IPv6. This latter category of links is often perfornmance-chall enged
to accommpdat e steady-state |link adaptation. This docunent therefore
proposes an update to the base I Pv6 specification to better
acconmodat e |inks that require |ink-specific adaptation

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on August 31, 2015.
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

I Pv6 intentionally deprecates fragnentation by routers in the
network. Instead, links with restricting Maxi mum Transm ssion Units
(MIUs) nust either drop each too-|arge packet and return an | CMPv6
Packet Too Big (PTB) nessage or performlink-specific fragnentation
and reassenbly (also known as "link adaptation") at a |ayer bel ow
IPv6. This latter category of links is often perfornmance-chall enged
to accommopdat e steady-state |link adaptation. This docunent therefore
proposes an update to the base I Pv6 specification to better
accommodate |links that require |ink-specific adaptation

2. Pr obl em St at enment

The current "Internet cell size" is effectively 1500 bytes, i.e., the
m ni mum MIU configured by the vast majority of Ilinks in the Internet.
| Pv6 constrains this even further by specifying a mninmmlink MU of
1280 bytes [ RFC2460]. However, due to operational issues with Path
MIU Di scovery (PMruD) [RFC1981] these sizes can often only be
acconmodat ed when links with smaller link-layer segnent sizes are
configured to performlink adaptation

Unfortunately, link adaptation can present a significant burden to
the link endpoints, i.e., especially when the Iink supports high data
rates and/or is |located nearer the "nmiddl e" of the network instead of
nearer the "edge". An alternative therefore is to ask the
originating I Pv6 node to either reduce the size of the packets it
sends or perform host-based fragnentation, in which case reassenbly
woul d be perfornmed by the final destination
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In addition to the above considerations, it is beconming nore and nore
evi dent that PMIUD uncertainties can be encountered even when there
are no links in the path that nust performlink adaptation. This is
due to the fact that the PTB nessages required for PMIUD can be | ost
due to network filters that block | CMPv6 nessages

[ RFC2923] [WAND] [ SIGCOM . Oiginating | Pv6 node are therefore

advi sed to take precautions to avoid path MIU rel ated fail ure nodes.

Thi s docunment updates the | Pv6 protocol specification [RFC2460] to
better accommpdate paths with various MIUs as described in the
foll owi ng secti ons.

3. Link Adaptation Signaling and Acconmodati on
Section 5 of [RFC2460] states:

"I Pv6 requires that every link in the Internet have an MU of 1280
octets or greater. On any link that cannot convey a 1280-octet
packet in one piece, link-specific fragnmentation and reassenbly nust
be provided at a | ayer below | Pv6."

and:

"A node nust be able to accept a fragnmented packet that, after
reassenbly, is as large as 1500 octets.".

Thi s docunment does not propose to change these requirenents, but
notes that |ink adaptation can be burdensonme for sone links to the
point that it would be highly desirable to signal the MU limtation
to the I Pv6 conmuni cation endpoints. |In order to accommpdate this,
when the router at the link ingress perforns |ink adaptation on a
packet it should also send an | CMPv6 PTB nessage back to the origina
source (subject to rate limting) with a Next-Hop MIU set to the link
adaptation threshold and with Code field set to 1 [RFC4443]. (Note
that these PTB nessages are advisory in nature and do not necessarily
i ndi cate packet 1o0ss.)

As a result, the originating | Pv6 node may receive this "new kind" of
PTB nessage and should nodify its behavior accordingly. This is
acconpl i shed by adding a new final paragraph to Section 5 of

[ RFC2460] as foll ows:

"I'n response to an | Pv6 packet that is sent to a destination |ocated
beyond an 1Pv6 |ink that nust performlink adaptation, the
originating I Pv6 node nmay receive an | CMP Packet Too Big message with
Code=1. |In that case, the I Pv6 node can either reduce the size of
subsequent packet it sends or perform I Pv6 fragnentation on packets
no larger than 1500 bytes by breaking the packet into N roughly
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equal -1 ength pieces (where Nis mnimzed and the length of each
piece is smaller than the Next-Hop MIU). These fragnents will be
reassenbl ed by the destination.”

3.1. Accommodati ng Legacy Nodes

Legacy | Pv6 nodes observe the current final paragraph of Section 5 of
[ RFC2460] :

"In response to an | Pv6 packet that is sent to an | Pv4 destination
(i.e., a packet that undergoes translation fromIPv6 to | Pv4), the
originating | Pv6 node may receive an | CVP Packet Too Bi g nmessage
reporting a Next-Hop MIU |l ess than 1280. |In that case, the |IPv6 node
is not required to reduce the size of subsequent packets to | ess than
1280, but nust include a Fragnent header in those packets so that the
| Pv6-to-1Pv4 translating router can obtain a suitable Identification
value to use in resulting IPv4 fragnments. Note that this neans the
payl oad may have to be reduced to 1232 octets (1280 mi nus 40 for the
| Pv6 header and 8 for the Fragnment header), and smaller still if
addi ti onal extension headers are used."

For such | egacy nodes, the receipt of a PTB nessage with a Next-Hop
MIU |l ess than 1280 will result in the above behavi or regardl ess of
the value in the Code field. As a result, a link ingress node that
returns this new kind of PTB nmessage may receive future packets
contai ning a Fragnent header with the More Fragnments (M) bit and
Ofset field set to 0. The link ingress node should process these
packets as an indication that the originating I Pv6 node is a | egacy
node, and should not send further PTB nessages. Instead, the link
i ngress node should use the fragnment header supplied by the source to
fragment the original packet to a size that would avoid Iink
adaptation. These fragments are then reassenbled by the fina
destinati on.

4. | ANA Consi derations
There are no | ANA considerations for this docunent.
5. Security Considerations

The security considerations for [ RFC2460] apply also to this
docunent .

6. Acknow edgnents

This method was inspired through discussion on the | ETF v6ops and
NANOG mai ling lists in the May through July 2012 tinmefrane. Further
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di scussion occurred on the Intarea list in the February 2015
ti mefrane.
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