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Abstr act
Generic Routing Encapsul ation (GRE) can be used to carry any networKk-
| ayer payl oad protocol over any network-layer delivery protocol. GRE
procedures are specified for | Pvd4, used as either the payload or
delivery protocol. However, CRE procedures are not specified for
| Pv6.
Thi s docunment specifies GRE procedures for |IPv6, used as either the
payl oad or delivery protocol. It updates the GRE specification, RFC
2784,

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 10, 2015.
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Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roduction

Generic Routing Encapsul ation (GRE) [ RFC2784] [ RFC2890] can be used
to carry any network-|ayer payl oad protocol over any network-I|ayer
delivery protocol. GRE procedures are specified for |Pv4 [ RFCO791],
used as either the payload or delivery protocol. However, GRE
procedures are not specified for |Pv6 [ RFC2460].

Thi s docunment specifies GRE procedures for |Pv6, used as either the
payl oad or delivery protocol. It updates RFC 2784 [ RFC2784]. Like
RFC 2784, this specification describes CRE how has been inpl enented
by several vendors.
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1.1. Termnol ogy

The following ternms are specific to GRE and are taken from [ RFC2784]:

0 GCRE delivery header - an |IPv4 or | Pv6 header whose source address
represents the GRE ingress node and whose destination address
represents the GRE egress node. The GRE delivery header
encapsul ates a GRE header.

0 GCRE header - the GRE protocol header. The GRE header is
encapsul ated in the GRE delivery header and encapsul ates GRE
payl oad.

0 GCRE payload - a network |ayer packet that is encapsul ated by the
GRE header.

The following terns are specific MIU di scovery:

o path MU (PMIU) - the ninimum MU of all the links in a path

between a source node and a destination node. |If the source and
destination node are connected through equal cost mnultipath
(ECVMP), the PMIU is equal to the minimumlink MU of all I|inks

contributing to the nultipath.

o Path MIU Di scovery (PMIUD) - A procedure for dynanically
di scovering the PMIU between two nodes on the Internet. PMIUD
procedures for I1Pv6 are defined in [ RFC1981].

2. GRE Header Fields

Thi s docunent does not change the GRE header format or any behaviors
specified by [ RFC2784] or [RFC2890].

2.1. Checksum Present

Wien the delivery protocol is IPv6, the CRE ingress router SHOULD set
the Checksum Present field to zero. GRE egress routers MJST accept
either a value of zero or one in this field. |If the GRE egress
router receives a value of one, it MJST use that information to

cal cul ate the GRE header length. However, the GRE ingress router is
not required to use the checksumto verify packet integrity.

2.2. Protocol Type
The Protocol Type field contains the protocol type of the payl oad
packet. Protocol Types are defined in [ETYPES]. An inplenentation

recei ving a packet containing a Protocol Type which is not listed in
[ ETYPES] SHOULD discard the packet.
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3. |1Pv6 as a GRE Payl oad

When the GRE payload is I Pv6, the Protocol Type field in the GRE
header MJUST be set to 0x86DD

3.1. MrU Consi derations

The GRE ingress router maintains an estinmate of the GRE MIU ( GVIU)
The GVTU is equal to the PMIU associated with the path between the
GRE ingress and the GRE egress, mnus the GRE overhead. The GRE

overhead is the conbined I ength of the GRE and | P delivery headers.

The GRE ingress router obtains a PMIU estimate using any of the
fol | owi ng:

0 Systemdefaults
0 Configuration
o PMIuD

When the GRE ingress receives an | Pv6 payl oad packet whose length is
| ess than or equal to the GMIU, it can encapsulate and forward the
packet without fragnentation of any kind. In this case, the GRE

i ngress router MJUST NOT fragnent the payload or delivery packets.

When the GRE ingress receives an | Pv6 payl oad packet whose length is
greater than the GMIU, and the GWTU is greater than or equal to 1280
octets, the GRE ingress router MJST

o discard the I Pv6 payl oad packet

o send an | CMPv6 Packet Too Big (PTB) [RFC4443] nmessage to the | Pv6
payl oad packet source. The MIU field in the | CMPv6 PTB nessage is
set to the GJIU

The GRE ingress router MJST support a configuration option that
determ nes how the GRE ingress behaves when it receives an | Pv6

payl oad packet whose length is greater than the GMIU, and the GMIU i s
| ess than 1280 octets. 1In its default configuration, the GRE ingress
router MJIST:

o discard the | Pv6 packet
o send an | CMPv6 Packet Too Big (PTB) [RFC4443] nmessage to the | Pv6

packet source. The MIU field in the |CVWPv6 PTB nessage is set to
t he GVITU.
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4.

4.

However, in an alternative configuration, the GRE ingress MAY:

0 encapsulate the entire | Pv6 packet in a single GRE header and IP
del i very header

o fragment the delivery header, so that it can be reassenbl ed by the
GRE egress

I Pv6 as a GRE Delivery Protoco

When the GRE delivery protocol is |IPv6, the GRE header can

i medi ately follow the GRE delivery header. Alternatively, |Pv6

ext ensi on headers MAY be inserted between the GRE delivery header and
t he GRE header.

If the GRE header immediately follows the GRE delivery header, the
Next Header field in the | Pv6 header of the GRE delivery packet MJST
be set to 47. |If extension headers are inserted between the GRE
delivery header and the GRE header, the Next Header field in the |ast
| Pv6 extension header MJUST be set to 47.

1. MIU Consi derations

"IPv6 requires that every link in the Internet have an MIU of 1280
octets or greater. On any link that cannot convey a 1280-octet
packet in one piece, link-specific fragnmentation and reassenbly nust
be provided at a | ayer bel ow | Pv6" [ RFC2460].

| P adj acencies forned by GRE over |Pv6 share this requirenent. The
| P adj acency MUST have an MIU of 1280 octets or greater. This
requirenent is fulfilled if all permssible paths between the GRE

i ngress and GRE egress have PMIU greater than the 1280 plus the GRE
over head.

In case all perm ssible routes between the CGRE ingress and GRE egress
do not have PMIU greater than 1280 plus the GRE overhead,

i mpl ement ati ons MJUST be capabl e of fragmenting and reassenbling the
GRE delivery header, as described in Section 3.1

| ANA Consi derations
Thi s docunment nakes no request of | ANA

Security Considerations
Thi s docunent adds no additional security risks to GRE, beyond what

is specified in [RFC2784]. It also does not provide any additiona
security for CGRE
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