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Abstract

464XLAT provides linmted | Pvd connectivity across an | Pv6-only
networ k using translation technology. The custoner-side translator
(CLAT) perfornms stateless 1:1 mapping of an |Pv4 destination address
into a provider-side translator (PLAT) IPv6 prefix, which
subsequently translates it back into IPv4. Different PLATs wll
likely have different IPv6 prefixes, to attract traffic to the
correct PLAT. Thus, an automatic PLAT-side prefix discovery nethod
i s necessary for CLATSs.

Thi s docunent defines a DHCPv6-based nethod to informa CLAT of a
PLAT's I Pv6 prefix and the I Pv4d prefixes it serves.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on June 28, 2015.
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1. I nt roducti on

464XLAT [ RFC6877] describes an | Pv4-over-1Pv6 solution as one

techni que for |1 Pv4 service extension and encouragenent of |Pv6

depl oynent. The 464XLAT architecture uses | Pv4/IPv6 translation
described in [RFC6144], and standardi zed in [ RFC6052], [RFC6145], and

[ RFC6146]. It encourages the IPv6 transition by making | Pv4 service
reachabl e across | Pv6-only networks and providing | Pv6 and | Pv4
connectivity to single-stack IPv4 or | Pv6 servers and peers. 1In the

464XLAT architecture, the CLAT nust deternine which of potentially
several PLAT-side translation IPv6 prefix to use in order to send a
packet to the PLAT with connectivity to its destination

[ RFC7050] describes a nmechanismto |learn the PLAT-side | Pv6 prefix
for protocol translation by DNS64 [ RFC6147]. Although it supports
mul tiple PLAT-side prefix by responding with nmultiple AAAA records to
a DNS64 query, it does not support nmapping | Pv4 prefixes to | Pv6
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3.

prefix, which would be required, for exanple, if one PLAT has
connectivity to the general Internet follow ng a default route,

anot her has connectivity to a BGP peer, and a third has connectivity
to a network using private addressing [ RFC1918]. Therefore, in the
scenario with nultiple PLATs, [RFC7050] does not directly support
destination-based | Pv4 routing anong PLATs; instead, the DNS64

dat abase nmust contain equivalent information. It also requires the
addi ti onal depl oynent of DNS64 service in custoner-side networks,
which is not required in 464XLAT depl oynent.

Thi s docunment proposes a nethod for PLAT-side |IPv6 prefix discovery
based on DHCPv6, which is widely depl oyed and supported in customner
networks. It defines two new dhcpv6 options for use by a CLAT to
di scover the PLAT-side translation IPv6 prefix(es). Also, the
proposed mechani sm can deal with the scenario with multiple

i ndependent DNS64 dat abases supporting separate PLATS.

Requi renment s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

New DHCPv6 Option
1. PLAT Prefix List Option Format

The PLAT Prefix List Option is a container for PLAT Prefix Option(s).
A PLAT Prefix List Option MAY contain multiple PLAT Prefix Options.

The format of the PLAT Prefix List Option is:
0 1 2 3
01234567890123456789012345678901
B T i it T s i S e i SR SR
[ OPTI ON_PLAT_PREFI X_LI ST [ option-length [
T T T e o o e e e b e T o S R S
I I
+ PLAT_PREFI X- opti ons +
I I
T T e b i i e e s . S I SR S
0 option-code: OPTI ON_PLAT_PREFI X_LI ST (TBA1)
o option-length: length of PLAT_PREFI X-options, specified in octets.

0 PLAT _PREFI X-options: one or nore OPTlI ON_PLAT PREFI X opti ons.
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3.2. PLAT Prefix Option Format

The PLAT Prefix Option is encapsulated in the PLAT Prefix List
Option. This option allows the mappi ng of destination |Pv4 address
ranges (contained in the IPv4 Prefix List) to a PLAT |Pv6 prefix. |If
there is nore than one such prefix, each prefix cones in its own
option, with its associated IPv4 prefix list. |In this way, the CLAT
can select the PLAT with the correspondi ng destination | Pv4 address.

The format of the PLAT Prefix Option is:

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| OPTI ON_PLAT_PREFI X | option-length |
R i i T I S N e e i e e et S R R RIS R R R R I S S i el I S
| platve-prelen |
+- +-
I
+

I

B i S pl at v6- prefi x [

(vari abl e | engt h) [

B s T T ST S o i ST L o S i T ot ST S S S S
(optional)

I Pv4 Prefix List (variable |ength)
(see Figure 3)
+++++++++++++++++++++++++++++++++

0 1 2 3
01234567890123456789012345678901
B o T T e e e i S L e s ol ST S S S S S S S S
| I'Pv4-prelen | | Pv4 Prefix (32 bits) |
T T e e o e e T S i ki Nl SR e
[ (cont.) | IPv4-prelen | 1Pv4d Prefix (32 bits) [
B e e s i i o e S e e sl sl s TR S S S S S S S
| | Pv4 Prefix (cont) | |
B i e S T e e S e e e SR S S S S i et oI SN S Rl S e S S e i et o
I
+

T S e R S

0 option-code: OPTI ON_PLAT_PREFI X ( TBA2)

o0 option-length: 1 + length of platve-prefix + length of IPv4d Prefix
List, specified in octets.

o platv6e-prelen: length of platve-prefix.

o platve-prefix: The PLAT I Pv6 prefix that the CLAT used for |Pv6
addr ess synt hesi s.

o IPv4 Prefix List: This is an optional field. The format of the
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| Pv4 Prefix List is shown in Figure 3. It is a list of zero or
more | Pv4d Prefixes. Each entry is forned by |Pv4d-prelen and | Pv4
Prefix. The total length of the field is 5*nunber of |Pv4

prefi xes.

0 |IPv4-prelen: the length of the | Pv4d Prefix.

o |Pv4d Prefix: the destination-based |IPv4 Prefix. The length is 4
octets.

4., dient Behavior

The client requests the OPTI ON_PLAT _PREFI X LI ST option using the
Option Request option (ORO in every Solicit, Request, Renew, Rebind
and | nformation-request nmessage. |f the DHCPv6 server includes the
OPTI ON_PLAT PREFI X LI ST option in its response, the CLAT nmay use the
contai ned platv6e-prefix to translate the destination |Pv4 address
into the destination | Pv6 address.

When receiving the OPTI ON_PLAT_PREFI X option with I Pv4 Prefix List,
the CLAT MJST record the received I Pv6 prefix and the correspondi ng

I Pv4 prefixes in IPv4d Prefix List. \Wen receiving the

OPTI ON_PLAT _PREFI X option wi thout |IPv4 Prefix List, the CLAT MJST
treat the IPv6 prefix and the default I1Pv4 prefix 0.0.0.0/0 as one of
t he records.

If the CLAT | oses contact with the DHCPv6 server, the CLAT SHOULD
clear the prefix(es) it learned fromthe DHCPv6 server

When translating the destination | Pv4d address into the destination
| Pv6 address, CLAT MJST search an | Pv4 routing database using the

| ongest-match-first rule and select the IPv6 prefix offering that

| Pv4 prefix.

5. Message Flow Il lustration

The figure bel ow shows an exanpl e of nessage flow for a Cient
| earning | Pv6 prefixes using DHCPv6.

In this exanple, two I Pv6 prefixes are provided by the DHCPv6 server
The first I Pv6 prefix is 2001:db8: 122: 300::/56, the correspondi ng

| Pv4 prefixes are 192.0.2.0/24 and 198.51.100.0/24. The second |Pv6
prefix is 2001: db8:122::/48, the corresponding IPv4 prefix is

192. 0. 2. 128/ 25.

When t he CLAT receives the packet with destination | Pv4 address

192.0.2.1, according to the rule of longest prefix match, the PLAT
with | Pv6 prefix 2001: db8: 122::/48 is chosen. |In the same way, the
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PLAT with I Pv6 prefix 2001: db8:122::/48 is chosen

Fom e - + e e e e e oo - +
[ CLAT | | DHCPv6 server |
oo + oo +

| DHCPv6 query for | Pv6 prefix |

[ mmmmm e >|

| OCRO with OPTI ON V6 _PLATPREFI X LI ST |

| |

[ DHCPv6 response with: [

| PLATPREFI X{ |

[ pl at v6-pre = 2001: db8: 122: 300: : / 56 [

[ pl atv4-pre = 192.0.2.0/ 24 [

| pl atv4-pre = 198.51. 100. 0/ 24} |

| PLATPREFI X{ |

[ pl atv6-pre = 2001: db8: 122::/48 [

| pl atv4-pre = 192.0. 2. 128/ 25} |

R RRRRECETEEEETEEERTEEES |

I I

I

| S + S +

[ [ PLAT 1 [ [ PLAT 2 [

| Ny + Ny +

| pl atv6e-pre = pl atv6e-pre =

| 2001: db8: 122: 300:: /56 2001: db8: 122: :/ 48

| pl atv4-pre = pl atv4-pre =

| 192.0.2.0/ 24 192. 0. 2. 128/ 25

[ 198. 51. 100. 0/ 24 [

I I I

| Dest | Pv4 addr: | |

| 192.0.2.1 | |

| Dest | Pv6 addr: | |

| 2001: db8: 122: 300: : c000: 201 | |

[ ---mmmmm e >| I

| | |

| Dest | Pv4 addr: 192.0.2.193 |

| Dest | Pv6 addr: 2001: db8:122::¢c000: 2c1l |

[=mmmmm e >|

6. Security Considerations
Consi derations for security in this type of environnent are primarily
around the operation of the DHCPv6 protocol and the databases it
uses.

In the DHCPv6 server, should the database be conpromised, it wll
deliver incorrect data to its CLAT clients. |In the CLAT, should its

Cui, et al. Expi res June 28, 2015 [ Page 6]



Internet-Draft | Pv6 Prefix Discovery by DHCPv6 Decenber 2014

8.

8.

8.

dat abase be conproni sed by attack or polluted by an incorrect DHCPv6
server database, it will route data incorrectly. |In both cases, the
security of the systens and their databases in an operational matter,
not managed by protocol.

However, the operation of the DHCPv6 protocol itself is also required
to be correct - the server and its clients nust recognize valid
requests and reject invalid ones. Therefore, DHCPv6 exchanges MJST
be secured as described in [ RFC3315].

| ANA Consi der ati ons

We request that | ANA allocate two DHCPv6 option codes for use by
OPTI ON_V6_PLATPREFI X LI ST and OPTI ON_V6_PLATPREFI X fromthe "Option
Codes" table
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