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Abst ract

The Incident Object Description Exchange Format (1 ODEF) defines a
data representation for sharing information conmonly exchanged by

Conputer Security Incident Response Teans (CSIRTs) about conputer

security incidents. This docunent describes the information nodel
for the | ODEF and provi des an associ ated data nodel specified with
XML Schenma.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 13, 2015.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

This docunent may contain material from | ETF Docunents or |ETF
Contri butions published or nmade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
mat eri al may not have granted the I ETF Trust the right to allow
nmodi fi cations of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |license fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into |anguages other
than Engli sh.
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1. Introduction

Organi zations require help fromother parties to nmitigate malicious
activity targeting their network and to gain insight into potenti al
threats. This coordination mght entail
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filter attack traffic, contacting a rempte site to take down a bot -
networ k, or sharing watch-lists of known nalicious |IP addresses in a
consortium

The Incident Object Description Exchange Format (1 ODEF) is a fornmat
for representing conputer security information comonly exchanged
bet ween Conputer Security Incident Response Teans (CSIRTs). It
provi des an XM. representation for conveying:

0 cyber intelligence to characterize threats;

0 cyber incident reports to docunent particular cyber security
events or rel ationships between events;

0 cyber event mtigation to request proactive and reactive
m tigation approaches to cyber intelligence or incidents; and

0 cyber information sharing nmeta-data so that these various cl asses
of information can be exchanged anobng parti es.

The data nodel encodes information about hosts, networks, and the
services running on these systens; attack nethodol ogy and associ at ed
forensic evidence; inpact of the activity; and linited approaches for
document i ng wor kf | ow

The overriding purpose of the IODEF is to enhance the operationa
capabilities of CSIRTs. Conmmunity adoption of the | ODEF provides an
i mproved ability to resolve incidents and convey situationa

awar eness by sinplifying collaboration and data sharing. This
structured format provided by the | ODEF all ows for

0 increased automation in processing of incident data, since the
resources of security analysts to parse free-formtextua
docunents will be reduced

0 decreased effort in normalizing simlar data (even when highly
structured) fromdifferent sources; and

0o a comon format on which to build interoperable tools for incident
handl i ng and subsequent anal ysis, specifically when data cones
fromnmultiple constituencies.

Coordinating with other CSIRTs is not strictly a technical problem
There are numerous procedural, trust, and | egal considerations that
m ght prevent an organi zation fromsharing information. The | ODEF
does not attenpt to address them However, operationa

i mpl ementations of the |ODEF will need to consider this broader
cont ext .
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Sections 3 and 8 specify the | ODEF data nodel with text and an XM
schema. The types used by the data nodel are covered in Section 2.
Processi ng consi derations, the handling of extensions, and
internationalization issues related to the data nodel are covered in
Sections 4, 5, and 6, respectively. Exanples are listed in

Section 7. Section 1 provides the background for the | ODEF, and
Section 9 docurments the security considerations.

1.1. Changes from 5070

Thi s docunent contains changes with respect to its predecessor
RFC5070.

o Al of the RFC5070 Errata was i npl enent ed.

0 Inported the xnlns:ds nanespace to include digital signature hash
cl asses.

o The follow ng classes were added to | ODEF- Docunent:
Addi t i onal Dat a.

o The followi ng class was added to I ncident: IndicatorData.

0 The follow ng classes were added to Incident and Event Dat a:
Di scovery.

o The follow ng classes and attributes were added to the Service
class: Enmil Data, Donmai nData, AssetlD, ApplicationHeader @irtual,
and @wnership. Service@ p_protocol was renanmed to @ p-protocol.

0 The follow ng classes were added to the Record class: HashbData and
W ndowsRegi st ryKeyshodi fi ed.

o The followi ng classes were added to the Rel atedActivity class:
Threat Actor, Canpai gn, Confidence, Description, and
Addi ti onal Dat a.

o The follow ng classes were added to Assessnent: |ncidentCategory,
Syst em npact, Busi nesslnpact, |ntendedl npact and M tigati ngFactor.

o The followi ng classes were added to Node: Postal Address and
Domai nData. The followi ng classes were renoved from Node: Renoved
NodeNane and Dat eTi ne.

o The follow ng classes were added to the Contact class:
ContactTitle.
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o The followi ng classes were added to Expectation and Historyltem
Def i nedCQOA.

0 Additional enunerated val ues were added to the foll ow ng
attributes: @estriction, {Expectation, Hi storylten} @ction,
NodeRol e@at egory, |nci dent @ur pose, Contact@ol e,

Addi ti onal Dat a@lt ype, System@poof ed.

0 Renoved all "ext-" attributes in favor of using an 1 ANA registry
for extending attributes.

0 Renoved | npact class in favor of using System npact and
I nci dent Cat egory.

1.2. Term nol ogy

The key words "MJST," "MJST NOT," "REQUI RED," "SHALL," "SHALL NOT,"
"SHOULD, " "SHOULD NOT," "RECOMMVENDED, " "MAY," and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

Definitions for sone of the common conputer security-rel ated
term nol ogy used in this docunent can be found in Section 2 of
[refs.requirements].

1.3. Notations

The normative | ODEF data nodel is specified with the text in
Section 3 and the XML schema in Section 8 To help in the

under standi ng of the data el enents, Section 3 also depicts the
underlying information nodel using Unified Mdeling Language (UM).
Thi s abstract presentation of the |IODEF is not normative.

For clarity in this docunment, the term"XM docunent” will be used
when referring generically to any instance of an XM. docunent. The
term "1 ODEF docunent” will be used to refer to specific elenments and
attributes of the | ODEF schema. The terns "class" and "element” will
be used interchangeably to reference either the correspondi ng data
element in the informati on or data nodels, respectively.

1.4. About the | ODEF Data Mbdel
The | ODEF data nodel is a data representation that provides a
framework for sharing informati on commonly exchanged by CSI RTs about

comput er security incidents. A nunber of considerations were made in
the design of the data nodel.
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0 The data nodel serves as a transport format. Therefore, its
specific representation is not the optinmal representation for on-
di sk storage, long-termarchiving, or in-nmenory processing.

0 As there is no precise widely agreed upon definition for an
i ncident, the data nodel does not attenpt to dictate one through
its inplementation. Rather, a broad understanding is assuned in
the 1 ODEF that is flexible enough to enconpass nost operators.

0 Describing an incident for all definitions would require an

extrenely conpl ex data nodel. Therefore, the | ODEF only intends
to be a framework to convey commonly exchanged inci dent
information. |t ensures that there are anple nechanisns for

extensibility to support organization-specific information, and
techni ques to reference information kept outside of the explicit
dat a nodel .

0 The donmain of security analysis is not fully standardi zed and nust
rely on free-formtextual descriptions. The |ODEF attenpts to
stri ke a bal ance between supporting this free-formcontent, while
still allow ng automated processing of incident information

o The IODEF is only one of several security relevant data
representations being standardi zed. Attenpts were made to ensure
they were conplenentary. The data nodel of the Intrusion
Det ecti on Message Exchange Format [ RFCA765] influenced the design
of the | ODEF.

Furt her discussion of the desirable properties for the | ODEF can be
found in the Requirenents for the Format for Incident Information
Exchange (FINE) [refs.requirenents].

1.5. About the | ODEF | nplenmentation

The |1 ODEF inplenentation is specified as an Extensible Mrkup
Language (XM.) [WBC. XM.] Schenma [ WBC. SCHEM4] .

I mpl enenting the | ODEF in XML provides nunerous advantages. |Its
extensibility nmakes it ideal for specifying a data encoding framework
that supports various character encodings. Likew se, the abundance
of related technologies (e.g., XSL, XPath, XM.-Signature) makes for
sinplified manipulation. However, XM is fundanentally a text
representation, which makes it inherently inefficient when binary
data nmust be enbedded or | arge volunes of data nust be exchanged
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2. | ODEF Data Types
The various data elements of the | ODEF data nodel are typed. This
section discusses these data types. Wen possible, native Schema
data types were adopted, but for nore conplicated formats, regular
expressions (see Appendi x F of [WBC. SCHEMA. DTYPES]) or externa
st andards were used.

2.1. Integers

An integer is represented by the | NTEGER data type. |Integer data
MUST be encoded in Base 10.

The | NTEGER data type is inplemented as an "xs:integer" in
[ WBC. SCHEMA. DTYPES] .

2.2. Real Nunbers

Real (floating-point) attributes are represented by the REAL data
type. Real data MJST be encoded in Base 10.

The REAL data type is inplenented as an "xs:float" in
[ WBC. SCHEMA. DTYPES] .

2.3. Characters and Strings
A single character is represented by the CHARACTER data type. A
character string is represented by the STRING data type. Specia
characters nust be encoded using entity references. See Section 4.1

The CHARACTER and STRING data types are inplenent as an "xs:string"
in [ WBC. SCHEMA. DTYPES] .

2.4. Miltilingual Strings
STRI NG data that represents nulti-character attributes in a | anguage
different than the default encodi ng of the docunent is of the
M__STRI NG data type

The ML_STRING data type is inplenented as an "i odef: M.StringType" in
t he schena.

2.5. Bytes
A binary octet is represented by the BYTE data type. A sequence of

binary octets is represented by the BYTE[] data type. These octets
are encoded usi ng base64.
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The BYTE data type is inplenented as an "xs: base64Bi nary" in
[ WBC. SCHEMA. DTYPES] .

2.6. Hexadecinmal Bytes

A binary octet is represented by the HEXBIN (and HEXBIN]) data type.
This octet is encoded as a character tuple consisting of two
hexadeci mal digits.

The HEXBIN data type is inplenented as an "xs: hexBinary" in
[ WBC. SCHEMA. DTYPES] .

2.7. Enunerated Types

Enunerated types are represented by the ENUM data type, and consi st
of an ordered |list of acceptable values. Each value has a
representative keyword. Wthin the | ODEF schena, the enunerated type
keywords are used as attribute val ues.

The ENUM data type is inplenented as a series of "xs:NMIOKEN' in the
schema.

2.8. Date-Time Strings

Date-time strings are represented by the DATETI ME data type. Each
date-time string identifies a particular instant in time. Ranges are
not support ed.

Date-tinme strings are formatted according to a subset of [|S08601]
docunented i n [ RFC3339].

The DATETIME data type is inplenmented as an "xs:dateTinme" in the
schema.

2.9. Tinmezone String

A timezone offset fromUTC is represented by the TI MEZONE data type.
It is formatted according to the follow ng regul ar expression
"ZI[\+H\-1(0[0-9]]2[0-4]):[0-5][0-9]"

The TIMEZONE data type is inplenmented as an "xs:string" with a
regul ar expression constraint in [ WBC. SCHEMA. DTYPES]. This regul ar
expression is identical to the timezone representation inplenmented in
an "xs:dateTinme".
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2.10. Port Lists
A list of network ports are represented by the PORTLI ST data type. A
PORTLI ST consists of a comua-separated |ist of nunbers and ranges
(N-M nmeans ports Nthrough M inclusive). It is formatted according
to the follow ng regular expression: "\d+(\-\d+)?2(,\d+(\-\d+)?2)*".
For example, "2,5-15, 30, 32, 40-50, 55- 60"

The PORTLI ST data type is inplenmented as an "xs:string" with a
regul ar expression constraint in the schem

2.11. Postal Address
A postal address is represented by the POSTAL data type. This data
type is an M__STRI NG whose format is docunmented in Section 2.23 of
[RFC4519]. It defines a postal address as a free-formnmnulti-line
string separated by the "$" character
The POSTAL data type is inplenented as an "xs:string" in the schemna.
2.12. Person or Organization
The nane of an individual or organization is represented by the NAVE
data type. This data type is an M._STRI NG whose fornmat is docunented
in Section 2.3 of [RFC4519].
The NAME data type is inplenented as an "xs:string” in the schena.
2.13. Tel ephone and Fax Nunbers
A tel ephone or fax nunber is represented by the PHONE data type. The
format of the PHONE data type is docunented in Section 2.35 of
[ RFC4519] .
The PHONE data type is inplenented as an "xs:string" in the schena.

2.14. Email String

An email address is represented by the EMAIL data type. The format
of the EMAIL data type is docunented in Section 3.4.1 [ RFC5322].

The EMAIL data type is inplemented as an "xs:string" in the schena.
2.15. Uni form Resource Locator strings

A uniformresource locator (URL) is represented by the URL data type.
The format of the URL data type is docunented in [ RFC3986].
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The URL data type is inplenmented as an "xs:anyURI" in the schenm.
2.16. ldentifiers and ldentifier References

An identifier unique to the Docunent is represented by the ID data
type. A reference to this identifier is represented by the | DREF
data type. The acceptable fornat of ID and IDREF is docunented in
Section 3.3.8 and 3.3.9 of [WBC. SCHEMA. DTYPES] .

The 1D and | DREF data types are inplenented as "xs:1D' and "xs: | DREF"
in the schenma.

3. The | CDEF Data Mbdel

In this section, the individual conponents of the | ODEF data node
will be discussed in detail. For each class, the semantics will be
described and the relationship with other classes will be depicted
with UML. Wen necessary, specific comments will be nade about
corresponding definition in the schema in Section 8

3. 1. | ODEF- Docunent C ass

The | ODEF- Docunent class is the top level class in the | ODEF data

nodel. Al | ODEF docunents are an instance of this class.
) +

| | CDEF- Docunent |

S +

| STRING version |<>--{1..*}--[ Incident ]

| ENUM | ang | <>--{0..*}--[ Additional Data ]

| STRING formatid |

) +

Figure 1: | ODEF-Docunent d ass
The aggregate class that constitute | ODEF-Docunment is:

I nci dent
One or nore. The information related to a single incident.

Addi ti onal Dat a
Zero or nore. Mechanismby which to extend the data nodel. See
Section 3.9

The | ODEF- Docunment cl ass has three attri butes:

version
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Required. STRING The | ODEF specification version nunber to
which this | ODEF docunent conforns. The value of this attribute
MJUST be "2.00"

| ang
Required. ENUM A valid | anguage code per [ RFC5646] constrai ned
by the definition of "xs:language". The interpretation of this

code is described in Section 6.

formatid
Optional. STRING A free-formstring to convey processing
instructions to the recipient of the docunent. |Its senmantics nust

be negoti ated out - of - band.
3.2. Incident d ass
Every incident is represented by an instance of the Incident class.

This class provides a standardi zed representation for commonly
exchanged i nci dent data.

o e e e e e e e e oo +
| I'ncident [

S +

| ENUM pur pose [ <> ---m-mm-- [ I'ncidentID ]
| ENUM | ang | <>--{0..1}--[ AlternativelD ]
| ENUM restriction | <>--{0..*}--[ RelatedActivity ]
| STRI NG observable-id | <>--{0..1}--[ DetectTine ]
[ | <>--{0..1}--[ StartTine ]
| | <>--{0..1}--[ EndTime ]
| | <>--{0..1}--{ RecoveryTine ]
[ [ <>---------- [ ReportTine ]
[ | <>--{0..1}--[ CenerationTinme ]
| | <>--{0..*}--[ Description ]
[ | <>--{0..*} [ Discovery ]
| | <>--{1..*}--[ Assessnent ]
| | <>--{0..*}--[ Method ]
| | <>--{1..*}--[ Contact ]
[ | <>--{0..*}--[ EventData ]
| | <>--{0..*}--[ IndicatorData ]
[ | <>--{0..1}--[ History ]
| | <>--{0..*}--[ Additional Data ]
™ +

Figure 2: The Incident d ass
The aggregate classes that constitute Incident are:

I ncident!| D
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An incident tracking nunmber assigned to this incident by the

CSI RT that generated the | ODEF docunent.

Al ternativel D
Zero or one.

The incident tracking nunbers used by ot her CSIRTs

torefer to the incident described in the docunent.

Rel at edActivity

Zero or nore.

Det ect Ti me
Zero or one.

Start Ti ne
Zero or one.

EndTi e
Zero or one.

RecoveryTi ne
Zero or one.

Report Ti ne
One.

Cener ati onTi ne
One.

Description
Zero or
i nci dent .

Di scovery

Zero or nore.

Assessnent

One or nore.

Met hod

Zero or nore.

i nci dent .

Cont act
One or nore.
i nci dent.

Event Dat a
Zero or

Danyliw & St oecker

The tine the content

nor e.

nor e.

Rel ated activity and attribution of this activity.

The tine the incident was first detected.

The tine the incident started.

The tine the incident ended.

The tine the site recovered fromthe incident.

The tine the incident was reported.

in this Incident class was generated.

M._STRING A free-formtextual description of the

The means by which this incident was detected.

A characterization of the inpact of the incident.

The techni ques used by the intruder in the

Cont act

information for the parties involved in the

Description of the events conprising the incident.
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I ndi cat or Dat a
Zero or nore. Description of indicators.
Hi story
Zero or one. A log of significant events or actions that occurred

during the course of handling the incident.

Addi ti onal Dat a
Zero or nore. Mechanism by which to extend the data nodel

The I ncident class has three attri butes:

pur pose
Required. ENUM The purpose attribute represents the reason why
the |1 ODEF docunent was created. It is closely related to the

Expectation class (Section 3.17). These values are naintained in
the "Incident-purpose” |ANA registry per Table 1. This attribute
is defined as an enunerated |ist:

1. traceback. The docunent was sent for trace-back purposes.

2. mtigation. The docunent was sent to request aid in
mtigating the described activity.

3. reporting. The docunent was sent to conply with reporting
requirenents

4. watch. The docunent was sent to convey indicators to watch
for particular activity.

5. other. The docunment was sent for purposes specified in the
Expect ati on cl ass.

| ang
Optional. ENUM A valid | anguage code per [RFC5646] constrained
by the definition of "xs:language". The interpretation of this

code is described in Section 6

restriction
Optional. ENUM See Section 3.3.1

observabl e-id
Optional. [ID  See Section 3.3.2.
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3.3. Commpn Attributes

There are a nunber of recurring attributes used by the data nodel
They are docunented in this section.

3.3.1. restriction Attribute

The restriction attribute indicates the disclosure guidelines to

whi ch the sender expects the recipient to adhere for the information
represented in this class and its children. This guideline provides
no security since there are no specified technical neans to ensure
that the recipient of the docunment handles the information as the
sender request ed.

The value of this attribute is logically inherited by the children of
this class. That is to say, the disclosure rules applied to this
class, also apply to its children

It is possible to set a granular disclosure policy, since all of the
hi gh-1 evel classes (i.e., children of the Incident class) have a
restriction attribute. Therefore, a child can override the

gui delines of a parent class, be it to restrict or relax the

di sclosure rules (e.g., a child has a weaker policy than an ancestor
or an ancestor has a weak policy, and the children selectively apply
nmore rigid controls). The inplicit value of the restriction
attribute for a class that did not specify one can be found in the
cl osest ancestor that did specify a val ue.

This attribute is defined as an enunerated value with a default val ue
of "private". Note that the default value of the restriction
attribute is only defined in the context of the Incident class. In
other classes where this attribute is used, no default is specified.

These values are maintained in the "Restriction" | ANA registry per
Tabl e 1.

1. public. The information can be freely distributed without
restriction.

2. partner. The information may be shared within a cl osed conmunity
of peers, partners, or affected parties, but cannot be openly
publ i shed.

3. need-to-know. The information nay be shared only within the
organi zation with individuals that have a need to know.

4, private. The infornmation nmay not be shared.
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5. default. The information can be shared according to an
i nformati on disclosure policy pre-arranged by the conmuni cati ng
parties.

6. white. Sane as 'public’

7. green. Sanme as ’partner’

8. anber. Sane as ’'need-to-know .
9. red. Sane as 'private’

2. observable-id Attribute

Information included in an incident report nmay be an observabl e
relevant to an indicator. The observable-id attribute provides a
unique identifier in the scope of the docunent for this observable.
This identifier can then used to reference the observable with an
bservabl eRef erence class to define an indicator in the IndicatorData
cl ass.

I ncident! D d ass

The Incident|I D class represents an incident tracking nunber that is
unique in the context of the CSIRT and identifies the activity
characterized in an | ODEF Docunent. This identifier would serve as
an index into the CSIRT incident handling system The comnbination of
the nane attribute and the string in the elenent content MJST be a
globally unique identifier describing the activity. Docunents
generated by a given CSIRT MJUST NOT reuse the sane val ue unl ess they
are referencing the sane incident.

Fom e e e e e +

| I'ncidentlD [

o e e o - +
STRI NG

STRI NG i nst ance

I I
I I
| STRI NG name |
| |
| ENUMrestriction |

Figure 3: The IncidentlD O ass
The Incident| D class has three attri butes:

nanme
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Required. STRING An identifier describing the CSIRT that
created the docunment. |In order to have a globally unique CSIRT
nane, the fully qualified domain nanme associated with the CSIRT
MJUST be used.

i nst ance

Optional. STRING An identifier referencing a subset of the
naned i nci dent.

restriction
Optional. ENUM See Section 3.3.1. The default value is
"public".
3.5. AlternativelD C ass

The Alternativel D class lists the incident tracking nunbers used by
CSI RTs, other than the one generating the docunent, to refer to the
identical activity described in the | ODEF docunment. A tracking
number |isted as an Alternativel D references the sane incident
detected by another CSIRT. The incident tracking nunbers of the
CSI RT that generated the | ODEF docunent nust never be considered an
Al ternativel D.

| ENUMrestriction |<>--{1..*}--[ IncidentlD ]

Figure 4: The Alternativel D d ass
The aggregate class that constitutes AlternativelD is:

I nci dent|1 D
One or nore. The incident tracking nunber of another CSIRT.

The Alternativel D cl ass has one attri bute:

restriction
Optional. ENUM This attribute has been defined in Section 3. 2.

3.6. RelatedActivity d ass
The Rel atedActivity class relates the information described in the

rest of the | ODEF docunent to previously observed incidents or
activity; and allows attribution to a specific actor or canpaign.
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T +
| RelatedActivity |

Fom e e e e e +

| ENUMrestriction |<>--{0..*}--[ IncidentlD ]
| | <>--{0..*}--[ URL ]
| | <>--{0..*}--[ ThreatActor ]
| | <>--{0..*}--[ Canpaign ]
[ | <>--{0..1}--[ Confidence ]
| | <>--{0..*}--[ Description ]
[ | <>--{0..*}--[ Additional Data ]
e +

Figure 5: RelatedActivity d ass
The aggregate classes that constitutes RelatedActivity are:

I ncident1 D
One or nore. The incident tracking nunber of a related incident.

URL
One or nore. URL. A URL to activity related to this incident.

Thr eat Act or
One or nore. The threat actor to whomthe described activity is
attributed

Canpai gn
One or nore. The canpaign of a given threat actor to whomthe
described activity is attributed.

Conf i dence
Zero or one. An estimate of the confidence in attributing this
Rel atedActivity to the event described in the docunent.
Description
Zero or nore. M._STRING A description of how these
rel ati onshi ps were derived

Addi ti onal Dat a
Zero or nore. A nechanismby which to extend the data nodel

Rel at edActivity MJUST at | east have one instance of |ncidentlD, URL,
Thr eat Actor, or Canpaign

The Rel atedActivity class has one attribute:

restriction
Optional. ENUM See Section 3.3.1
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3.7. ThreatActor d ass

The Threat Actor class describes a given actor.

| ENUMrestriction |<>--{0..1}--[ ThreatActorlD ]

| | <>--{0..*}--[ Description ]

[ | <>--{0..*}--[ Additional Data ]
Fi gure 6: ThreatActor J ass

The aggregate classes that constitutes Threat Actor are:

Threat Actorl D
One or nore. STRING An identifier for the Threat Actor.

Descri ption
One or nore. M._STRING A description of the ThreatActor.

Addi ti onal Dat a
Zero or nore. A nechanismby which to extend the data nodel.

Thr eat Actor MJST have at | east one instance of a ThreatActorl D or
Descri pti on.

The Threat Actor class has one attribute:

restriction
Optional. ENUM See Section 3.3.1.

3.8. Canpaign d ass

The Canpai gn class describes a ...

| ENUMrestriction |<>--{0..1}--[ CanpaignlD ]
| | <>--{0..*}--[ Description |
| | <>--{0..*}--[ Additional Data ]

Fi gure 7: Canpaign C ass

The aggregate classes that constitutes Canpaign are:
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Canpai gnl D
One or nore. STRING An identifier for the Campaign

Descri ption
One or nore. M._STRING A description of the Canpaign.

Addi ti onal Dat a
Zero or nore. A nechanismby which to extend the data nodel

Canpai gn MJUST have at | east one instance of a Canpaign or
Descri ption.

The Canpai gn class has one attribute:

restriction
Optional. ENUM See Section 3.3.1

3.9. Additional Data d ass

The Additional Data class serves as an extension nechani sm for

i nformati on not otherwi se represented in the data nodel. For
relatively sinple infornmation, atomc data types (e.g., integers,
strings) are provided with a nmechanismto annotate their mneaning.

The class can al so be used to extend the data nodel (and the

associ ated Schema) to support proprietary extensions by encapsul ating
entire XML documents conform ng to another Scherma. A detail ed

di scussion for extending the data nodel and the schema can be found
in Section 5.

Unli ke XM., which is self-describing, atom c data nust be docunented
to convey its neaning. This information is described in the
"meaning’ attribute. Since these description are outside the scope
of the specification, sone additional coordination may be required to
ensure that a recipient of a docunent using the Additional Data

cl asses can nmake sense of the custom extensions.

T +
| Additional Data
Fom e e e e e +
ANY
ENUM dt ype

STRING formatid

I I
I I
| _ |
| STRI NG neani ng |
I I
| ENUMrestriction |

Fi gure 8: The Additional Data C ass
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The Additional Data class has four attributes:

dtype

Required. ENUM The data type of the el enment content. The
permitted values for this attribute are shown below. The default
value is "string". These values are naintained in the

"Addi ti onal Dat a-dtype" | ANA registry per Table 1.

1.

2

10.

11.

12.

13.

14.

15.

16.

17.

bool ean. The el enent content is of type BOOLEAN
byte. The elenent content is of type BYTE

bytes. The elenent content is of type HEXBIN
character. The elenent content is of type CHARACTER
date-time. The elenent content is of type DATETI ME
nt pstanp. Sane as date-tine.

integer. The elenent content is of type | NTEGER
portlist. The elenent content is of type PORTLIST
real. The element content is of type REAL.

string. The elenment content is of type STRI NG

file. The elenment content is a base64 encoded binary file
encoded as a BYTE[] type.

path. The elenment content is a file-system path encoded as a
STRI NG type.

frane. The elenent content is a layer-2 frane encoded as a
HEXBI N type

packet. The element content is a |l ayer-3 packet encoded as a
HEXBI N t ype

i pv4-packet. The elenent content is an | Pv4 packet encoded
as a HEXBIN type

i pv6- packet. The element content is an | Pv6 packet encoded
as a HEXBI N type

url. The elenment content is of type URL.
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18. csv. The elenent content is a comopn separated val ue (CSV)
list per Section 2 of [RFC4180] encoded as a STRI NG type.

19. winreg. The elenent content is a Wndows registry key
encoded as a STRI NG type.

20. xm. The elenent content is XM.. See Section 5.

meani ng
Optional. STRING A free-formdescription of the el enent
cont ent.

formatid
Optional. STRING An identifier referencing the format and
semantics of the elenent content.

restriction
Optional. ENUM See Section 3.3.1

3.10. Contact C ass

The Contact class describes contact information for organi zati ons and
personnel involved in the incident. This class allows for the naning
of the involved party, specifying contact information for them and
identifying their role in the incident.

Peopl e and organi zations are treated interchangeably as contacts; one
can be associated with the other using the recursive definition of
the class (the Contact class is aggregated into the Contact class).
The 'type’ attribute disanbiguates the type of contact information
bei ng provi ded.

The inheriting definition of Contact provides a way to relate
informati on without requiring the explicit use of identifiers in the
cl asses or duplication of data. A conplete point of contact is
derived by a particular traversal fromthe root Contact class to the
| eaf Contact class. As such, multiple points of contact night be
specified in a single instance of a Contact class. Each child
Contact class logically inherits contact information fromits

ancest ors.
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ENUM rol e
ENUM t ype

ENUM restriction

R
I

-- -+
| <>--{0..
| <>--{0..
| <>--{0..
| <>--{0..
| <>--{0.
| <>--{0..
| <>--{0..
| <>--{0..
| <>--{0..
| <>--{0..
| <>--{0.

-- -+

| ODEFV2
1}--[ Contact Nane
1}--[ ContactTitle
*}--[ Description
*}--[ RegistryHandl e
1}--[ Postal Address
*}--[ Email
*}--[ Tel ephone
1}--[ Fax
1}--[ Tinezone
*}--[ Contact
*}--[ Additional Data

Figure 9: The Contact d ass

]
]
]
]
]
]
]
]
]
]
]

Novenber 2014

The aggregate classes that constitute the Contact class are:

Cont act Name
Zero or one.

M._STRI NG
may either be an organi zation or a person.

The nane of the contact.

di sanbi guates the semantics.

ContactTitle
Zero or one.

M__STRI NG

t he Cont act Nane.

Descri ption
Zero or
contact.

organi zat i onal

Regi st ryHandl e
Zero or

Post al Addr ess
Zero or one.

Emai |
Zero or

Tel ephone

Zero or nore.

Fax
Zero or one.

Danyliw & St oecker

nor e.
In the case of a person,

nor e.

nor e.

The title for the individual

The cont act
The type attribute

naned in

M._STRING. A free-formdescription of this

title of the individual.

this is often the

A handle nane into the registry of the contact.

The post al

The emmi |

The t el ephone nunber of the contact.

address of the contact.

address of the contact.

The facsinile tel ephone nunber of the contact.
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Ti mezone
Zero or one. TIMEZONE. The tinezone in which the contact resides
formatted according to Section 2.9.

Cont act
Zero or nore. A Contact instance contained w thin another Contact
instance inherits the values of the parent(s). This recursive
definition can be used to group common data pertaining to multiple
points of contact and is especially useful when listing multiple
contacts at the same organi zation

Addi ti onal Dat a
Zero or nore. A nechanismby which to extend the data nodel

At | east one of the aggregate classes MJST be present in an instance
of the Contact class. This is not enforced in the | ODEF scherma as
there is no sinple way to acconplish it

The Contact class has three attributes:

role
Required. ENUM Indicates the role the contact fulfills. This
attribute is defined as an enunerated list. These values are
mai ntained in the "Contact-role" | ANA registry per Table 1.

1. creator. The entity that generate the docunent.
2. reporter. The entity that reported the infornmation
3. admin. An adnministrative contact or business owner for an

asset or organization.

4. tech. An entity responsible for the day-to-day nanagement of
technical issues for an asset or organi zation

5. provider. An external hosting provider for an asset.

6. zone. An entity with authority over a DNS zone.

7. user. An end-user of an asset or part of an organization
8. billing. An entity responsible for billing issues for an

asset or organization.

9. legal. An entity responsible for legal issue related to an
asset or organization.
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10. irt. An entity responsible for handling security issues for
an asset or organization.

11. abuse. An entity responsible for handling abuse originating
froman asset or organi zation

12. cc. An entity that is to be kept inforned about the events
related to an asset or organization

13. cc-irt. A CSIRT or information sharing organization
coordinating activity related to an asset or organization

14. leo. A law enforcenent organization supporting the
i nvestigation of activity affecting an asset or organization.

15. vendor. The vendor that produces an asset.
16. vendor-support. A vendor that provides services.
17. wvictim Avictimin the incident.

18. victimnotified. A victimin the incident who has been
notified.

type
Required. ENUM Indicates the type of contact being described.
This attribute is defined as an enunerated list. These values are
mai ntained in the "Contact-type" | ANA registry per Table 1.

1. person. The information for this contact references an
i ndi vi dual

2. organization. The information for this contact references an
organi zati on.

restriction
Optional. ENUM This attribute is defined in Section 3. 2.

3.10.1. RegistryHandl e d ass
The Regi stryHandl e cl ass represents a handle into an Internet

registry or comunity-specific database. The handle is specified in
the elenment content and the type attribute specifies the database.
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Fi gure 10: The Regi stryHandl e O ass

The Regi stryHandl e cl ass has one attri butes:

registry
Required. ENUM The dat abase to which the handl e bel ongs. These
val ues are maintained in the "Regi stryHandl e-registry” | ANA
registry per Table 1. The possible values are:
1. internic. Internet Network Information Center
2. apnic. Asia Pacific Network Information Center
3. arin. Anerican Registry for Internet Nunbers
4. lacnic. Latin-American and Cari bbean | P Address Registry
5. ripe. Reseaux |P Europeens
6. afrinic. African Internet Nunbers Registry
7. local. A database local to the CSIRT

3.10.2. Postal Address d ass

The Post al Address cl ass specifies a postal address fornmatted
according to the POSTAL data type (Section 2.11).

T +
| Postal Address |
e e e e e e e e o +
| POSTAL [
I I
| STRI NG neani ng [
| ENUM | ang [
Fom e e e e e e e e oo +

Figure 11: The Postal Address C ass

The Postal Address class has two attri butes:
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meani ng
Optional. STRING A free-formdescription of the el enent
content.

| ang
Optional. ENUM A valid |l anguage code per [RFC5646] constrained
by the definition of "xs:language". The interpretation of this

code is described in Section 6.
3.10.3. Emmil d ass

The Email class specifies an email address formatted according to
EMAI L data type (Section 2.14).

Figure 12: The Email C ass
The Emmil class has one attribute:

meani ng
Optional. ENUM A free-formdescription of the el enment content.

3.10.4. Tel ephone and Fax C asses
The Tel ephone and Fax cl asses specify a voice or fax tel ephone nunber

respectively, and are formatted according to PHONE data type
(Section 2.13).

Fi gure 13: The Tel ephone and Fax C asses
The Tel ephone class has one attribute:

nmeani ng
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3.

Optional. ENUM A free-formdescription of the elenent content
(e.g., hours of coverage for a given numnber).

11. Time O asses
The data nodel uses five different classes to represent a tinestanp.
Their definition is identical, but each has a distinct name to convey

a difference in semanti cs.

The el enent content of each class is a tinestanp formatted accordi ng
to the DATETI ME data type (see Section 2.8).

e 'Crrreeaeees +
| {Start| End| Report| Detect}Tine |
o e e e e e e e e e e e e e ee o +
| DATETI ME [
S +

Fi gure 14: The Time C asses

.11.1. StartTinme d ass

The StartTine class represents the tine the incident began.

.11. 2. EndTine d ass

The EndTime cl ass represents the time the incident ended.

.11.3. DetectTine d ass

The DetectTime class represents the time the first activity of the
i nci dent was det ect ed.

.11.4. ReportTime C ass

The ReportTinme class represents the tinme the incident was reported.
This timestanp MJUST be the tine at which the | ODEF docunent was
gener at ed.

.11.5. DateTinme

The DateTinme class is a generic representation of a tinmestanp. Infer
its semantics fromthe parent class in which it is aggregated.
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3.12. Discovery C ass

The Discovery class describes how an incident was detected.

e +
| Discovery |

N T +

| ENUM source | <>--{0..*}--[ Description ]
| ENUMrestriction |<>--{0..*}--[ Contact

[ | <>--{0..*}--[ DetectionPattern ]
- +

Fi gure 15: The Di scovery C ass
The Discovery class is conmposed of three aggregate cl asses.

Description
Zero or nore. M_STRING A free-formtext description of how
this incident was detected.

Cont act
Zero or nore. Contact information for the party that di scovered
the incident.

Det ecti onPattern
Zero or nore. Describes an application-specific configuration
that detected the incident.

The Discovery class has two attribute:

source
Optional. ENUM Categorizes the techniques used to discover the
incident. These values are partially derived from Table 3-1 of
[ NI ST800. 61rev2]. These values are naintained in the "D scovery-
source" | ANA registry per Table 1.

1. ni dps. Network Intrusion Detection or Prevention system
2. hi ps. Host-based Intrusion Prevention system

3. siem Security Information and Event Managenent System
4. av. Antivirus or and antispam software

5. third-party-nmonitoring. Contracted third-party nonitoring
servi ce.
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6. incident. The activity was di scovered while investigating an
unrel ated i nci dent.
7. os-log. Operating system| ogs.
8. application-l1og. Application |ogs.
9. device-l1og. Network device |ogs.
10. network-flow. Network flow anal ysis.
11. passive-dns. Passive DNS anal ysis.

12. investigation. Manual investigation initiated based on
notification of a new vulnerability or exploit.

13. audit. Security audit.

14. internal-notification. A party within the organization
reported the activity

15. external-notification. A party outside of the organization
reported the activity.

16. leo. A law enforcenent organization notified the victim
organi zati on.

17. partner. A custoner or business partner reported the
activity to the victimorgani zation.

18. actor. The threat actor directly or indirectly reported this
activity to the victimorgani zation.

19. unknown. Unknown detection approach

restriction
Optional. ENUM This attribute is defined in Section 3. 2.

3.12. 1. Det ecti onPattern C ass

The DetectionPattern class describes a configuration or signature
that can be used by an IDS/IPS, SIEM anti-virus, end-point
protection, network analysis, malware analysis, or host forensics
tool to identify a particular phenonmenon. This class requires the
identification of the target application and allows the configuration
to be describes in either free-formor machine readable form
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o e e o - +
| DetectionPattern |
Fom e e e e e +
| ENUMrestriction |<>--------- [ Application ]
| | <>--{0..*}--[ Description ]
| | <>--{0..*}--[ DetectionConfiguration ]
o e e o - +

Figure 16: The DetectionPattern C ass
The DetectionPattern class is conposed of three aggregate cl asses.

Appli cation
. One. The application for which the DetectionConfiguration or
Description is being provided.

Description
Zero or nore. M_STRING A free-formtext description of howto
use the Application or provided DetectionConfiguration.

Det ecti onConfi gurati on
Zero or nore. STRING A nachine consunmable configuration to find
a pattern of activity.

Ei ther an instance of the Description or DetectionConfiguration class
MUST be present.

The Met hod cl ass has one attri bute:

restriction
Optional. ENUM This attribute is defined in Section 3. 2.

3.13. Method d ass
The Met hod cl ass describes the tactics, techniques, or procedures
used by the intruder in the incident. This class consists of both a

list of references describing the attack nethod and a free form
descri ption.

| ENUMrestriction |<>--{0..*}--[ enum Reference ]
| | <>--{0..*}--[ Description ]
| | <>--{0..*}--[ Additional Data ]

Fi gure 17: The Method d ass
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The Method class is conposed of three aggregate classes.
enum Ref erence
Zero or nore. A reference to a vulnerability, nalware sanple,
advi sory, or analysis of an attack techni que per [RFC ENUM .
Descri ption
Zero or nore. M__STRING A free-formtext description of
techni ques, tactics, or procedures used by the intruder.

Addi ti onal Dat a
Zero or nore. A nechanismby which to extend the data nodel.

Ei ther an instance of the Reference or Description class MIST be
present.

The Met hod cl ass has one attri bute:

restriction
Optional. ENUM This attribute is defined in Section 3. 2.

3.14. Assessnent d ass

The Assessnent cl ass describes the repercussions of the incident to
the victim

o e e e e e e e e oo +

| Assessnent [

oo e e e e eie oo s +

| ENUM occurrence | <>--{0..*}--[ IncidentCategory ]
| ENUM restriction | <>--{0..*}--[ System npact ]
| I'D observable-id | <>--{0..*}--[ Businessl npact ]
| | <>--{0..*}--[ Tinelnpact ]
[ | <>--{0..*}--[ Monetaryl npact ]
| | <>--{0..*}--[ Intendedl npact ]
[ | <>--{0..*}--[ Counter ]
| | <>--{0..*}--[ MtigatingFactor ]
[ | <>--{0..1}--[ Confidence ]
| | <>--{0..*}--[ Additional Data ]

Fi gure 18: Assessment C ass
The aggregate classes that constitute Assessnent are:
I nci dent Cat egory

Zero or nore. M._STRING A free-formtext description
categori zing the type of Incident.
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Syst eml npact
Zero or nore. Technical characterization of the inpact of the
activity on the victims enterprise.

Busi nessl npact
Zero or nore. Inpact of the activity on the business functions of
the victimorgani zation

Ti el npact
Zero or nore. Inpact of the activity measured with respect to
time.

Monet ar yl npact
Zero or nore. Inpact of the activity nmeasured with respect to
financial |oss.

I nt endedl npact
Zero or nore. Intended inpact to the victimby the attacker
Identically defined as Section 3.14.2 but describes intent rather
than the realized inpact.

Count er
Zero or nore. A counter with which to sunmarize the magni tude of
the activity.

M ti gati ngFact or
Zero or one. M_STRING A description of a mtigating factor an

i mpact.

Conf i dence
Zero or one. An estimate of confidence in the assessnent.

Addi ti onal Dat a
Zero or nore. A nechanismby which to extend the data nodel

A least one instance of the possible three inpact classes (i.e.
I mpact, Tinelnpact, or Mnetarylnpact) MJST be present.

The Assessnent class has three attributes:

occurrence
Optional. ENUM  Specifies whether the assessnent is describing
actual or potential outcones.

1. actual. This assessnment describes activity that has occurred.

2. potential. This assessnment describes potential activity that
m ght occur.
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restriction
Optional. ENUM This attribute is defined in Section 3. 2.

observabl e-id
Optional. [ID  See Section 3.3.2.

3.14.1. System npact d ass

The System npact cl ass describes the technical inpact of the incident
to the systens on the network.

This class is based on [ RFC4765].

Fom e e e e e +
| System npact [
N +
M__STRI NG
ENUM | ang

ENUM conpl eti on

I I
I I
| _ |
| ENUM severity |
I I
| ENUM type |

Figure 19: System npact C ass

The el enent content will be a free-formtextual description of the
i mpact.

The System npact class has four attributes:

| ang
Optional. ENUM A valid | anguage code per [RFC5646] constrained
by the definition of "xs:language". The interpretation of this

code is described in Section 6.

severity
Optional. ENUM An estimate of the relative severity of the
activity. The pernmitted values are shown below. There is no
def aul t val ue.
1. low Low severity
2. nmedium Medium severity

3. high. High severity
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conmpl eti on
Optional. ENUM An indication whether the described activity was
successful. The permtted values are shown below. There is no
default val ue.

1

2.

type

failed. The attenpted activity was not successful

succeeded. The attenpted activity succeeded.

Required. ENUM Cassifies the inpact. The permtted values are
shown bel ow. The default value is "unknown". These val ues are
mai ntained in the "System npact-type" | ANA registry per Table 1.

1

10.

11.

12.

13.

t akeover-account. Control was taken of a given account
(e.g., a social nmedia account).

t akeover-service. Control was taken of a given service

t akeover-system Control was taken of a given system
cps-mani pul ation. A cyber physical system was nani pul at ed.
cps-damage. A cyber physical system was danaged.

avail ability-data. Access to particular data was degraded or
deni ed.

avai l abi lity-account. Access to an account was degraded or
deni ed.

avail ability-service. Access to a service was degraded or
deni ed.

availability-system Access to a systemwas degraded or
deni ed.

damaged-system Hardware on a systemwas irreparably
damaged

damaged-data. Data on a system was del eted

breach-proprietary. Sensitive or proprietary information was
accessed or exfiltrated.

breach-privacy. Personally identifiable informtion was
accessed or exfiltrated.
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14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

3.14. 2.

breach-credential. Credential information was accessed or
exfil trated.

breach-configuration. System configuration or data inventory
was access or exfiltrated.

integrity-data. Data on the system was nodified.

integrity-configuration. Application or system configuration
was nodi fied.

integrity-hardware. Firmmvare of a hardware conponent was
nmodi fi ed.

traffic-redirection. Network traffic on the system was
redirected

monitoring-traffic. Network traffic energing froma host was
nmoni t or ed.

moni tori ng-host. Systemactivity (e.g., running processes,
keystrokes) were nonitored.

policy. Activity violated the system owner’s acceptabl e use
policy.

unknown. The inpact is unknown.

Busi nessl npact d ass

The Busi nessl npact cl ass describes and characterizes the degree to
whi ch the function of the organization was inpacted by the Incident.

The el enent body describes the inpact to the organization as a free-
formtext string. The two attributes characterize the inpact.

S +
| Busi nessl npact |
o +
| M__STRI NG |
I I
| ENUM severity [
| ENUM type |
o +

Fi gure 20: Busi nesslnpact d ass
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The elenment content will be a free-formtextual description of the
i mpact to the organization

The Busi nessl npact class has two attributes:

severity
Optional. ENUM Characterizes the severity of the incident on
busi ness functions. The permtted values are shown bel ow. They
were derived from Table 3-2 of [N ST800.61rev2]. The default
val ue i s "unknown". These values are maintained in the
"Busi nessl npact-severity" | ANA registry per Table 1.

1. none. No effect to the organization's ability to provide al
services to all users

2. low. Mnimal effect as the organization can still provide all
critical services to all users but has |ost efficiency.

3. nedium The organization has lost the ability to provide a
critical service to a subset of system users.

4. high. The organization is no |longer able to provide sone
critical services to any users.

5. unknown. The inpact is not known.

type
Required. ENUM Characterizes the effect this incident had on
the business. The permtted values are shown below. There is no
default value. These values are maintained in the
"Busi nessl npact-type" | ANA registry per Table 1.

1. breach-proprietary. Sensitive or proprietary informtion was
accessed or exfiltrated.

2. breach-privacy. Personally identifiable information was
accessed or exfiltrated.

3. breach-credential. Credential information was accessed or
exfiltrated.

4, | oss-of-integrity. Sensitive or proprietary information was
changed or del et ed.

5. | oss-of -service. Service delivery was disrupted.

6. theft-financial. Money was stolen
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7. theft-service. Services were nisappropriated.

8. degraded-reputation. The reputation of the organization’s
brand was di m ni shed.

9. asset -damage. A cyber-physical system was damaged.
10. asset-mani pul ation. A cyber-physical system was mani pul at ed.
11. legal. The incident resulted in legal or regulatory action

12. extortion. The incident resulted in actors extorting the
vi cti m organi zation

3.14.3. Tinelnpact C ass
The Ti nel npact cl ass describes the inpact of the incident on an

organi zation as a function of tine. It provides a way to convey down
time and recovery tine.

Fom e e e e oo oo +
| Ti el npact |
o e e e +
| REAL |
I I
| ENUM severity |
| ENUM netric [
| ENUM duration |
o e e e +

Figure 21: Tinelnpact d ass
The el enent content is a positive, floating point (REAL) nunber
specifying a unit of tinme. The duration and netric attributes will
imply the semantics of the element content.
The Ti nel npact class has three attri butes:
severity
Optional. ENUM An estinate of the relative severity of the
activity. The pernitted values are shown below. There is no
defaul t val ue.
1. low Low severity

2. nmedium Medium severity
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3. high. High severity

metric
Required. ENUM Defines the netric in which the tine is
expressed. The permtted values are shown below. There is no
default value. These values are nmintained in the "Tinel npact -
metric" |1 ANA registry per Table 1.

1. labor. Total staff-tine to recovery fromthe activity (e.qg.
2 enpl oyees working 4 hours each would be 8 hours).

2. elapsed. El apsed tinme fromthe begi nning of the recovery to
its conpletion (i.e., wall-clock tine).

3. downtime. Duration of time for which some provided service(s)
was not avail abl e.

duration
Optional. ENUM Defines a unit of tine, that when conbined with
the metric attribute, fully describes a netric of inpact that wll
be conveyed in the el enent content. The permtted val ues are
shown bel ow. The default value is "hour". These values are
mai ntained in the "Tinel npact-duration” | ANA registry per Table 1.
1. second. The unit of the elenent content is seconds.
2. mnute. The unit of the elenment content is mnutes.
3. hour. The unit of the elenent content is hours.
4. day. The unit of the elenent content is days.
5. nonth. The unit of the elenent content is nonths.
6. quarter. The unit of the elenent content is quarters.
7. year. The unit of the element content is years.

3.14. 4. Mbonetaryl npact d ass

The Monetaryl npact class describes the financial inpact of the

activity on an organi zation. For exanple, this inpact nmay consider

| osses due to the cost of the investigation or recovery, dim nished

productivity of the staff, or a tarnished reputation that will affect
future opportunities.
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ENUM severity
STRI NG currency

Fi gure 22: Monetaryl npact d ass

The element content is a positive, floating point nunber (REAL)
specifying a unit of currency described in the currency attribute.

The Monetaryl npact class has two attri butes:

severity
Optional. ENUM An estimate of the relative severity of the
activity. The pernmitted values are shown below. There is no
defaul t val ue.

1. low Low severity
2. nmedium  Medium severity
3. high. High severity
currency
Optional. STRING Defines the currency in which the nonetary
i mpact is expressed. The pernitted values are defined in "Codes
for the representation of currencies and funds" of [|SO4217].
There is no default val ue.
3.14.5. Confidence d ass
The Confidence class represents a best estimate of the validity and
accuracy of the described inpact (see Section 3.14) of the incident
activity. This estimate can be expressed as a category or a numeric
cal cul ati on.

This class if based upon [RFC4765].
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T +
| Confidence |
Fom e e e e e +
| REAL [

I
| ENUM rating [
T +

Fi gure 23: Confidence O ass
The el enent content expresses a nunerical assessnent in the
confidence of the data when the value of the rating attribute is
"nurmeric". Oherwise, this element MJST be enpty.
The Confidence class has one attribute.
rating

Required. ENUM A rating of the analytical validity of the

speci fied Assessnment. The pernitted val ues are shown bel ow

There is no default val ue.

1. low. Low confidence in the validity.

2. medium Medium confidence in the validity.

3. high. High confidence in the validity.

4. nuneric. The elenent content contains a nunber that conveys
the confidence of the data. The semantics of this nunber
out side the scope of this specification

5. unknown. The confidence rating value is not known.

3.15. History Cass
The History class is a log of the significant events or actions
performed by the involved parties during the course of handling the

i nci dent.

The | evel of detail nmaintained in this log is left up to the
di scretion of those handling the incident.
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Figure 24: The History d ass
The class that constitutes History is:

Hi storyltem
One or many. Entry in the history log of significant events or
actions perforned by the invol ved parties.

The History class has one attribute:

restriction
Optional. ENUM This attribute is defined in Section 3.2. The
default value is "default".

3.15.1. Historyltem d ass

The Historyltemclass is an entry in the Hstory (Section 3.15) |og
that documents a particular action or event that occurred in the
course of handling the incident. The details of the entry are a
free-formdescription, but each can be categorized with the type

attribute.

oo e e e e aao oo s +

| Historyltem |

B +

| ENUM restriction | <>---------- [ DateTinmnme ]
| ENUM action | <>--{0..1}--[ Incidentld ]
| I'D observable-id | <>--{0..1}--[ Contact ]
| | <>--{0..*}--[ Description ]
[ | <>--{0..*}--[ Additional Data ]
B +

Figure 25: Historyltem d ass
The aggregate classes that constitute Historyltem are:
Dat eTi me
One. Tinestanp of this entry in the history log (e.g., when the
action described in the Description was taken).

I ncident!| D
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Zero or One. In a history log created by multiple parties, the
I ncident| D provides a nmechanismto specify which CSIRT created a
particular entry and references this organization’s incident
tracki ng nunber. \When a single organization is naintaining the
l og, this class can be ignored.

Cont act
Zero or One. Provides contact information for the person that
performed the action docunented in this class.

Description
Zero or nore. M_STRING A free-formtextual description of the
action or event.

Def i nedCOA
Zero or nore. M__STRING A unique identifier neaningful to the
sender and recipient of this docunent that references a course of
action. This class MJIST be present if the action attribute is set
to "defined-coa".

Addi ti onal Dat a
Zero or nore. A nechanismby which to extend the data nodel

The Historyltem class has three attributes:

restriction
Optional. ENUM See Section 3.3.1

action
Required. ENUM Cassifies a performed action or occurrence
docunmented in this history log entry. As activity will likely

have been instigated either through a previously conveyed
expectation or internal investigation, this attribute is identica
to the action attribute of the Expectation class. The difference
is only one of tense. Wen an actionis in this class, it has
been conpleted. See Section 3.17

observabl e-id
Optional. [ID See Section 3.3.2.

3.16. EventData C ass

The Event Data cl ass describes a particular event of the incident for
a given set of hosts or networks. This description includes the
systens fromwhich the activity originated and those targeted, an
assessnent of the techni ques used by the intruder, the inpact of the
activity on the organi zation, and any forensic evidence di scovered.
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o m e e e e e oo - +
| Event Dat a |

o e e e e e e e e oo +

| ENUM restriction | <>--{0..*}--[ Description ]
| I'D observable-id | <>--{0..1}--[ DetectTine ]
| | <>--{0..1}--[ StartTine ]
| | <>--{0..1}--[ EndTinme ]
[ | <>--{0..1}--[ RecoveryTinme ]
| | <>--{0..1}--[ ReportTine ]
[ | <>--{0..*}--[ Contact ]
| | <>--{0..*}--[ Discovery ]
| | <>--{0..1}--[ Assessnent ]
| | <>--{0..*}--[ Method ]
[ | <>--{0..*}--[ Flow ]
| | <>--{0..*}--[ Expectation ]
[ | <>--{0..1}--[ Record ]
| | <>--{0..*}--[ EventData ]
| | <>--{0..*}--[ Additional Data ]
o m e e e e e oo - +

Fi gure 26: The EventData C ass
The aggregate classes that constitute EventData are:
Descri ption
Zero or nore. M_STRING A free-formtextual description of the

event.

Det ect Ti me
Zero or one. The tine the event was detected.

Start Ti ne
Zero or one. The tinme the event started.

EndTi e
Zero or one. The tinme the event ended.

RecoveryTi ne
Zero or one. The tinme the site recovered fromthe event.

Report Ti ne
One. The tine the event was reported.

Cont act
Zero or nore. Contact information for the parties involved in the
event.

Di scovery

Danyliw & St oecker Expires May 13, 2015 [ Page 45]



Internet-Draft | ODEFv2 Novenber 2014

Zero or nore. The neans by which the event was detected.

Assessnment
Zero or one. The inpact of the event on the target and the
actions taken

Met hod
Zero or nore. The technique used by the intruder in the event.

FI ow
Zero or nore. A description of the systens or networks involved.

Expect ati on
Zero or nore. The expected action to be perfornmed by the
reci pient for the described event.

Record
Zero or one. Supportive data (e.g., log files) that provides
addi tional information about the event.

Event Dat a
Zero or nore. EventData instances contained within another
EventData i nstance inherit the values of the parent(s); this
recursive definition can be used to group common data pertaining
to nultiple events. Wen EventData el enents are defined
recursively, only the leaf instances (those EventData instances
not containing other EventData instances) represent actual events.

Addi ti onal Dat a
Zero or nore. An extension mechanismfor data not explicitly
represented in the data nodel.

At | east one of the aggregate classes MJST be present in an instance
of the EventData class. This is not enforced in the | ODEF schema as
there is no sinple way to acconplish it
The EventData class has two attributes:
restriction
Optional. ENUM This attribute is defined in Section 3.2. The
default value is "default".

observable-id
Optional. [ID See Section 3.3.2.
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3.16.1. Relating the Incident and EventData C asses

There is substantial overlap in the Incident and Event Data cl asses.
Nevert hel ess, the semantics of these classes are quite different.
The Incident class provides sunmary information about the entire
incident, while the EventData class provides information about the

i ndi vi dual events conprising the incident. |In the nost comon case,
the EventData class will provide nore specific information for the
general description provided in the Incident class. However, it may
al so be possible that the overall summarized information about the
incident conflicts with some individual information in an EventData
class when there is a substantial conposition of various events in
the incident. |In such a case, the interpretation of the nore
specific EventData MJUST supersede the nore generic information
provided in Incident.

3.16.2. Cardinality of EventData

The EventData class can be thought of as a container for the
properties of an event in an incident. These properties include: the
hosts involved, inpact of the incident activity on the hosts,
forensic logs, etc. Wth an instance of the EventData cl ass, hosts
(i.e., Systemclass) are grouped around these comopn properties.

The recursive definition (or instance property inheritance) of the
EventData class (the EventData class is aggregated into the EventData
class) provides a way to relate informati on without requiring the
explicit use of unique attribute identifiers in the classes or
duplicating information. |Instead, the relative depth (nesting) of a
class is used to group (relate) information.

For exanple, an EventData class m ght be used to describe two

machi nes involved in an incident. This description can be achieved
using multiple instances of the Flow class. It happens that there is
a conmon technical contact (i.e., Contact class) for these two

machi nes, but the inpact (i.e., Assessnent class) on themis
different. A depiction of the representation for this situation can
be found in Figure 27.
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o e e o - +

| Event Dat a |

Fom e e e e e +

| | <>----[ Contact ]

I I

[ | <>----[ EventData ]<>----[ Flow ]

[ [ [ ]<>----[ Assessnent ]
I I

| | <>----[ EventData ]<>----[ Flow ]

| | [ ]<>----[ Assessnent ]
o e e o - +

Fi gure 27: Recursion in the EventData Cd ass
3.17. Expectation d ass

The Expectation class conveys to the recipient of the | ODEF docunent
the actions the sender is requesting. The scope of the requested
action is linmted to purview of the EventData class in which this
class i s aggregated.

o m e e e e e oo oo +
| Expectation |
oo e e e e aao oo s +
| ENUM restriction | <>--{0..*}--[ Description ]
| ENUM severity | <>--{0..*}--[ DefinedCOA ]
| ENUM acti on | <>--{0..1}--[ StartTime ]
| 1D observable-id | <>--{0..1}--[ EndTine ]
| | <>--{0..1}--[ Contact ]
oo e e e e aao oo s +

Fi gure 28: The Expectation O ass
The aggregate classes that constitute Expectation are:

Descri ption
Zero or nmore. M_STRING A free-formdescription of the desired
action(s).

Def i nedCOA
Zero or nore. M._STRING A unique identifier neaningful to the
sender and recipient of this docunent that references a course of
action. This class MIST be present if the action attribute is set
to "defined-coa".

StartTi ne

Zero or one. The tine at which the sender would |like the action
performed. A timestanp that is earlier than the ReportTine
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specified in the Incident class denotes that the sender would Iike
the action performed as soon as possible. The absence of this

el ement indicates no expectations of when the recipient would Iike
the action perforned.

EndTi me
Zero or one. The tinme by which the sender expects the recipient
to conplete the action. |If the recipient cannot conplete the

action before EndTine, the recipient MIST NOT carry out the
action. Because of transit delays, clock drift, and so on, the
sender MJST be prepared for the recipient to have carried out the
action, even if it conpletes past EndTi ne.

Cont act
Zero or one. The expected actor for the action

The Expectations class has four attributes:

restriction
Optional. ENUM This attribute is defined in Section 3.2. The
default value is "default”.

severity
Optional. ENUM Indicates the desired priority of the action
This attribute is an enunerated list with no default value, and
the semantics of these relative neasures are context dependent.

1. low. Lowpriority
2. nmedium Mediumpriority
3. high. Hghpriority

action
Optional. ENUM Cassifies the type of action requested. This
attribute is an enunerated list with a default val ue of "other".
These val ues are mmintained in the "Expectation-action" |ANA
registry per Table 1.

1. nothing. No action is requested. Do nothing with the
i nformation.

2. contact-source-site. Contact the site(s) identified as the
source of the activity.

3. contact-target-site. Contact the site(s) identified as the
target of the activity.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

contact-sender. Contact the originator of the docunent.
investigate. Investigate the systens(s) listed in the event.

bl ock-host. Block traffic fromthe nachine(s) listed as
sources the event.

bl ock-network. Block traffic fromthe network(s) lists as
sources in the event.

bl ock-port. Block the port listed as sources in the event.

rate-limt-host. Rate-limt the traffic fromthe machine(s)
|listed as sources in the event.

rate-limt-network. Rate-limt the traffic fromthe
network(s) lists as sources in the event.

rate-limt-port. Rate-limt the port(s) listed as sources in
the event.

redirect-traffic. Redirect traffic fromintended recipient
for further analysis.

honeypot. Redirect traffic to a honeypot for further
anal ysi s.

upgr ade-software. Upgrade or patch the software or firmware
on an asset.

rebuil d-asset. Reinstall the operating system or
applications on an asset.

har den-asset. Change the configuration an asset (e.qg.
reduce the nunmber of services or user accounts) to reduce the
attack surface.

renedi ate-other. Renediate the activity in a way other than
by rate limting or bl ocking.

status-triage. Conveys receipts and the triaging of an
i nci dent.

status-newinfo. Conveys that new informati on was received
for this incident.

wat ch-and-report. Watch for the described activity and share
i f seen.

Danyliw & St oecker Expires May 13, 2015 [ Page 50]



Internet-Draft | ODEFv2 Novenber 2014

21. training. Train user to identify or nmitigate a threat.

22. defined-coa. Performa predefined course of action (CQA).
The COA is named in the DefinedCOA cl ass.

23. other. Perform sonme custom action described in the
Description cl ass.

observabl e-id
Optional. [ID  See Section 3.3.2.

3.18. Flow d ass

The Fl ow cl ass groups related the source and target hosts.

e e e e oo oo +
| Flow |
o e e e o - +
| | <>--{1..*}--[ System ]
s +

Fi gure 29: The Flow d ass
The aggregate class that constitutes Flowis:

System
One or Mbre. A host or network involved in an event.

The Fl ow class has no attri butes.
3.19. System d ass

The System cl ass describes a systemor network involved in an event.
The systens or networks represented by this class are categorized
according to the role they played in the incident through the
category attribute. The value of this category attribute dictates
the semantics of the aggregated classes in the Systemclass. |f the
category attribute has a value of "source", then the aggregated

cl asses denote the machi ne and service fromwhich the activity is
originating. Wth a category attribute value of "target" or
"internediary", then the nachine or service is the one targeted in
the activity. A value of "sensor" dictates that this System was part
of an instrunmentation to nonitor the network.
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Fom e e e oo +
| System |
e e e e e e e e o +
| ENUM restriction [ <> --emmmm-- [ Node ]
| ENUM cat egory | <>--{0..*}--[ NodeRol e ]
| STRING interface | <>--{0..*}--[ Service ]
| ENUM spoof ed | <>--{0..*}--[ OperatingSystem ]
| ENUM vi rtual | <>--{0..*}--[ Counter ]
| ENUM owner shi p | <>--{0..*}--[ AssetlD ]
[ | <>--{0..*}--[ Description ]
| | <>--{0..*}--[ Additional Data ]
o e e e +

Fi gure 30: The System d ass
The aggregate classes that constitute System are:

Node
One. A host or network involved in the incident.

NodeRol e
Zero or nore. The intended purpose of the system

Service
Zero or nore. A network service running on the system

Oper ati ngSyst em
Zero or nore. The operating systemrunning on the system

Count er
Zero or nore. A counter with which to summarize properties of
this host or network.

Asset | D
Zero or nore. An asset identifier for the System

Descri ption
Zero or nore. M_STRING A free-formtext description of the
System

Addi ti onal Dat a
Zero or nore. A nechanismby which to extend the data nodel.

The System cl ass has six attributes:

restriction
Optional. ENUM This attribute is defined in Section 3. 2.
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cat egory
Optional. ENUM Cassifies the role the host or network played
in the incident. These values are maintained in the "System
category" I ANA registry per Table 1. The possible values are:
1. source. The Systemwas the source of the event.
2. target. The Systemwas the target of the event.
3. internediate. The Systemwas an internediary in the event.

4. sensor. The Systemwas a sensor nonitoring the event.

5. infrastructure. The Systemwas an infrastructure node of
| ODEF docunent exchange.

interface
Optional. STRING Specifies the interface on which the event(s)
on this Systemoriginated. |If the Node class specifies a network

rather than a host, this attribute has no meaning.

spoof ed
Optional. ENUM  An indication of confidence in whether this
Systemwas the true target or attacking host. The pernitted
values for this attribute are shown bel ow. The default value is
"unknown" .

1. unknown. The accuracy of the category attribute value is
unknown.

2. yes. The category attribute value is probably incorrect. In
the case of a source, the Systemis likely a decoy; with a
target, the Systemwas likely not the intended victim

3. no. The category attribute value is believed to be correct.

vi rtual
Optional. ENUM |Indicates whether this Systemis a virtual or
physi cal device. The default value is "unknown". The possible

val ues are:

1. yes. The Systemis a virtual device.

2. no. The Systemis a physical device.

3. unknown. It is not known if the Systemis virtual

owner shi p
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Opt i
to t
int

onal. ENUM Describes the ownership of this Systemrelative
he sender of the | ODEF docunent. These val ues are naintained
he "System ownershi p” [ ANA registry per Table 1. The possible

val ues are:

1.

2.

6.

organi zation. The Systemis owned by the organi zation.

personal. The Systemis owned by enployee or affiliate of the
organi zati on.

partner. The Systemis owned by a partner of the
organi zati on.

customer. The Systemis owned by a customer of the
organi zati on.

no-rel ati onship. The Systemis owned by an entity that has no
known rel ationship with the organization.

unknown. The ownership of the Systemis unknown.

3.20. Node d ass

The Node cl ass nanes an asset or networKk.

This class was derived from[RFC4765].
Fom e e e oo +
| Node |
o e oo +
| | <>--{0..*}--[ Domai nDat a ]
[ | <>--{0..*}--[ Address ]
| | <>--{0..1}--[ Postal Address ]
[ | <>--{0..1}--[ Location ]
| | <>--{0..1}--[ DateTinme ]
[ | <>--{0..*}--[ Counter ]
T +

Fi gure 31: The Node d ass
The aggregate classes that constitute Node are:
Donai nDat a

Zero or nore. The detailed domain (DNS) information associated

with

this Node. |If an Address is not provided, at |east one

Domai nDat a MUST be speci fi ed.

Addr ess
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Zero or nore. The hardware, network, or application address of
the Node. |If a DomainData is not provided, at |east one Address
MUST be specified.

Post al Addr ess
Zero or one. The postal address of the asset.

Locati on
Zero or one. M_STRING A free-fromdescription of the physica
| ocation of the Node. This description nmay provide a nore
detail ed description of where in the Postal Address this Node is
found (e.g., room nunmber, rack nunber, slot nunber in a chassis).

Count er
Zero or nore. A counter with which to summarizes properties of
this host or network.

The Node class has no attri butes.
3.20.1. Address d ass

The Address class represents a hardware (layer-2), network (layer-3),
or application (layer-7) address.

This class was derived from[RFC4765].

| ENUM cat egory

| STRI NG vl an- nane
| I'NTEGER vl an- num
| I'D observable-id

Fi gure 32: The Address d ass

The Address class has four attributes:

cat egory
Optional. ENUM The type of address represented. The pernitted
values for this attribute are shown bel ow. The default value is
"ipv4-addr". These values are maintained in the "Address-
category" I ANA registry per Table 1.
1. asn. Autononopus System Nunber

2. atm Asynchronous Transfer Mdde (ATM address
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3. e-mail. Electronic mail address (RFC 822)

4. i pv4-addr. [|Pv4 host address in dotted-deci mal notation
(a.b.c.d)

5. i pv4d-net. | Pv4 network address in dotted-decimal notation

sl ash, significant bits (a.b.c.d/nn)

6. i pv4-net-mask. | Pv4 network address in dotted-deci mal
not ati on, slash, network mask in dotted-deci nal notation
(a.b.c.d/w x.y.2z)

7. i pv6-addr. | Pv6 host address
8. i pv6-net. |Pv6 network address, slash, significant bits
9. i pv6-net-mask. | Pv6 network address, slash, network nask

10. nmac. Media Access Control (MAC) address
11. site-uri. A URL or URI for a resource

vl an- nane
Optional. STRING The nane of the Virtual LAN to which the
address bel ongs.

vl an- num
Optional. STRING The nunber of the Virtual LAN to which the
addr ess bel ongs.

observable-id
Optional. [ID  See Section 3.3.2.

3.20.2. NodeRole d ass

The NodeRol e cl ass describes the function performed by a particul ar

Fom e e e e e e e e oo +
| NodeRol e |
Fom e e e e oo oo +
| ENUM cat egory |
| ENUM | ang [
Fom e e e oo +

Fi gure 33: The NodeRol e d ass

The NodeRol e class has two attri butes:
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cat egory
Required. ENUM Functionality provided by a node. These val ues
are maintained in the "NodeRol e-category” | ANA registry per

Tabl e 1.

1. client. dient conputer

2. client-enterprise. Cient conputer on the enterprise network
3. client-partner. Cient conputer on network of a partner

4, client-renote. Cdient conputer renotely connected to the

enterprise network

5. client-kiosk. Cient conmputer is serves as a kiosk
6. client-nobile. Cdient is a nobile device

7. server-internal. Server with internal services

8. server-public. Server with public services

9. www, WA ser ver

10. nmail. Ml server

11. webmail. Web mail server

12. nessaging. Messaging server (e.g., NNTP, IRC, IM

13. streaning. Streani ng-nmedia server

14. voice. Voice server (e.g., SIP, H 323)

15. file. File server (e.g., SMB, CVS, AFS)

16. ftp. FTP server

17. p2p. Peer-to-peer node

18. nane. Nane server (e.g., DNS, WNS)

19. directory. Directory server (e.g., LDAP, finger, whois)

20. credential. Credential server (e.g., domain controller,
Ker ber os)

21. print. Print server
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22. application. Application server
23. database. Database server

24. backup. Backup server

25. dhcp. DHCP server

26. assessnent. Assessnent server (e.g., vulnerability scanner
end- poi nt assessnent)

27. source-control. Source code control server

28. config-managenent. Configuration managenent server

29. nonitoring. Security nonitoring server (e.g., 1DS)

30. infra. Infrastructure server (e.g., router, firewall, DHCP)
31. infra-firewall. Firewall

32. infra-router. Router

33. infra-switch. Switch

34. canmera. Canera and video system

35. proxy. Proxy server

36. renote-access. Renpte access server

37. log. Log server (e.g., syslog)

38. virtualization. Server running virtual nmachines

39. pos. Point-of-sale device

40. scada. Supervisory control and data acquisition system
41. scada-supervisory. Supervisory systemfor a SCADA
42. sinkhole. Traffic sinkhole destination

43. honeypot. Honeypot server

44, anonym zation. Anonym zation server (e.g., Tor node)

45, c2. Malicious command and control server
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46. malware-distribution. Server that distributes mal ware

47. drop-server. Server to which exfiltrated content is
upl oaded.

48. hop-point. Internmediary server used to get to a victim
49. reflector. A systemused in a reflector attacker.

50. phishing-site. Site hosting phishing content

51. spear-phishing-site. Site hosting spear-phishing content
52. recruiting-site. Site to recruit

53. fraudulent-site. Fraudul ent site.

| ang
Optional. ENUM A valid | anguage code per [RFC5646] constrained
by the definition of "xs:language". The interpretation of this

code is described in Section 6
3.20.3. Counter d ass

The Counter class sumarize multiple occurrences of sonme event, or
conveys counts or rates on various features (e.g., packets, sessions,
events).

The value of the counter is the elenent content with its units
represented in the type attribute. A rate for a given feature can be
expressed by setting the duration attribute. The conplete semantics
are entirely context dependent based on the class in which the
Counter is aggregated.

oo +

| Counter |

Fom e e e oo +
REAL

STRI NG neani ng

I I
| |
| ENUM t ype [
I I
| ENUM duration |

Fi gure 34: The Counter d ass

The Counter class has three attribute:
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3.
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type
Required. ENUM Specifies the units of the el ement content.
These val ues are maintained in the "Counter-type" | ANA registry
per Table 1.

1. byte. Count of bytes.

2. packet. Count of packets.

3. flow. Count of network flow records.
4. session. Count of sessions.
5. alert. Count of notifications generated by another system

(e.g., IDS or SIM.
6. message. Count of nessages (e.g., mail nessages).
7. event. Count of events.
8. host. Count of hosts.
9. site. Count of site.
10. organization. Count of organizations.
meani ng

Optional. STRING A free-formdescription of the netric
represented by the Counter

duration
Optional. ENUM |If present, the Counter class represents a rate
rather than a count over the entire event. |In that case, this

attribute specifies the denom nator of the rate (where the type
attribute specified the nonminator). The possible values of this
attribute are defined in Section 3.14.3

21. Domai nDat a C ass

The Donmmi nDat a cl ass descri bes a donmami n nane and net a-data associ at ed

with this donain.
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o m e e e e e i oo - +
| Dorrai nDat a |

o e e e e e e e e e +

| ENUM syst em st at us [ <> --emmmm-- [ Nane ]
| ENUM donmi n- st at us | <>--{0..1}--[ Dat eDonai nVasChecked ]
| ENUM donmi n- st at us | <>--{0..1}--[ RegistrationDate ]
| 1D observable-id | <>--{0..1}--[ ExpirationDate ]
[ | <>--{0..*}--[ Rel at edDNS ]
| | <>--{0..*}--[ Naneservers ]
[ | <>--{0..1}--[ Domai nContacts ]
I

Fi gure 35: The Domrai nData C ass
The aggregate classes that constitute Donai nData are:

Narme
One. M_STRING The domain nanme of the Node (e.g., fully
qual i fi ed domai n nane).

Dat eDomai nWasChecked
Zero or one. DATETIME. A tinestanp of when the Nane was
resol ved.

Regi strati onbDat e
Zero or one. DATETIME. A tinmestanp of when domain listed in Nane
was registered.

Expirati onDat e
Zero or one. DATETIME. A timestanp of when the domain listed in
Nane is set to expire.

Rel at edDNS
Zero or nore. Additional DNS records associated with this domain.

Naneservers
Zero or nore. The nane servers identified for the domain |isted
i n Nane.

Domai nCont act s
Zero or one. Contact information for the domain listed in Nane
supplied by the registrar or through a whois query.

The Donmi nData cl ass has four attri bute:

system st at us
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Required. ENUM Assesses the domain’s involvenment in the event.
These val ues are maintained in the "Domai nDat a- system status” | ANA
registry per Table 1.

1. spoofed. This donmain was spoofed.

2. fraudulent. This domain was operated with fraudul ent

i ntentions.

3. innocent-hacked. This dormain was conprom sed by a third
party.

4. innocent-hijacked. This domain was deliberately hijacked.

5. unknown. No categorization for this domain known.

domai n- st at us
Required. ENUM Categorizes the registry status of the domain at
the tine the document was generated. These values and their
associ ated descriptions are derived from Section 3.2.2 of
[ RFC3982]. These values are maintained in the "Domai nDat a- donai n-
status" | ANA registry per Table 1.

1. reservedDel egation. The donmain is permanently inactive.
2. assi gnedAndActive. The domain is in a normal state.
3. assi gnedAndl nactive. The domai n has an assigned registration

but the delegation is inactive.
4. assi gnedAndOnHol d.  The domain is under dispute.

5. revoked. The domain is in the process of being purged from
t he dat abase.

6. transferPending. The donain is pending a change in
aut hority.

7. regi stryLock. The domain is on hold by the registry.
8. regi strarLock. Same as "registrylLock"

9. other. The donmain has a known status but it is not one of
t he redefined enunerated val ues.

10. unknown. The dommi n has an unknown st at us.

observabl e-id
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Optional. [ID  See Section 3.3.2.

3.21.1. Rel at edDNS
The Rel at edDNS cl ass descri bes additional record types associ ated
with a given dormain nanme. The record type is described in the

record-type attribute and the value of the record is the el enent
content. ... TODO | ssue #39 ..

Fi gure 36: The Rel atedDNS d ass
The Rel at edDNS cl ass has one attri bute:
record-type
Required. ENUM The DNS record type. ... TODO val ues need to be
listed ...

3.21. 2. Naneservers C ass

The Naneservers cl ass descri bes the nane servers associated with a
gi ven domai n.

T +
| Naneservers |
e m e e e e e e oo - +
[ [<>---mm----- [ Server ]
| | <>--{1..*}--[ Address ]
- +

Fi gure 37: The Naneservers C ass
The aggregate classes that constitute Naneservers are:

Server
One. M__STRING The domai n nanme of the nane server

Addr ess
One or nore. The address of the nane server. See Section 3.20.1
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3.21.3. Donmi nContacts C ass

The Donmi nContacts cl ass describes the contact information for a
gi ven dormain provided either by the registrar or through a whois
query.

This contact information can be explicitly described through a
Contact class or a reference can be provided to a domain with

i dentical contact information. Either a single SameDomai nCont act
MUST be present or one or nmany Contact cl asses.

| | <>--{0..1}--[ SanmeDomai nContact ]
| | <>--{1..*}--[ Contact ]

Fi gure 38: The Domai nContacts C ass
The aggregate classes that constitute Domai nContacts are:

SanmeDonmai nCont act
Zero or one. M_STRING A donmain nane already cited in this
docunent or through previous exchange that contains the identica
contact information as the domain name in question. The domain
contact information associated with this domain should be used in
lieu of explicit definition with the Contact class.

Cont act
One or nore. Contact information for the domain. See
Section 3. 10.

3.22. Service d ass

The Service class describes a network service of a host or network
The service is identified by specific port or list of ports, along
with the application |listening on that port.

When Service occurs as an aggregate class of a Systemthat is a
source, then this service is the one fromwhich activity of interest
is originating. Conversely, when Service occurs as an aggregate
class of a Systemthat is a target, then that service is the one to
which activity of interest is directed.

This class was derived from[RFC4765].
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o m e e e e e oo - +

| Service |

o e e e e e e e e oo +

| I NTEGER i p-protocol | <>--{0..1}--[ Port ]
| I'D observable-id | <>--{0..1}--[ Portlist ]
| | <>--{0..1}--[ ProtoCode ]
| | <>--{0..1}--[ ProtoType ]
[ | <>--{0..1}--[ ProtoField ]
| | <>--{0..*}--[ ApplicationHeader ]
| | <>--{0..1}--[ Enunil Data ]
I [ ]

| <>--{0..1}--[ Application

Figure 39: The Service d ass
The aggregate classes that constitute Service are:

Port
Zero or one. |INTEGER A port nunber.

Portli st
Zero or one. PORTLIST. A list of port nunbers fornatted
according to Section 2.10.

Pr ot oCode
Zero or one. |INTEGER A transport |layer (layer 4) protocol-
specific code field (e.g., ICWP code field).

Prot oType
Zero or one. |INTEGER A transport |ayer (layer 4) protoco
specific type field (e.g., I1CWP type field).

ProtoField
Zero or one. |INTEGER A transport |ayer (layer 4) protoco
specific flag field (e.g., TCP flag field).

Appl i cati onHeader
Zero or nore. An application layer (layer 7) protocol header.
See Section 3.22.1.

Emai | Dat a
Zero or one. Headers associated with an email. See Section 3.24.
Appli cation

Zero or one. The application bound to the specified Port or
Portlist. See Section 3.22.2.
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Either a Port or Portlist class MJST be specified for a given
i nstance of a Service class.

When a given System cl asses with category="source" and another with
category="target" are aggregated into a single Flow class, and each
of these System cl asses has a Service and Portlist class, an inplicit
rel ati onship between these Portlists exists. |If N ports are listed
for a System@at egory="source", and Mports are listed for

Syst em@at egory="target", the nunber of ports in N nust be equal to
M Likewi se, the ports MIST be listed in an identical sequence such
that the n-th port in the source corresponds to the n-th port of the
target. If Nis greater than 1, a given instance of a Flow cl ass
MUST only have a single instance of a System@at egory="source" and
Syst em@at egory="t arget".

The Service class has two attributes:

i p- protocol
Required. |INTEGER. The | ANA assigned | P protocol numnber per
[ 1 ANA. Prot ocol s] .

observabl e-id
Optional. [ID  See Section 3.3.2.

3.22.1. ApplicationHeader C ass
The Applicati onHeader class allows the representation of arbitrary

fields froman application |ayer protocol header and its
correspondi ng val ue.

T T T +
| ApplicationHeader |
o e e e e e e e e e +
| ANY I
I I
| I NTEGER proto [
| STRING field [
| ENUM dt ype |
| I'D observable-id |
o e e e e e e e oo +

Fi gure 40: The ApplicationHeader d ass
The Applicati onHeader class has four attributes:

proto
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Required. |INTEGER. The | ANA assigned port nunmber per
[ ANA. Ports] corresponding to the application |ayer protocol whose
field will be represented.
field
Required. STRING The name of the protocol field whose val ue
will be found in the el enent body.
dtype
Required. ENUM The data type of the el enment content. The
permitted values for this attribute are shown below. The default
value is "string".
1. bool ean. The el enent content is of type BOOLEAN
2. byte. The elenent content is of type BYTE
3. bytes. The elenent content is of type HEXBI N
4. character. The elenent content is of type CHARACTER
5. date-tinme. The elenent content is of type DATETI ME
6. integer. The elenment content is of type | NTEGER
7. portlist. The elenent content is of type PORTLI ST.
8. real. The elenent content is of type REAL.
9. string. The elenent content is of type STRI NG

10. file. The element content is a base64 encoded binary file
encoded as a BYTE[] type.

11. path. The elenment content is a file-systempath encoded as a
STRI NG type.

12. xm. The elenent content is XM.. See Section 5.

observabl e-id
Optional. [ID  See Section 3.3.2.

3.22.2. Application d ass

The Application class describes an application running on a System
providing a Service.
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| STRING configid
| STRI NG vendor

| STRING family

| STRI NG name

| STRI NG version
| STRI NG patch
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Figure 41: The Application d ass

The aggregate class t

URL
Zero or one. URL.

hat constitute Application is:

A URL describing the application.

The Application class has seven attributes:

swid
Optional. STRING

An identifier that can be used to reference

this software, where the default value is "0"

configid
Optional. STRING

An identifier that can be used to reference a

particul ar configuration of this software, where the default val ue

is "0".

vendor
Optional. STRING

famly
Optional. STRING

name
Optional. STRING

versi on
Optional. STRING

pat ch
Optional. STRING

Danyliw & St oecker

Vendor nanme of the software

Fam |y of the software

Nanme of the software

Ver si on of the software.

Patch or service pack level of the software
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3.23. (OperatingSystem C ass
The QOperatingSystem cl ass descri bes the operating systemrunning on a
System The definition is identical to the Application class
(Section 3.22.2).

3.24. Emuil Data d ass

The Email Data cl ass descri bes headers froman email nessage. Conmon
headers have dedi cated classes, but arbitrary headers can al so be

descri bed.

o m e e e e e oo - +

| Email Dat a |

o e e e e e e e e oo +

| 1D observable-id | <>--{0..1}--[ Enamil From ]
| | <>--{0..1}--[ Enmil Subj ect ]
| | <>--{0..1}--[ Enumil X-Mil er ]
[ | <>--{0..*}--[ Enmil HeaderField ]
[ | <>--{0..*}--[ HashData ]
| | <>--{0..*}--[ SignatureData ]
o m e e e e e oo oo +

Fi gure 42: Enumil Data C ass
The aggregate class that constitutes Emmil Data are:

Emai | From
Zero or one. The value of the "From" header field in an enuail.
See Section 3.6.2 of [RFC5322].

Emai | Subj ect
Zero or one. The value of the "Subject:" header field in an
email. See Section 3.6.4 of [RFC5322].

Emai | X- Mai | er
Zero or one. The value of the "X-Miiler:" header field in an
email .

Emai | Header Fi el d
Zero or one. The value of an arbitrary header field in the email.
See Section 3.22.1. The attributes of Enmmil HeaderFi eld MJST be
set as follows: proto="25" and dtype="string". The name of the
emai | header field MJST be set in the field attribute.

HashDat a
Zero or One. Hash(es) associated with this email.
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Si gnat ur eDat a
Zero or One. Signature(s) associated with this email.
The Email Data cl ass has one attribute:

observabl e-id
Optional. [ID  See Section 3.3.2.

3. 25. Record C ass

The Record class is a container class for log and audit data that
provi des supportive information about the incident. The source of
this data will often be the output of nonitoring tools. These |ogs
substantiate the activity described in the docunent.

e e e e oo oo +
| Record |
o e e e o - +
| ENUMrestriction |<>-{1..*}--[ RecordData ]
s +

Fi gure 43: Record d ass
The aggregate class that constitutes Record is:

Recor dDat a
One or nore. Log or audit data generated by a particular type of
sensor. Separate instances of the RecordData class SHOULD be used
for each sensor type.

The Record cl ass has one attribute:

restriction
Optional. ENUM This attribute has been defined in Section 3.2.

3.25.1. Recordbata C ass

The RecordbData class groups log or audit data froma given sensor
(e.g., IDS, firewall 1og) and provides a way to annotate the output.
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Fom e e e e oo +
| RecordDat a |

B +

| ENUMrestriction |<>-{0..1}--[ DateTine ]

| I'D observable-id |<>-{0..*}--[ Description ]

| | <>--{0..1}--[ Application ]

| | <>--{0..*}--[ RecordPattern ]

[ | <>--{0..*}--[ Recordltem ]

| | <>--{0..*}--[ FileData |

[ | <>--{0..*}--[ CertificateData ]

| | <>--{0..*}--[ WndowsRegi stryKeyshbdified ]

[ | <>--{0..*}--[ Additional Data R

---+
Fi gure 44: The RecordData C ass
The aggregate classes that constitutes RecordData is:

Dat eTi me
Zero or one. Tinmestanp of the Recordltem data.

Description
Zero or nore. M._STRING Free-formtextual description of the
provi ded Recordltem data. At mininmum this description should
convey the significance of the provided Recordltem data.

Appli cation
Zero or one. Information about the sensor used to generate the
Recordl t em dat a.

RecordPattern
Zero or nore. A search string to precisely find the relevant data
in a Recordltem

Recordl tem
Zero or nore. Log, audit, or forensic data.

Fi | eDat a
Zero or one. The file name and hash of a file indicator.

W ndowsRegi st ryKeyshbdi fi ed
Zero or nore. The registry keys that were nodified that are
i ndi cator(s).

Addi ti onal Dat a
Zero or nore. An extension mechanismfor data not explicitly
represented in the data nodel.

The RecordData class has two attri bute:
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restriction
Optional. ENUM See Section 3.3.1

observabl e-id
Optional. [ID  See Section 3.3.2.

3.25.2. RecordPattern d ass

The RecordPattern class describes where in the content of the

Recordlitemrel evant information can be found. It provides a way to
ref erence subsets of information, identified by a pattern, in a |large
log file, audit trail, or forensic data.
) +
| RecordPattern |
o e e e e e e e e ao oo +

STRI NG

ENUM t ype

ENUM of f set uni t

I I
I I
I I
| I NTEGER of f set |
I I
| I NTEGER instance [

Fi gure 45: The RecordPattern C ass

The specific pattern to search with in the Recordltemis defined in

the body of the elenent. It is further annotated by four attributes:
type
Required. ENUM Describes the type of pattern being specified in
the element content. The default is "regex". These values are

mai ntained in the "RecordPattern-type" | ANA registry per Table 1.

1. regex. regular expression as defined by POSI X Ext ended
Regul ar Expressions (ERE) in Chaper 9 of [IEEE. PCSI X]

2. binary. Binhex encoded binary pattern, per the HEXBI N data
type.

3. xpath. XM Path (XPath) [WBC. XPATH]

of f set
Optional. [INTEGER  Anount of units (determ ned by the offsetunit
attribute) to seek into the Recordltem data before matching the
pattern.

of f setuni t
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Optional. ENUM  Describes the units of the offset attribute.
The default is "line". These values are nmaintained in the
"RecordPattern-of fsetunit” | ANA registry per Table 1.

1. line. Ofset is a count of I|ines.
2. byte. Ofset is a count of bytes.
i nstance
Optional. |INTEGER  Nunmber of types to apply the specified
pattern.
3.25.3. Recordltem d ass
The Recordltem cl ass provides a way to incorporate rel evant | ogs,
audit trails, or forensic data to support the concl usions made during
the course of analyzing the incident. The class supports both the
direct encapsulation of the data, as well as, provides primtives to
reference data stored el sewhere.
This class is identical to Additional Data class (Section 3.9).
3.26. W ndowsRegi stryKeyshModi fied C ass
The W ndowsRegi stryKeyshbdi fied class descri bes W ndows operating

systemregistry keys and the operations that were perforned on them
This class was derived from [ RFC5901].

o oo +
| WndowsRegi stryKeyshodi fied |
e e e +
| I'D observable-id | <>--{1..*}--[ Key ]
o m e e e e e e e e e e +

Fi gure 46: The W ndowsRegi stryKeyshbdified O ass

The aggregate class that constitutes the WndowsRegi stryKeyshbdified
class is:

Key
One or many. The W ndow registry key.

The W ndowsRegi stryKeyshModi fied class has one attribute:

observabl e-id
Optional. [ID  See Section 3.3.2.
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3.26.1. Key dass

The Key cl ass describes a particular Wndows operating system
registry key nane and value pair, and the operation perforned on it.

o e e e e e e ee oo +
| Key |
S +
| ENUM registryaction | <>---------- [ KeyNane ]
| 1D observable-id | <>--{0..1}--[ KeyVal ue ]
o m e e e e e eee o +

Fi gure 47: The Key d ass
The aggregate classes that constitutes Key are:
KeyNanme
One. STRING The nane of the Wndows operating systemregistry
key (e.g.,[HKEY_LOCAL_MACHI NE\ Sof t war e\ Test\ KeyNane] )
KeyVal ue
Zero or one. STRING The value of the associated registry key
encoded as in Mcrosoft .reg files [ KB310516].
The Key class has two attri butes:
regi stryaction
Optional. ENUM The type of action taken on the registry key.
These val ues are nmmintained in the "Key-registryaction" | ANA
registry per Table 1.
1. add-key. Registry key added.
2. add-value. Value added to registry key.
3. delete-key. Registry key del eted.
4. delete-value. Value deleted fromregistry key.
5. nodify-key. Registry key nodified.

6. nodify-value. Value nodified for registry key.

observabl e-id
Optional. [ID See Section 3.3.2.
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3.27. CertificateData C ass

The CertificateData class describes X 509 certificates.

O +
| CertificateData |
T +
| I'D observable-id | <>--{1..*}--[ Certificate ]
| ENUM restriction |
Fom e e e e oo +

Figure 48: The CertificateData O ass
The aggregate classes that constitutes CertificateData are:

Certificate
One or nore. A certificate.

The CertificateData class has two attribute:

observabl e-id
Optional. [ID  See Section 3.3.2.

restriction
Optional. ENUM See Section 3.3.1.

3.27.1. Certificate Cd ass

The Certificate class describes a given X 509 certificate or
certificate chain.

Fo e e e e e e eam o +
| Certificate |
o e e e e e e e oo +
| ENUMvalid | <>---------- [ ds: X509Data ]
| 1D observable-id |
o m e e e e e i oo - +

Figure 49: The Certificate O ass
The aggregate classes that constitutes Certificate are:
ds: X509Dat a
One. A given X. 509 certificate or chain. See Section 4.4.4 of
[WBC. XMLSI G .

The Certificate class has one attribute:
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valid
Optional. Indicates whether a given certificate has a valid
signature. An invalid signature may be due to an invalid
certificate chain, a signature not decoding properly, or a
certificate contents not matching the hash

1. yes. The certificate is valid.
2. no. The certificate is not valid.

observable-id
Optional. |ID  See Section 3.3.2.

3. 28. Fil eData d ass

The FileData class describes files of interest identified during the
anal ysis of an incident.

oo e e e a oo oo +
| FileData |
e e e e e e e e +
| 1D observable-id | <>--{1..*}--[ File ]
| ENUM restriction |
o e e e e e e aa oo +

Figure 50: The FileData C ass
The aggregate class that constitutes FileData is:

File
One or nore. A description of a file.

The FileData class has two attri bute:

observable-id
Optional. ID  See Section 3.3.2.

restriction
Optional. ENUM See Section 3.3.1

3.28.1. File dass

The File class describes a file and its associ ated neta data.
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T T T +
| File [

o e e e e e e e e e +

| 1D observable-id | <>--{0..1}--[ FileName ]
| | <>--{0..1}--[ FileSize ]
| | <>--{0..*}--[ URL ]
[ | <>--{0..1}--[ HashData ]
[ | <>--{0..1}--[ SignatureData ]
| | <>--{0..*}--[ FileProperties ]
o e e e e e e e oo +

Figure 51: The File d ass
The aggregate classes that constitutes File are:

Fi | eNane
Zero or One. M._STRING. The nane of the file.

Fil eSi ze
Zero or One. INTEGER The size of the file in bytes.

URL
Zero or nore. A reference to the file.

HashDat a
Zero or One. Hash(es) associated with this file.

Si gnat ur eDat a
Zero or One. Signature(s) associated with this file.

Fil eProperties
Zero or nore. Mechanism by which to extend the data nodel to
describe properties of the file. See Section 3.9.

The File class has one attribute:

observable-id
Optional. [ID See Section 3.3.2.

3.29. HashData d ass

The HashData class describes different types of hashes on an given
object (e.g., file, part of a file, emil).

Danyliw & St oecker Expires May 13, 2015 [ Page 77]



Internet-Draft | ODEFv2 Novenber 2014

e e +
| HashDat a |
o e e e e e e e e e +
| ENUM scope | <>--{0..1}--[ HashTar get ]
I | <>--{0..*}--[ Hash ]
[ | <>--{0..*}--[ FuzzyHash ]
o e +

Fi gure 52: The HashData C ass

The aggregate classes that constitutes HashData are:

HashTar get
Zero or One. An identifier that references a a subset of the
obj ect per the @cope attribute.

Hash

Zero or nore. The hash generated on the object.

FuzzyHash
Zero or nore. The fuzzy hash of the object.

A single instance of Hash or FuzzyHash MUST be present.

The HashData cl ass has one attribute:

scope

Required. ENUM Describes the scope of the hash on a type of
obj ect. These values are nmintained in the "HashDat a- scope"” | ANA
registry per Table 1.

1.

file-contents. A hash conmputed over the entire contents of a
file.

file-pe-section. A hash conputed on a given section of a

W ndows Portable Executable (PE) file. |If set to this value,
the HashTargetld class MJST identify the section being hashed.
This section is identified by an ordi nal nunber (starting at
1) corresponding to the the order in which the given section
header was defined in the Section Table of the PE file header

file-pe-iat. A hash conputed on the Inport Address

Table (1 AT) of a PE file. As |AT hashes are often too
dependent, if this value is set, the HashTargetld class MJST
specify the tool used to generate the hash

file-pe-resource. A hash conputed on a given resource in a PE
file. |If set to this value, the HashTargetld class MJST
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identify the resource being hashed. This resource is
identified by an ordinal nunmber (starting at 1) correspondi ng
to the oder in which the given resource is declared in the
Resource Directory of the Data Dictionary in the PE file
header .

5. file-pdf-object. A hash conputed on a given object in a
Port abl e Docunent Format (PDF) file. |If set to this val ue,
the HashTargetld class MJUST identify the object being hashed.
This object is identified by its offset in the PDF file.

6. emuil-hash. A hash conputed over the headers and body of an
emai | nessage.

7. email -headers-hash. A hash computed over all of the headers
of an emmil nessage.

8. enmil-body-hash. A hash conputed over the body of an enail
nessage.

3.29. 1. Hash C ass

The Hash cl ass describes a specific hash value, algorithm and an
application used to generate it.

) +
| Hash |
o e e e e e e e e ao oo +
| | <>---------- [ ds:DigestMethod ]
| IS [ ds:DigestValue ]
| | <>--{0..1}--[ Application ]
) +

Fi gure 53: The Hash d ass
The aggregate classes that constitutes Hash are:
ds: Di gest Met hod
One. The hash algorithmused to generate the hash. See
Section 4.3.3.5 of [WBC. XMLSI G
ds: Di gest Val ue
One. The conputer hash value. See Section 4.3.3.6 of
[WBC. XMLSI G .

Application
Zero or One. The application used to cal culate the hash.
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The HashData class has no attri bute:
3.29.2. FuzzyHash d ass

The FuzzyHash cl ass describes a fuzzy hash (in an extensible way) and
the application used to generate it.

| | <>--{0..*}--[ Additional Data ]
| | <>--{0..1}--[ Application ]
Fi gure 54: The FuzzyHash d ass
The aggregate classes that constitutes FuzzyHash are:
Addi ti onal Dat a
Zero or nore. Mechanism by which to extend the data nodel. See

Section 3.09.

Appli cation
Zero or One. The application used to cal cul ate the hash.

The FuzzyData class has no attribute:
3.30. SignaturebData d ass

The SignatureData class describes different signatures on an given

obj ect.

o e e e e e e e e e +

| SignatureData [

oo e e e e eie oo n +

| | <>--{1..*}--[ ds:Signature ]
o m e e e e e i oo - +

Fi gure 55: The SignatureData C ass
The aggregate classes that constitutes SignatureData are:

Si gnat ure
One or nore. An given signature. See Section 4.2 of [WBC XM.SI (G

The SignatureData class has no attribute:
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3.31. IndicatorbData d ass

The I ndicatorData class describes the indicators identified from
anal ysis of an incident.

oo e e e ia oo - +
| I'ndicatorData [
S +
| | <>--{1..*}--[ Indicator ]
e +

Fi gure 56: The IndicatorData C ass
The aggregate class that constitutes IndicatorData is:

I ndi cat or
One or nore. An indicator fromthe incident.

The I ndicatorData class has no attributes.
3. 32. I ndi cator C ass

The Indicator class describes a cyber indicator. An indicator

consi sts of observabl e features and phenonmenon that aid in the
forensic or proactive detection of malicious activity, and associ at ed
meta-data. This indicator can be described outright or reference
observabl e features and phenonenon descri bed el sewhere in the
incident information. Portions of an incident description can be
conposed to define an indicator, as can the indicators thensel ves

Fom e e +
| I'ndicator |

e m e e e e e e oo - +

| ENUM restriction [ <> --emmmm-- [ I'ndicatorlD ]
| | <>--{0..1}--[ AlternativelndicatorlD ]
| | <>--{0..*}--[ Description ]
| | <>--{0..1}--[ StartTine ]
[ | <>--{0..1}--[ EndTi e ]
| | <>--{0..1}--[ Confidence ]
[ | <>--{0..*}--[ Contact ]
| | <>--{0..1}--[ Cbservable ]
| | <>--{0..1}--[ QObservabl eRef erence ]
| | <>--{0..1}--[ IndicatorExpression ]
[ | <>--{0..1}--[ IndicatorReference ]
[ | <>--{0..*}--[ Additional Data ]
e e e e e e oo oo +

Fi gure 57: The Indicator C ass
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The aggregate classes that constitute |ndicator are:

Indicatorl D
One. An identifier for this indicator. See Section 3.32.1

Al ternativel ndi catorl D
Zero or one. An alternative identifier for this indicator. See
Section 3.32.2

Description
Zero or nore. M._STRING A free-formtextual description of the
i ndi cat or.

StartTime
Zero or one. DATETIME. A tinmestanp of the start of the tine
period during which this indicator is valid.

EndTi me
Zero or one. DATETIME. A tinmestanp of the end of the time period
during which this indicator is valid.

Conf i dence
Zero or one. An estimate of the confidence in the quality of the
indicator. See Section 3.14.5.

Cont act
Zero or nore. Contact information for this indicator. See
Section 3.10.

bservabl e
Zero or one. An observable feature or phenomenon of this
i ndicator. See Section 3.32.3.

bser vabl eRef erence
Zero or one. A reference to a feature or phenonenon defined
el sewhere in the docunment. See Section 3.32.5.

I ndi cat or Expr essi on
Zero or one. A conposition of observables. See Section 3.32.4.

I ndi cat or Ref er ence
Zero or one. A reference to an indicator

Addi ti onal Dat a

Zero or nore. Mechanismby which to extend the data nodel. See
Section 3.9
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The I ndicator class MJST have exactly one instance of an (bservabl e,
I ndi cat or Expr essi on, Observabl eRef erence, or |ndicatorReference
cl ass.

The StartTi me and EndTi me cl asses can be used to define an interval
during which the indicator is valid. |If both classes are present,
the indicator is consider valid only during the described interval

If neither class is provided, the indicator is considered valid
during any tinme interval. |If only a StartTime is provided, the
indicator is valid anytine after this tinmestanp. |If only an EndTi ne
is provided, the indicator is valid anytine prior to this tinmestanp.

The I ndicator class has one attribute:

restriction
Optional. ENUM See Section 3.3.1

3.32.1. Indicatorl D d ass

The IndicatorID class identifies an indicator with a gl obally unique
identifier. The conbination of the nane and version attributes, and
the elenent content formthis identifier. Indicators generated by

gi ven CSI RT MUST NOT reuse the sanme val ue unl ess they are referencing
the sane indicator.

s +
| I'ndicatorlD

e e e e oo oo +
| ID I
I I
| STRI NG name |
| STRI NG version |
Fom e e e e e +

Fi gure 58: The IndicatorlD O ass

The Indicatorl D class has two attri butes:

nane
Required. STRING An identifier describing the CSIRT that
created the indicator. |In order to have a gl obally unique CSIRT

nane, the fully qualified domain name associated with the CSIRT
MJUST be used. This format is identical to the |Incidentl| D@ane
attribute in Section 3.4.

ver sion
Required. STRING A version nunber of an indicator
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3.32.2. Aternativelndicatorl D C ass

The AlternativelndicatorlD class lists alternative identifiers for an

i ndi cator.

e +

| AlternativelndicatorlD |

S +

| ENUM restriction | <>--{1..*}--[ IndicatorReference ]
I I

S +

Figure 59: The AlternativelndicatorlD d ass
The aggregate class that constitutes AlternativelndicatorlDis:

I ndi cat or Ref er ence
One or nore. A reference to an indicator.

The Alternativelndicatorl D cl ass has one attri bute:

restriction
Optional. ENUM This attribute has been defined in Section 3.2.

3.32.3. (bservable d ass

The (bservabl e cl ass describes a feature and phenonenon that can be

observed or neasured for the purposes of detecting nalicious
behavi or.
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e e e e e oo +
| CObservabl e |

Fom e e e e e e e e e eeeeea s +

| | <>--{0..1}--[ Address ]
| | <>--{0..1}--[ Domai nDat a ]
| | <>--{0..1}--[ Service ]
| | <>--{0..1}--[ EmailData ]
| | <>--{0..1}--[ ApplicationHeader ]
| | <>--{0..1}--[ WndowsRegi stryKeyshbdified ]
| | <>--{0..1}--[ FileData ]
| | <>--{0..1}--[ CertificateData ]
| | <>--{0..1}--[ RecordData ]
| | <>--{0..1}--[ EventData ]
| | <>--{0..1}--[ Incident ]
| | <>--{0..*}--[ Expectation ]
| | <>--{0..*}--[ enum Reference ]
| | <>--{0..1}--[ Assessnent ]
| | <>--{0..1}--[ Historyltem ]
I [ ]

| <>--{0..*}--[ Additional Data

Fi gure 60: The Cbservable d ass
The aggregate classes that constitute Oobservabl e are:

Addr ess
Zero or One. An Address observable. See Section 3.20.1.

Domai nDat a
Zero or One. A Dommi nData observable. See Section 3.21.

Servi ce
Zero or One. A Service observable. See Section 3.22.

Emai | Dat a
Zero or One. A Enumil Data observable. See Section 3. 24.

Appl i cati onHeader
Zero or One. An ApplicationHeader observable. See
Section 3.22.1.

W ndowsRegi st ryKeyshbdi fi ed
Zero or One. A WndowsRegi stryKeyshbdi fi ed observable. See
Section 3. 26.

Fi | eDat a
Zero or One. A FileData observable. See Section 3.28.
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CertificateData
Zero or One. A CertificateData observable. See Section 3.27

Recor dDat a
Zero or One. A RecordData observable. See Section 3.25.1

Event Dat a
Zero or One. An EventData observable. See Section 3.16

I nci dent
Zero or One. An Incident observable. See Section 3.2.

Event Dat a
Zero or One. An EventData observable. See Section 3.16

Expect ati on
Zero or One. An Expectation observable. See Section 3.17

enum Ref erence
Zero or One. A Reference observable. See [RFC-ENUM.

Assessnent
Zero or One. An Assessnent observable. See Section 3.14.

Hi storyltem
Zero or One. A Historyltem observable. See Section 3.15.1

Addi ti onal Dat a
Zero or nore. Mechanismby which to extend the data nodel. See
Section 3.9.

The (bservabl e class MIST have exactly one of the possible child
cl asses.

The Cbservabl e class has no attri butes.
3.32.4. IndicatorExpression dass

The | ndi cat or Expressi on descri bes an expressi on conposed of observed
phenonmenon or features, or indicators. Elenents of the expression
can be described directly, reference relevant data fromother parts
of a given | ODEF docunent, or reference previously defined

i ndi cators.

Al'l child classes of a given instance of |ndicatorExpression forma
bool ean al gebrai c expressi on where the operator between themis
deternmined by the operator attribute. Nesting an |ndicatorExpression
initself is akin to a parenthesis in the expression
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e e +
| Indicator Expression |
o e e e e e e e e e +
| ENUM oper at or | <>--{0..*}--[ IndicatorExpression ]
| | <>--{0..*}--[ Cbservable ]
| | <>--{0..*}--[ Cbservabl eReference ]
| | <>--{0..*}--[ IndicatorReference ]
[ | <>--{0..*}--[ Additional Data ]
o e e e e e e e e e +

Fi gure 61: The I|ndicatorExpression O ass
The aggregate classes that constitute |ndicatorExpression are:
I ndi cat or Expr essi on
Zero or nore. An expression conposed of other observables or
i ndi cat ors.

Qbservabl e
Zero or nore. A description of an observabl e.

Obser vabl eRef er ence
Zero or nore. A reference to another observabl e.

I ndi cat or Ref erence
Zero or nore. A reference to another indicator.

Addi ti onal Dat a
Zero or nore. Mechanismby which to extend the data nodel. See
Section 3.9
TODO Additional text is required to describe the valid
combi nations of classes and how the operator class should be applied
The | ndi cat or Expressi on cl ass has one attri butes:
oper at or
Optional. ENUM The operator to be applied between the child
el ement s.
1. not. negation operator
2. and. conjunction operator.

3. or. disjunction operator

4. xor. exclusive disjunction operator
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3.32.5. (bservabl eReference C ass

The CObservabl eRef erence describes a reference to an observabl e
feature or phenonenon described el sewhere in the docunent.

Thi s cl ass has no content.

S +
| Observabl eRef erence |
o +
| EMPTY |
| | DREF ui d-r ef

S +

Fi gure 62: The Cbservabl eRef erence O ass
The Cbservabl eReference cl ass has one attri butes:

ui d-r ef
Required. |IDREF. An identifier that serves as a reference to a
class in the | ODEF docunent. The referenced class will have this
identifier set in the observable-id attri bute.

3.32.6. IndicatorReference d ass
The | ndi cat or Ref erence describes a reference to an indicator. This

reference may be to an indicator described in the | ODEF docunent or
in a previously exchanged | ODEF docunent.

STRI NG eui d-r ef

I I
| _ |
| | DREF ui d-r ef [
I I
| STRI NG version |

Fi gure 63: The IndicatorReference C ass
The | ndi cator Ref erence cl ass has one attri butes:
ui d-ref
Optional. IDREF. An identifier that serves as a reference to an

Indicator class in the | ODEF docunent. The referenced | ndicator
class will have this identifier set in the IndicatorlD class.
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eui d-r ef
Optional. STRING An identifier that references an IndicatorlD
not in this | CDEF docunent.

version
Optional. STRING A version nunber of an indicator.

Either the uid-ref or the euid-ref attribute MJST be set.
4. Processing Considerations

This section defines additional requirenments on creating and parsing
| ODEF docunents.

4.1. Encoding
Every | ODEF docunment MUST begin with an XM. decl aration, and MJST
specify the XML version used. |f UTF-8 encoding is not used, the
character encoding MUST al so be explicitly specified. The | CDEF
conforns to all XM. data encodi ng conventions and constraints.
The XM. declaration with no character encoding will read as foll ows:

<?xm version="1.0" ?>

When a character encoding is specified, the XM_ declaration will read
Iike the foll ow ng:

<?xm version="1.0" encodi ng="charset" ?>

Where "charset" is the name of the character encoding as registered
with the Internet Assigned Nunbers Authority (1ANA), see [RFC2978].

The follow ng characters have special neaning in XML and MJST be

escaped with their entity reference equivalent: "&"', "<", ">", "\""
(doubl e quotation mark), and "'" (apostrophe). These entity
references are "&anp;", "&t;", "&gt;", "&quot;", and "&apos;"

respectively.
4.2. | ODEF Nanespace

The | ODEF schena decl ares a nanespace of

"urn:ietf:parans: xm:ns:iodef-2.0" and registers it per [WBC XMNS].
Each | ODEF docunent MJST include a valid reference to the | ODEF
schema using the "xsi:schemalLocation"” attribute. An exanple of such
a declaration would | ook as foll ows:
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<| ODEF- Docunent
versi on="2. 00" | ang="en-US"
xm ns:iodef="urn:ietf:paranms: xm : ns:iodef-2.0"
xsi : schemalLocati on="urn:ietf: parans: xnl s: schena: i odef-2. 0"

Val i dati on

The |1 ODEF docunents MJST be well-formed XML. It is RECOMVENDED t hat
reci pients validate the docunent against the schema described in
Section 8. However, nere conformance to the schema is not sufficient
for a semantically valid | ODEF docunment. There is additiona
specification in the text of Section 3 that cannot be readily encoded
in the schema and it mnmust al so be considered by an | ODEF parser. The
following is a list of discrepancies in what is nore strictly
specified in the normative text (Section 3), but not enforced in the
| ODEF schenma:

0 The elenents or attributes that are defined as POSTAL, NAME
PHONE, and EMAIL data-types are inplenented as "xs:string", but
more rigid formatting requirements are specified in the text.

0 The | ODEF- Docunent @ang and M.StringType@ang attributes are
decl ared as an "xs:|anguage" that constrains values with a regul ar
expression. However, the value of this attribute still needs to
be validated against the list of possible enunerated values is
defined in [ RFC5646] .

0 The Monetaryl npact @urrency attribute is declared as an
"xs:string", but the list of valid values as defined in [|ISO4217].

o Al of the aggregated classes Contact and EventData are optiona
in the schema, but at |east one of these aggregated classes MJST
be present.

o0 There are multiple conventions that can be used to categorize a
system usi ng the NodeRole class or to specify software with the
Application and OperatingSystem cl asses. | ODEF parsers MJST
accept incident reports that do not use these fields in accordance
with |l ocal conventions.

0 The Confidence@ating attribute determ nes whether the el enent
content of Confidence should be enpty.

0 The Address@ype attribute determ nes the format of the el enent
content.
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0 The attributes Additional Data@type and Recordltem@ltype derived
fromiodef: Ext ensi onType determi ne the semantics and formatting of
the el enment content.

0 Symmetry in the enunerated ports of a Portlist class is required
bet ween sources and targets. See Section 3.22.

0 The enunerated values present in this docunent are a static list
that will be inconmplete over tinme as select attributes can be
extended by a corresponded | ANA registry. See Table 1. Hence,
the schema to validate a given docunent MJST be dynamically
generated fromthese registry val ues.

Inconpatibilities with vl

Version 2 of the | ODEF data nodel nmakes a nunber of changes to

[ RFC5070]. Largely, these changes were additive in nature -- cl asses
and enunerated val ues were added. The following is a list of
incompatibilities where the data nodel has changed between versions:

o The | CDEF- Docunent @ersion attribute is set to "2.0"
0 The Service@p_protocol attribute was renanmed to @ p- protocol

0 The Node/ NodeNane cl ass was renoved in favor of representing
domai n nanes wi th Node/ Domai nDat a/ Nane cl ass. The Node/ Dat aTi ne
class was al so renoved so that the Node/ Donmi nDat a/

Dat eDomai nWasChecked cl ass can represent the tine at which the
nane to address resol ution occurred.

o The Node/ NodeRol e cl ass was noved to System NodeRol e.
0 The Reference class is now defined by [ RFC- ENUM .

0 Extending enunerated values is now handl ed through collection of
| ANA registries. Al attributes of with a nane prefixed by "ext-"
have been renoved

0 The data previously represented in the Inpact class is nowin the
Syst eml npact and IncidentCategory classes. The Inpact class has
been renoved.

Ext endi ng the | ODEF

In order to support the changing activity of CSIRTS, the | ODEF data
nmodel will need to evolve along with them This section discusses
how new data el enents that have no current representation in the data
nodel can be incorporated into the |ODEF. These techniques are
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desi gned so that adding new data will not require a change to the

| ODEF schema. Wth proven val ue, well docunented extensions can be
incorporated into future versions of the specification. However,
this approach al so supports private extensions relevant only to a
cl osed consortium

5.1. Extending the Enunerated Val ues of Attributes

Sel ect enunerated value of the attributes defined in the data node
can be extended by adding entries to the corresponding | ANA registry.
See Table 1.

5.2. Extending d asses

The cl asses of the data nobdel can be extended only through the use of
the Additional Data and Recordltem cl asses. These container classes,
collectively referred to as the extensible classes, are inplenented
with the iodef: ExtensionType data type in the schenma. They provide
the ability to have new atonic or XM.--encoded data elenents in all of
the top-level classes of the Incident class and a few of the nore
compl i cated subordi nate classes. As there are multiple instances of
the extensible classes in the data nodel, there is discretion on
where to add a new data elenment. It is RECOMMENDED that the
extension be placed in the nost closely related class to the new

i nformati on.

Ext ensi ons using the atonmic data types (i.e., all values of the dtype
attributes other than "xm") MJIST:

1. Set the elenent content of extensible class to the desired val ue,
and

2. Set the dtype attribute to correspond to the data type of the
el ement content.

The foll owi ng guidelines exist for extensions using XM.:

1. The elenment content of the extensible class MIUST be set to the
desired value and the dtype attri bute MJUST be set to "xm".

2. The extension schema MJUST decl are a separate nanespace. It is
RECOMVENDED t hat these extensions have the prefix "iodef-". This
reconmendati on nakes readability of the docunent easier by
all owing the reader to infer which namespaces relate to | ODEF by
i nspecti on.

3. It is RECOVWENDED t hat extension schemas follow the nam ng
convention of the | ODEF data nodel. This nakes reading an
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ext ended | ODEF docunent | ook |ike any other | ODEF docunent. The
nanes of all elements are capitalized. For elenments with
conmposed nanes, a capital letter is used for each word

Attribute nanes are |l ower case. Attributes with conposed nanes
are separated by a hyphen

4. Parsers that encounter an unrecogni zed el enment in a nanespace
that they do support MIST reject the docunent as a syntax error.

5. There are security and performance inplications in requiring
i npl ementations to dynanically downl oad schenmas at run tine.
Thus, inplementations SHOULD NOT downl oad schemas at runtine,
unl ess inpl enentations take appropriate precautions and are
prepared for potentially significant network, processing, and
ti me-out demands.

6. Sone users of the | ODEF nay have private schena definitions that
m ght not be available on the Internet. 1In this situation, if a
| ODEF docunent | eaks out of the private use space, references to
some of those document schemas may not be resolvable. This has
two inplications. First, references to private schemas may never
resolve. As such, in addition to the suggestion that
i npl ement ati ons do not downl oad schenas at runtine nentioned
above, recipients MJST be prepared for a schema definition in an
| ODEF docunent never to resol ve.

The followi ng schema and XML docunent excerpt provide a tenplate for
an extension schema and its use in the | ODEF docunent.

Thi s exanpl e schenma defines a nanmespace of "iodef-extensionl" and a
singl e el ement naned "newdata".

<xs:schema
t ar get Nanespace="i odef - ext ensi onl. xsd"
xm ns: i odef - ext ensi on1="i odef - ext ensi onl. xsd"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schena" >
attri but eFor nDef aul t =" unqual i fi ed"
el ement For mDef aul t =" qual i fi ed">
<xs:inport
nanespace="urn:ietf: parans: xm :ns:i odef-1.0"
schenalLocation=" urn:ietf:parans: xn :schena:iodef-1.0"/>

<xs: el enent name="newdat a" type="xs:string" />
</ xs: schena>

The following XML excerpt denonstrates the use of the above schema as
an extension to the | CDEF.
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<| ODEF- Docunent
versi on="2. 00" | ang="en-US"
xm ns="urn:ietf:paranms: xm :ns:iodef-1.0"
xm ns:iodef=" urn:ietf:parans:xm:ns:iodef-1.0"
xm ns: i odef - ext ensi on1="i odef - ext ensi onl. xsd"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi : schemalLocat i on="i odef - ext ensi onl. xsd" >
<l nci dent purpose="reporting">

<Addi tional Data dtype="xm " neani ng="xm ">
<i odef - ext ensi onl: newdat a>
Field that could not be represented el sewhere
</ i odef - ext ensi onl: newdat a>
</ Addi ti onal Dat a>
</ | CDEF- Docunent

Internationalization |ssues

Internationalization and localization is of specific concern to the

| ODEF, since it is only through collaboration, often across |anguage
barriers, that certain incidents be resolved. The | ODEF supports
this goal by depending on XM. constructs, and through explicit design
choi ces in the data nodel

Since |ODEF is inplenented as an XM. Schenm, it inplicitly supports
all the different character encodings, such as UTF-8 and UTF-16
possible with XM.. Additionally, each | ODEF docunent MUST specify
the I anguage in which their contents are encoded. The |anguage can
be specified with the attribute "xm:lang" (per Section 2.12 of
[WBC. XM.]) in the top-level elenment (i.e., | ODEF-Docurment@ang) and
letting all other elements inherit that definition. Al | ODEF
classes with a free-formtext definition (i.e., all those defined of
type iodef: M.StringType) can al so specify a | anguage different from
the rest of the docunent. The valid | anguage codes for the

"xm :lang" attribute are described in [ RFC5646].

The data nodel supports nultiple translations of free-formtext. In
the places where free-text is used for descriptive purposes, the

gi ven cl ass always has a one-to-many cardinality to its parent (e.qg.
Description class). The intent is to allowthe identical text to be
encoded in different instances of the sane class, but each being in a
di fferent |anguage. This approach allows an | ODEF docunent author to
send recipients speaking different | anguages an identical docunent.
The | ODEF parser SHOULD extract the appropriate |anguage rel evant to
the recipient.

While the intent of the data nbdel is to provide internationalization
and localization, the intent is not to do so at the detrinment of
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interoperability. While the | ODEF does support different |anguages,
the data nodel also relies heavily on standardi zed enuner at ed
attributes that can crudely approximate the contents of the docunent.
Wth this approach, a CSIRT should be able to nmake sone sense of an

| ODEF docunent it receives even if the text based data el enments are
witten in a | anguage unfamiliar to the anal yst.

7. Exanples

This section provides exanples of an incident encoded in the | CDEF.
These exanpl es do not necessarily represent the only way to encode a
particul ar incident.

7.1. Wrm

An exanple of a CSIRT reporting an instance of the Code Red worm

<?xm version="1.0" encodi ng="UTF-8"?>
<!-- This exanpl e denonstrates a report for a very
old worm (Code Red) -->
<| ODEF- Docunent version="2.00" |ang="en"
xm ns="urn:ietf:parans: xm :ns:iodef-1.0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi :schemalLocati on="urn:ietf:paranms: xm :schena:iodef-1.0">
<l nci dent purpose="reporting">
<l nci dent | D name="csirt.exanpl e. cont >189493</ | nci dent | D>
<Report Ti me>2001- 09- 13T23: 19: 24+00: 00</ Report Ti ne>
<Descri pti on>Host sendi ng out Code Red probes</Description>
<!-- An adninistrative privilege was attenpted, but failed -->
<Assessnent >
<l nmpact conpl etion="failed" type="adm n"/>
</ Assessment >
<Contact role="creator" type="organi zation">
<Cont act Nane>Exanpl e. com CSI RT</ Cont act Nane>
<Regi stryHandl e regi stry="ari n">exanpl e- conx/ Regi stryHandl e>
<Emai | >cont act @sirt.exanpl e. conx/ Enai | >
</ Cont act >
<Event Dat a>
<Fl ow>
<Syst em cat egor y="sour ce" >
<Node>
<Addr ess cat egory="i pv4-addr">192. 0. 2. 200</ Addr ess>
<Count er type="event">57</Counter >
</ Node>
</ Syst en>
<System cat egory="target">
<Node>
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<Addr ess cat egory="ipv4-net">192.0. 2. 16/ 28</ Addr ess>
</ Node>
<Service ip_protocol ="6">

<Port >80</ Port >
</ Servi ce>

</ Syst enp
</ Fl ow>
<Expectation action="bl ock-host" />
<!-- <Recordltenr has an excerpt froma log -->
<Recor d>

<Recor dDat a>

<Dat eTi ne>2001- 09- 13T18: 11: 21+02: 00</ Dat eTi nme>

<Descri pti on>Web- server | ogs</Description>

<Recordl tem dtype="string">
192.0.2.1 - - [13/Sep/2001:18:11:21 +0200] "GET /default.ida?
P 9.9.0,0.9.9.0.0.9.9.0.0.9.9.0.0.9.9.0.0.9.9.9.0.9.9.0.0.9.9.0.0.00.0.0.9.9.0.0.9.0.0.0.9.9.9.0.9.9.9.90.9.6.909.9.9.
P 90.0. 09900999 0.9.9.9.0.9.9.0. 09990990 09.0.0.0.9.0.0.0.9.0.0.0.0.0.0.0.9.9.9.0.9.9.9.0.9.0.9.0.9.9.
P00 00.9.0.0.9.9.0.0.9.9.9,0.9.9.0 09900990 09.9.009.0.0.00.0.00.0.0.0.0.9.9.9.0.9.9.9.0.9,0.9.0.9.0.
XKIRXXHKIRKIKHKIHRKIKHKIIKIKHKIKIKHKIHIKIKHKIKKHKIKIKHKIKIKHKHXK

</ Recordl t enw

<!-- Additional logs -->
<Recordltem dtype="url ">
htt p://nyl ogs. exanpl e. com | ogs/ htt pd_access</ Recordl t enr

</ Recor dDat a>

</ Recor d>
</ Event Dat a>
<Hi st ory>
<!-- Contact was previously nade with the source network
owner -->

<Hi storyltem acti on="contact-source-site">
<Dat eTi ne>2001- 09- 14T08: 19: 01+00: 00</ Dat eTi me>
<Description>Notification sent to

constituency-contact @92. 0. 2. 200</ Descri pti on>
</Hi storyltenr
</ Hi story>
</ I nci dent >
</ | ODEF- Docunent >

7.2. Reconnai ssance
An exanple of a CSIRT reporting a scanning activity.
<?xm version="1.0" encodi ng="UTF-8" ?>
<!-- This exanpl e describes reconnai ssance activity: one-to-one

and one-to-many scanning -->
<| ODEF- Docunent version="2.00" |ang="en"
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xm ns="urn:ietf:paranms: xm :ns:iodef-1.0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance”
xsi:schemalLocati on="urn:ietf: paramnms: xm : schena:iodef-1.0">
<l nci dent purpose="reporting">
<l nci dent| D nane="csirt.exanpl e. cont >59334</ | nci dent | D>
<Report Ti me>2006- 08- 02T05: 54: 02- 05: 00</ Report Ti ne>
<Assessnent >
<l npact type="recon" conpl eti on="succeeded" />
</ Assessment >
<Met hod>
<!-- Reference to the scanning tool "nmap" -->
<Ref er ence>
<Ref er enceNane>nmap</ Ref er enceNanme>
<URL>ht t p: // nmap. t ool si t e. exanpl e. conx/ URL>
</ Ref erence>
</ Met hod>
<!-- Organi zational contact and that for staff in that
organi zation -->
<Contact role="creator" type="organization">
<Cont act Nane>CSI RT for exanpl e. conx/ Cont act Name>
<Emai | >cont act @si rt. exanpl e. conx/ Enai | >
<Tel ephone>+1 412 555 12345</ Tel ephone>
<!-- Since this <Contact> is nested, Joe Smth is part of
the CSIRT for exanple.com-->
<Contact role="tech" type="person" restriction="need-to-know'>
<Cont act Nane>Joe Smi t h</ Cont act Nane>
<Emai | >sm t h@si rt. exanpl e. conx/ Enai | >
</ Cont act >
</ Cont act >
<Event Dat a>
<l-- Scanning activity as foll ows:
192.0.2.1: 60524 >> 192.0.2.3:137
192.0. 2. 1: 60526 >> 192.0.2.3:138
192.0. 2. 1: 60527 >> 192.0.2.3:139
192.0. 2. 1: 60531 >> 192.0. 2. 3: 445

-->
<Fl ow>
<Syst em cat egor y="sour ce" >
<Node>
<Addr ess cat egory="i pv4-addr">192. 0. 2. 200</ Addr ess>
</ Node>

<Service ip_protocol ="6">
<Portlist>60524, 60526, 60527, 60531</ Portlist>
</ Servi ce>
</ Syst enp
<System cat egory="target">
<Node>
<Addr ess cat egory="i pv4-addr">192. 0. 2. 201</ Addr ess>
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</ Node>

<Service ip_protocol ="6">
<Portlist>137-139, 445</ Portlist>

</ Servi ce>

</ Syst enp
</ Fl ow>
<l-- Scanning activity as follows:
192.0.2.2 >> 192.0.2.3/28:445 -->
<Fl ow>
<Syst em cat egor y="sour ce">
<Node>
<Addr ess cat egory="i pv4-addr">192. 0. 2. 240</ Addr ess>
</ Node>
</ Syst enp
<System cat egory="target">
<Node>
<Addr ess category="i pv4-net">192. 0. 2. 64/ 28</ Addr ess>
</ Node>

<Service ip_protocol ="6">
<Por t >445</ Por t >
</ Servi ce>
</ Syst en>
</ Fl ow>
</ Event Dat a>
</ I nci dent >
</ | CDEF- Docunent >

7.3. Bot-Net Reporting

An exanpl e of a CSIRT reporting a bot-network.

<?xm version="1.0" encodi ng="UTF-8" ?>
<!-- This exanpl e describes a conpronise and subsequent installation
of bots -->
<| ODEF- Docunent versi on="2.00" | ang="en"
xm ns="urn:ietf:paranms: xm : ns:iodef-1.0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schene- i nst ance”
xsi : schemalLocati on="urn:ietf: parans: xm : schena: i odef-1.0">
<l nci dent purpose="mitigation">
<l nci dent | D name="csirt.exanpl e. cont >908711</ | nci dent | D>
<Report Ti me>2006- 06- 08T05: 44: 53- 05: 00</ Report Ti ne>
<Descri ption>Large bot-net</Description>
<Assessnent >
<l npact type="dos" severity="hi gh" conpl eti on="succeeded" />
</ Assessnent >
<Met hod>
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<!-- References a given piece of malware, "GT Bot" -->
<Ref er ence>
<Ref er enceNane>GT Bot </ Ref er enceName>
</ Ref erence>
<!-- References the vulnerability used to conpromi se the
machi nes -->
<Ref er ence>
<Ref er enceNane>CA- 2003- 22</ Ref er enceNanme>
<URL>ht t p: // www. cert. or g/ advi sori es/ CA- 2003- 22. ht ml </ URL>
<Descri pti on>Root conpronise via this IE vulnerability to
install the GI Bot</Description>
</ Ref erence>
</ Met hod>
<!-- A nenber of the CSIRT that is coordinating this
i ncident -->
<Contact type="person" role="irt">
<Cont act Name>Joe Smit h</ Cont act Name>
<Emai | >j snmith@sirt. exanpl e. conx/ Enai | >
</ Cont act >
<Event Dat a>
<Descri pti on>These hosts are conprom sed and acting as bots
communi cating with irc.exanple.com </ Description>
<FIl ow>
<l-- bot running on 192.0.2.1 and sending DoS traffic at
10, 000 bytes/second -->
<Syst em cat egor y="sour ce" >
<Node>
<Addr ess category="i pv4-addr">192. 0. 2. 1</ Addr ess>
</ Node>
<Count er type="byte" duration="second">10000</ Counter >
<Descri pti on>bot </ Descri pti on>
</ Syst enp
<!-- a second bot on 192.0.2.3 -->
<Syst em cat egory="sour ce">
<Node>
<Addr ess category="i pv4-addr">192. 0. 2. 3</ Addr ess>
</ Node>
<Count er type="byte" duration="second">250000</ Count er >
<Descri pti on>bot </ Descri pti on>

</ Syst en>
<! -- Conmmand- and-control | RC server for these bots-->
<System cat egory="i nt er nedi at e" >

<Node>

<NodeNane>i r c. exanpl e. conx/ NodeNane>
<Addr ess cat egory="i pv4-addr">192. 0. 2. 20</ Addr ess>
<Dat eTi ne>2006- 06- 08T01: 01: 03- 05: 00</ Dat eTi me>

</ Node>

<Descri pti on>
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| RC server on #give-ne-cnd channe
</ Descri ption>
</ Syst en>
</ Fl ow>
<!-- Request to take these nmachines offline -->
<Expectation action="investigate">
<Descri pti on>
Confirmthe source and take nmachines off-1line and
renedi at e
</ Descri ption>
</ Expect ati on>
</ Event Dat a>
</ I nci dent >
</ | ODEF- Docurnent >

7.4. Watch List

An exanpl e of a CSIRT conveying a watch-1ist.

<?xm version="1.0" encodi ng="UTF-8" ?>
<!-- This exanpl e denonstrates a trivial IP watch-list -->
<l-- @ormatid is set to "watch-1ist-043" to denobnstrate how
addi tional semantics about this document coul d be conveyed
assuni ng both parties understood it-->
<| ODEF- Docunent version="2.00" |ang="en" formatid="watch-1ist-043"
xm ns="urn:ietf:parans: xm :ns:iodef-1.0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
XsSi : schermalLocati on="urn:ietf: parans: xm :schena:iodef-1.0">
<l nci dent purpose="reporting" restriction="private">
<l nci dent| D name="csi rt. exanpl e. con >908711</ | nci dent | D>
<Report Ti me>2006- 08- 01T00: 00: 00- 05: 00</ Report Ti me>
<Descri ption>
Wat ch-1ist of known bad I Ps or networks
</ Descri pti on>
<Assessnent >
<l npact type="admi n" conpl eti on="succeeded" />
<l npact type="recon" conpl etion="succeeded" />
</ Assessnent >
<Cont act type="organi zation" role="creator">
<Cont act Nane>CSI RT for exanpl e. conx/ Cont act Nane>
<Emai | >cont act @sirt.exanpl e. conx/ Emai | >
</ Cont act >
<!-- Separate <EventData> is used to convey
di fferent <Expectation> -->
<Event Dat a>
<Fl ow>
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<Syst em cat egor y="sour ce" >
<Node>
<Addr ess cat egory="i pv4-addr">192. 0. 2. 53</ Addr ess>
</ Node>
<Descri pti on>Source of nunerous attacks</Description>
</ Syst enp
</ Fl ow>
<!-- Expectation class indicating that sender of list would
like to be notified if activity fromthe host is seen -->
<Expectation acti on="contact-sender" />
</ Event Dat a>
<Event Dat a>

<Fl ow>
<Syst em cat egor y="sour ce" >
<Node>
<Addr ess category="ipv4-net">192.0. 2. 16/ 28</ Addr ess>
</ Node>

<Descri pti on>
Sour ce of heavy scanning over past 1-nonth
</ Descri ption>
</ Syst enp
</ Fl ow>
<FIl ow>
<Syst em cat egor y="sour ce" >
<Node>
<Addr ess cat egory="i pv4-addr">192. 0. 2. 241</ Addr ess>
</ Node>
<Description>C2 | RC server</Description>
</ Syst enp
</ Fl ow>
<!-- Expectation class reconmends that these networks
be filtered -->
<Expectati on action="bl ock-host" />
</ Event Dat a>
</l nci dent >
</ | ODEF- Docunent >

8. The | ODEF Schema

<xs:schema target Nanespace="urn:ietf:parans: xn : ns:iodef-2.0"
xm ns="urn:ietf:paranms: xm :ns:iodef-2. 0"
xm ns:iodef="urn:ietf:paramnms: xm : ns:iodef-2.0"
xm ns: enum="urn:ietf: parans: xm : ns:iodef-enum 1. 0"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xnl dsi g#"
el ement For mDef aul t =" qual i fi ed"
attri but eFor nDef aul t =" unqual i fi ed" >
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<xs:inport namespace="http://ww. w3. org/ 2000/ 09/ xnm dsi g#"
schemalLocati on="http://ww. w3. or g/ TR/ 2002/
REC- xm dsi g- cor e- 20020212/ xm dsi g- cor e- schema. xsd"/ >
<xs:inport namespace="urn:ietf:parans: xn :ns:iodef-enum1.0"
schenaLocati on="http://ww. i ana. org/ xm -regi stry/schena/i odef -enum 1. 0. xsd
<xs:annot ati on>
<xs: docunent ati on>
I nci dent bj ect Description Exchange Format v2.0, RFC5070-bis
</ xs: docunent ati on>
</ xs: annot ati on>

<I--
== | ODEF- Docunent cl ass ==
-->
<xs: el enent nane="1| ODEF- Docunent " >
<xs: conpl exType>
<XS:sequence>
<xs: el ement ref="iodef:I|ncident"
maxQccur s="unbounded"/ >
<xs: el enent ref="iodef: Addi ti onal Dat a"
m nCccur s="0" maxQOccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute nane="version"
type="xs:string" fixed="2.00"/>
<xs:attribute name="| ang"
type="xs: | anguage" use="required"/>
<xs:attribute nane="formatid"
type="xs:string"/>
</ xs: conpl exType>
</ xs: el enent >
<l --

=== | ncident class ===

-->
<xs: el ement nane="I|nci dent" >
<xs: conpl exType>
<XS: sequence>
<xs:elenent ref="iodef:IncidentlD'/>
<xs:elenent ref="iodef: Al ternativel D'
m nCccurs="0"/>
<xs: el enent ref="iodef:Rel atedActivity"
m nQccur s="0" nmaxCccur s="unbounded"/ >
<xs: el enent ref="iodef: DetectTi ne"
m nCccur s="0"/ >
<xs:elenent ref="iodef:StartTi ne"
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el enment
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el enent
el enment
el enent

el ement
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m nCccurs="0"/>

ref ="i odef : EndTi ne"

m nQccur s="0"/>

ref ="i odef : RecoveryTi ne"

m nCccur s="0"/ >

ref="i odef: Report Ti ne"/ >

ref ="i odef: Generati onTi ne"

m nCccur s="0"/>

ref ="i odef : Descri ption”

m nCccur s="0" maxQOccur s="unbounded"/ >
ref ="i odef : Di scovery"

m nCccur s="0" maxQOccur s="unbounded"/ >
ref="i odef: Assessnent"”

maxQccur s="unbounded"/ >

ref ="i odef : Met hod"

m nCccur s="0" maxQOccur s="unbounded"/ >
ref ="i odef: Contact"”
maxCccur s=" unbounded"/ >

ref ="i odef: Event Dat a"

m nCccur s="0" nmaxCccur s="unbounded"/ >
ref="i odef: Hi story"

m nCccur s="0"/ >

ref ="i odef : Addi ti onal Dat a"

m nCccur s="0" maxQOccur s="unbounded"/ >

<xs:attribute name="purpose" use="required">
<xs:si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xs: enuneration val ue="traceback"/>
<xs:enuneration value="nitigation"/>
<xs:enuneration val ue="reporting"/>
<xs:enuneration val ue="watch" />
<xs:enuneration val ue="ot her"/>
</ xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute name="| ang"

type="xs: | anguage"/ >

<xs:attribute nane="restriction"

<xs:attribute nane="observabl e-i d"

type="xs:1 D" use="optional"/>

</ xs: conpl exType>
</ xs: el emrent >

<l --

Novenber 2014

type="iodef:restriction-type" default="private"/>

== |IncidentlD cl ass

Danyliw & St oecker

Expires May 13, 2015

[ Page 103]



Internet-Draft | ODEFv2 Novenber 2014

-->
<xs: el enent name="Incidentl D" type="iodef:|ncidentlDlype"/>
<xs: conpl exType nanme="I nci dent | DType" >

<xs: si npl eCont ent >
<xs: extension base="xs:string">
<xs:attribute nanme="nane"
type="xs:string" use="required"/>
<xs:attribute name="instance"
type="xs:string" use="optional"/>
<xs:attribute name="restriction"
type="iodef:restriction-type"
defaul t="public"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<l--

== Alternativel D cl ass ==

-->
<xs: el enent nane="Alternativel D'>
<xs: conpl exType>
<Xs: sequence>
<xs:elenent ref="iodef:IncidentlD'
maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute nane="restriction"
type="iodef:restriction-type"/>
</ xs: conpl exType>
</ xs: el enent >
<!--

== RelatedActivity class ==

-->
<xs: el enent name="Rel at edActivity">
<xs: conpl exType>
<XS:sequence>
<xs: choi ce maxQOccur s="unbounded" >
<xs: el enent ref="iodef:IncidentlD'
maxCccur s=" unbounded"/ >
<xs: el enent ref="iodef:URL"
maxQccur s="unbounded"/ >
<xs: el ement ref="iodef: Threat Actor"
maxCccur s=" unbounded"/ >
<xs: el enent ref="iodef: Canpai gn"
maxCccur s=" unbounded"/ >
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</ xs: choi ce>
<xs: el enment ref="iodef: Confidence"
m nQccur s="0"/>
<xs: el enent ref="iodef:Description"
m nCccur s="0" maxQOccur s="unbounded"/ >
<xs: el enent ref="iodef:Additional Data"
m nCccur s="0" maxQOccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute nane="restriction"
type="iodef:restriction-type"/>
</ xs: conpl exType>
</ xs: el enent >

<!--

== Threat Actor cl ass ==

-->
<xs: el enent nane="Threat Actor">
<xs: conpl exType>
<XS:sequence>
<xs: choi ce>
<XS: sequence>
<xs: el enent ref="iodef: ThreatActorl D" />
<xs: el enent ref="iodef:Description"
m nCccur s="0" nmaxCccur s="unbounded"/ >
</ xs: sequence>
<xs: el enent ref="iodef:Description"
m nCccur s="1" maxQOccur s="unbounded"/ >
</ xs: choi ce>
<xs: el enent ref="iodef:Additional Data"
m nCQccur s="0" nmaxCccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute nane="restriction"
type="iodef:restriction-type"/>
</ xs: conpl exType>
</ xs: el enent >
<xs: el enent name="Threat Actorl D' type="xs:string"/>

<l --

== Canpai gn cl ass ==

-->
<xs: el enent nane="Canpai gn" >
<xs: conpl exType>
<XS:sequence>
<xs: choi ce>
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<Xs:sequence>
<xs: el enent ref="iodef: Canpai gnl D'/ >
<xs: el enent ref="iodef:Description”
m nCccur s="0" maxQccur s="unbounded"/ >
</ xs: sequence>
<xs: el enent ref="iodef:Description"
m nCccur s="1" maxCccur s="unbounded"/ >
</ xs: choi ce>
<xs: el enent ref="iodef: Addi ti onal Dat a"
m nCccur s="0" maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="restriction"
type="iodef:restriction-type"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nane="Canpai gnl D' type="xs:string"/>

<I--

== Additional Data cl ass ==

>

<xs: el enent nanme="Addi ti onal Data" type="iodef: Extensi onType"/>
<I--

== Cont act cl ass ==

-->
<xs: el enent nane="Cont act">
<xs: conpl exType>
<XS:sequence>
<xs: el ement ref="iodef: Contact Nane"
m nQccur s="0"/>
<xs: el enment ref="iodef: ContactTitle"
m nCccur s="0"/ >
<xs: el enent ref="iodef:Description"
m nCccur s="0" maxQOccur s="unbounded"/ >
<xs: el enent ref="iodef:RegistryHandl e"
m nQccur s="0" nmaxCccur s="unbounded"/ >
<xs: el enent ref="iodef: Postal Address"
m nCccur s="0"/ >
<xs:elenent ref="iodef: Email"
m nCccur s="0" maxQOccur s="unbounded"/ >
<xs: el enent ref="iodef: Tel ephone"
m nQccur s="0" nmaxCccur s="unbounded"/ >
<xs: el enent ref="iodef: Fax"
m nCccur s="0"/ >
<xs: el enment ref="iodef: Ti nezone"
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m nCccurs="0"/>
<xs: el ement ref="iodef: Contact"
m nQccur s="0" nmaxCccur s="unbounded"/ >
<xs: el enent ref="iodef: Addi ti onal Dat a"
m nCccur s="0" maxQOccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="rol e" use="required">
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xSs:enuneration value="creator"/>
<xs: enuneration val ue="reporter"/>
<xs:enuneration val ue="adnin"/>
<xs:enuneration value="tech"/>
<xs:enuneration val ue="provider"/>
<XS: enuneration val ue="zone"/ >
<xs:enuneration val ue="user"/>
<xs:enuneration value="billing"/>
<xs: enuneration val ue="Ilegal "/ >
<xs:enuneration val ue="abuse"/>
<Xs:enuneration value="irt"/>
<XS:enuneration val ue="cc"/>
<xs:enuneration value="cc-irt"/>
<xs:enuneration val ue="|eo"/>
<xs:enuneration val ue="vendor"/>
<xs:enuneration val ue="vendor-services"/>
<xs:enuneration value="victin'/>
<xs:enuneration value="victimnotified'/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute name="type" use="required">
<xs:si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<Xxs: enuneration val ue="person"/>
<xs: enuneration val ue="organi zation"/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attri bute>
<xs:attribute nane="restriction"
type="iodef:restriction-type"/>
</ xs: conpl exType>
</ xs: el enent >
<xs: el enent nane="Cont act Nane"
type="iodef: ML.Stri ngType"/>
<xs: el ement nane="ContactTitle"
type="iodef: ML.Stri ngType"/>
<xs: el enent nane="Regi stryHandl e" >
<xs: conpl exType>
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<xs: si nmpl eCont ent >
<Xs: extension base="xs:string">
<xs:attribute name="registry">
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xs:enuneration value="internic"/>
<xs:enuneration val ue="apnic"/>
<xXs:enuneration value="arin"/>
<xSs: enuneration value="lacnic"/>
<xs: enuneration val ue="ripe"/>
<xs:enuneration value="afrinic"/>
<xs:enuneration val ue="local"/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el enent >

<xs: el enent nane="Post al Addr ess" >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extension base="iodef: M.StringType">
<xs:attribute name="neani ng"
type="xs:string" use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="Enmmil" type="i odef: Contact MeansType"/ >
<xs: el enent name="Tel ephone" type="iodef: Cont act MeansType"/ >
<xs: el enent nanme="Fax" type="i odef: Contact MeansType"/ >

<xs: conpl exType nane="Cont act MeansType" >
<xs: si npl eCont ent >
<xs: extension base="xs:string">
<xs:attribute name="neani ng"
type="xs:string" use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<!--

== Ti ne-based cl asses ==

-->
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<xs: el enent nane="Dat eTi nme"
type="xs: dateTi ne"/>
<xs: el enent nanme="Report Ti me"
type="xs: dat eTi ne"/ >
<xs: el enent name="Det ect Ti me"
type="xs: dat eTi ne"/ >
<xs: el enent name="StartTi ne"
type="xs: dateTi ne"/>
<xs: el enent nane="EndTi ne"
type="xs: dat eTi ne"/ >
<xs: el enent nanme="RecoveryTi ne"
type="xs: dat eTi ne"/ >
<xs: el enent nanme="GenerationTi me"
type="xs: dateTi ne"/>
<xs: el enent nanme="Ti nezone"
type="i odef : Ti mezoneType"/ >
<xs: si npl eType nane="Ti mezoneType" >
<xs:restriction base="xs:string">
<xs:pattern value="Z|[\+\-](0[0-9]]|21[0-4]):[0-5][0-9]"/>
</xs:restriction>
</ xs: si npl eType>
<l--

== History class ==

-->
<xs: el enent nanme="History">
<xs: conpl exType>
<XS: sequence>
<xs: el enent ref="iodef:Hi storylteni
maxCccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute nane="restriction"
type="iodef:restriction-type"
def aul t="defaul t"/>
</ xs: conpl exType>
</ xs: el enent >
<xs: el enent name="Historylteni>
<xs: conpl exType>
<XS: sequence>
<xs: el enent ref="iodef: DateTine"/>
<xs:elenent ref="iodef:IncidentlD'
m nCccurs="0"/>
<xs: el ement ref="iodef: Contact"
m nQccur s="0"/>
<xs: el enent ref="iodef:Description"
m nCccur s="0" maxQOccur s="unbounded"/ >
<xs: el enent nane="Def i nedCOA"
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type="iodef: M.Stri ngType"
m nCQccur s="0" nmaxCccur s="unbounded"/ >
<xs: el ement ref="iodef: Addi ti onal Dat a"
m nCccur s="0" maxQOccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute nane="restriction"
type="iodef:restriction-type"/>
<xs:attribute name="action"
type="iodef:action-type" use="required"/>
<xs:attribute nane="observabl e-i d"
type="xs:1 D" use="optional"/>
</ xs: conpl exType>
</ xs: el enent >

<!--
== Expectation class ==
-->
<xs: el enent name="Expectation">
<xs: conpl exType>
<XS:sequence>
<xs: el enent ref="iodef:Description"
m nCccur s="0" maxQOccur s="unbounded"/ >
<xs: el enent nane="Def i nedCOA"
type="iodef: M.Stri ngType"
m nCccur s="0" nmaxCccur s="unbounded"/ >
<xs:element ref="iodef:StartTi neg"
m nCccur s="0"/ >
<xs: el enent ref="iodef:EndTi ne"
m nCccurs="0"/>
<xs: el enent ref="iodef: Contact"
m nCccur s="0"/>
</ xs: sequence>
<xs:attribute nane="restriction"
type="iodef:restriction-type"
def aul t="defaul t"/>
<xs:attribute name="severity"
type="iodef:severity-type"/>
<xs:attribute name="action"
type="iodef:action-type" default="other"/>
<xs:attribute nane="observabl e-i d"
type="xs:1 D" use="optional"/>
</ xs: conpl exType>
</ xs: el enent >
<l --

== Discovery class ==
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-->
<xs: el enent nanme="Di scovery">
<xs: conpl exType>
<XS: sequence>
<xs: el enent ref="iodef:Description"
m nCccur s="0" maxQOccur s="unbounded"/ >
<xs: el ement ref="iodef: Contact"
m nQccur s="0" nmaxCccur s="unbounded"/ >
<xs: el enent ref="iodef:DetectionPattern”
m nCccur s="0" maxQOccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute nane="source"
use="optional " defaul t ="unknown" >
<xs:si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xs: enuneration val ue="ni dps"/>
<xs: enuneration val ue="hips"/>
<xs:enuneration val ue="sien'/>
<Xs:enuneration val ue="av"/>
<xs:enuneration value="third-party-nonitoring"/>
<xSs:enuneration val ue="incident"/>
<xs: enuneration val ue="os-10g"/>
<xs: enuneration val ue="application-log"/>
<xs:enuneration val ue="devi ce-1o0g"/>
<xs:enuneration val ue="network-fl ow'/>
<xs:enuneration val ue="passi ve-dns"/>
<xs: enuneration val ue="investigation"/>
<xs:enuneration value="audit"/>
<xs:enuneration value="internal -notification"/>
<xs:enuneration value="external -notification"/>
<XS:enuneration val ue="I|eo"/>
<xs:enuneration val ue="partner"/>
<xs:enuneration val ue="actor"/>
<xs:enuneration val ue="unknown"/ >
</xs:restriction>
</ xs: si npl eType>
</ xs:attri bute>
<xs:attribute nane="restriction"
type="iodef:restriction-type"/>
</ xs: conpl exType>
</ xs: el enent >

<xs: el enent name="DetectionPattern">
<xs: conpl exType>
<XS:sequence>
<xs: el enent ref="iodef: Application"/>
<xs: el enent ref="iodef:Description"
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m nCccur s="0" maxCccur s="unbounded"/ >
<xs: el enent name="Det ecti onConfi guration”

type="xs:string"
m nCccur s="0" maxQccur s="unbounded"/ >

</ xs: sequence>

<xs:attribute nanme="restriction"
type="iodef:restriction-type"/>

</ xs: conpl exType>
</ xs: el ement >

<l--

== Method cl ass ==

-->
<xs: el enent nanme="Met hod" >
<xs: conpl exType>
<Xs: sequence>
<xs: choi ce maxQccur s="unbounded" >
<xs: el enment ref="enum Ref erence"/>
<xs: el enent ref="iodef:Description"/>
</ xs: choi ce>
<xs: el enent ref="iodef: Addi ti onal Dat a"
m nCccur s="0" maxQOccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute nane="restriction"
type="iodef:restriction-type"/>
</ xs: conpl exType>
</ xs: el enent >

<l--

== Assessnent cl ass ==

-->
<xs: el enent name="Assessment" >
<xs: conpl exType>
<Xs:sequence>
<xs: el enent nanme="1nci dent Cat egory"
type="i odef: ML.Stri ngType"
m nCccur s="0" maxQccur s="unbounded"/ >
<xs: choi ce maxCccur s="unbounded" >
<xs: el enent ref="iodef: System npact"/>
<xs: el enent nanme="Busi nessl npact"
type="i odef : Busi nessl npact Type/ >
<xs: el enent ref="iodef: T nel npact"/>
<xs: el enent ref="iodef: Monetaryl npact"/>
<xs: el enent nane="1nt endedl npact "
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type="i odef : Busi nessl npact Type/ >
</ xs: choi ce>
<xs: el ement ref="iodef: Counter"

m nCccur s="0" maxQOccur s="unbounded"/ >
<xs: el enent nanme="MtigatingFactor"

type="i odef: ML.Stri ngType"

m nCccur s="0" maxQOccur s="unbounded"/ >
<xs: el ement ref="iodef: Confidence" m nCccurs="0"/>
<xs: el ement ref="iodef: Addi ti onal Dat a"

m nCccur s="0" maxQOccur s="unbounded"/ >

</ xs: sequence>
<xs:attribute nane="occurrence">
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xS: enuneration value="actual "/ >
<Xs: enuneration val ue="potential"/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute nane="restriction"
type="iodef:restriction-type"/>
<xs:attribute nane="observabl e-i d"
type="xs:1 D" use="optional"/>
</ xs: conpl exType>
</ xs: el enent >
<xs: el enent name="Syst enl npact ">
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extension base="iodef: M.StringType">
<xs:attribute nanme="severity"
type="iodef:severity-type"/>
<xs:attribute name="conpletion">
<xs:si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xs:enuneration value="failed"/>
<xs:enuneration val ue="succeeded"/ >
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute nanme="type"
use="optional ">
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xXxs:enuneration val ue="adn n"/>
<XxS:enuneration val ue="t akeover-account"/>
<xs:enuneration val ue="t akeover-service"/>
<xs: enuneration val ue="t akeover-systent/>
<xs: enuneration val ue="cps-mani pul ati on"/>
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on val ue="cps- damage"/ >

on val ue="avail ability-data"/>

on value="availibility-account"/>
on value="availibility-service"/>
on value="availibility-systen/>
on val ue="danaged-systeni'/ >

on val ue="danmaged-dat a"/ >

on val ue="breach-proprietary"/>
on val ue="breach-privacy"/>

on val ue="breach-credential "/ >

on val ue="breach-configuration"/>
on value="integrity-data"/>

on value="integrity-configuration"/>
on value="integrity-hardware"/>
on value="traffic-redirection"/>
on value="nonitoring-traffic"/>
on val ue="noni toring-host"/>

on val ue="policy"/>

</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

</ xs: el enent >

<xs: conpl exType name="Busi nessl npact Type" >
<xs: si npl eCont ent >
<xs: extension base="iodef: M.StringType">
<xs:attribute nane="severity"
use="optional ">
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >

<XS:enuneration
<XS:enuneration
<XS:enuneration
<XS: enuneration
<XS: enuneration
</xs:restriction>

</ xs: si npl eType>
</xs:attribute>
<xs:attribute nanme="type"
use="optional ">
<xs: si npl eType>

<xs:restriction base="xs: NMTOKEN" >

<XS: enuneration
<XS:enuneration
<XS:enuneration
<XS: enuneration
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val ue="none"/ >
val ue="1ow'/ >
val ue="nedi unt'/ >
val ue="hi gh"/ >
val ue="unknown"/ >

val ue="breach-proprietary"/>
val ue="breach-privacy"/ >

val ue="breach-credential "/ >
val ue="1oss-of-integrity"/>
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<XS:
<XS:
<XS:
<XS:
<XS:
senumner at i
<XS:
<XS:

<XSs

enumner at i
enuner at i
enuner at i
enumner at i
enuner at i

enumner at i
enuner at i

on
on
on
on
on
on
on
on

</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

| CDEFv2 Novenber 2014

val ue="1 oss-of -service" />
val ue="t heft-financial"/>

val ue="t heft-service"/>

val ue="degraded-reputation"/>
val ue="asset - danage"/ >

val ue="asset - mani pul ati on"/ >
val ue="1egal "/ >

val ue="extortion"/>

<xs: el enent nanme="Ti nel npact " >
<xs: conpl exType>
<xs: si nmpl eCont ent >
<xs: extension base="i odef: PositiveFl oat Type">
<xs:attribute name="severity"
type="iodef:severity-type"/>
<xs:attribute name="metric"
use="required">

<xs: si npl eType>

<xs:restriction base="xs: NMTOKEN' >
<xXxs: enuneration val ue="I|abor"/>
<xs:enuneration val ue="el apsed"/ >
<xSs:enuneration val ue="downti ne"/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute name="duration"
type="iodef:duration-type"/>

</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

</ xs: el enent >

<xs: el enent nanme="Monet aryl npact " >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base="i odef: PositiveFl oat Type">
<xs:attribute nanme="severity"
type="iodef:severity-type"/>
<xs:attribute name="currency"
type="xs:string"/>

</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
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</ xs: el enent >

| ODEFv2 Novenber

<xs: el enent nanme="Confi dence" >
<xs: conpl exType ni xed="true">
<xs:attribute nane="rating" use="required">

<XS:

si mpl eType>

<xs:restriction base="xs: NMTOKEN' >

<XS: enuneration
<XS: enuneration
<XS:enuneration
<XS:enuneration
<XS: enuneration

</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
</ xs: conpl exType>
</ xs: el enent >

<I--

val ue="1ow'/ >
val ue="nmedi unt'/ >
val ue="hi gh"/ >
val ue="nuneric"/ >
val ue="unknown"/ >

2014

== Event Data cl ass

-->

<xs: el enent nane="Event Dat a" >
<xs: conpl exType>
<Xs:sequence>
el ement ref="iodef: Description"
m nQccur s="0" nmaxCccur s="unbounded"/ >
el enent ref="iodef: DetectTi ne"
m nCccur s="0"/ >
el enent ref="iodef:StartTi ne"
m nCccurs="0"/>
el ement ref="iodef: EndTi ne"
m nQccur s="0"/>
el ement ref="iodef: RecoveryTi ne"
m nCccur s="0"/ >
el ement ref="iodef: ReportTi ne"
m nCccurs="0"/>
el ement ref="iodef: Contact"
m nQccur s="0" nmaxCccur s="unbounded"/ >
el ement ref="iodef: Di scovery"
m nCccur s="0" maxQOccur s="unbounded"/ >
el enent ref="iodef: Assessnent"
m nCccurs="0"/>
el ement ref="iodef: Met hod"
m nQccur s="0" nmaxCccur s="unbounded"/ >
el enent ref="iodef: Fl ow
m nCccur s="0" maxQOccur s="unbounded"/ >
el ement ref="iodef: Expectation"

<XS:

<XS:

<XS:

<XS:

<XS:

<XS:

<XS:

<XS:

<XS:

<XS:

<XS:

<XS:
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<XS:
<XS:

<XS:

</ xs: sequence>

el enent
el enent

el ement

| CDEFv2 Nov

m nCccur s="0" maxQOccur s="unbounded"/ >
ref ="i odef: Record"

m nQccur s="0"/>

ref ="i odef : Event Dat a"

m nCccur s="0" maxQOccur s="unbounded"/ >
ref ="i odef : Addi ti onal Dat a"

m nCccur s="0" maxQOccur s="unbounded"/ >

<xs:attribute nane="restriction"

type="iodef:restriction-type"

def aul t="defaul t"/>

<xs:attribute nane="observabl e-i d"

type="xs:1 D" use="optional"/>

</ xs: conpl exType>
</ xs: el ement >

<l --

enber 2014

== Fl ow cl

ass

>

<!-- Added System unbounded for use only when the source or
target watchlist is in use, otherwi se only one systementry
i s expect ed.

-->

<xs: el enment nane="Fl ow'>

<xs: conpl exType>
<XS:sequence>

<XS:

</ xs: sequence>

el enent

ref ="i odef : Syst ent
maxCccur s=" unbounded"/ >

</ xs: conpl exType>
</ xs: el emrent >

<l --

== System

cl ass

S

<xs: el enent nanme="Systeni >

<xs: conpl exType>
<XS:sequence>

<XS.:
<XSs

<XS:

<XS:

<XS:

el ement

s el ement

el enent
el enent

el ement
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ref ="i odef: Node" maxQOccur s="unbounded"/>
ref ="i odef : NodeRol e"

m nCccur s="0" maxQOccur s="unbounded" />
ref ="i odef: Servi ce"

m nQccur s="0" nmaxCccur s="unbounded"/ >
ref ="i odef : Oper ati ngSyst ent'

m nCccur s="0" maxQOccur s="unbounded"/ >
ref ="i odef : Count er"
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<xs: el enent
<xs: el enent

<xs: el enent

| CDEFv2

m nCccur s="0" maxQOccur s="unbounded"/ >
nane="Asset| D' type="xs:string"

m nQccur s="0" nmaxCccur s="unbounded"/ >
ref ="i odef : Descri ption"”

m nCccur s="0" maxQOccur s="unbounded"/ >
ref ="i odef: Addi ti onal Dat a"

m nCccur s="0" maxQOccur s="unbounded"/ >

</ xs: sequence>

<xs:attribute

<xs:attribute
<xs: si npl eTy
<xs:restri

name="restriction"
type="iodef:restriction-type"/>
nanme="cat egory" >

pe>

ction base="xs: NMTOKEN" >

Novenber

2014

<XS:
<XS:
<XS:
<XS.:
<XS:

enuner ati on
enuner ati on
enuner ati on
enuner ati on
enuner ati on

</xs:restriction>
</ xs: si npl eType>

</ xs:attri

<xs:attribute
<xs:attribute
<xs:attribute

<xs:attribute

but e>

val ue="source"/ >

val ue="target"/>

val ue="internedi ate"/ >
val ue="sensor"/ >

val ue="infrastructure"/>

nane="interface"

type="xs:string"/>

name="spoof ed" type="yes-no-unknown-type"
def aul t =" unknown"
name="virtual " type="yes-no-unknown-type"

/>

use="optional " defaul t ="unknown"/ >

<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >

<XS
<XS:
<XS:
<XS
<XS:
<XS:
</ xs:r

>enuneration

enuner ati on
enuner ati on

s enuner ati on

enuner ati on
enuner ati on
estriction>

</ xs: si npl eType>

</ xs:attri

but e>

</ xs: conpl exType>

</ xs: el enent >
<I--

nane="owner shi p" >

val ue="organi zati on"/ >
val ue="personal "/ >

val ue="partner"/>

val ue="cust onmer"/ >

val ue="no-rel ati onshi p"/>
val ue="unknown"/ >

Node cl ass

-->

<xs: el enent nane="Node" >
<xs: conpl exType>
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<Xs:sequence>
<xs: choi ce maxQccur s="unbounded" >
<xs: el ement ref="iodef: Donai nDat a" m nCccurs="0"
maxCccur s=" unbounded"/ >
<xs: el enent ref="iodef: Address"”
m nCccur s="0" maxQOccur s="unbounded"/ >
</ xs: choi ce>
<xs: el ement ref="iodef: Postal Addr ess"
m nQccur s="0"/>
<xs: el enent ref="iodef:Location"
m nCccur s="0"/ >
<xs: el enent ref="iodef: NodeRol e"
m nCccur s="0" maxQOccur s="unbounded"/ >
<xs: el ement ref="iodef: Counter"
m nQccur s="0" nmaxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el enent nane="Addr ess" >
<xs: conpl exType>
<xs: si npl eCont ent >
<Xs: extension base="xs:string">
<xs:attribute nane="category" default="ipv4-addr">
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<XS:enuneration val ue="asn"/>
<xS:enuneration value="atnl/>
<xs:enuneration value="e-nmail"/>
<xs:enuneration val ue="mc"/>
<xs: enuneration val ue="i pv4-addr"/>
<xs:enuneration val ue="ipv4-net"/>
<xs:enuneration val ue="i pv4- net - mask"/ >
<xs:enuneration val ue="i pv6-addr"/>
<xs: enuneration val ue="i pv6-net"/>
<xs: enuneration val ue="i pv6- net - mrask"/ >
<xs:enuneration value="site-uri"/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute nane="vl an- nane"
type="xs:string"/>
<xs:attribute nane="vl an- nunt
type="xs:integer"/>
<xs:attribute nane="observabl e-id"
type="xs:1 D" use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
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</ xs: el ement >
<xs: el enent nanme="Location" type="iodef: M.StringType"/>

<xs: el enent nane="NodeRol e" >
<xs: conpl exType>
<xs: si nmpl eCont ent >
<xs: extension base="iodef: M.StringType">
<xs:attribute name="category" use="required">
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xs:enuneration value="client"/>
<xs:enuneration value="client-enterprise"/>
<xs:enuneration value="client-partner"/>
<xs:enuneration value="client-renote"/>
<xs:enuneration val ue="client-ki osk"/>
<xs:enuneration value="client-nobile"/>
<xs:enuneration value="server-internal"/>
<xs:enuneration val ue="server-public"/>
<XS:enuneration val ue="ww'/>
<xs:enuneration value="mail"/>
<xs:enuneration val ue="webmil" />
<xs: enuneration val ue="nessagi ng"/ >
<xs: enuneration val ue="streani ng"/>
<xs:enuneration val ue="voi ce"/>
<xs:enuneration value="file"/>
<xs:enuneration value="ftp"/>
<Xs: enuneration val ue="p2p"/>
<xs:enuneration val ue="nane"/>
<xs: enuneration value="directory"/>
<xs:enuneration val ue="credential"/>
<xs:enuneration value="print"/>
<xs:enuneration val ue="application"/>
<xS:enuneration val ue="dat abase"/ >
<xs: enuneration val ue="backup"/>
<xs: enuneration val ue="dhcp"/>
<xs:enuneration val ue="assessnent"/>
<Xs:enuneration val ue="source-control "/ >
<xs: enuneration val ue="confi g- managenent "/ >
<xs: enuneration val ue="nonitoring"/>
<xs:enuneration value="infra"/>
<xs:enuneration value="infra-firewall"/>
<xs:enuneration value="infra-router"/>
<xs:enuneration value="infra-sw tch"/>
<XxS: enuneration val ue="canera"/>
<Xs: enuneration val ue="proxy"/>
<xs:enuneration val ue="renot e-access"/>
<xs: enuneration val ue="log"/>

Danyliw & St oecker Expires May 13, 2015 [ Page 120]



Internet-Draft

<l--

<XS:
<XS:
<XS:
<XS:
<XS:
senumner at i
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:

<XSs

<XSs

enumner at i
enuner at i
enuner at i
enumner at i
enuner at i

enumner at i
enuner at i
enuner at i
enumner at i
enuner at i
enuner at i

senuner ati
<XS:
<XS:
<XS:

enuner at i
enuner at i
enumner at i

on
on
on
on
on
on
on
on
on
on
on
on
on
on
on
on

</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el enent >

| ODEFv2 Novenber

val ue="virtualization"/>

val ue="pos"/ >

val ue="scada"/ >

val ue="scada- supervi sory"/ >
val ue="si nkhol e"/ >

val ue="honeypot "/ >

val ue="anonymni zati on"/ >

val ue="c2-server"/>

val ue="mal war e-di stri buti on"/>
val ue="drop-server"/ >

val ue="hop- point"/ >

val ue="refl ector"/>

val ue="phi shing-site"/>

val ue="spear - phi shing-site"/>
val ue="recruiting-site"/>

val ue="fraudul ent-site"/>

2014

Service O ass

>

<xs: el enent nane="Service">
<xs: conpl exType>
<XS: sequence>

<xs: choi ce m nCccurs="0">

<xs: el enent nane="Port"
type="xs:integer"/>
<xs: el enent nanme="Portlist"
type="iodef: PortlistType"/>

</ xs: choi ce>

<XSs

<XSs

<XSs

<XSs

<XSs

: el ement
c el ement
s el ement

: el ement

: el ement
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name="Pr ot oType"

type="xs:integer"

m nCccur s="0"/ >

nanme=" Pr ot oCode"

type="xs:integer"

m nCccurs="0"/>

nane=" Pr ot oFi el d"

type="xs:integer”

m nCQccur s="0"/>

nanme="Appl i cat i onHeader "
type="i odef : Appl i cati onHeader Type"

m nCccur s="0"
ref =" Emai | Dat a"

Expires May 13, 2015
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<xs:el enent ref="iodef: Application”
m nCccurs="0"/>
</ xs: sequence>
<xs:attribute nanme="ip-protocol"
type="xs:integer" use="required"/>
<xs:attribute name="observabl e-id"
type="xs:1 D" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: si npl eType nane="Portli st Type">
<xs:restriction base="xs:string">
<xs:pattern value="\d+(\-\d+)?(,\d+(\-\d+)?)*"/>
</xs:restriction>
</ xs: si npl eType>
<l--

== Counter class ==

-->
<xs: el emrent nane="Counter">
<xs: conpl exType>
<xs: si npl eCont ent >
<XxS: ext ensi on base="xs: doubl e">
<xs:attribute name="type" use="required">
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xs:enuneration val ue="byte"/>
<xs: enuneration val ue="packet"/>
<xs:enuneration val ue="fl ow'/>
<xs:enuneration val ue="session"/>
<xs:enuneration val ue="event"/>
<xXxs:enuneration value="alert"/>
<xs:enuneration val ue="nessage"/ >
<xs:enuneration val ue="host"/>
<xs:enuneration value="site"/>
<xs: enuneration val ue="organi zation"/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute nane="neani ng"
type="xs:string" use="optional"/>
<xs:attribute nane="duration"
type="iodef:duration-type"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el enent >
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<l--

== Email Data cl ass ==

-->
<xs: el enent nanme="Enmmi | Dat a" >
<xs: conpl exType>
<Xs:sequence>
<xs: el enent nanme="Emai | Fr ont
type="iodef: ML.Stri ngType" m nCccurs="0"/>
<xs: el enent nanme="Enui | Subj ect"
type="iodef: M.Stri ngType" m nCccurs="0"/>
<xs: el enent name="Enail X- Mai |l er"
type="iodef: M.StringType" m nCccurs="0"/>
<xs: el enent nanme="Enai | Header Fi el d"
type="i odef : Appl i cati onHeader Type"
m nCccurs="0"/>
<xs: el enent ref="iodef:HashbDat a"
m nCccurs="0" />
<xs: el enent ref="SignatureData"
m nCccur s="0" />
</ xs: sequence>
<xs:attribute name="observabl e-id"
type="xs:1 D" use="optional"/>
</ xs: conpl exType>
</ xs: el emrent >

<l --

== Donai nDat a cl ass - from RFC5901 ==

-->
<xs: el enent nane="Domai nDat a" >
<xs: conpl exType>
<XS:sequence>
<xs: el enent name="Nane"
type="iodef: M.Stri ngType" maxCccurs="1" />
<xs: el enent name="Dat eDomai nWasChecked"
type="xs: dat eTi me"
m nCccur s="0" maxCccurs="1" />
<xs: el enent nanme="Regi strationDate"
type="xs: dat eTi nme"
m nCccur s="0" maxCccurs="1" />
<xs: el enent nanme="ExpirationDate"
type="xs: dat eTi me"
m nCccur s="0" maxCccurs="1" />
<xs: el enent nanme="Rel at edDNS"
type="i odef : Rel at edDNSEnt r yType"
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m nCccur s="0" maxQOccur s="unbounded" />
<xs: el ement ref="iodef: Naneservers"
m nQccur s="0" nmaxCccur s="unbounded" />
<xs: el enent ref="iodef: Donai nCont act s"
m nCccur s="0" maxCccurs="1" />
</ xs: sequence>

<xs:attribute name="system status">
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs: enuneration val ue="spoofed"/>
<xs: enuneration val ue="fraudul ent"/>
<xs:enuneration val ue="i nnocent - hacked"/ >
<xs: enuneration val ue="i nnocent- hijacked"/>
<xs: enuneration val ue="unknown"/ >
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute nanme="donmai n-status">
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs: enuneration val ue="reservedDel egati on"/>
<xs: enuneration val ue="assi gnedAndActive"/>
<xs: enuneration val ue="assi gnedAndl nactive"/>
<xs: enuneration val ue="assi gnedAndOnHol d"/ >
<xs:enuneration val ue="revoked"/>
<xs: enuneration val ue="transfer Pendi ng"/ >
<xs: enuneration val ue="registrylLock"/>
<xs: enuneration val ue="regi strarLock"/>
<xs: enuneration val ue="other"/>
<xs: enuneration val ue="unknown"/ >
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
<xs:attribute name="observabl e-id"
type="xs:1 D" use="optional"/>
</ xs: conpl exType>
</ xs: el emrent >

<xs: el enent nanme="Rel at edDNS"
type="i odef : Rel at edDNSEnt ryType"/ >

<xs: conpl exType nanme="Rel at edDNSEnt r yType" >

<xs: si nmpl eCont ent >

<XSs: extension base="xs:string">

<xs:attribute name="record-type" use="optional ">

<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xs:enuneration val ue="A"/>
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<XS: enunerati on val ue="AAAA"/ >
<XS: enuner ati on val ue="AFSDB"/ >
<XS:enuneration val ue="APL"/ >
<xs:enuneration val ue="AXFR'/ >
<xSs:enuneration val ue="CAA"/ >
<xs:enuneration val ue="CERT"/ >
<XS: enuner ati on val ue="CNANMVE"/ >
<Xs: enuneration val ue="DHClI D'/ >
<XS:enuneration val ue="DLV"'/ >
<xs:enuneration val ue="DNAME"/ >
<xs: enuneration val ue="DNSKEY"/ >
<xs:enuneration val ue="DS"/>
<Xs:enuneration val ue="H P"/>
<xs:enuneration val ue="1XFR'/ >
<xS: enuner ation val ue="1PSECKEY"/ >
<xSs:enuneration val ue="LOC'/ >
<xs:enuneration val ue="M"/>
<Xs: enuner ati on val ue="NAPTR'/ >
<xs:enuneration val ue="NSs"/>
<XSs: enuner ati on val ue="NSEC'/ >
<XS: enuneration val ue="NSEC3"/ >
<xs: enunerati on val ue=" NSEC3PARAM'/ >
<xs:enuneration val ue="0OPT"/ >
<Xs: enuneration val ue="PTR'/ >
<Xs: enuneration val ue="RRSI G'/ >
<xXxs:enuneration val ue="RP"/ >
<XS:enuneration value="SIG'/>
<XS:enuneration val ue="SQA"/ >
<xs:enuneration val ue="SPF"/>
<xs:enuneration val ue="SRV'/ >
<XS: enuner ati on val ue="SSHFP"/ >
<Xs:enuneration val ue="TA"/>
<XxSs: enuner ation val ue="TKEY"/ >
<xs:enuneration val ue="TLSA"/ >
<xs:enuneration value="TSI G'/>
<XSs:enuneration val ue="TXT"/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs: el emrent nane="Naneservers">
<xs: conpl exType>
<XS: sequence>
<xs: el enent nanme="Server" type="iodef: M.StringType"/>
<xs: el enent ref="iodef: Address" maxQccur s="unbounded"/>
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</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent nane="Domai nCont act s" >
<xs: conpl exType>
<xs: choi ce>
<xs: el ement nane="SameDonmi nCont act "
type="iodef: ML.Stri ngType"/>
<xs: el enent ref="iodef: Contact"
maxCccur s="unbounded" m nCccurs="1"/>
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el enent >

<l--

== Record cl ass ==

-->
<xs: el enent nane="Record">
<xs: conpl exType>
<Xs: sequence>
<xs: el enent ref="iodef:RecordData"
maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute nane="restriction"
type="iodef:restriction-type"/>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nane="Recor dDat a" >
<xs: conpl exType>
<XS: sequence>
<xs: el enent ref="iodef: DateTi ne"
m nCccurs="0"/>
<xs: el enent ref="iodef:Description”
m nCQccur s="0" nmaxCccur s="unbounded"/ >
<xs: el enent ref="iodef: Application”
m nCccur s="0"/ >
<xs: el enent ref="iodef:RecordPattern”
m nCccur s="0" maxQOccur s="unbounded"/ >
<xs:elenent ref="iodef:Recordltent!
maxQccur s="unbounded"/ >
<xs: el enment ref="iodef: Fil eDat a"
m nCccur s="0" maxQOccur s="unbounded"/ >
<xs: el enent ref="iodef: WndowsRegi stryKeyshodi fi ed"
m nCccur s="0" maxQOccur s="unbounded"/ >
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<xs:elenent ref="iodef:CertificateData"
m nCQccur s="0" nmaxCccur s="unbounded"/ >
<xs: el ement ref="iodef: Addi ti onal Dat a"
m nCccur s="0" maxQOccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute nane="restriction"
type="iodef:restriction-type"/>
<xs:attribute nanme="observabl e-id"
type="xs:1 D" use="optional"/>
</ xs: conpl exType>
</ xs: el enent >

<xs: el enent nanme="RecordPattern">
<xs: conpl exType>
<xs: si npl eCont ent >
<Xs: extension base="xs:string">
<xs:attribute name="type" use="required">
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xs:enuneration val ue="regex"/>
<xs:enuneration val ue="binary"/>
<xs: enuneration val ue="xpath"/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute nane="offset"
type="xs:integer" use="optional"/>
<xs:attribute name="of fsetunit"
use="optional " default="1ine">
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xs:enuneration value="line"/>
<xs:enuneration val ue="byte"/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute name="instance"
type="xs:integer" use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="Recordltent
type="i odef : Ext ensi onType" />
<l--

== (Cass to describe Wndows Registry Keys ==
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-->
<xs: el enent name="W ndowsRegi stryKeysModi fi ed">
<xs: conpl exType>
<XS:sequence>
<xs: el enent nanme="Key" naxQccurs="unbounded" >
<xs: conpl exType>
<XS:sequence>
<xs: el enent name="KeyNane" type="xs:string"/>
<xs: el enent nane="Val ue"
type="xs:string" mnCccurs="0"/>
</ xs: sequence>
<xs:attribute nanme="registryaction">
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xs:enuneration val ue="add- key"/ >
<xs:enuneration val ue="add-val ue"/ >
<xs: enuneration val ue="del et e- key"/ >
<xs:enuneration val ue="del et e-val ue"/ >
<xs:enuneration val ue="nodi fy-key"/>
<xs:enuneration val ue="nodi fy-val ue"/ >
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
<xs:attribute name="observabl e-id"
type="xs: 1 D" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >

<!--

== (C asses to describe a file ==

-->

<xs: el ement nane="Fi | eDat a" >
<xs: conpl exType>
<XS: sequence>
<xs:elenent ref="iodef:File"
m nCccur s="1" maxQOccur s="unbounded"/ >

</ xs: sequence>

<xs:attribute nane="observabl e-id"
type="xs:1 D" use="optional"/>

<xs:attribute nane="restriction"
type="iodef:restriction-type"/>

</ xs: conpl exType>
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</ xs: el enent >

<xs: el enent name="File">
<xs: conpl exType>
<XS:sequence>
<xs: el enent nanme="Fil eNanme" type="iodef: M.StringType"
m nCccurs="0" />
<xs: el enent name="Fil eSi ze" type="xs:integer"
m nCccur s="0" />
<xs: el enment ref="iodef: URL"
m nCccur s="0" maxQccur s="unbounded"/ >
<xs: el enent ref="iodef:HashbDat a"
m nCccurs="0" />
<xs: el enent ref="ds: Signature"
m nCccur s="0" />
<xs:elenment ref="iodef:FileProperties"
m nCccur s="0" maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="observabl e-id"
type="xs:1 D" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent nanme="Fil eProperties"
type="i odef : Ext ensi onType"/ >

<l --

== ( asses to describe a hash ==

S

<xs: el enent nanme="HashDat a" >
<xs: conpl exType>
<XS:sequence>
<xs: el enent name="HashTarget" type="iodef: M.StringType"
m nCccurs="0"/ >
<xs: el enent ref="iodef: Hash"
m nCccurs="0" maxQccur s="unbounded"/ >
<xs: el enment ref="iodef: FuzzyHash"
m nCccur s="0" maxCccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute nanme="scope" use="required">
<xs:si npl eType>
<xs:restriction base="xs: NMTOKEN" >
<xs: enuneration value="file-contents"/>
<xs: enuneration value="fil e-pe-section"/>
<xs:enuneration value="file-pe-iat"/>
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<xs:enuneration value="fil e-pe-resource"/>
<xs:enuneration value="fil e-pdf-object"/>
<xs:enuneration val ue="enuil - hash"/ >
<xs:enuneration val ue="enail - header s- hash"/ >
<xs: enuneration val ue="enuil - body- hash"/ >
</ xs:restriction>
</ xs: si npl eType>
</xs:attribute>
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent nanme="Hash">
<xs: conpl exType>
<Xs:sequence>
<xs: el enent ref="ds: D gest Met hod" />
<xs: el enent ref="ds: D gestVal ue" />
<xs: el enent ref="iodef: Application"
nm nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent nanme="FuzzyHash">
<xs: conpl exType>
<XS:sequence>
<xs: el enent ref="iodef: Additional Data" />
<xs: el enent ref="iodef: Application”
m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

<l --

== C(lasses to describe a signature ==

S

<xs: el enent nane="Si gnat ur eDat a" >
<xs: conpl exType>
<XS:sequence>
<xs: el enent ref="ds: Si gnature"
maxQccur s="unbounded" />
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

<I--
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== C(Classes to describe a certficate ==

>

<xs: el enent nane="CertificatebData">
<xs: conpl exType>
<Xs:sequence>
<xs:element ref="iodef:Certificate"
maxCccur s=" unbounded"/ >
</ xs: sequence>
<xs:attribute nane="observabl e-i d"
type="xs:1 D" use="optional"/>
<xs:attribute nane="restriction"
type="iodef:restriction-type"/>
</ xs: conpl exType>
</ xs: el enent >

<xs: el enent name="Certificate">
<xs: conpl exType>
<XS:sequence>
<xs: el enent ref="ds: X509Dat a" />
</ xs: sequence>
<xs:attribute name="virtual" type="yes-no-type"
use="optional " />
<xs:attribute nane="observabl e-id"
type="xs:1D" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >

<l--

== (l asses that describe software ==

-->
<xs: conpl exType name="Sof t war eType" >
<XS:sequence>
<xs: el enent ref="iodef: URL"
m nCccur s="0"/ >
</ xs: sequence>
<xs:attribute nanme="sw d"
type="xs:string" default="0"/>
<xs:attribute nanme="configid"
type="xs:string" default="0"/>
<xs:attribute name="vendor"
type="xs:string"/>
<xs:attribute name="fam|ly"
type="xs:string"/>
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<xs:attribute name="nane"
type="xs:string"/>
<xs:attribute name="version"
type="xs:string"/>
<xs:attribute name="patch"
type="xs:string"/>
</ xs: conpl exType>
<xs: el enent name="Application"
type="i odef : Sof t war eType"/ >
<xs: el enent nane="Oper ati ngSyst ent
type="i odef : Sof t war eType"/ >

<l--

== | ndi catorDat a cl asses ==

-->
<xs: el enent nane="1|ndi cat or Dat a" >
<xs: conpl exType>
<Xs:sequence>
<xs: el ement ref="iodef:I|ndicator"
m nCccur s="1" maxQOccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

<xs: el emrent nane="I1ndi cator">
<xs: conpl exType>
<XS: sequence>
<xs:elenment ref="iodef:Indicatorl D" />
<xs:element ref="iodef: Alternativel ndicatorl D'
m nCQccur s="0" nmaxCccur s="unbounded"/ >
<xs: el enent ref="iodef:Description”
m nCccur s="0" maxQOccur s="unbounded"/ >
<xs:elenent ref="iodef:StartTi ne"
m nCccurs="0" />
<xs: el ement ref="iodef: EndTi ne"
m nCccurs="0" />
<xs: el enment ref="iodef: Confidence"
m nCccur s="0" />
<xs: el enent ref="iodef: Contact"
m nCccur s="0" maxQOccur s="unbounded"/ >
<xs: choi ce>
<xs: el ement ref="iodef: Cbservable" />
<xs: el ement ref="iodef: bservabl eRef erence" />
<xs: el enent ref="iodef:|ndicatorExpression" />
<xs: el enent ref="iodef:I|ndicatorReference" />
</ xs: choi ce>
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</ xs: sequence>
<xs:attribute name="restriction"
type="iodef:restriction-type"/>
</ xs: conpl exType>
</ xs: el ement >

<xs: el enent name="Indi catorl D'>
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extension base="xs:|D'>
<xs:attribute nanme="nanme"
type="xs:string" use="required"/>
<xs:attribute name="version"
type="xs:string" use="required"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >

<xs: el ement nane="Alternativelndicatorl D'>
<xs: conpl exType>
<XS: sequence>
<xs: el enent ref="iodef:IndicatorlD"
maxCccur s=" unbounded"/ >
</ xs: sequence>
<xs:attribute nane="restriction"
type="iodef:restriction-type"/>
</ xs: conpl exType>
</ xs: el enent >

<xs: el enent nane="Cbservabl e">
<xs: conpl exType>
<XS:sequence>
<xs: el enent ref="iodef: Address"”
m nCccur s="0"/ >
<xs: el enent ref="iodef: Donai nDat a"
m nCccurs="0"/>
<xs: el ement ref="iodef: Emni | Dat a"
m nQccur s="0"/>
<xs: el enent nanme="Appl i cati onHeader"
type="i odef : Appl i cati onHeader Type"
m nCccurs="0"/>
<xs: el enent ref="iodef: WndowsRegi stryKeyshodi fi ed"
m nCccur s="0"/>
<xs: el enment ref="iodef: Fil eDat a"
m nCccur s="0"/ >
<xs: el enent ref="iodef: RecordData"
m nCccurs="0"/>
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<xs: el enent ref="iodef:EventData"
m nCQccur s="0"/>
<xs: el ement ref="iodef:I|ncident"
m nCccur s="0"/ >
<xs: el enent ref="iodef: Expectation"
m nCccur s="0" maxQOccur s="unbounded"/ >
<xs: el enent ref="enum Reference"
m nCQccur s="0" nmaxCccur s="unbounded"/ >
<xs: el ement ref="iodef: Assessnent"”
m nCccur s="0"/ >
<xs: el enent ref="iodef:Historyltent
m nCccurs="0"/>
<xs: el enent ref="iodef:Additional Data"
m nCccur s="0"/>
</ xs: sequence>
<xs:attribute nane="restriction"
type="iodef:restriction-type"/>
</ xs: conpl exType>
</ xs: el enent >

<xs: el enent nane="1ndi cat or Expr essi on" >
<xs: conpl exType>
<XS: sequence>
<xs: choi ce>
<xs: el enent ref="iodef:I|ndicatorExpression"
m nCQccur s="0"/>
<xs: el ement ref="iodef: Cbservabl e"
m nCccur s="0" />
<xs: el enent ref="iodef: Cbservabl eRef er ence”
m nCccurs="0"/>
<xs: el enent ref="iodef:I|ndicatorReference"
m nCccur s="0"/>
</ xs: choi ce>
<xs:elenment ref="iodef: AlternativelndicatorlD'
m nCccur s="0" maxQOccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="operator" use="required">
<xs:si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<XS:enuneration val ue="not"/>
<xs:enuneration val ue="and"/>
<xs:enuneration value="or"/>
<xs:enuneration val ue="xor"/>
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
</ xs: conpl exType>
</ xs: el enent >
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<xs: el enent nane="Cbservabl eRef erence" >
<xs: conpl exType>
<xs:attribute name="uid-ref"
type="xs: | DREF" use="required"/>
</ xs: conpl exType>
</ xs: el enent >

<xs: el emrent nane="1ndi cat or Ref er ence" >
<xs: conpl exType>
<xs:attribute nane="uid-ref"
type="xs: | DREF" use="optional "/>
<xs:attribute nane="euid-ref"
type="xs:string" use="optional"/>
<xs:attribute nanme="version"
type="xs:string" use="optional"/>
</ xs: conpl exType>
</ xs: el enent >

<I--
== M scel | aneous sinple cl asses ==
-->
<xs: el enent nanme="Descri ption"
type="iodef: ML.Stri ngType"/>
<xs: el enent name="URL"
type="xs:anyURl "/ >
<l--

== Data Types ==

-->
<xs: si npl eType nanme="PositiveFl oat Type">
<xs:restriction base="xs:float">
<xs: m nExcl usi ve val ue="0"/>
</xs:restriction>
</ xs: si npl eType>

<xs: conpl exType name="M.Stri ngType">
<xs: si npl eCont ent >
<Xs: extension base="xs:string">
<xs:attribute nanme="I| ang"
type="xs: | anguage" use="optional "/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs: conpl exType nanme="Ext ensi onType" mni xed="true">
<Xs: sequence>
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<Xs:any nanmespace="##any" processContents="I|ax"
m nCccur s="0" maxQOccur s="unbounded"/ >

</ xs: sequence>

<xs:attribute nanme="dtype"
type="i odef: dtype-type" use="required"/>

<xs:attribute nanme="neani ng"
type="xs:string"/>

<xs:attribute nane="formatid"
type="xs:string"/>

<xs:attribute name="restriction"
type="iodef:restriction-type"/>

</ xs: conpl exType>

<xs: conpl exType nanme="Appli cati onHeader Type" m xed="true">
<XS:sequence>
<XS:any nanespace="##any" processContents="1ax"
m nCccur s="0" maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="proto"
type="xs:integer" use="required"/>
<xs:attribute name="field"
type="xs:string" use="required"/>
<xs:attribute nanme="dtype"
type="i odef: prot o- dt ype-type"
use="required"/>
<xs:attribute name="observabl e-id"
type="xs:1 D" use="optional"/>
</ xs: conpl exType>

<I--

== G obal attribute type declarations ==

-->
<xs: si npl eType nane="yes-no-type">
<xs:restriction base="xs: NMTOKEN' >
<xs:enuneration val ue="yes"/>
<Xs:enuneration val ue="no"/>
</ xs:restriction>
</ xs: si npl eType>

<xs: si npl eType nanme="yes- no-unknown-type" >
<xs:restriction base="xs: NMTOKEN' >
<xs:enuneration val ue="yes"/>
<XSs:enuneration val ue="no"/>
<xs:enuneration val ue="unknown"/ >
</xs:restriction>
</ xs: si npl eType>
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<xs: sinpl eType nane="restriction-type">
<xs:restriction base="xs: NMTOKEN' >
<xs:enuneration val ue="default"/>
<xs: enuneration val ue="public"/>
<xs: enuneration val ue="partner"/>
<xs:enuneration val ue="need-to-know'/ >
<xs:enuneration val ue="private"/>
<xs:enuneration value="white"/>
<xs:enuneration val ue="green"/>
<xs:enuneration val ue="anber"/>
<xs:enuneration value="red"/>
</xs:restriction>
</ xs: si npl eType>

<xs:si npl eType nane="severity-type">
<xs:restriction base="xs: NMTOKEN' >
<xs:enuneration val ue="|ow'/ >
<xs:enuneration val ue="nedi uni'/ >
<xs:enuneration val ue="hi gh"/>
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nane="durati on-type">
<xs:restriction base="xs: NMTOKEN' >
<xs:enuneration val ue="second"/>
<xs:enuneration value="mnute"/>
<xs:enuneration val ue="hour"/>
<xs:enuneration val ue="day"/>
<xs:enuneration val ue="nonth"/>
<xs: enuneration val ue="quarter"/>
<xs: enuneration val ue="year"/ >
</xs:restriction>
</ xs: si npl eType>

<xs: si npl eType nane="acti on-type">
<xs:restriction base="xs: NMTOKEN' >

<xs: enuneration val ue="not hing"/>
<xs:enuneration val ue="contact-source-site"/>
<xs:enuneration value="contact-target-site"/>
<XS: enuneration val ue="cont act - sender"/ >
<xs: enuneration val ue="investigate"/>
<xs:enuneration val ue="bl ock-host"/>
<xs:enuneration val ue="bl ock-net wor k"/ >
<xs:enuneration val ue="bl ock-port"/>
<xs:enuneration value="rate-limt-host"/>
<xs:enuneration value="rate-limt-network"/>
<xs:enuneration value="rate-limt-port"/>
<xs:enuneration value="redirect-traffic"/>
<xs: enuneration val ue="honeypot"/ >
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<xs: enuneration val ue="upgrade-software"/>
<xs:enuneration val ue="rebuil d-asset"/>
<xS:enuneration val ue="harden-asset"/ >
<xs:enuneration val ue="renedi at e-ot her"/ >
<xs: enuneration val ue="status-triage"/>
<xs:enuneration val ue="status-newinfo"/>
<xs:enuneration val ue="wat ch-and-report"/>
<xs:enuner ation val ue="defi ned-coa"/ >
<XS:enuneration val ue="other"/>
</xs:restriction>
</ xs: si npl eType>

<xs: si npl eType nanme="dtype-type">
<xs:restriction base="xs: NMTOKEN" >
<xs:enuneration val ue="bool ean"/ >
<Xs: enuneration val ue="byte"/>
<xs: enuneration val ue="bytes"/>
<xs: enuneration val ue="character"/>
<xs:enuneration val ue="date-tine"/>
<xs:enuneration val ue="integer"/>
<xs:enuneration val ue="nt pstamp"/>
<xs: enuneration val ue="portlist"/>
<xs: enuneration value="real "/ >
<xs:enuneration value="string"/>
<xs:enuneration value="file"/>
<xs:enuneration val ue="path"/>
<xs:enuneration val ue="frane"/>
<xs: enuneration val ue="packet"/>
<xs: enuneration val ue="i pv4- packet"/>
<xs: enuneration val ue="i pv6- packet"/>
<xs:enuneration value="url"/>
<xs:enuneration val ue="csv"/>
<xs:enuneration val ue="wi nreg"/>
<xs: enuneration val ue="xm"/>
</ xs:restriction>
</ xs: si npl eType>

<xs: si npl eType nane="pr ot o-dt ype-type">
<xs:restriction base="xs: NMTOKEN' >

<xs:enuneration val ue="bool ean"/ >
<xs: enuneration val ue="byte"/>
<xs: enuneration val ue="bytes"/>
<xs:enuneration val ue="character"/>
<xXxs:enuneration val ue="date-tine"/>
<xs:enuneration val ue="integer"/>
<xs:enuneration value="real "/>
<xs: enuneration value="string"/>
<xs:enuneration value="xm"/>
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</xs:restriction>
</ xs: si npl eType>

</ xs: schenma>

9.

10.

Security Considerations

The | ODEF data nodel itself does not directly introduce security
issues. Rather, it sinply defines a representation for incident
information. As the data encoded by the | ODEF m ght be consi dered
privacy sensitive by the parties exchanging the information or by
those described by it, care needs to be taken in ensuring the
appropriate disclosure during both docunent exchange and subsequent
processing. The forner nust be handled by a nessaging format, but
the latter risk nust be addressed by the systens that process, store,
and archive | ODEF docunents and information derived fromthem

Execut abl e content could be enbedded into the | ODEF docunent directly
or through an extension. The | ODEF parser should handle this content
with care to prevent unintentional automated execution.

The contents of an | ODEF docunent may include a request for action or
an | ODEF parser may independently have logic to take certain actions
based on information that it finds. For this reason, care nust be
taken by the parser to properly authenticate the recipient of the
docunent and ascribe an appropriate confidence to the data prior to
action.

The underlying nessaging fornmat and protocol used to exchange

i nstances of the | ODEF MJUST provi de appropriate guarantees of
confidentiality, integrity, and authenticity. The use of a
standardi zed security protocol is encouraged. The Real-time Inter-
net wor k Defense (RI D) protocol [RFC6545] and its associated transport
bi ndi ng 1 ODEF/ RI D over HITP/ TLS [ RFC6546] provi de such security.

In order to suggest data processing and handli ng guidelines of the
encoded information, the | ODEF all ows a docunent sender to convey a
privacy policy using the restriction attribute. The various
instances of this attribute allow different data el enents of the
docunent to be covered by dissimlar policies. Wile flexible, it
nmust be stressed that this approach only serves as a guideline from
the sender, as the recipient is free to ignore it. The issue of
enforcenent is not a technical problem

| ANA Consi der ati ons

Thi s docunent registers a nanespace, XM. schenm, and a nunber of
registries that map to enunerated val ues defined in the schena.
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10.

10.

1. Namespace and Schena

Thi s docunment uses URNs to describe an XM. nanespace and schema
conformng to a registry nmechani sm described in [ RFC3688]

Regi stration for the | ODEF nanespace:
o URI: urn:ietf:parans:xm :ns:iodef-2.0

0 Registrant Contact: See the first author of the "Author’s Address"
section of this docunent.

0 XM.: None. Nanespace URI's do not represent an XM specification
Regi stration for the | ODEF XM. schena:
o URI: urn:ietf:parans: xn:schema:iodef-2.0

0 Registrant Contact: See the first author of the "Author’s Address”
section of this docunent.

0o XM.: See the "I ODEF Schema" in Section 8 of this docunent.
2. Enunerated Val ue Registries

Thi s docunment creates xx identically structured registries to be
managed by | ANA

o0 Nane of the parent registry: "lIncident Cbject Description Exchange
Format v2 (| ODEF)"

o URL of the registry: http://ww.iana. org/assi gnnents/iodef2
0 Nanespace format: A registry entry consists of:

*  Value. An enunerated value for a given |CDEF attribute.

* Description. A short description of the enunerated val ue.

* Reference. An optional list of URIs to further describe the
val ue.

o Allocation policy: Expert Review per [RFC5226]

The registries to be created are nanmed in the table belowin the
"Regi stry Name" columm. The initial values for the Value and
Description fields of a given registry are listed in the "IV (Value)"
and "IV (Description)" colums respectively. The "IV (Value)" points
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to a given scherma attribute or type per Section 8  Each enunerated
value in the schema gets a corresponding entry in a given registry.
The "IV (Description)” points to a section in the text of this
docunent. The initial value of the Reference field of every registry
entry descri bed bel ow should be this docunent.

| Regi stry Name | IV (Val ue) | IV |

Restriction i odef-restriction-type

I nci dent - pur pose I nci dent @ur pose Section 3.2

Contact-rol e Cont act @ ol e Section 3.10

Cont act -t ype Cont act @ ype Section 3.10
Secti on

3.10.1

Regi stryHandl e-regi stry Regi stryHandl e@ egi str

y

Expect ati on-acti on i odef: action-type Section 3.17

Di scovery-source Di scovery@ource Section 3.12

Syst em npact -t ype Syst em npact @ ype Section
3.14.1

Busi nessl npact - severity Busi nessl npact @everit Section
Busi nessl npact -t ype Busi nessl npact @ ype Section
3.14.2

Ti el npact-netrics Ti el npact @etric Section
3.14.3

Ti el npact - dur ati on i odef : duration-type Section
3.14. 3

NodeRol e- cat egory NodeRol e@at egory Section
3.20.2

Syst em cat egory Syst em@at egory Section 3.19

Syst em owner shi p Section 3.19

I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
| y | 3.14.2 |
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
[ Syst em@wner shi p [ [
I I I
I I I

Addr ess- cat egory Addr ess@at egory Secti on
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3.20.1

Secti on
3.20.3

Count er-type Count er @ ype

Domai nDat a- syst em st at us Domai nDat a@yst em Section 3.21

status
Section 3.21

Domai nDat a- domai n- st at us Donmai nDat a@lonai n-

status

Rel at edDNS-r ecor d- t ype Rel at edDNS@ ecor d- t ype Secti on
3.21.1

RecordPattern-type
3.25.2
Recor dPat t er n- of f set uni t Recor dPat t er n@f f set un Secti on
it 3.25.2
Key-regi stryaction Key@ egi stryacti on Section
3.26.1

HashDat a- scope Section 3.29

I
I
I
I
I
I
I
I
I
I
I
I
|
RecordPattern@ ype | Section

I
I
I
I
I
I
|
HashDat a@cope |
I

I

I

I

I

Addi ti onal Dat a- dt ype i odef : dt ype-type Section 3.9
Enai | Header Fi el d- pr ot o- i odef : prot o-dtype-type Secti on
dt ype 3.22.1
e e e e oo +

Tabl e 1: 1 ANA Enunerated Val ue Registries
11. Acknow edgnents
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0O ... TODO nany nore to add ...
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