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Abst r act

The Destination Caimfor JSON Wb Token (JWI) provides a neans of
i ndicating the address to which the JW is sent. The Caimcan be
used to preventing nalicious forwarding or redirection of a JW to
uni nt ended reci pi ents.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
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wor ki ng docunments as Internet-Drafts. The list of current Internet-
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1. Introduction

JWI [I-D.ietf-oauth-json-web-token] is a conpact, URL-safe means of
representing clainms to be transferred between two parties.

Otentimes an HTTP 302 redirect or an auto-submtted HTM. form using
the user agent as a internediary, is enployed as the nethod of
transfer. The Destination C aimprovides a standard way for for the
Issuer to indicate the address to which it instructed the user agent
to deliver the JWI. The recipient of the JW can detect and prevent
mal i ci ous forwarding or redirection to unintended recipients by
verifying that the address conveyed by the Destination C ai mnmatches
the actual location at which the JW was received.

Whil e the Destination C aimbears some seenming simlarity to the
Audi ence Claimalready defined in JWI, the distinction is that the
Audi ence identifies who_ the JW is intended for while the
Destination identifies where_the JW is sent.

1.1. Requirements Notation and Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119 [ RFC2119].

1.2. Termnol ogy
This specification uses the terms "JSON Wb Token (JWI)", "lssuer”
"Clainm, "daimNane", and "C aimValue" as defined in

[I-D.ietf-oauth-json-web-token], and the term"user agent" as defined
by RFC 7230 [ RFC7230].
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The Destination C aim

The C aim Name of the Destination Claimis "dst" and its O ai m Val ue
is a URl [RFC3986] indicating the address to which the JW is sent.
Use of this Claimis OPTIONAL but, if the Claimis present, the

reci pient MUST check that the URI identifies the |location at which
the JWI was received. |If the JW is received at a different |ocation
than the one conveyed by the value of the "dst" claim then the JWI
MUST be rej ect ed.

| ANA Consi der ati ons

.1. JSON Wb Token O ai m Regi stration

This specification registers the Destination C aimdefined herein in
the 1 ANA JSON Wb Token C ains registry defined in
[I-D.ietf-oauth-json-web-token].

.1.1. Registry Request Contents

Cl ai m Name: "dst”

Cl ai m Description: Destination

Change Controller: |ESG

Speci fication Docunent(s): Section 2 of this docunent

O o0Oo0oOo

Security Considerations

The Destination Caimdefined in Section 2 provides a neans to assi st
in detecting and preventing nalicious forwarding or redirection of a
JWI to unintended recipients. |f, for exanple, an |Issuer can be
tricked into sending a JWI to a nalicious site (perhaps due to

i nadequat e checking of the target URI conbined with Cross-Site
Request Forgery) the JW woul d be unusable at the legitimate site
because the "dst" would contain a URI of the malicious site.
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Appendi x A.  Open | ssues
0 Is there conpelling reason to allow the "dst" Claimto acconnobdate
mul tiple values? A single value is sufficient for the cases
envisioned and is certainly sinpler.
Appendi x B. Docunent Hi story
[[ to be renoved by the RFC Editor before publication as an RFC ]]
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0o Cotta start sonewhere...

Aut hors’ Addr esses

Bri an Canpbel |

Ping Identity

Emai | : brian.d. canpbel | @mail . com
Quoping Liu

Ping Identity

Emai | . gliu@ingidentity.com

Canpbel |l & Liu Expi res August 27, 2015 [ Page 4]



