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Abst r act

This specification defines a nethod for a protected resource to query
an QAuth 2.0 authorization server to determ ne the active state of an
QAuth 2.0 token and to determine neta-informati on about this token.
QAuth 2.0 depl oynents can use this nethod to convey information about
the authorization context of the token fromthe authorization server
to the protected resource.

Requi rement s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on January 4, 2016.

Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
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(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunments
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carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction
In QAuth 2.0, the contents of tokens are opaque to clients. This
means that the client does not need to know anything about the
content or structure of the token itself, if there is any. However
there is still a large anpbunt of netadata that nay be attached to a
token, such as its current validity, approved scopes, and informati
about the context in which the token was issued. These pieces of
information are often vital to protected resources naking
aut hori zati on deci sions based on the tokens being presented. Since
QAuth 2.0 [RFC6749] does not define a protocol for the resource
server to learn neta-informati on about a token that is has received
froman authorization server, several different approaches have bee
devel oped to bridge this gap. These include using structured token
formats such as JWI [RFC7519] or proprietary inter-service
conmmmuni cati on nechani sns (such as shared dat abases and protected
enterprise service buses) that convey token information.
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This specification defines a protocol that allows authorized
protected resources to query the authorization server to determ ne
the set of netadata for a given token that was presented to them by
an QAuth 2.0 client. This nmetadata includes whether or not the token
is currently active (or if it has expired or otherw se been revoked),
what rights of access the token carries (usually conveyed through
QAuth 2.0 scopes), and the authorization context in which the token
was granted (including who authorized the token and which client it
was issued to). Token introspection allows a protected resource to
query this information regardl ess of whether or not it is carried in
the token itself, allowing this nethod to be used along with or

i ndependently of structured token values. Additionally, a protected
resource can use the mechani smdescribed in this specification to
introspect the token in a particul ar authorizati on decision context
and ascertain the rel evant netadata about the token to nmake this

aut hori zati on deci sion appropriately.

1.1. Notational Conventions
The key words 'MJUST', 'MJUST NOT', 'REQUIRED , 'SHALL', ’'SHALL NOT,
"SHOULD , ' SHOULD NOT', ' RECOWWENDED , 'MAY', and "OPTIONAL' in this
docunent are to be interpreted as described in [ RFC2119].

Unl ess ot herwi se noted, all the protocol paraneter names and val ues
are case sensitive

1.2. Term nol ogy
This section defines the termi nology used by this specification

This section is a normative portion of this specification, inmposing
requi renents upon inpl enentations.

This specification uses the terms "access token", "authorization
endpoint", "authorization grant", "authorization server", "client",
"client identifier", "protected resource", "refresh token", "resource
owner", "resource server", and "token endpoint" defined by QAuth 2.0

[RFC6749], and the ternms "clai mnanmes" and "clai mval ues" defined by
JSON Wb Token (JWI) [RFC7519].

This specification defines the follow ng terns:

Token I ntrospection
The act of inquiring about the current state of an QAuth 2.0 token
t hrough use of the network protocol defined in this docunent.

I ntrospection Endpoi nt

The QAuth 2.0 endpoint through which the token introspection
operation is acconplished.
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2. Introspection Endpoint

The introspection endpoint is an QAuth 2.0 endpoint that takes a
paraneter representing an QAuth 2.0 token and returns a JSON

[ RFC7159] docunent representing the neta information surrounding the
t oken, including whether this token is currently active. The
definition of an active token is dependent upon the authorization
server, but this is commonly a token that has been issued by this

aut hori zation server, is not expired, has not been revoked, and valid
for use at the protected resource nmaking the introspection call.

The introspection endpoint MUST be protected by a transport-|ayer
security mechani sm as described in Section 4. The nmeans by which the
protected resource discovers the |ocation of the introspection
endpoi nt are outside the scope of this specification

2.1. Introspection Request

The protected resource calls the introspecti on endpoint using an HTTP
POST [ RFC7231] request with paranmeters sent as "application/ x-ww
formurl encoded” data as defined in [WBC. REC- ht ml 5-20141028]. The
protected resource sends a paraneter representing the token al ong
with optional paraneters representing additional context that is
known by the protected resource to aid the authorization server in
its response.

token REQUI RED. The string value of the token. For access tokens,
this is the "access_token" value returned fromthe token endpoint
defined in QAuth 2.0 [RFC6749] section 5.1. For refresh tokens,
this is the "refresh_token" value returned fromthe token endpoint
as defined in QAuth 2.0 [RFC6749] section 5.1. Oher token types
are outside the scope of this specification.

token_type hint OPTIONAL. A hint about the type of the token
submitted for introspection. The protected resource MAY pass this
paraneter to help the authorization server to optimnize the token
| ookup. If the server is unable to |ocate the token using the
given hint, it MJST extend its search across all of its supported
token types. An authorization server MAY ignore this paraneter
particularly if it is able to detect the token type automatically.
Values for this field are defined in the QAuth Token Type Hints
registry defined in QAuth Token Revocation [ RFC7009].

The introspection endpoi nt MAY accept ot her OPTI ONAL paraneters to

provide further context to the query. For instance, an authorization
server may desire to know the | P address of the client accessing the
protected resource to determine if the correct client is likely to be
presenting the token. The definition of this or any other paraneters
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are outside the scope of this specification, to be defined by service
docunentati on or extensions to this specification. |If the

aut hori zation server is unable to determne the state of the token

wi thout additional information, it SHOULD return an introspection
response indicating the token is not active as described in

Section 2. 2.

To prevent token scanning attacks, the endpoint MJST al so require
some form of authorization to access this endpoint, such as client
aut hentication as described in QAuth 2.0 [RFC6749] or a separate
QAuth 2.0 access token such as the bearer token described in QAuth
2.0 Bearer Token Usage [ RFC6750]. The nmethods of managi ng and

val idating these authentication credentials are out of scope of this
speci fication.

For exanple, the follow ng exanpl e shows a protected resource calling
the token introspection endpoint to query about an QAuth 2.0 bearer
token. The protected resource is using a separate QAuth 2.0 bearer
token to authorize this call.

Following is a non-normative exanpl e request:

PCST /introspect HITP/ 1.1

Host: server. exanpl e.com

Accept: application/json

Cont ent - Type: application/x-wwform url encoded
Aut hori zation: Bearer 23410913- abewfq. 123483

t oken=2Yot nFZFEj r 1zCsi cM\pAA
In this exanple, the protected resource uses a client identifier and
client secret to authenticate itself to the introspection endpoint as
well as send a token type hint.
Following is a non-nornative exanple request:

PCST /introspect HITP/ 1.1

Host: server. exanpl e.com

Accept: application/json

Cont ent - Type: application/ x-wwform url encoded

Aut hori zation: Basic czZCaGRSa3FOMzpnWDFnTnFOM2IW

t oken=nt_9. B5f - 4. 1JgM&t oken_t ype_hi nt =access_t oken
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2.2. Introspection Response

The server responds with a JSON object [RFC7159] in "application/
json" format with the follow ng top-I|evel nenbers

active
REQUI RED.  Bool ean i ndi cator of whether or not the presented token
is currently active. The specifics of a token’s "active" state
wi Il vary depending on the inplenentation of the authorization
server, and the information it keeps about its tokens, but a
"true" value return for the "active" property will generally
i ndicate that a given token has been issued by this authorization
server, has not been revoked by the resource owner, and is within
its given tine window of validity (e.g. after its issuance tinme
and before its expiration tinme). See Section 4 for information on
i mpl ement ati on of such checks.

scope
OPTIONAL. A JSON string containing a space-separated |ist of
scopes associated with this token, in the format described in
section 3.3 of QAuth 2.0 [ RFC6749].

client_id
OPTIONAL. dient identifier for the QAuth 2.0 client that
requested this token

user nane
OPTI ONAL. Human-readabl e identifier for the resource owner who
aut hori zed this token

t oken_t ype
OPTI ONAL. Type of the token as defined in section 5.1 of QAuth
2.0 [ RFC6749].

exp
OPTI ONAL. Integer timestanp, neasured in the nunber of seconds
since January 1 1970 UTC, indicating when this token will expire,
as defined in JW [RFC7519].

i at
OPTIONAL. Integer tinestanp, neasured in the nunber of seconds
since January 1 1970 UTC, indicating when this token was
originally issued, as defined in JW [RFC7519].

nbf
OPTIONAL. Integer tinestanp, neasured in the nunber of seconds
since January 1 1970 UTC, indicating when this token is not to be
used before, as defined in JW [ RFC7519].
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sub
OPTI ONAL.  Subj ect of the token, as defined in JW [ RFC7519].
Usual | y a machi ne-readabl e identifier of the resource owner who
aut hori zed this token

aud
OPTI ONAL.  Service-specific string identifier or list of string
identifiers representing the intended audi ence for this token, as
defined in JW [ RFC7519].

i ss
OPTIONAL. String representing the issuer of this token, as
defined in JW [RFC7519].

jti
OPTIONAL. String identifier for the token, as defined in JWI
[ RFC7519] .

Speci fic inplenmentati ons MAY extend this structure with their own
servi ce-specific response names as top-level nenbers of this JSON
object. Response nanes intended to be used across domai ns MJUST be
registered in the QAuth Token Introspection Response registry defined
in Section 3.1.

The aut horization server MAY respond differently to different
protected resources naking the sane request. For instance, an

aut hori zation server MAY limt which scopes froma given token are
returned for each protected resource to prevent protected resources
fromlearning nore about the |arger network than is necessary for its
operati on.

The response MAY be cached by the protected resource to inprove
performance and reduce | oad on the introspection endpoint, but at the
cost of liveness of the information used by the protected resource.
See Section 4 for nore information regarding the trade of f when the
response i s cached.

For exanple, the follow ng response contains a set of information
about an active token
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Following is a non-normative exanpl e response:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{

"active": true,

"client _id": "I238j323ds-23ij4",

"usernanme": "jdoe"

"scope": "read wite dol phin",

"sub": "Z5Q3upPC88Qr Aj x00di s",

"aud": "https://protected. exanpl e. net/resource"
"iss": "https://server.exanple.com"

"exp": 1419356238,

"iat": 1419350238,

"extension field": "twenty-seven"

If the introspection call is properly authorized but the token is not
active, does not exist on this server, or the protected resource is
not allowed to introspect this particular token, the authorization
server MJST return an introspection response with the active field
set to false. Note that to avoid disclosing too much of the

aut hori zation server’s state to a third party, the authorization
server SHOULD NOT include any additional information about an

i nactive token, including why the token is inactive. For exanple,
the response for a token that has been revoked or is otherw se
invalid would |l ook like the foll ow ng:

Following is a non-normative exanpl e response:
HTTP/ 1.1 200 K
Cont ent - Type: application/json

"active": fal se

}
2.3. Error Response
If the protected resource uses QAuth 2.0 client credentials to
authenticate to the introspection endpoint and its credentials are

invalid, the authorization server responds with an HTTP 401
(Unaut hori zed) as described in section 5.2 of QAuth 2.0 [ RFC6749].
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3.

3.

3.

If the protected resource uses an QAuth 2.0 bearer token to authorize
its call to the introspection endpoint and the token used for

aut hori zati on does not contain sufficient privileges or is otherw se
invalid for this request, the authorization server responds with an
HTTP 401 code as described in section 3 of QAuth 2.0 Bearer Token
Usage [ RFC6750].

Note that a properly formed and aut horized query for an inactive or
otherwi se invalid token (or a token the protected resource is not

al | oned to know about) is not considered an error response by this
specification. |In these cases, the authorization server MJST instead
respond with an introspection response with the "active" field set to
"fal se" as described in Section 2. 2.

| ANA Consi derations
1. QAuth Token Introspection Response Registry

This specification establishes the QAuth Token Introspection Response
registry.

QAuth registration client netadata names and descriptions are
registered with a Specification Required ([ RFC5226]) after a two-week
review period on the oauth-ext-review@etf.org mailing list, on the
advi ce of one or nore Designated Experts. However, to allow for the
al | ocation of names prior to publication, the Designated Expert(s)
may approve registration once they are satisfied that such a
specification will be published.

Regi stration requests sent to the mailing list for review shoul d use
an appropriate subject (e.g., "Request to register QAuth Token
I ntrospecti on Response nane: exanple").

Wthin the review period, the Designated Expert(s) will either
approve or deny the registration request, communicating this decision
to the review list and | ANA. Denials should include an expl anation
and, if applicable, suggestions as to how to nake the request
successf ul

I ANA nust only accept registry updates fromthe Designated Expert(s)
and should direct all requests for registration to the review mailing

list.
1.1. Registration Tenpl ate
Name:
The nane requested (e.g., "exanple"). This name is case

sensitive. Nanes that match other registered nanes in a case
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i nsensitive manner SHOULD NOT be accepted. Nanes that match
clains registered in the JSON Wb Token C ains registry

est abli shed by [ RFC7519] SHOULD have conparabl e definitions and
semanti cs.

Descri pti on:
Brief description of the nmetadata value (e.g., "Exanple
description").

Change controller:
For Standards Track RFCs, state "IESG'. For others, give the nane
of the responsible party. Oher details (e.g., postal address,
emai | address, hone page URI) nay al so be incl uded.

Speci fication docunment(s):
Ref erence to the docunent(s) that specify the token endpoint
aut hori zati on nethod, preferably including a URI that can be used
to retrieve a copy of the docunment(s). An indication of the
rel evant sections may al so be included but is not required.

3.1.2. Initial Registry Contents

The initial contents of the QAuth Token I ntrospecti on Response
registry are:

o Nane: "active"

o Description: Token active status

0 Change Controller: |ESG

o Specification Docunent(s): Section 2.2 of [[ this document ]].
o Nane: "usernanme"

0 Description: User identifier of the resource owner

0 Change Controller: IESG

o0 Specification Docunent(s): Section 2.2 of [[ this document ]].
o Nane: "client_id"

0 Description: Cient identifier of the client

o Change Controller: |IESG

o Specification Docunent(s): Section 2.2 of [[ this document ]].
o Nanme: "scope"

0 Description: Authorized scopes of the token

o Change Controller: |IESG

o Specification Docunment(s): Section 2.2 of [[ this document ]].
o Nane: "token_type"

0 Description: Type of the token

o Change Controller: |IESG
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0 Specification Docunment(s): Section 2.2 of [[ this docunent ]].
0 Name: "exp"

0 Description: Expiration tinmestanp of the token

0 Change Controller: |IESG

0 Specification Document(s): Section 2.2 of [[ this docunent ]].
o Nanme: "iat"

0 Description: Issuance tinestanp of the token

0 Change Controller: |ESG

o Specification Docunent(s): Section 2.2 of [[ this document ]].
o Nane: "nbf"

0 Description: Timestanp which the token is not valid before

0 Change Controller: IESG

o Specification Docunent(s): Section 2.2 of [[ this document ]].
o Nanme: "sub"

o Description: Subject of the token

0 Change Controller: |IESG

0o Specification Docunent(s): Section 2.2 of [[ this document ]].
o Nane: "aud"

0 Description: Audience of the token

o Change Controller: |IESG

o Specification Docunment(s): Section 2.2 of [[ this document ]].
o Nane: "iss"

0 Description: Issuer of the token

o Change Controller: |IESG

0 Specification Docunment(s): Section 2.2 of [[ this docunent ]].
o Name: "jti"

0 Description: Unique identifier of the token

0 Change Controller: |IESG

0 Specification Document(s): Section 2.2 of [[ this docunent ]].

4. Security Considerations

Since there are many different and valid ways to inplenent an QAuth
2.0 system there are consequently many ways for an authorization
server to deternine whether or not a token is currently "active" or
not. However, since resource servers using token introspection rely
on the authorization server to determ ne the state of a token, the
aut hori zati on server MJST performall applicable checks against a
token’s state. For instance:
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o If the token can expire, the authorization server MJST deternmni ne
whet her or not the token has expired.

o If the token can be issued before it is able to be used, the
aut hori zati on server MJST determ ne whether or not a token's valid
peri od has started yet.

o |If the token can be revoked after it was issued, the authorization
server MJST deterni ne whether or not such a revocation has taken
pl ace.

o |If the token has been signed, the authorization server MJST
val i date the signature.

o |If the token can be used only at certain resource servers, the
aut hori zati on server MJST deterni ne whether or not the token can
be used at the resource server naking the introspection call.

If an authorization server fails to performany applicable check, the
resource server could nmake an erroneous security decision based on
that response. Note that not all of these checks will be applicable
to all QAuth 2.0 deploynents and it is up to the authorization server
to determ ne which of these checks (and any other checks) apply.

If left unprotected and un-throttled, the introspection endpoint
could present a neans for an attacker to poll a series of possible
token values, fishing for a valid token. To prevent this, the

aut hori zati on server MJST require authentication of protected
resources that need to access the introspection endpoint and SHOULD
require protected resources to be specifically authorized to call the
i ntrospection endpoint. The specifics of this authentication
credentials are out of scope of this specification, but comonly
these credentials could take the formof any valid client

aut henti cati on mechani smused with the token endpoint, an QAuth 2.0
access token, or other HITP authorization or authentication
mechanism A single piece of software acting as both a client and a
protected resource MAY re-use the sane credenti als between the token
endpoi nt and the introspection endpoint, though doing so potentially
conflates the activities of the client and protected resource
portions of the software and the authorization server MAY require
separate credentials for each node

Since the introspection endpoint takes in QAuth 2.0 tokens as
paraneters and responds with informati on used to nake authorization
deci sions, the server MJST support TLS 1.2 RFC 5246 [ RFC5246] and NAY
support additional transport-layer nechanisns neeting its security
requi renents. \When using TLS, the client or protected resource MJST
performa TLS/ SSL server certificate check, as specified in RFC 6125
[ RFC6125]. Inplenentation security considerations can be found in
Recommendati ons for Secure Use of TLS and DTLS [ TLS. BCP]
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To prevent the values of access tokens fromleaking into server-side
| ogs via query paraneters, an authorization server offering token

i ntrospection MAY disallow the use of HTTP GET on the introspection

endpoint and instead require the HITP POST nethod to be used at the

i ntrospection endpoint.

To avoid disclosing internal server state, an introspection response
for an inactive token SHOULD NOT contain any additional clains beyond
the required "active" claim(with its value set to "false").

Since a protected resource MAY cache the response of the

i ntrospection endpoint, designers of an QAuth 2.0 systemusing this
prot ocol MJIST consider the performance and security trade-offs

i nherent in caching security information such as this. A less
aggressive cache with a short tineout will provide the protected
resource with nore up to date information (due to it needing to query
the introspection endpoint nore often) at the cost of increased
network traffic and | oad on the introspection endpoint. A nore
aggressive cache with a longer duration will mnimze network traffic
and | oad on the introspection endpoint, but at the risk of stale

i nformati on about the token. For exanple, the token may be revoked
while the protected resource is relying on the value of the cached
response to nake authorization decisions. This creates a w ndow
during which a revoked token coul d be used at the protected resource.
Consequently, an acceptable cache validity duration needs to be
carefully consi dered given the concerns and sensitivities of the
protected resource being accessed and the |ikelihood of a token being
revoked or invalidated in the interimperiod. H ghly sensitive
environnments can opt to disable caching entirely on the protected
resource to elimnate the risk of stale cached information entirely,
again at the cost of increased network traffic and server load. |If
the response contains the "exp" paraneter (expiration), the response
MUST NOT be cached beyond the time indicated therein.

An aut hori zation server offering token introspection nust be able to
under stand the token val ues being presented to it during this call.
The exact means by which this happens is an inplenmentation detail and
out side the scope of this specification. For unstructured tokens,
this could take the formof a sinple server-side database query

agai nst a data store containing the context information for the
token. For structured tokens, this could take the form of the server
parsing the token, validating its signature or other protection
mechani sms, and returning the information contained in the token back
to the protected resource (allowi ng the protected resource to be
unaware of the token’s contents, nuch like the client). Note that
for tokens carrying encrypted information that is needed during the

i ntrospection process, the authorization server nmust be able to
decrypt and validate the token to access this information. Also note
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that in cases where the authorization server stores no information
about the token and has no neans of accessing information about the
token by parsing the token itself, it can not likely offer an

i ntrospection service.

Privacy Considerations

The introspection response may contain privacy-sensitive information
such as user identifiers for resource owners. Wen this is the case,
measures MJUST be taken to prevent disclosure of this information to
uni ntended parties. One nethod is to transnmt user identifiers as
opaque service-specific strings, potentially returning different
identifiers to each protected resource.

If the protected resource sends additional information about the
client’s request to the authorization server (such as the client’s IP
address) using an extension of this specification, such infornation
coul d have additional privacy considerations that the extension
shoul d detail. However, the nature and inplications of such

ext ensi ons are outside the scope of this specification

Omtting privacy-sensitive information froman introspection response
is the sinplest way of ninimzing privacy issues.
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Appendi x A,  Use with Proof of Posession Tokens

Wth bearer tokens such as those defined by QAuth 2.0 Bearer Token
Usage [ RFC6750], the protected resource will have in its possession
the entire secret portion of the token for subnission to the

i ntrospection service. However, for proof-of-possession style
tokens, the protected resource will have only a token identifier used
during the request, along with the cryptographic signature on the
request. The protected resource would be able to submit the token
identifier to the authorization server’'s token endpoint to obtain the
necessary key infornmation needed to validate the signature on the
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request. The details of this usage are outside the scope of this
specification and will be defined in an extension to this
speci fication.

Appendi x B. Docunent Hi story
[[ To be renoved by the RFC Editor. ]]
-11
0 Mnor wording tweaks from | ESG revi ew.
-10

Added nissing 2119 section to term nol ogy.

Renoved optional HTTP GET at introspection endpoint.
Added t erm nol ogy.

Renaned this "a protocol" instead of "web API".
Moved JWI to nornative reference.

Rewor ded definition of "scope" val ue.

Clarified extensibility of input parameters.

Not ed that discover is out of scope.

Fi xed several typos and inprecise references.

OO0OO0OO0OO0OO0OO0OO0OO

1
o
©

0 Updated JOSE, JW, and QAuth Assertion draft references to fina
RFC nunbers.

-08

0 Added privacy considerations note about extensions.
0 Added acknow edgenents (finally).

- 07

0 Created a separate | ANA registry for introspection responses,
i mporting the values from JW.

- 06

Clarified rel ationship between AS and RS in introduction.
Used updated TLS text inported from Dyn-Reg drafts.
Clarified definition of active state.

Added sone advice on cachi ng responses.

Added security considerations on active state inplenentation
Changed user_id to usernane based on WG f eedback

OO0OO0O0O0OOo
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-05

(0]

o

(0]

0
(0]

o

(0]

(0]

Typo fix.

Updat ed aut hor information

Renoved extraneous "linew ap" note from exanpl es.
04

Renmoved "resource_id" fromrequest.

Added exanpl es.
03

Updated HTML and HTTP references.

Call for registration of parameters in the JW registry.
02

Renmoved SAML pointer.

Clarified what an "active" token could be.

Explicitly declare introspection request as x-wwformurl encoded
format.

Added extended exanpl e.

Made protected resource authentication a MJST.
01

Fi xed casing and consi stent term usage.

I ncor porated working group conments.

Clarified that authorization servers need to be able to understand
the token if they're to introspect it.

Various editorial cleanups.
00

Created initial |IETF drafted based on draft-richer-oauth-

i ntrospection-06 with no normati ve changes.
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