Routi ng Area Working G oup P. Sarkar, Ed.

Internet-Draft I ndi vi dua
I ntended status: |nfornational S. Hegde
Expires: January 9, 2017 C. Bowers

Juni per Networks, Inc.
U. Chunduri, Ed.

Eri csson | nc.

J. Tantsura

I ndi vi dual

B. Decraene

Or ange

H Gedler
Unaffiliated

July 8, 2016

LFA selection for Milti-Homed Prefixes
draft-psarkar-rtgwg-mnulti honed-prefix-Ifa-04

Abst r act

Thi s docunment shares experience gained frominplenmenting algorithns
to determine Loop-Free Alternates for multi-homed prefixes. In
particul ar, this document provides explicit inequalities that can be
used to eval uate neighbors as a potential alternates for nulti-homed
prefixes. It also provides detailed criteria for evaluating
potential alternates for external prefixes advertised by OSPF ASBRs.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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1. Introduction

The use of Loop-Free Alternates (LFA) for IP Fast Reroute is
specified in [RFC5286]. Section 6.1 of [ RFC5286] describes a nethod
to determne loop-free alternates for a nulti-honed prefixes (MiPs).
Thi s docunment describes a procedure using explicit inequalities that
can be used by a conputing router to evaluate a nei ghbor as a
potential alternate for a multi-homed prefix. The results obtained
are equivalent to those obtained using the nethod described in
Section 6.1 of [RFC5286]. However, sone nay find this formrulation
usef ul .

Section 6.3 of [RFC5286] discusses conplications associated with
computing LFAs for nulti-honed prefixes in OSPF. This docunent
provides detailed criteria for evaluating potential alternates for
external prefixes advertised by OSPF ASBRs, as well as explicit

i nequalities.

Thi s docunent also provide clarifications, additional considerations
to [ RFC5286], to address a few coverage and operational observations.
These observations are in the area of handling IS-1S attach (ATT) bit
in Level -1 (L1) area, links provisioned with MAX METRIC for traffic
engi neering (TE) purposes and in the area of Miulti Topology (M) |IGP
depl oynents. Al these are elaborated in detail in Section 3.2 and
Section 5.

1.1. Acronymns

AF - Address Fanily

ATT - |IS1S Attach Bit

ECVP - Equal Cost Multi Path

| GP - Interior Gateway Protoco

IS 1S - Internediate Systemto Internediate System
OSPF - Open Shortest Path First

MHP - Milti-homed Prefix

Mr - Milti Topol ogy

SPF - Shortest Path First PDU
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2. LFA inequalities for MiPs

Thi s docunment proposes the follow ng set of LFA inequalities for

sel ecting the nost appropriate LFAs for nulti-honed prefixes (MiPs).
They can be derived fromthe inequalities in [ RFC5286] conbined with
the observation that D opt(N,P) = Mn (D_opt(N,POi) + cost(PO.i,P))
over all PO

Li nk- Protecti on:
D opt(N, POi)+ cost(POi,P) < Dopt(NS) +
D opt (S, PO best) + cost (PO best, P)

Li nk- Protection + Downstream pat hs-only:
D opt(N, PO.i)+ cost(PO.i,P) < Dopt(S, PO best) + cost (PO best, P)

Node- Pr ot ecti on:
D opt(N, POi)+ cost(POi,P) < Dopt(NE +
D opt (E, PO best) + cost (PO best, P)

Wher e,

S - The conputing router

N - The alternate router being eval uated

E - The primary next-hop on shortest path fromS to
prefix P.

PO i - The specific prefix-originating router being
eval uat ed.

PO _best - The prefix-originating router on the shortest path
fromthe conputing router Sto prefix P.

Cost (X, P) - Cost of reaching the prefix P fromprefix
originating node X

D opt(XY) - Distance on the shortest path fromnode X to node
Y.

Figure 1: LFA inequalities for MHPs
3. LFA selection for the multi-homed prefixes
To conpute a valid LFA for a given nulti-homed prefix P, through an

al ternate neighbor N a conputing router S MJST foll ow one of the
appropriate procedures bel ow
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Li nk- Protecti on :

1. If alternate neighbor Nis also prefix-originator of P
l.a. Select Nas a LFA for prefix P (irrespective of
the nmetric advertised by N for the prefix P)
2. Else, evaluate the link-protecting LFA inequality for P wth
the N as the alternate nei ghbor
2.a. If LFAinequality condition is net,
select N as a LFA for prefix P.
2.b. Else, Nis not a LFA for prefix P

Li nk- Protection + Downstream paths-only :

1. BEvaluate the link-protecting + downstreamonly LFA inequality
for Pwith the N as the alternate nei ghbor
l.a. If LFA inequality condition is net,
select Nas a LFA for prefix P
1.b. Else, Nis not a LFA for prefix P

Node- Pr ot ecti on :

1. If alternate neighbor Nis also prefix-originator of P
l.a. Select Nas a LFA for prefix P (irrespective of
the metric advertised by N for the prefix P)
2. Else, evaluate the apporpriate node-protecting LFA inequality
for Pwith the N as the alternate nei ghbor.
2.a. If LFAinequality condition is net,
select Nas a LFA for prefix P.
2.b. Else, Nis not a LFA for prefix P

Figure 2: Rules for selecting LFA for MHPs

In case an alternate neighbor Nis also one of the prefix-originators
of prefix P, N MAY be selected as a valid LFA for P

However if N is not a prefix-originator of P, the conputing router
SHOULD eval uate one of the corresponding LFA inequalities, as
mentioned in Figure 1, once for each renmpte node that originated the
prefix. In case the inequality is satisfied by the neighbor N router
S MUST choose nei ghbor N, as one of the valid LFAs for the prefix P

When conputing a downstreamonly LFA, in addition to being a prefix-
originator of P, router N MIST also satisfy the downstreamonly LFA
inequality specified in Figure 1.

For nore specific rules please refer to the later sections of this
docunent .
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3.1. Inproved coverage with sinplified approach to MiPs

LFA base specification [ RFC5286] Section 6.1 recomends that a router
conpute the alternate next-hop for an I GP multi-honmed prefix by
considering alternate paths via all routers that have announced t hat
prefix and the sane has been el aborated with appropriate inequalities
in the above section. However, [RFC5286] Section 6.1 also allows for
the router to sinplify the multi-homed prefix cal culation by assum ng
that the MHP is solely attached to the router that was its pre-
failure optinmal point of attachment, at the expense of potentially

| ower coverage. |If an inplenentation chooses to sinplify the nulti-
honed prefix calculation by assunming that the MVHP is solely attached
to the router that was its pre-failure optimal point of attachnent,
the procedure described in this neno can potentially inprove coverage
for equal cost multi path (ECMP) MHPs wi t hout incurring extra
conput ati onal cost.

Whil e the approach as specified in [ RFC5286] Section 6.1 |ast
paragraph, is to sinplify the MHP as solely attached to the router
that was its pre-failure optinmal point of attachment; though it is a
scal abl e approach and sinplifies conputation, [RFC5286] notes this
may result in little | ess coverage.

This meno i nproves the above approach to provide | oop-free
alternatives w thout any additional cost for equal cost nulti path
MHPs as described through the bel ow exanpl e network. The approach
specified here MAY al so be applicable for handling default routes as
expl ained in Section 3. 2.

Ho---- | S|------ | Al----- | B
| +---+ +---+ +---+
I I I
I 5| 5|
I I I
+---+ 5 +---+ 4 +---+ 1 +---+
| Cl---] Ef----- | M--mee-- | F I
+---+ +---+ +---+ +---+
[ 10 5 [
Fomm e eaaan p--------- +

Figure 3: MHP with same ECMP Next - hop

In the above network a prefix p, is advertised fromboth Node E and
Node F. Wth sinplified approach taken as specified in [ RFC5286]
Section 6.1, prefix p will get only Iink protection LFA through the
nei ghbor C while a node protection path is avail able through nei ghbor
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A. In this scenario, E and F both are pre-failure optinal points of
attachnent and share the sane primary next-hop. Hence, an

i npl ement ati on MAY conpare the kind of protection A provides to F
(l'i nk-and-node protection) with the kind of protection C provides to
E (link protection) and inherit the better alternative to prefix p
and here it is A

However, in the bel ow network prefix p has an ECMP t hrough both node
E and node F with cost 20. Though it has 2 pre-failure optinal

poi nts of attachnent, the primary next-hop to each pre-failure
optinmal point of attachnment is different. |In this case, prefix p
shall inherit corresponding LFA to each prinmary next-hop cal cul at ed
for the router advertising the same respectively (node E s and node
F's LFA).

+o- -+ 3 oo+
N R | B |
R R
I I
10 | 1|
I I
oo+ 6 oo+
= R | F
R R
| 10 16 |
S p--------- +

Figure 4. MHP with di fferent ECMP Next - hops

In summary, if there are multiple pre-failure points of attachnent
for a WHP and primary next-hop of a MHP is sane as that of the
primary next-hop of the router that was pre-failure optiml point of
attachnent, an inplenmentati on MAY provide the better protection to
WMHP wi t hout incurring any additional conputation cost.

3.2. |IS 1S ATT Bit considerations

Per [RFC1195] a default route needs to be added in Levell (L1) router
to the closest reachable Level 1/Level 2 (L1/L2) router in the network
advertising ATT (attach) bit inits LSP-0 fragnment. Al L1 routers
in the area would do this during the decision process with the next-
hop of the default route set to the adjacent router through which the
closest L1/L2 router is reachable. The base LFA specification

[ RFC5286] does not specify any procedure for computing LFA for a
default route in IS 1S L1 area. Potentially one MAY consider a
default route is being advertised fromthe border L1/L2 router where
ATT bit is set and can do LFA conputation for the default route.
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But, when nultiple ECWP L1/L2 routers are reachable in an L1 area
correspondi ng best LFAs SHOULD be given for each primary next-hop
associated with default route. Considerations as specified in
Section 3 and Section 3.1 are applicable for default routes, if the
default route is considered as ECMP MHP

4. LFA selection for the nulti-honed external prefixes

Redi stribution of external routes into IGP is required in case of two
different networks getting nerged into one or during protoco

m grations. External routes could be distributed into an | GP donmain
via multiple nodes to avoid a single point of failure.

During LFA cal cul ation, alternate LFA next-hops to reach the best
ASBR coul d be used as LFA for the routes redistributed via that ASBR
When there is no LFA available to the best ASBR, it may be desirable
to consider the other ASBRs (referred to as alternate ASBR hereafter)
redistributing the external routes for LFA selection as defined in

[ RFC5286] and | everage the advantage of having nultiple re-

di stributing nodes in the network.

4.1. 1S1S

LFA evaluation for multi-homed external prefixes in IS 1Sis simlar
to the multi-homed internal prefixes. Inequalities described in sec
2 would al so apply to multi-honed external prefixes as well

4.2. OSPF

Loop free Alternates [RFC 5286] describes nmechanisns to apply
inequalities to find the loop free alternate neighbor. For the

sel ection of alternate ASBR for LFA consideration, additional rules
have to be applied in selecting the alternate ASBR due to the
external route calculation rules inposed by [ RFC 2328].

Thi s docunment al so defines the inequalities defined in RFC [5286]
specifically for the alternate | oop-free ASBR eval uation

4.2.1. Rules to select alternate ASBR
The process to select an alternate ASBR is best expl ai ned using the
rules below. The bel ow process is applied when prinmary ASBR for the

concerned prefix is chosen and there is an alternate ASBR origi nating
same prefix.
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1. If RFC1583Conpatibility is disabled

la. if primary ASBR and alternate ASBR are intra area
non- backbone path go to step 2

1b. If primary ASBR and alternate ASBR belong to
i ntra-area backbone and/or inter-area path go
to step 2.

lc. for other paths, skip the alternate ASBR and
consi der next ASBR

2. If cost type (typel/type2) advertised by alternate
ASBR sane as prinmary
2a. If not same skip alternate ASBR and consi der next ASBR

3. If cost type is typel
3a. If cost is sane, program ECWP
3b. else go to step 5.

4 |If cost type is type 2
4a. If cost is different, skip alternate ASBR and
consi der next ASBR
4b. If type2 cost is sane, conpare type 1 cost.
4c. |If typel cost is also sanme program ECWP
4d. If type 1 cost is different go to step 5.

5. If route type (type 5/type 7)
ba. If route type is same, check route p-bit,
forwardi ng address field for routes fromboth

ASBRs
match. If not skip alternate ASBR and consi der
next ASBR.

5b. If route type is not sane, skip ASBR
and consi der next ASBR

6. Apply inequality on the alternate ASBR
Figure 5. Rules for selecting alternate ASBR i n OSPF
4.2.2. Miltiple ASBRs belonging different area
When "RFC1583conpatibility" is set to disabl ed, OSPF[ RFC2328] defi nes
certain rules of preference to choose the ASBRs. While selecting
alternate ASBR for |oop evaluation for LFA, these rules should be
appl i ed and ensured that the alternate nei ghbor does not |oop the

traffic back.

When there are multiple ASBRs belonging to different area advertising
the sane prefix, pruning rules as defined in RFC 2328 section 16.4.1
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are applied. The alternate ASBRs pruned using above rules are not
consi dered for LFA eval uati on.

4.2.3. Type 1 and Type 2 costs

If there are nultiple ASBRs not pruned via rules defined in 3.2.2,
the cost type advertised by the ASBRs is conpared. ASBRs advertising
Typel costs are preferred and the type2 costs are pruned. I|f two
ASBRs advertise same type2 cost, the alternate ASBRs are consi dered
along with their typel cost for evaluation. |If the two ASBRs with
same type2 as well as typel cost, ECMP FRR is programmed. |If there
are two ASBRs with different type2 cost, the higher cost ASBR is
pruned. The inequalities for evaluating alternate ASBR for type 1
and type 2 costs are same, as the alternate ASBRs with different
type2 costs are pruned and the evaluation is based on equal type 2
cost ASBRS.

4.2.4. RFC1583conpatibility is set to enabled
When RFC1583Conpatibility is set to enabled, nultiple ASBRs bel ongi ng
to different area advertising sane prefix are chosen based on cost
and hence are valid alternate ASBRs for the LFA eval uation

4.2.5. Type 7 routes
Type 5 routes always get preference over Type 7 and the alternate
ASBRs chosen for LFA cal cul ati on should bel ong to sanme type. Anong
Type 7 routes, routes with p-bit and forwardi ng address set have
hi gher preference than routes without these attributes. Alternate
ASBRs sel ected for LFA conparison should have same p-bit and
forwardi ng address attributes.

4.2.6. Inequalities to be applied for alternate ASBR sel ecti on

The alternate ASBRs sel ected usi ng above nechani sm described in
3.2.1, are evaluated for Loop free criteria using below inequalities.

4.2.6.1. Forwarding address set to non zero val ue
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Li nk- Prot ecti on:
F opt(N, PO.i)+ cost(PO.i,P) < Dopt(N S +
F _opt (S, PO _best) + cost (PO best, P)

Li nk- Protection + Downstream pat hs-only:
F opt(N, PO.i)+ cost(POi,P) < F_opt(S, PO best) + cost (PO best, P)

Node- Pr ot ecti on:
F opt(N, PO.i)+ cost(PO.i,P) < Dopt(NE +
F opt (E, PO _best) + cost (PO best, P)

Wher e,

S - The conputing router

N - The alternate router being eval uated

E - The primary next-hop on shortest path fromS to
prefix P.

PO i - The specific prefix-originating router being
eval uat ed.

PO _best - The prefix-originating router on the shortest path
fromthe conputing router Sto prefix P.

cost (X, Y) - External cost for Y as advertised by X

F opt(X,Y) - Distance on the shortest path fromnode X to Forwarding

address specified by ASBR Y.
D opt(XY) - Distance on the shortest path fromnode X to node Y.

Figure 6: LFA inequality definition when forwardi ng address in non-
zero

4.2.6.2. ASBRs advertising typel and type2 cost
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5.

5.

Li nk- Prot ecti on:
D opt(N, PO.i)+ cost(PO.i,P) < Dopt(N S +
D opt (S, PO _best) + cost (PO best, P)

Li nk- Protection + Downstream pat hs-only:
D opt(N, POi)+ cost(POi,P) < Dopt(S, PO best) + cost (PO best, P)

Node- Pr ot ecti on:
D opt(N, PO.i)+ cost(PO.i,P) < Dopt(NE +
D opt (E, PO best) + cost (PO best, P)

Wher e,

S - The conputing router

N - The alternate router being eval uated

E - The primary next-hop on shortest path fromS to
prefix P.

PO i - The specific prefix-originating router being
eval uat ed.

PO _best - The prefix-originating router on the shortest path
fromthe conputing router Sto prefix P.

cost (X, Y) - External cost for Y as advertised by X

D opt(X,Y) - Distance on the shortest path fromnode X to node Y.

Figure 7: LFA inequality definition for typel and type 2 cost
LFA Ext ended Procedures

This section explains the additional considerations in various
aspects as listed below to the base LFA specification [ RFC5286].

1. Links with IGP MAX_METRIC

Section 3.5 and 3.6 of [RFC5286] describes procedures for excluding
nodes and links fromuse in alternate paths based on the naxi mum | ink
metric (as defined in for IS-1S in [RFC5305] or as defined in

[ RFC3137] for OSPF). |If these procedures are strictly followed,
there are situations, as described bel ow, where the only potenti al
alternate avail abl e which satisfies the basic |oop-free condition
will not be considered as alternative.
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4oeet 10 A---+ 10 4---+

| S ]--e--- INL | -----]DL |
-+ -+ -+
I I
10 | 10 |
| MAX MET(N2 to S) |
I I
| +ooot |
R [IN2 [-------- +
-+
10 |
oo+
| D2 |
-+

Figure 8: Link with | GP MAX_METRI C

In the sinple exanple network, all the link costs have a cost of 10
in both directions, except for the link between S and N2. The S-N2
link has a cost of 10 in the direction fromS to N2, and a cost of
MAX_ METRIC in the direction fromN2 to S (Oxffffff /27224 - 1 for IS
IS and Oxffff for OSPF) for a specific end to end Traffic Engineering
(TE) requirement of the operator. At node S, Dl is reachabl e through
N1 with cost 20, and D2 is reachable through N2 with cost 20. Even

t hough nei ghbor N2 satisfies basic |oop-free condition (inequality 1
of [RFC5286]) for D1 this could be excluded as potential alternative
because of the current exclusions as specified in section 3.5 and 3.6
procedure of [RFC5286]. But, as the primary traffic destined to D2
continue to use the link and hence irrespective of the reverse netric
in this case, the sane |ink MAY be used as a potential LFA for D1

Alternatively, reverse netric of the |ink MAY be configured with
MAX_ METRIC-1, so that the link can be used as an alternative while
nmeeting the TE requirenents.

5.2. Milti Topol ogy Considerations

Section 6.2 and 6.3.2 of [RFC5286] state that nulti-topol ogy OSPF and
ISIS are out of scope for that specification. This neno clarifies
and describes the applicability.

In Multi Topology (M) |IGP deploynents, for each MI ID, a separate
shortest path tree (SPT) is built with topol ogy specific adjacencies,
the LFA principles laid out in [RFC5286] are actually applicable for
MI 1S-1S [RFC5120] LFA SPF. The primary difference in this case is,
identifying the eligible-set of neighbors for each LFA conputation
which is done per MI ID. The eligible-set for each MT IDis
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determined by the presence of |GP adjacency from Source to the
nei ghbori ng node on that MI-ID apart fromthe administrative
restrictions and other checks laid out in [RFC5286]. The same is
al so applicable for OSPF [ RFC4915] [MI-COSPF] or different AFs in
mul ti instance OSPFv3 [ RFC5838].

However for MI IS-1S, if a default topology is used with MI-1D O

[ RFC5286] and both | Pv4 [ RFC5305] and | Pv6 routes/AFs [ RFC5308] are
present, then the condition of network congruency is applicable for
LFA conputation as well. Network congruency here refers to, having
sanme address famlies provisioned on all the links and all the nodes
of the network with MI-1D 0. Here with single decision process both
| Pv4 and | Pv6 next-hops are conputed for all the prefixes in the
network and simlarly with one LFA conputation fromall eligible

nei ghbors per [RFC5286], all potential alternatives can be conputed.
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