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Abst r act

A mcro-loop is a packet forwarding |loop that may occur transiently
among two or nore routers in a hop-by-hop packet forwarding paradi gm

In this docunent, we are trying to analyze the inpact of using
different Link State IGP inplenentations in a single network in
regards of microloops. The analysis is focused on the SPF triggers
and SPF del ay al gorithm
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1. Introduction

Link State I GP protocols are based on a topol ogy database on which a
SPF (Shortest Path First) algorithmlike Dijkstra is inplenmented to
find the optiml routing paths.

Specifications like IS-1S ([ RFC1195]) propose sone optim zation of
the route conputation (See Appendix C. 1) but not all the
i mpl ementations are followi ng those not nmandatory optim zati ons.

W will call SPF trigger, the events that would lead to a new SPF
comput ati on based on the topol ogy.

Link State I GP protocols, |ike OSPF ([ RFC2328]) and IS IS

([ RFC1195]), are using plenty of tinmers to control the router
behavior in case of churn : SPF delay, PRC delay, LSP generation
del ay, LSP flooding delay, LSP retransnission interva

Sone of those timers are standardi zed in protocol specification, sone
are not especially the SPF conputation related tiners.
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For non standardi zed tiners, inplenentations are free to inplenment it
in any way. For sone standardized tinmer, we can also see that rather
than using static configurable values for such tinmer ,

i npl ementations may offer dynamically adjusted tinmers to help
controlling the churn

W will call SPF delay, the delay timer that exists in nost
i mpl ement ati ons that makes codes to wait before running SPF
computation after a SPF trigger is received

A mcro-loop is a packet forwarding |loop that may occur transiently
anong two or nore routers in a hop-by-hop packet forwarding paradi gm
We can observe that these micro-loops are forned when two routers do
not update their Forwarding Information Base (FIB) for a certain
prefix at the same time. The mcro-loop phenonenon is described in
[I-D.ietf-rtgwg-mnicrol oop-anal ysis].

Rout ers have nore and nore powerful control pl ane and dat apl ane t hat
reduce the Control plane to Forwarding plane overhead during the
convergence process. Even if FIB update is still reasonably the

hi ghest contributor in the convergence tine for |large network, its
duration is reducing nore and nore and nay becone conparable to
protocol tinmers. This is particular true in snmall and nedi um

net wor ks.

In multi vendor networks, using different inplenentations of a |link
state protocol may favor micro-loops creation during convergence timne
due to deprecancies of tiners. Service Providers are already aware
to use simlar timers for all the network as best practice, but
sonetines it is not possible due to limtation of inplenentations.

This docunment will present why it sounds inportant for service
provi der to have consistent inplenentations of Link State protocols
across vendors. W are particularly analyzing the inpact of using
different Link State IGP inplenentations in a single network in
regards of microloops. The analysis is focused on the SPF triggers
and SPF delay algorithmin a first step

This docunment is only stating the problem and defining sone work
itens but its not intented to provide a solution

Pr obl em st at enent
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In the figure above, A uses primarily the AClink to reach C. Wen
the AClink fails, | GP convergence occurs. |f A converges before B
Awll forward traffic to C through B, but as B as not converged yet,
Bwll loop back traffic to A, leading to a m crol oop

The mcro-loop appears due to the asynchronous convergence of nodes
in a network when a event occurs.

Mul tiple factors (and conbination of these factors) nay increase the
probability for a micro-loop to appear

0 delay of failure notification : the nore B is advised of the
failure later than A, the nore a micro-loop may appear

0 SPF delay : nost of the inplenentations supports a delay for the
SPF conputation to try to catch as nany events as possible. If A
uses a SPF delay tinmer of x nsec and B uses a SPF delay tinmer of y
nmsec and x <y, B would start converging after Aleading to a
potential nicrol oop

0 SPF conputation tinme : nostly a matter of CPU power and
optimzations like incremental SPF. |If A computes SPF faster than
B, there is a chance for a mcroloop to appear. CPUs are today
faster enough to consider SPF conputation tinme as negligeable
(order of nsec in a |arge network).

0o RIB and FIB prefix insertion speed or ordering : highly
i mpl ement ati on dependant .

This docunment will focus on anal ysis SPF del ay (and associ ated
triggers).

3. SPF trigger strategies
Dependi ng of the change advertised in LSP/LSA, the topol ogy may be
affected or not. An inplenentation can decide to not run SPF (and

only run IP reachability) if the advertised change is not affecting
t opol ogy.
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Different strategies exists to trigger SPF

1. A ways run full SPF whatever the change to process.

2. Run only Full SPF when required : e.g. if alink fails, a loca
node will run an SPF for its local LSP update. |If the LSP from
t he nei ghbor (describing the sanme failure) is received after SPF
has started, the |local node can decide that a new full SPF is not
required as the topol ogy has not change.

3. |If topology does not change, only reconpute reachability.

As pointed in Section 1, SPF optimization are not nandatory in
specifications, leading to nultiple strategies to be inpl enmented.

4. SPF del ay strategies

I mpl enentations of link state routing protocols use different
strategies to delay SPF

1. Two steps.
2. Exponential backoff.
4.1. Two step SPF del ay
The SPF delay is managed by four paraneters
0 Rapid delay : anmount of tinme to wait before running SPF.

0 Rapid runs : amount of consecutive SPF runs that can run using
rapid delay. When anount is exceeded router noves to slow del ay.

0o Slow delay : anpbunt of tinme to wait before running SPF.

o V&t tine : amount of time to wait without events before going
back to rapid del ay.

Exanpl e : Rapid delay = 50nsec, Rapid runs = 3, Slow delay = 1sec,
Wit time = 2sec
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4.2. Exponential backoff
The al gorithm has two node : fast nbde and backoff node. |n backoff
nmode, the SPF delay is increasing exponentially at each run. The SPF
del ay i s nanaged by four paraneters

o First delay : amount of time to wait before running SPF. This
delay is used on when SPF is in fast node.

0 Increnmental delay : anount of time to wait before running SPF.
This delay is used on when SPF is in backoff nbde and increnents
exponentially at each SPF run

o Maxi num del ay : maxi num anount of tine to wait before running SPF.

o V&It tine : amount of time to wait without events before going
back to fast node

50msec, Increnental delay = 50nsec, Maxi num

Exanpl e : First del ay
i 2sec

delay = 1sec, Wit tine
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5. MXxing strategies

Figure 2

In the diagram above, we consider a flow of packet fromS to D. W
consider that S is using optimized SPF triggering (Full SPF is
triggered only when necessary), and two steps SPF del ay

(rapi d=150ns, rapi d-runs=3, slow=1s). As inplenentation of Sis
optimzed, Partial Reachability Conputation (PRC) is available. W
consider the same tiners as SPF for delaying PRC. W consider that E
is using a SPF trigger strategy that always conpute Full SPF and
exponential backoff strategy for SPF delay (start=150ns, inc=150ns,
max=18s)

We al so consider the foll owi ng sequence of events (note : the

timescal e does not intend to represent a real router tinescale where
jitters are introduced to all timers)
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In the figure above,

managenent ,

March 2015
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we can see that due to deprecancies in SPF

after nultiple events (different types of event), SPF

del ays are conpletely m saligned between nodes |eading to | ong
m crol oop creation

The sane issue can al so appear with only single type of events as
di spl ayed bel ow :
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6. Proposed work itens

In order to enhance the current LinkState | GP behavior, authors would
encour age wor ki ng on standardi zati on of sone behavi ors.

Aut hors are proposing the followi ng work itens :
0 Standardi ze SPF trigger strategy.

0 Standardi ze conputation tinmer scope : single tiner for al
conput ation operations, separated tinmers ...

o Standardi ze "slowdown" tinmer algorithmincluding its association
to a particular timer : authors of this document does not presune
that the sane algorithmnust be used for all tiners

Usi ng the sane event sequence as in figure 2, we may expect fewer
and/ or shorter mcrol oops using standardi zed i npl enent ati ons.

S tinescal e E timescal e Event tinescal e

| |

[ [ | <- tO Event

| Schedul e PRC (150nms) | Schedul e PRC (150ns) |
I I I
I I I
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Figure 5

As di spl ayed above, there could be sone other paraneters like router
comput ation power, flooding tiners that may al so influence
mcroloops. 1In the figure 5 we consider Eto be a bit slower than
S, leading to microloop creation. Despite of this, we expect that by
aligning inplenentations at | east on SPF trigger and SPF del ay,
service provider may reduce nunber or duration of nicroloops.
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