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Abst ract

Thi s docunent describes the key chain YANG data nodel. A key chain
is alist of elements each containing a key, send lifetine, accept
lifetime, and algorithm By properly overlapping the send and accept
lifetimes of multiple key chain el enents, keys and al gorithns nmay be
gracefully updated. By representing themin a YANG data nodel, key
distribution can be automated. Key chains are comonly used for
routing protocol authentication and other applications. |n sone
applications, the protocols do not use the key chain el enent key
directly, but rather a key derivation function is used to derive a
short-lived key fromthe key chain el enent key.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 17, 2016.

Li ndem et al. Expires April 17, 2016 [ Page 1]



Internet-Draft YANG Key Chai n Cct ober 20

Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
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carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunment describes the key chain YANG data nodel. A key chain
is alist of elements each containing a key, send lifetine, accept
lifetime, and algorithm By properly overlapping the send and acce
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lifetimes of multiple key chain el enents, keys and al gorithns nay be

gracefully updated. By representing themin a YANG data nodel, key
di stribution can be automated. Key chains are comonly used for
routing protocol authentication and other applications. 1In sone
applications, the protocols do not use the key chain el enent key
directly, but rather a key derivation function is used to derive a
short-lived key fromthe key chain el enent key.
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1.1. Requirenents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC KEYWORDS] .

2. Pr obl em St at enent

Thi s docunment describes a YANG [ YANG data nodel for key chains. Key
chai ns have been inpl enented and depl oyed by a | arge percentage of
net wor k equi prent vendors. Providing a standard YANG nodel will
facilitate automated key distribution and non-disruptive key
rollover. This will aid in tightening the security of the core
routing infrastructure as recomended in [| AB- REPORT] .

A key chain is a list containing one or nore el enents containing a
Key I D, key, send/accept lifetines, and the associ ated authentication
or encryption algorithm A key chain can be used by any service or
application requiring authentication or encryption. |n essence, the
key-chain is a reusable key policy that can be referenced where ever
it is required. The key-chain construct has been inplemented by nost
net wor ki ng vendors and depl oyed i n many networks.

A conceptual representation of a crypto key table is described in

[ CRYPTO KEYTABLE]. The crypto key table al so includes keys as wel

as their corresponding lifetinmes and algorithms. Additionally, the
key tabl e includes key selection criteria and envisions a depl oynent
nodel where the details of the applications or services requiring

aut hentication or encryption perneate into the key database. The
YANG key-chain nodel described herein doesn’t include key selection
criteria or support this deploynment nodel. At the sane tine, it does
not preclude it. The draft [ YANG CRYPTO KEYTABLE] descri bes
augnmentations to the key chain YANG nodel in support of key sel ection
criteria.

2.1. Gaceful Key Rollover using Key Chains

Key chains may be used to gracefully update the key and/or al gorithm
used by an application for authentication or encryption. This MAY be
acconpl i shed by accepting all the keys that have a valid accept
lifetinme and sending the key with the nost recent send lifetine. One
scenario for facilitating key rollover is to:

1. Distribute a key chain with a new key to all the routers or other
networ k devices in the domain of that key chain. The new key’'s
accept lifetinme should be such that it is accepted during the key
roll over period. The send lifetine should be a tinme in the
future when it can be assured that all the routers in the domain
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3.

of that key are upgraded. This will have no inmediate inpact on
the keys used for transm ssion

2. Assure that all the network devices have been updated with the
updat ed key chain and that their systemtinmes are roughly
synchroni zed. The systemtinmes of devices within an
adm ni strative domain are commonly synchroni zed (e.g., using
Network Tinme Protocol (NTP) [NTP-PROTQ ). This also may be
aut omat ed.

3. Wen the send lifetine of the new key becones valid, the network
devices within the domain of key chain will start sending the new
key.

4. At some point in the future, a new key chain with the old key
renoved may be distributed to the network devices within the
domai n of the key chain. However, this may be deferred until the
next key rollover. |If this is done, the key chain will always
i nclude two keys; either the current and future key (during key
roll overs) or the current and previous keys (between key
roll overs).

Desi gn of the Key Chai n Model

The ietf-keychain nodule contains a list of one or nore keys indexed
by a Key ID. For sone applications (e.g., OSPFv3 [ OSPFV3-AUTH ), the
Key-1d is used to identify the key chain entry to be used. In
addition to the Key-1D, each key chain entry includes a key-string
and a cryptographic algorithm Optionally, the key chain entries

i nclude send/accept lifetimes. |f the send/accept lifetine is
unspecified, the key is always considered valid.

Note that asynmmetric keys, i.e., a different key val ue used for
transm ssi on versus acceptance, nay be supported with nultiple key
chain el enents where the accept-lifetine or send-lifetine is not
valid (e.g., has an end-tinme equal to the start-tine).

Due to the differences in key chain inplenmentations across various

vendors, sone of the data elenents are optional. Additionally, the
key-chain is nmade a grouping so that an inplenentation could support
scopi ng other than at the global level. Finally, the crypto-

al gorithmtypes grouping is provided for reuse when configuring
| egacy authentication and encryption not using key-chains.

A key-chain is identified by a unique nane within the scope of the
networ k device. The "key-chain-ref" typedef SHOULD be used by other
YANG nodul es when they need to reference a configured key-chain.
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3.1. Key Chain Operational State

The key chain operational state is maintained in the key-chain
entries along with the configuration state. The key string itself is
omtted fromthe operational state to mininmize visibility sinmlar to
what was done with keys in SNMP MBs. This is an area for further

di scussion. Additionally, the operational state includes an

i ndi cation of whether or not a key chain entry is valid for sending
or accept ance.

3.2. Key Chain Mdel Features

Features are used to handl e differences between vendor

i mpl ement ati ons. For exanple, not all vendors support configuration
an acceptance tol erance or configuration of key strings in
hexadecimal. They are al so used to support of security requirenents
(e.g., TCP-AO Algorithms [ TCP-AOC ALGORI THVS]) not i npl enented by
vendors or only a single vendor.

3.3. Key Chain Mdel Tree

+--rw key-chai ns
+--rw key-chain-list* [nane]
| +--rw nane string
+--ro nane-state? string
+--rw accept-tol erance {accept-tol erance}?
| +--rw duration? ui nt 32
+--ro accept-tol erance-state
| +--ro duration? ui nt 32
+--rw key-chai n-entry* [key-id]
+--rw key-id ui nt 64
+--ro key-id-state? ui nt 64
+--rw key-string
| +--rw (key-string-style)?
| +--: (keystring)
| | +--rw keystring? string
[ +--: (hexadeci mal ) {hex-key-string}?
| +--rw hexadeci mal -string? yang: hex-string
+-rwlifetine
| +-rw (lifetine)?
| +--:(send-and-accept-lifetine)
| | +--rw send-accept-lifetine
| | +--rw (lifetime)?
I I +--: (al ways)
| | | +--rw al ways? enpty
[ [ +--:(start-end-tine)
| | +--rw start-date-tine?
| | yang: dat e-and-ti ne
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+--rw (end-tinme)?
+--:(infinite)

| +--rw no-end-tine? enpty
+--:(duration)
| +--rw duration? ui nt 32

+--:(end-date-tine)
+--rw end-date-tinme?
yang: dat e-and-ti ne
+--: (i ndependent - send- accept-1lifetine)
{i ndependent - send-accept-lifetine}?
+--rw send-lifetine
+-rw (lifetime)?
+--: (al ways)
| +--rw al ways? enpty
+--:(start-end-tine)
+--rw start-date-time?
yang: dat e-and-ti ne
+--rw (end-tinme)?

I
I
I
I
I
I
I
| +-:(infinite)
I
I
I
I
I
I

| +--rw no-end-tine? enpty
+--:(duration)
| +--rw duration? ui nt 32

+--:(end-date-tine)
+--rw end-date-tinme?
yang: dat e-and-ti ne
+--rw accept-lifetinme
+-rw (lifetinme)?
+--: (al ways)
| +--rw al ways? enpty
+--:(start-end-tine)
+--rw start-date-time?
yang: dat e-and-ti ne
+-rw (end-tine)?
+-:(infinite)

| +--rw no-end-tine? enpty
+--:(duration)
| +--rw duration? ui nt 32

I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
| +--:(end-date-tine)

| +--rw end-date-tine?

[ yang: dat e-and-ti ne

+--ro lifetime-state

+--ro send-lifetine

| +--ro (lifetine)?

| +--: (al ways)

| | +--ro always? enpty

[ +--:(start-end-tine)

| +--ro start-date-tine? yang: dat e-and-ti ne
| +--ro (end-tine)?
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+--10 accept
| +--ro (I

|-

+- -
+- -

+--ro send-valid?

YANG Key Chai n

+--:(infinite)
| +--ro no-end-tine? enpty
+--:(duration)
| +--ro duration?
+--:(end-date-tine)

+--ro end-date-tinme?
yang: dat e-and-ti ne

bool ean

ui nt 32

-lifetinme
fetime)?

+--: (al ways)

ro al ways? enpty

+--:(start-end-tine)

ro start-date-time?
ro (end-time)?
+-:(infinite)
| +--ro no-end-tine? enpty
+--:(duration)
| +--ro duration?
+--:(end-date-tine)
+--ro end-date-tine?
yang: dat e-and-ti ne

yang: dat e-and-ti ne

ui nt 32

Cct ober 2015

+--ro accept-valid?

+--ro crypto-algorithmstate
+--ro (algorithm?

| +--ro hmac-shal-12?

+- -1 (nd5)

Li ndem et al

Expires April 17, 2016

enpty

+--:(aes-cmac-prf-128) {aes-cnmac-prf-128}?
| +--ro aes-cnmc-prf-128?

enpty

+--rw crypto-al gorithm

| +--rw (algorithm?

| +--: (hmac-sha-1-12) {crypto-hmac-sha-1-12}?
| | +--rw hmac-shal-12? enpty

[ +--:(aes-cnmac-prf-128) {aes-cnmac-prf-128}?
| | +--rw aes-cnac-prf-128? enpty

I +- -1 (nd5)

| |  +--rw md5? enpty

| +--:(sha-1)

| | +--rw sha-1? enpty

[ +--: (hmac-sha-1)

| | +--rw hnmac-sha-1? enpty

| +--: (hmac- sha- 256)

| | +--rw hnmac-sha-256? enpty

| +--: (hmac- sha- 384)

| | +--rw hmac-sha- 3847 enpty

[ +--: (hmac-sha-512)

| +--rw hnmac-sha-512? enpty

+--: (hmac-sha-1-12) {crypto-hmac-sha-1-12}?

[ Page 7]
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| | +--ro md5? enpty
| +--:(sha-1)

| | +--ro sha-1? enpty
[ +--: (hmac-sha-1)

| | +--ro hnmac-sha-1? enpty
| +--: (hmac- sha- 256)

| | +--ro hmac-sha-256? enpty
| +--: (hmac- sha- 384)

| | +--ro hmac-sha- 3847 enpty
[ +--: (hmac-sha-512)

| +--ro hmac-sha-512? enpty

+--rw aes-key-w ap {aes-key-w ap}?

| +--rw enabl e? bool ean

+--ro aes-key-w ap-state {aes-key-wap}?
+--ro enabl e? bool ean

4. Key Chain YANG Mdel

<CCDE BEG NS> file "ietf-key-chai n@015-10-15. yang"
nmodul e i etf-key-chain {
nanespace "urn:ietf:parans: xm :ns:yang:ietf-key-chain";
/'l replace with I ANA nanespace when assi gned
prefix "key-chain";

i mport ietf-yang-types {
prefix "yang";

}

organi zati on

"I ETF RTG (Routing) Wrking G oup";
cont act

"Acee Lindem - acee@i sco.coni;

description
"Thi s YANG nodul e defines the generic configuration
data for key-chain. It is intended that the nodul e
will be extended by vendors to define vendor-specific
key-chain configuration paraneters

Copyright (c) 2015 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary fornms, with or

wi t hout nodification, is pernmtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).
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This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

revision 2015-10-15 {
description
"Updat ed version, organization, and copyright.
Added aes-cmac-prf-128 and aes-key-wap features.";
ref erence
"RFC XXXX: A YANG Dat a Model for key-chain";
}
revision 2015-06-29 {
description
"Updat ed version. Added Operation State follow ng
dr aft - openconfi g- net nod- opst at e- 00. ";
ref erence
"RFC XXXX: A YANG Dat a Model for key-chain";
}
revision 2015-02-24 {
description
“Initial revision.";
ref erence
"RFC XXXX: A YANG Dat a Model for key-chain";

}

typedef key-chain-ref {

type leafref {

pat h "/ key-chai n: key- chai ns/ key- chai n: key-chain-1ist/"
+ "key-chai n: name";

}

description
"This type is used by data nodels that need to reference
configured key-chains.";

}

/* feature list */
feature hex-key-string {
description
"Support hexadeci mal key string."

feature accept-tol erance {
description
"To specify the tolerance or acceptance limt.";
}

feature i ndependent-send-accept-lifetinme {
description
"Support for independent send and accept key lifetines.";
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}

feature crypto-hmac-sha-1-12 {
description
"Support for TCP HVAC-SHA-1 12 byte di gest hack.";
}

feature aes-cmac-prf-128 {
description
"Support for AES Ci pher based Message Authentication Code
Pseudo Random Function.";

}

feature aes-key-wap {
description
"Support for Advanced Encryption Standard (AES) Key Wap.";
}

[ * groupings */
grouping lifetime {
description
"Key lifetinme specification.”;
choice lifetinme {
default al ways;
description
"Options for specifying key accept or send lifetinmes";
case al ways {
| eaf al ways {
type enpty;
description
"Indicates key lifetime is always valid.";
}
}

case start-end-tine {
| eaf start-date-tinme {
type yang: date-and-ti ne;
description "Start tinme.";

choi ce end-tine {
default infinite;
description
"End-time setting.";
case infinite {
| eaf no-end-tinme {
type enpty;
description
"Indicates key lifetinme end-tine in infinite.";

}
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}

case duration {
| eaf duration {
type uint32 {
range "1..2147483646";
}
uni ts seconds;
description "Key lifetime duration, in seconds";

}

case end-date-tinme {
| eaf end-date-time {
type yang: dat e-and-ti ne;
description "End tine.";

groupi ng crypto-algorithmtypes {
description "Cryptographic algorithmtypes."
choi ce al gorithm{
description
"Options for cryptographic algorithm specification.";
case hmac-sha-1-12 {
i f-feature crypto-hmac-sha-1-12;
| eaf hrmac-shal-12 {
type enpty;
description "The HVAC- SHA1l-12 al gorithm";
}
}
case aes-cnmac-prf-128 {
i f-feature aes-cnac-prf-128;
| eaf aes-cnmac-prf-128 {
type enpty;
description "The AES- CMAC- PRF-128 algorithm- required
by RFC 5926 for TCP- AO key derivation

functions.";
}
}
case md5 {
| eaf md5 {
type enpty;
description "The MD5 al gorithm™";
}
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case sha-1 {
| eaf sha-1 {
type enpty;
description "The SHA-1 algorithm™";
}
}
case hmac-sha-1 {
| eaf hmac-sha-1 {
type enpty;
description "HVAC SHA-1 aut hentication algorithm?";
}
}
case hmac-sha-256 {
| eaf hmac-sha- 256 {
type enpty;
description "HVAC SHA-256 aut hentication algorithm?™;
}
}
case hmac-sha-384 {
| eaf hmac-sha-384 {
type enpty;
description "HVAC SHA- 384 aut hentication algorithm?";
}
}
case hmac-sha-512 {
| eaf hmac-sha-512 {

type enpty;
description "HVAC SHA-512 aut hentication algorithm?™;

groupi ng key-chain {
description
"key-chain specification grouping.";
| eaf nane {
type string;
description "Name of the key-chain."

}

| eaf nane-state {
type string;
config fal se
description "Configured name of the key-chain.”

}

cont ai ner accept-tol erance {
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i f-feature accept-tol erance;
description

"Tol erance for key lifetime acceptance (seconds).”
| eaf duration {

type uint32;

units seconds;

default "0";

description

"Tol erance range, in seconds.”

}

}

cont ai ner accept-tol erance-state {
config fal se
description
"Configured tol erance for key lifetinme
acceptance (seconds).";
| eaf duration {
type uint32;
description
"Configured tol erance range, in seconds.”
}

}

list key-chain-entry {
key "key-id";
description "One key.";
| eaf key-id {
type uint 64;
description "Key ID.";

| eaf key-id-state {
type uint 64;
config fal se
description "Configured Key ID.";
}
cont ai ner key-string {
description "The key string.";
choi ce key-string-style {
description
"Key string styles";
case keystring {
| eaf keystring {
type string;
description "Key string in ASCIl format."

}

case hexadeci mal {
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i f-feature hex-key-string;
| eaf hexadeci mal -string {
type yang: hex-string;
description
"Key in hexadecimal string format.";

}
}
}
}
container lifetime {
description "Specify a key's lifetine.";
choice lifetinme {
description
"Options for specification of send and accept
lifetimes.";
case send-and-accept-lifetine {
description
"Send and accept key have the sanme lifetine.";
cont ai ner send-accept-lifetinme {
uses lifetine;
description
"Single lifetine specification for both send and
accept lifetinmes.";

}
}

case i ndependent -send-accept-lifetine {
i f-feature independent-send-accept-lifetine;
description
"I ndependent send and accept key lifetines.";
contai ner send-lifetinme {
uses lifetine;
description
"Separate lifetime specification for send
lifetine.";
}
cont ai ner accept-lifetime {
uses lifetine;
description
"Separate lifetinme specification for accept
lifetine.";
}
}
}
}

container lifetinme-state {
config fal se
description "Configured key's lifetine.";
contai ner send-lifetinme {
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uses lifetine;
description
"Configured send-lifetime.";

| eaf send-valid {
type bool ean;
description
"Status of send-lifetine.";
}

contai ner accept-lifetime {
uses lifetine;
description
"Configured accept-lifetine.";
}

| eaf accept-valid {
type bool ean;
description
"Status of accept-lifetine.";
}

}

contai ner crypto-al gorithm/{
uses crypto-al gorithmtypes
description "Cryptographic algorithmassociated with key.";
}
contai ner crypto-algorithmstate {
config fal se
uses crypto-al gorithmtypes
description "Configured cryptographic algorithm?";
}
}
}

cont ai ner key-chains {
list key-chain-list {
key "nane";
description
"Li st of key-chains.";
uses key-chai n;
}
cont ai ner aes-key-wap {
i f-feature aes-key-w ap;
| eaf enable {
type bool ean;
default false
description
"Enabl e AES Key Wap encryption."”;
}

description
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"AES Key Wap password encryption.";
}

cont ai ner aes-key-w ap-state {
i f-feature aes-key-w ap;
config fal se;
| eaf enable {
type bool ean;
description "AES Key Wap state."”;

}
description "Status of AES Key Wap.";

}

description "Al configured key-chains for the device.";

}
}
<CODE ENDS>

5. Relationship to other Wrk
6. Security Considerations

Thi s docunment enables the automated distribution of industry standard
key chains using the NETCONF [ NETCONF] protocol. As such, the
security considerations for the NETCONF protocol are applicable.

G ven that the key chains thensel ves are sensitive data, it is
RECOMVENDED t hat t he NETCONF communi cati on channel be encrypted. One
way to do acconplish this would be to invoke and run NETCONF over SSH
as described in [ NETCONF- SSH) .

When configured, the key-strings can be encrypted using the AES Key
Wap al gorithm [ AES- KEY-WRAP] . The AES key-encryption key (KEK) is
not included in the YANG nodel and rmust be set or derived i ndependent
of key-chain configuration.
The key strings are not included in the operational state. This is a
practice carried over from SNMP M B nodules and is an area for
further discussion.
7. | ANA Consi derations

This docunent registers a URl in the |ETF XM. registry
[ XML- REG STRY]. Following the format in RFC 3688, the follow ng
registration is requested to be made:

URI: urn:ietf:parans: xm :ns:yang:ietf-key-chain

Regi strant Contact: The | ESG

XML: N A the requested URI is an XM. nanespace.
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Thi s docunent registers a YANG nodul e in the YANG Modul e Nanes
registry [ YANG .

nane: ietf-acl nanespace: urn:ietf:parans:xm:ns:yang:ietf-key-
chain prefix: ietf-key-chain reference: RFC XXXX
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