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1. Introduction

Thi s docunment introduces a YANG [ RFC6020] data nodel for Virtua
Rout er Redundancy Protocol (VRRP) [ RFC3768][ RFC5798]. VRRP provides
hi gher resiliency by specifying an election protocol that dynamically
assigns responsibility for a virtual router to one of the VRRP
routers on a LAN.

Thi s YANG nodel supports both version 2 and version 3 of VRRP. VRRP
version 2 defined in [ RFC3768] supports |IPv4. VRRP version 3 defined
in [ RFC5798] supports both | Pv4 and | Pv6.

1.1. Term nol ogy
The keywords "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14, [RFC2119].

The following ternms are defined in [ RFC6020] and are not redefined
her e:

o augment
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o0 data nodel
o data node
2. VRRP YANG npdel overview

Thi s docunment defines the YANG nodule "ietf-vrrp", which has the
foll owi ng structure:

nmodul e: ietf-vrrp
augrment /if:interfaces/if:interfacel/ip:ipvd:
+--rw vrrp
+--rw vrrp-instance* [vrid]

+--rwvrid ui nt 8
+--rw versi on? enuner ati on
+--rw | og- st at e- change? bool ean

+--rw preenpt!
| +--rw hold-tine? ui nt 16

+--rw priority? ui nt8
+--rw accept - node? bool ean
+--rw (advertise-interval -choice)?

|  +--:(v2)

| | +--rw advertise-interval-sec? uint8
|  +--:(v3)

| +--rw advertise-interval -centi-sec? uint16
+--rw track
| +--rwinterfaces
| | +--rwinterface* [interface]
| +-rwinterface if:interface-ref
| ] +--rw priority-decrenment? uint8
| +--rw networks
| +--rw networ k* [ networKk]
| +--rw network inet:ipvéd-prefix
[ +--rw priority-decrenent? uint8
+--rw virtual -i pv4- addr esses
+--rw virtual -i pv4-address* [ipv4-address]
+--rw i pv4- address i net:ipv4-address
augrment /if:interfaces/if:interface/ip:ipv6:
+--rw vrrp
+--rw vrrp-instance* [vrid]
+--rwvrid uint8
+--rw version? enuneration
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+--rw | og- st at e- change?

+--rw preenpt!

| +--rw hold-tinme? uint16
+--rwopriority?

+--rw accept - node?

+--rw advertise-interval -centi-sec?
+--rw track

| +--rwinterfaces

| | +--rwinterface* [interface]
| +--rwinterface

| +--rw priority-decrenent?
| +--rw networks

| +--rw networ k* [ networKk]

| +--rw network

| +--rw priority-decrenent?
+--rw virtual -i pv6- addr esses

draft-1liu-rtgwg-yang-vrrp-04.txt April 2016

bool ean

ui nt 8
bool ean
ui nt 16

if:interface-ref
ui nt8

inet:ipv6-prefix
ui nt8

+--rw virtual -i pv6- address* [ipv6-address]
+--rw i pv6- addr ess i net:ipv6-address

+--ro vrid

+--ro version?

+--ro | og-state-change?

+--ro preenpt!

| +--ro hold-tinme? uint16

+--ro priority?

+--ro accept - node?

+--ro (advertise-interval -choice)?
|  +--:(v2)

| | +--ro advertise-interval-sec?
|  +--:(v3)

augnment /if:interfaces-state/if:interfacel/ip:ipvé:
+--ro vrrp
+--ro0 vrrp-instance* [vrid]

ui nt 8
enuner ati on
bool ean

ui nt 8
bool ean

ui nt8

| +--ro advertise-interval -centi-sec? uint16

+--ro track

| +--ro interfaces

| | +--rointerface* [interface]
| +--ro interface

| +--ro priority-decrenent?
| +--ro networks

[ +--ro network* [ networKk]

| +--ro network
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[ +--ro priority-decrenent?
+--ro virtual -i pv4- addr esses
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t xt April 2016

ui nt8

| +--ro virtual-ipv4-address* [ipv4-address]
[ +--ro ipv4-address i net:i pv4-address

+--ro state?

+--1r0 i s-owner?

+--ro | ast-adv-source?

+--ro up-time?

+--ro master-down-interval ?

+--ro skewtine?

+--ro | ast-event?

+--ro new naster-reason?

+--ro statistics
+--ro discontinuity-tine?
+--r0 master-transitions?
+--ro advertisenent-recv?
+--ro advertisenent-sent?
+--ro interval -errors?

{validate-interval -errors}?

+--ro priority-zero-pkts-rcvd?
+--ro priority-zero-pkts-sent?
+--ro invalid-type-pkts-rcvd?
+--ro address-list-errors?

{val i dat e-address-list-errors}?

+--ro packet-length-errors?

+--ro vrid

+--ro version?

+--ro | og-state-change?

+--ro preenpt!

| +--ro hold-time? uint16

+--ro priority?

+--ro accept - node?

+--ro advertise-interval-centi-sec?
+--ro track

| +--ro interfaces

| | +--ro interface* [interface]
| +--ro interface

| +--ro priority-decrenent?
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i dentityref

bool ean

i net:ip-address

yang: dat e-and-ti ne

ui nt 32

ui nt 32

string

new mast er - r eason-type

yang: dat e-and-ti ne
yang: count er 32
yang: count er 64
yang: count er 64
yang: count er 64

yang: count er 64
yang: count er 64
yang: count er 64
yang: count er 64

yang: count er 64

augrment /if:interfaces-state/if:interface/ip:ipve6:
+--ro vrrp
+--ro vrrp-instance* [vrid]

ui nt8
enuner ati on
bool ean

ui nt 8
bool ean
ui nt 16

if:interface-ref
ui nt8
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| +--ro networks

| +--ro network* [networKk]

| +--ro network inet:ipv6-prefix
[ +--ro priority-decrenent? uint8

+--ro virtual -i pv6- addr esses

| +--ro virtual-ipv6-address* [ipv6-address]

| +--ro ipv6-address i net:ipv6-address
+--ro state? i dentityref
+--ro0 i s-owner? bool ean
+--ro | ast-adv-source? i net:ip-address
+--ro0 up-tinme? yang: dat e-and-ti ne
+--ro naster-down-interval ? ui nt 32
+--ro skewtinme? ui nt 32
+--ro | ast-event? string
+--r0 new nast er-reason? new mast er - r eason-t ype
+--ro statistics
+--ro discontinuity-tine? yang: dat e-and-ti ne
+--ro nmaster-transitions? yang: count er 32
+--ro advertisenment-recv? yang: count er 64
+--ro advertisenent-sent? yang: count er 64
+--ro interval -errors? yang: count er 64

{validate-interval -errors}?
+--ro priority-zero-pkts-rcvd? yang: count er 64
+--ro priority-zero-pkts-sent? yang: counter 64

+--ro invalid-type-pkts-rcvd? yang: count er 64

+--ro address-list-errors? yang: count er 64
{val i dat e- address-list-errors}?

+--ro packet-length-errors? yang: count er 64

augrment /if:interfaces-state:
+--ro vrrp-gl oba

+--ro virtual -routers? ui nt 32
+--ro interfaces? ui nt 32
+--ro checksumerrors? yang: count er 64
+--ro version-errors? yang: count er 64
+--ro vrid-errors? yang: count er 64
+--ro ip-ttl-errors? yang: count er 64

+--ro global -statistics-discontinuity-tine? yang: dat e- and-
tinme
notifications:
+---n vrrp-new nmaster-event
| +--ro nmaster-ipaddr? i net:ipv4-address
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| +--ro new master-reason? new naster-reason-type
+---n vrrp-protocol -error-event

| +--ro protocol-error-reason? enumner ati on

+---n vrrp-virtual -router-error-event

+--ro interface? if:interface-ref
+--ro ip-version? enuneration
+--r0 vrid-v4? | eaf r ef

+--r0 vrid-v6? | eaf r ef

+--ro virtual -router-error-reason? enuner ati on
3. VRRP YANG nodul e

<CCDE BEG NS> file "ietf-vrrp@O015-09-28. yang"
modul e ietf-vrrp {
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-vrrp”
/'l replace with | ANA nanespace when assi gned
prefix vrrp

inmport ietf-inet-types {
prefix "inet";

}

import ietf-yang-types {
prefix "yang";

}

inmport ietf-interfaces {
prefix if;

}

inmport ietf-ip {
prefix ip;

}

organi zation "TBD";

contact "TBD';

description
"Thi s YANG nodul e defines a nodel for nmanaging Virtual Router
Redundancy Protocol (VRRP) version 2 and version 3.";

revision "2015-09-28" {
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description "lInitial revision";
ref erence
"RFC 2787: Definitions of Managed (bjects for the Virtua
Rout er Redundancy Pr ot ocol
RFC 3768: Virtual Router Redundancy Protocol (VRRP)
RFC 5798: Virtual Router Redundancy Protocol (VRRP) Version
3.
RFC 6527: Definitions of Managed Objects for the Virtual
Rout er Redundancy Protocol Version 3 (VRRPv3)."

}

/*
* Features
*/

feature validate-interval-errors {
description
"This feature indicates that the system validates that
the advertisenment interval from advertisement packets
received is the sane as the one configured for the |oca
VRRP router.";

}

feature validate-address-list-errors {
description
"This feature indicates that the system validates that
the address list fromrecei ved packets matches the
locally configured list for the VRRP router.";

}

/*
* Typedefs
*/

typedef new naster-reason-type {
type enuneration {
enum not - master {
description
"The virtual router has never transitioned to master
state,";
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enumpriority {
description "Priority was higher.";
}
enum preenpt ed {
description "The naster was preenpted.”;
}
enum mast er - no-r esponse {
description "Previous naster did not respond.”;
}
S
description
"The reason for the virtual router to transition to nmaster
state.";
} /'/ new master-reason-type

/*
* |dentities
*/

identity vrrp-state-type {
description
"The type to indicate the state of a virtual router.";
}

identity initialize {
base vrrp-state-type
description
"Indicates that the virtual router is waiting

for a startup event.";

}
i dentity backup {
base vrrp-state-type
description
"Indicates that the virtual router is nonitoring the
availability of the master router.";

identity master {
base vrrp-state-type
description
"Indicates that the virtual router is forwarding
packets for | P addresses that are associated with
this virtual router.";

2016
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}

/*
* & oupi ngs
*/

groupi ng vrrp-conmon-attributes {
description
"Group of VRRP attributes common to version 2 and version 3"

leaf vrid {
type uint8 {
range 1..255;
}

description "Virtual router I1D.";

}

| eaf version {
type enuneration {
enum 2 {
description "VRRP version 2."

enum 3 {
description "VRRP version 3.";
}

}

description "Version 2 or version 3 of VRRP.";

}

| eaf | o0g-state-change {
type bool ean;
description
"Cenerates VRRP state change nessages each tine the VRRP
i nstance changes state (fromup to down or down to up).";

}

cont ai ner preenpt {
presence "Present if preenpt is enabled.";
description
"Enabl es a higher priority Virtual Router Redundancy
Prot ocol (VRRP) backup router to preenpt a lower priority
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VRRP naster.";
| eaf hold-tine {
type uint 16;
description
"Hold tinme, in seconds, for which a higher priority VRRP
backup router nust wait before preenpting a |ower priority
VRRP naster.";
}
}

| eaf priority {
type uint8 {
range 1..254;

}

default 100;

description
"Configures the Virtual Router Redundancy Protocol (VRRP)
election priority for the backup virtual router.";

}

} /'] vrrp-comon-attributes

groupi ng vrrp-v3-attributes {
description
"Group of VRRP versin 3 attributes."”;

| eaf accept-node {

type bool ean;

default false

description
"Controls whether a virtual router in Master state will
accept packets addressed to the address owner’s | PvX address
as its own if it is not the IPvX address owner. The default
is false. Deploynments that rely on, for exanple, pinging the
address owner’s | PvX address may wi sh to configure
accept-node to true

Note: | Pv6 Nei ghbor Solicitations and Nei ghbor Advertisenents
MUST NOT be dropped when accept-node is false.";
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grouping vrrp-ipv4-attributes {
description
"Goup of VRRP attributes for I1Pv4."

uses vrrp-common-attributes;

uses vrrp-v3-attributes {
when "version = 3" {
description "Applicable only to version 3."
}

}

choi ce advertise-interval -choice {
description
"The options for the advertisenent interval at which VRRPv2
or VRRPv3 advertisenents are sent fromthe specified
interface.";

case v2 {
when "version = 2" {
description "Applicable only to version 2."

| eaf advertise-interval-sec {

type uint8 {
range 1..254;

}

default 1;

description
"Configures the interval that Virtual Router
Redundancy Protocol Version 2 (VRRPv2) advertisenents
are sent fromthe specified interface.";

}
}

case v3 {
when "version = 3" {
description "Applicable only to version 3.";

| eaf advertise-interval-centi-sec {

type uintl1l6 {
range 1..4095;
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}

units centiseconds;

default 100;

description
"Configures the interval that Virtual Router
Redundancy Protocol version 3 (VRRPv3) advertisenents
are sent fromthe specified interface.";

}

} // advertise-interval -choice

cont ai ner track {
description
"Enabl es the specified VRRP instance to track interfaces
or networks.";
contai ner interfaces {
description
"Enabl es the specified Virtual Router Redundancy Protoco
version 2 (VRRP) or version 3 (VRRPv3) instance to track
an interface.";

list interface {
key "interface";
description
"Interface to track.";

| eaf interface {
type if:interface-ref;
must “../. .0 o o o T pvdt |
description "Interface is |Pv4.";
}

description

"Interface to track.";
}

| eaf priority-decrenent {
type uint8 {
range 1..254;
}

description
"Specifies how much to decrenment the priority of the
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VRRP instance if the interface goes down.";

} /] track-interface
} /] track-interfaces

cont ai ner networks {
description
"Enabl es the backup Virtual Router Redundancy Protoco
version 2 (VRRP) or version 3 (VRRPv3) router to track a
specified network through the IP network prefix of that
net wor k. ";
list network {
key "network";
description
"Enabl es the specified Virtual Router Redundancy
Prot ocol version 2 (VRRP) or version 3 (VRRPv3)
instance to track an interface."”;

| eaf network {
type inet:ipvéd-prefix;
description
"Network to track.";
}

| eaf priority-decrenment {
type uint8 {
range 1..254;

}

default 10;

description
"Specifies how nmuch to decrenment the priority of the
backup VRRP router if there is a failure in the IP
net wor k. ";

}
} /1 track-network
} /1 track-networks
} /1 track

cont ai ner virtual -i pv4-addresses {

description
"Configures the virtual IP address for the Virtual Router
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Redundancy Protocol (VRRP) interface.";

list virtual-ipv4-address {

key "i pv4-address”

max- el enents 16;

description
"Virtual | P addresses for a single VRRP instance. For a
VRRP owner router, the virtual address nust match one
of the I P addresses configured on the interface
corresponding to the virtual router.";

| eaf ipv4-address {
type inet:ipv4-address;
description
"Virtual |Pv4 address.”
}
} /] virtual -ipv4-address
} /] virtual -i pv4-addresses
} /1 grouping vrrp-ipv4-attributes

grouping vrrp-ipv6-attributes {
description
"Group of VRRP attributes for |IPv6."

uses vrrp-conmon-attributes;

uses vrrp-v3-attributes {
when "version = 3" {
description "Uses VRRP version 3 attributes.";
}

} /] uses vrrp-v3-attributes

| eaf advertise-interval-centi-sec {
type uintl1l6 {
range 1..4095;
}

units centiseconds;

default 100;

description
"Configures the interval that Virtual Router
Redundancy Protocol version 3 (VRRPv3) advertisenents
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are sent fromthe specified interface.";

}

container track {
description
"Enabl es the specified VRRP instance to track interfaces
or networks.";
contai ner interfaces {
description
"Enabl es the specified Virtual Router Redundancy Protoco
version 2 (VRRP) or version 3 (VRRPv3) instance to track
an interface.";
list interface {
key "interface";
description
"Interface to track.";

| eaf interface {
type if:interface-ref;
must ../ o oo oo Tipvet {
description "Interface is | Pv6."
}

description
"Interface to track.";

}

| eaf priority-decrenment {
type uint8 {
range 1..254;
}

description
"Specifies how much to decrenment the priority of the
VRRP instance if the interface goes down."
}
} /] track-interface
} /1 track-interfaces

cont ai ner networ ks {
description
"Enabl es the backup Virtual Router Redundancy Protoco
version 2 (VRRP) or version 3 (VRRPv3) router to track a
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specified network through the I P network prefix of that
net wor k. ";
list network {

key "network";

description
"Enabl es the specified Virtual Router Redundancy
Protocol version 2 (VRRP) or version 3 (VRRPv3)
instance to track an interface.";

| eaf network {
type inet:ipv6-prefix;
description
"Network to track.";
}

| eaf priority-decrenent {
type uint8 {
range 1..254;

}

default 10;

description
"Specifies how much to decrenent the priority of the
backup VRRP router if there is a failure inthe IP
network.";

} /] track-network
} /] track-networks
} /] track

contai ner virtual -i pv6-addresses {
description
"Configures the virtual IP address for the Virtual Router
Redundancy Protocol (VRRP) interface.”
list virtual-ipv6-address {
key "i pv6-address”
max- el enents 2;
description
"Two | Pv6 addresses are allowed. The first one nust be
a link-1ocal address and the second one can be a
I ink-1ocal or global address.";
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| eaf ipv6-address {
type inet:ipv6-address;
description
"Virtual |Pv6 address.”;
}
} // virtual -i pv6-address
} /] virtual -i pv6-addresses
} // grouping vrrp-ipv6-attributes

grouping vrrp-state-attributes {
description
"Group of VRRP state attributes."”;

| eaf state {
type identityref {
base vrrp-state-type
}
description
"Operational state."

}

| eaf is-owner {
type bool ean;
description
"Set to true if this virtual router is owner.";

}

| eaf | ast-adv-source {
type inet:ip-address;
description
"Last advertised | Pv4/IPv6 source address"”

}

| eaf up-tine {
type yang: date-and-ti ne;
description
"The tinme when this virtual router
transitioned out of init state.";

}

| eaf master-down-interval {
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type uint32;

units centiseconds;

description
"Time interval for backup virtual router to declare
Mast er down.";

}

| eaf skewtine {
type uint32;
units mcroseconds;
description
"Cal cul ated based on the priority and adverti senent
interval configuration command paraneters. See RFC 3768.";

}

| eaf | ast-event {
type string;
description
"Last reported event."

}

| eaf new nmaster-reason {
type new nmaster-reason-type
description
"Indicates the reason for the virtual router to transition
to naster state.";

}

contai ner statistics {
description
"VRRP statistics.";

| eaf discontinuity-time {

type yang: date-and-ti ne;

description
"The time on the nost recent occasion at which any one or
nore of the VRRP statistic counters suffered a
discontinuity. |If no such discontinuities have occurred
since the last re-initialization of the | ocal managenent
subsystem then this node contains the tinme that the
| ocal managenent subsystemre-initialized itself.";
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}

| eaf master-transitions {
type yang: counter 32
description
"The total nunber of tines that this virtual router’s
state has transitioned to naster"”;

}

| eaf advertisenent-recv {
t ype yang: count er 64;
description
"The total nunber of VRRP advertisenents received by
this virtual router.";

}

| eaf advertisenent-sent {
t ype yang: count er 64;
description
"The total nunber of VRRP advertisenents sent by
this virtual router.”;

}

| eaf interval-errors {

if-feature validate-interval-errors

type yang: count er 64;

description
"The total nunber of VRRP advertisenent packets
received with an advertisenent interva
different than the one configured for the |loca
virtual router";

}

| eaf priority-zero-pkts-rcvd {
t ype yang: count er 64;
description
"The total nunber of VRRP packets received by the
virtual router with a priority of 0."

}

| eaf priority-zero-pkts-sent {
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type yang: count er 64;

description
"The total nunber of VRRP packets sent by the
virtual router with a priority of 0."

}

| eaf invalid-type-pkts-rcvd {
type yang: count er 64;
description
"The nunber of VRRP packets received by the virtua
router with an invalid value in the '"type’ field."

}

| eaf address-list-errors {
if-feature validate-address-list-errors;
type yang: count er 64,
description
"The total nunber of packets received with an
address list that does not match the locally
configured address list for the virtual router.";

}

| eaf packet-length-errors {
type yang: count er 64;
description
"The total nunber of packets received with a packet
Il ength |l ess than the I ength of the VRRP header.”

} // container statistics
} /] grouping vrrp-state-attributes

groupi ng vrrp-gl obal -state-attributes {
description
"Group of VRRP global state attributes.”;

| eaf virtual-routers {
type uint32;
description "Nunber of configured virtual routers.";

}

| eaf interfaces {
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type uint32;
description "Nunber of interface with VRRP configured.";

}

| eaf checksumerrors {
t ype yang: count er 64;
description
"The total nunber of VRRP packets received with an invalid
VRRP checksum val ue.";
reference "RFC 5798, Section 5.2.8";

}

| eaf version-errors {
type yang: count er 64;
description
"The total nunber of VRRP packets received with an unknown
or unsupported version nunber.";
reference "RFC 5798, Section 5.2.1";

}

| eaf vrid-errors {
type yang: count er 64,
description
"The total nunber of VRRP packets received with a VRI D that
is not valid for any virtual router on this router.";
reference "RFC 5798, Section 5.2.3";

}

| eaf ip-ttl-errors {
t ype yang: count er 64;
description
"The total nunber of VRRP packets received by the
virtual router with I P TTL (Ti me-To-Live) not equa
to 255.";
reference "RFC 5798, Sections 5.1.1.3 and 5.1.2.3."

}

| eaf global-statistics-discontinuity-time {
type yang: dat e-and-ti ne;
description
"The time on the nost recent occasion at which one of
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router-checksumerrors, router-version-errors,
router-vrid-errors, and ip-ttl-errors suffered a
di scontinuity.

If no such discontinuities have occurred since the | ast
re-initialization of the |ocal nanagenent subsystem
then this object will be 0.";

}
} /] vrrp-global-state-attributes
/*
* Configuration data nodes
*/

augrment "/if:interfaces/if:interface/ip:ipv4d" {
description "Augnment |Pv4 interface.”;

contai ner vrrp {
description
"Configures the Virtual Router Redundancy Protocol (VRRP)
version 2 or version 3 for |Pv4."

list vrrp-instance {
key vrid;
description
"Defines a virtual router, identified by a virtual router
identifier (VRID), within |IPv4 address space.";

uses vrrp-ipvéd-attributes;

}

} // augnent ipv4

augrnent "/if:interfaces/if:interface/ip:ipve" {
description "Augrment |Pv6 interface.";

contai ner vrrp {
description
"Configures the Virtual Router Redundancy Protocol (VRRP)
version 3 for |IPv6.";
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list vrrp-instance {
must "version = 3" {
description
"IPv6 is only supported by version 3."
}

key vrid;

description
"Defines a virtual router, identified by a virtual router
identifier (VRID), within |IPv6 address space.";

uses vrrp-ipv6-attributes;
} /] list vrrp-instance
} /] container vrrp
} // augnent ipv6

/*
* (perational state data nodes
*/

augrment "/if:interfaces-state/if:interfacel/ip:ipvd" {
description "Augnment |Pv4 interface state.”

container vrrp {
description
"State information for Virtual Router Redundancy Protoco
(VRRP) version 2 for 1Pv4.";

list vrrp-instance {
key vrid;
description
"States of a virtual router, identified by a virtual router
identifier (VRID), within |IPv4 address space.";

uses vrrp-ipvéd-attributes;
uses vrrp-state-attributes;
} /] list vrrp-instance
}
}

augnment "/if:interfaces-state/if:interfacel/ip:ipv6e" {
description "Augrment |Pv6 interface state.";
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container vrrp {
description
"State information of the Virtual Router Redundancy Protoco
(VRRP) version 2 or version 3 for |IPv6.";

list vrrp-instance {
key vrid;
description
"States of a virtual router, identified by a virtual router
identifier (VRID), within |IPv6 address space.";

uses vrrp-ipv6-attributes;
uses vrrp-state-attributes;
} // list vrrp-instance
}
}

augrment "/if:interfaces-state" {
description "Specify VRRP state data at the global Ievel."

contai ner vrrp-global {
description
"State information of the Virtual Router Redundancy Protoco
(VRRP) at the global |evel”

uses vrrp-gl obal -state-attributes;

}
}

/*
* Notifications
* [

notification vrrp-new naster-event {
description
"Notification event for a change of VRRP new naster.";
| eaf master-ipaddr {
type inet:ipv4-address;
description
"I Pv4 or | Pv6 address of the new master.";
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}

| eaf new master-reason {
type new naster-reason-type
description
"I ndi cates the reason for the virtual router to transition
to nmaster state.";
}
}

notification vrrp-protocol-error-event {
description
"Notification event for a VRRP protocol error.";
| eaf protocol -error-reason {
type enuneration {
enum checksumerror {
description
"A packet has been received with an invalid VRRP checksum
val ue. ";
}
enum version-error {
description
"A packet has been received with an unknown or
unsupported versi on nunber.";
}
enum vrid-error {
description
"A packet has been received with a VRID that is not valid
for any virtual router on this router.";
}
enumip-ttl-error {
description
"A packet has been received with I P TTL (Ti ne-To-Live)
not equal to 255.";
}
}

description
"Indi cates the reason for the protocol error.";

}
}

notification vrrp-virtual -router-error-event {
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description
"Notification event for a error happened on a virtual router."”;
| eaf interface {
type if:interface-ref;
description
"Indicates the interface for which statistics area
to be cleared.";
}
| eaf ip-version {
type enuneration {
enum 4 {
description "I Pv4";

enum 6 {
description "I Pv6";
}
}
description "Indicates the I P version.";
}
| eaf vrid-v4d {
type leafref {
path "/if:interfaces/if:interface"
+ "[if:name = current()/../interface]/ip:ipvd/vrrp/"
+ "vrrp-instance/vrid";
}
description
"Indicates the virtual router on which the event has
occured.";

}

| eaf vrid-v6 {
type leafref {
path "/if:interfaces/if:interface"
+ "[if:name = current()/../interface]/ip:ipv6/vrrp/"
+ "vrrp-instance/vrid";
}
description
"Indicates the virtual router on which the event has
occured.";

| eaf virtual-router-error-reason {
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type enuneration {
enuminterval -error {
description
"A packet has been received with an adverti senent
interval different than the one configured for the |oca
virtual router";

enum address-1list-error {
description
"A packet has been received with an address list that
does not nmatch the locally configured address list for
the virtual router.";
}
enum packet -l engt h-error {
description
"A packet has been received with a packet length |ess
than the I ength of the VRRP header.";
}
}
description
"Indicates the reason for the virtual router error.”
}

}
}
<CODE ENDS>

4. Security Considerations

The configuration, state, action and notification data defined in
this docunent are designed to be accessed via the NETCONF protoco
[ RFC6241]. The data-nodel by itself does not create any security
i mplications. The security considerations for the NETCONF protoco
are applicable. The NETCONF protocol used for sending the data
supports authentication and encryption
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