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Abst r act

BGPSEC will need to address the inpact fromregular and energency
roll over processes for the BGPSEC End-Entity (EE) certificates that
will be perfornmed by Certificate Authorities (CAs) participating at
the Resource Public Key Infrastructure (RPKI). Rollovers of BGPSEC
EE certificates nust be carefully nanaged in order to synchronize
distribution of router public keys and the usage of those pubic keys
by BGPSEC routers. This docunent provides general recommendations
for that process, as well as describing reasons why the rollover of
BGPSEC EE certificates m ght be necssary.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Requirenments notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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I nt roducti on

In BGPSEC, a key rollover (or re-keying) is the process of changing a
router’s key pair (or pairs), issuing the correspondi ng new End-
Entity certificate and (if the old certificate is still valid)
revoking the old certificate. This process will need to happen at
regular intervals, normally due to local policies at each network.
Thi s docunment provides general recomendations for that process.
Certificate Practice Statements (CPS) docunents MAY reference these
recomendations. This process is conteptually simlar to the RPKI
Key Rol | over process defined in [ RFC6489].

When a router receives or creates a new key pair (depending on the
key provisioning mechanismto be selected), this key pair will be
used to sign new BGPsec_Path attributes
[I-D.ietf-sidr-bgpsec-protocol] that are originated or that transit
through the BGP speaker. Additionally, the BGP speaker MJST refresh
its outbound BGPsec Update nessages to include a signature using the
new key (replacing the replaced key). VWhen the rollover process
finishes, the old BGPSEC certificate (and its key) will not |onger be
valid and thus any BGPsec Update that includes a BGPsec_Path
attribute with a signature perfornmed by the old key will be invalid.
Consequently, if the router does not refresh its outbound BGPsec
Updat e nessages, routing information may be |ost after the rollover
process is finished. It is therefore extrenely inportant that the
BGPSEC router key rollover be perfornmed such that the probability of
new router EE certificates have been distributed throughout the RPK
before the router begin signing BGsec Path attributes with a new
private key.

It is also inportant for an AS to mininize the BGPSEC router key
rollover interval (i.e., in between the time an AS distributes an EE
certificate with a new public key and the time a BGPSEC router begins
to use its new private key). This can be due to a need for a BGPSEC
router to distribute BGPsec_Path attributes signed with a new private
key in order to invalidate BGPsec_Path attributes signed with the old
private key. In particular, if the AS suspects that a stale
BGPsec_Path attribute is being distributed instead of the nobst
recently signed attribute it can cause the stale BGPsec_Path
attribute to be invalidated by conpleting a key rollover procedure.
The BGPSEC roll over interval can be mininmzed when an automated
certificate provisioning process such as Enrol |l ment over Secure
Transport (EST) [RFC7030]) is used.

The Security Requirenments for BGP Path Validation [ RFC7353] al so
describes the need for protection against a replay attack
necessitating controlling BGPSEC s wi ndow of exposure to replay
attacks. The BGPsec rollver nethod in this docunent can be used to
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achi eve this goal

In [I-D.ietf-sidr-rtr-keying], the "operator-driven" nmethod is
introduced and it enables that a key pair could be shared anong
di fferent BGP Speakers. 1In this scenario, the roll-over of the
correspondent BGPSEC certificate will inpact all the BGP Speakers
sharing the sane private key.
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3.

3.

Key rollover in BGPSEC

A BGPSEC EE certificate (as any X. 509 certificate) will required a
roll over process due to causes such as:

BGPSEC schedul ed rol l over: BGPSEC certificates have an expiration
date (NotValidAfter) that requires a frequent rollover process.
The validity period for these certificates is typically
expressed at the CA's CPS docunent.

BGPSEC certificate fields changes: |Information contained in a BGPSEC
certificate (such as the ASN or the Subject) may need to be
changed.

BGPSEC energency rollover Sonme special circunstances (such as a
conprom sed key) nmay require the replacenent of a BGPSEC
certificate.

BGPSEC sighature anti-replay protection An AS nay determine stale
BGPsec_Path attributes continue to be propogated

In nost of these cases (probably excepting when the key has been
compronmi sed), it is possible to generate a new certificate w thout
changing the key pair. This practice sinplifies the rollover process
as the correspondent BGP speakers do not even need to be aware of the
changes to its correspondent certificate. However, not replacing the
certificate key for a long period of time increases the risk that the
certificate key may be conprom sed

1. A proposed process for BGPSEC key roll over

The BGPSEC key rollover process will be dependent on the key

provi sioni ng mechani sms that would be in place. The key provisioning
mechani sns for BGPSEC are not yet fully docunented (see
[I-D.ietf-sidr-rtr-keying] as a work in progress docunent). W will
assune that an automatic provisioning nechani smsuchas EST will be in
pl ace. The use of EST will allow BGPSEC code to include automatic
re-keying scripts with nni mum devel opnent cost.

If we work under the assunption that an automatic mechani smwl |
exist to rollover a BGPSEC certificate, a possible process could be
as foll ows.

1. New Certificate Pre-Publication: The first step in the rollover
mechanismis to pre-publish the new public key in a new
certificate. In order to acconplish this goal, the new key pair
and certificate will need to be generated and published at the
appropriate RPKI repository publication point. The details of
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this process will vary as they depend on whether the keys are
assi gned per-BGP speaker or shared, whether the keys are
generated on each BGP speaker or in a central |ocation and wether
the RPKI repository is locally or externally hosted.

2. Staging Period: A staging period will be required fromthe tine a
new certificate is published in the RPKI global repository unti
the tine it is fetched by RPKI caches around the globe. The
exact mnimumstaging tine is not clear and will require
experinental results from RPKI operations. RPKlI repository
desi gn docunents nention a lower Iimt of 24 hours (NOTE: need
reference only one | found is the ops docunent). |If rollovers
will be done frequently and we want to avoid the stage period, an
adm ni strator can al ways provision two certificate for every
router. In this case when the rollover operation is needed, the
relying parties around the gl obe woul d al ready have t he new keys.
A staging period may not be possible to inplenent during
emergency key rollover, in which case routing information may be
| ost.

3. Twilight: At this nonment, the BGP speaker that hold the private
key that has been rolled-over will stop using the QLD key for
signing and start using the NEWkey. Also, the router will
generate appropriate BGPsec_Path attributes just as in the
typi cal operation of refreshing out-bound BGP polices. This
operation may generate a great nunber of BGPsec_Path attributes
(due to the need to refresh BGP out bound policies). |In any given
BGP SPEAKER, the Twilight nonent rmay be different for every peer
in order to distribute the systemload (probably in the order of
nmnutes to avoid reaching any expiration tine).

4. Certificate Revocation: This is an optional step. As part of the
roll over process, a CA MAY decide to revoke the OLD certificate
by publishing its serial nunber on the CA's CRL. On the other
side, the CAwll just let the OLD certificate to expire and not
revoke it. This chose will depend on the reasons that notivated
the roll over process.

5. RPKI-Router Protocol Wthdrawals: Either due to the revocation of
the QLD certificate or to the expiration of the OLD certificate's
validation, the RPKI relying parties around the globe will need
to comunicate to their RTR peers that the O.D certificate's
public key is not longer valid (rtr withdrawal nessage). It is
not documented yet what will be a router’s reaction to a RTR
wi t hdrawal nessage but it should include the renoval of any RIB
entry that includes a BGPSEC attribute signed with that key and
the generation of the correspondent BGP W THDRAWALs (either
inmplicit or explicit).
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The proposed rollover nmechanismw || depend on the existence of an
aut omati c provisioning process for BGPSEC certificates. It wll
require a stagi ng mechani sm based on the RPKI propagation time of
around 24hours, and it will generate BGPsec_Path attributes for al
prefixes in the router been re-keyed.

The first two steps (New Certificate Pre-Publication and Staging
Peri od) coul d happen ahead of time fromthe rest of the process as
each network operators could prepare itself to accelerate a future
key roll-over.

When a new BGPSEC certificate is generated w thout changing its key,

steps 3 (Twilight) and 5 (RPKI-Router Protocol Wthdrawal s) SHOULD
NOT be execut ed.
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4.

4.

4.

1.

2

BGPSEC key roll over as a nmeasure against replays attacks in BGPSEC

There are two typical generic nmeasures to mitigate replay attacks in

any protocol: the addition of a tinestanp or the addition of a serial
nunber. However neither BGP nor BGPSEC provide either nmeasure. This
section discusses the use of BGPSEC Rollover as a neasure to nitigate
replay attacks.

BGPSEC Repl ay attack wi ndow requirenent

In [ RFC7353] Section 4.3, the need to limt the vulnerability to
replay attacks is described. One inportant coment is that during a
wi ndows of exposure, a replay attack is effective only if there was a
downstream t opol ogy change that makes the signed AS path not | onger

current. In other words, if there have been no topol ogy changes,
then no security threat cones froma replay of a BGPsec_Path
attribute (the signed information is still valid).

The BGPSEC Ops docunent [I-D.ietf-sidr-bgpsec-ops] gives sone ideas
of requirements for the size of the BGPSEC wi ndows of exposure to
replay attacks. At that docunent, it is stated that for the vast
majority of the prefixes, the requirenent will be in the order of
days or weeks. For a very small but critical fraction of the
prefixes, the requirement may be in the order of hours.

BGPSEC key roll over as a mechanismto protect against replay
att acks

Since the window requirenent is in the order of days (as docunented
in [l-D.ietf-sidr-bgpsec-ops]) and the BGP speaker re-keying is the
edge router of the origin AS, it is feasible for a BGPSEC Rol | over to
mtigate mtigate. In this case it is inportant to conplete the ful
process (i.e. the OLD and NEWcertificate do not share the sane key).
By re-keying an ASis letting the BGPSEC certificate validation tine
be a sort of "tinestamp" against replay attacks. However, the use of
frequent key rollovers cones with an additional administrative cost
and risks if the process fails. As docunented before, re-keying
shoul d be supported by automatic tools and for the great majority of
the Internet it will be done with good lead time to correct any risk

For a transit AS that also originates BGPsec_Path attributes for its
own prefixes, the key rollover process nmay generate a | arge nunber of
UPDATE nessages (even the conplete Default Free Zone or DFZ). For
this reason, it is recormended that routers in this scenario been
provisioned with two certificates: one to sign BGPsec_Path attributes
in transit and a second one to sign an BGPsec_Path attribute for
prefixes originated in its AS. Only the second certificate (for
prefixes originated in its AS) should be rolled-over frequently as a
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means of limting replay attach wi ndows. The transit BGPSEC
certificate is expected to be longer living than the origin BGPSEC
certificate.

Advant age of Re-keying as replay attack protection mechani sm

1.

2

Al'l expiration policies are naintained in RPKI

Most of the additional administrative cost is paid by the
provider that wants to protect its infrastructure (RP |oad will
increase as there is a need to validate nore BGPSEC certificates)

Can be inplenented in coordination with planned topol ogy changes
by either origin ASes or transit ASes (e.g., if an AS changes
providers, it conpletes a BGP Roll over)

Di sadvant age of Re-keying as replay attack protection nmechani sm

1.

More administrative |oad due to frequent rollover, although how
frequent is still not clear. Sone initial ideas in
[I-D.ietf-sidr-bgpsec-ops]

M ni mrum wi ndow si ze bounded by RPKI propagation tine to RPK
caches for new certificate and CRL (2x propagation tine). |If
pre-provisioning done ahead of tinme the ninimumw ndows size is
reduced (to 1x propagation time for the CRL). However, nore
experinentation is needed when RPKI and RPs are nore nassively
depl oyed.

I ncreases dynanics and size of RPKI repository.

More | oad on RPKI caches, but they are neant to do this work.
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5. | ANA Consi derati ons

No | ANA consi der ati ons
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Security Considerations

Several possible reasons can cause routers participating in BGPSEC to
replace rollover their signing keys and/or signatures containing
their current signature verification key. Sone reasons are due to

t he usual key nmanagenent operations reasons (e.g., key exposure,
change of certificate attributes, due to policy). However BGPSEC
routers also may need to change their signing keys and associ at ed
certificate as an anti-replay protection

The BGPSEC Rol | over nethod all ows for an expedient rollover process
when router certificates are distributed through the RPKI, but

wi t hout causing routing failures due to a receiving router not being
able to validate a BGPsec_Path attribute created by a router that is
the subject of the rollover
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