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Abstract

The TRILL protocol supports arbitrary |ink technol ogi es between TRILL
swi tches, both point-to-point and broadcast |inks, and supports

Et hernet |inks between edge TRILL switches and end stations.

Conmuni cations |inks are constantly under attack by criminals and
national intelligence agencies as discussed in RFC 7258. Link
security is an inportant element of security in depth, particularly
for links that are not entirely under the physical control of the
TRILL network operator or that include device which may have been
conmprom sed. This docunent specifies link security recomendati ons
for TRILL over Ethernet, PPP, and pseudowire |links taking into
account performance considerations. It updates RFC 6325, 6361, and
7173. It requires that all TRILL packets between |inks ports capable
of encryption at |ine speed MIUST default to being encrypted. [This is
an early partial draft.]

Status of This Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Distribution of this docunent is unlimted. Comments shoul d be sent
to the DNSEXT working group nmailing list: <rbridge@ostel.org>

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts.htnml. The list of Internet-Draft
Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htmi .
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1.

I ntroduction
[This is an early partial draft.]

The TRILL (Transparent |nterconnection of Lots of Links or Tunel ed
Routing in the Link Layer) protocol supports arbitrary link

t echnol ogi es i ncl udi ng both point-to-point and broadcast |inks and
supports Ethernet |inks between edge TRILL switches and end stations.
Conmuni cations |inks are constantly under attack by crimnals and
national intelligence agencies as discussed in [RFC7258]. Link
security in an inportant element of security in depth for |inks,
paticularly those that are not entirely under the physical control of
the TRILL network operator or that include device which may have been
conprom sed

TRILL generally uses an existing link security nethod specified for
the technology of the Iink in question. TRILL provides

aut oconfiguration assistance and default keying material, under nobst
circunmstances, to support the TRILL goal of having a minimal or zero
configuration default. Were better security is not available, TRILL
supports opportunistic security [RFC7435].

This docunent specifies security recomrendations for TRILL over

Et hernet [ RFC6325], TRILL over PPP [ RFC6361], and transport of TRILL
by pseudowi res [ RFC7173], in Sections 3, 4, and 5 respectively.

Al t hough the Security Considerations sections of these RFCs mention
link security, this docunment goes further, updating these RFCs as
decribed in Appendi x A and inposing the new encryption requirenent
summari zed in Section 1.1

[TRILL-1P] is expected to cover TRILL security over |IP links.

1.1 Encryption Requirenent and Adjacency

Thi s docunent requires that all TRILL packets between TRILL switch
ports that are capable of encryption at line speed MIST default to
bei ng encrypted and authenticated. It MJST require explicit
configuration in such cases for the ports to comuni cate unencrypted
or unsecured. Line speed encrption and authentication usually

requi res hardware assist but there are cases with slower ports and
hi gher powered switch processors where it can be acconplished in

sof war e.

If Iine speed encryption and authentication is not available for
communi cati on between TRILL switch ports, it MJST still be possible
to configure the TRILL switches and ports involved to encrypt and
authenticate all TRILL packets sent for cases where the security
provi ded outwei ghs any reduction in performance.
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1.2 Term nol ogy and Acronynmns

Thi s docunment uses the acronyns and ternms defined in [ RFC6325], sone

of which are repeated bel ow for conveni ence, and additional acronyns

and terns |isted bel ow

HKDF: Hash based Key Derivation Function [ RFC5869].

Li nk: The neans by which adjacent TRILL switches are connected. My
be various technol ogies and in the common case of Ethernet, can
be a "bridged LAN', that is to say, sone conbination of
Et hernet links with zero or nore bridges, hubs, repeaters, or
the like.

MACSEC:. Medi a Access Control (MAC) Security. |IEEE Std 802. 1AE- 2006.

MPLS: Multi-Protocol Label Switching.

PPP: Poi nt-to-point protocol [RFC1661].

RBridge: An alternative nane for a TRILL switch.

TRILL: Transparent |nterconnection of Lots of Links or Tunnel ed
Routing in the Link Layer.

TRILL switch: A device inplenmenting the TRILL protocol. An
alternative nane for an RBridge.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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2. Link Security Default Keying

In sone cases, it is possible to use keying material derived fromthe

[ RFC5310] 1S 1S keying material already in place. In such cases, the
two byte [RFC5310] Key IDidentifies the IS-1S keying nmaterial. The
keying material actually used in the link security protocol is
derived fromthe IS-1S keying nmaterial as follows:

HKDF- Expand- SHA256 ( 1S-1S-key, "TRILL Link" | custom L)

where "|" indicates concatenation, HKDF is the Hash base Key
Derivation Function in [ RFC5869], SHA256 is as in [RFC6234], |IS-1S-
key is the input keying material, "TRILL Link" is the 10-character
ASCI | [RFC20] string indicated, "custom is a byte string dependeng
on the link security protocol being used, and L is the |ength of
out put keying material needed.
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3. Ethernet Links

TRILL over Ethernet is specified in [RFC6325] with sone additiona
material on Ethernet link MU in [rfc7180bis].

Li nk security between TRILL switch Ethernet ports confornms to | EEE
Std 802. 1AE- 2006 [802. 1AF] as anended by | EEE Std 802. 1AEbn- 2011

[ 802. 1AEbn] and | EEE Std 802. 1AEbw 2013 [802. 1AEbw]. This security is
referred to as MACSEC

3.1 Between TRILL Swi tches

TRILL switch Ethernet ports MJST inplement MACSEC. When TRILL switch
ports are directly connected by Ethernet with no intervening customner
bridges, for exanple by a point to point Ethernet |ink, MACSEC

bet ween them operates as specified herein. There can be intervening
Provi der Bridges or other forms of transparent Ethernet tunnels.

However, if there are one or nore custoner bridges or simlar devices
in the path, MACSEC at the TRILL switch port will peer with the
nearest such bridge port. This reaults, fromthe point of view of
MACSEC, with a two or nore hop path. Typically, the TRILL switch
ports at the ends of such a path would be unable to negotiate
security and agree on keys so, in cases where encryption and

aut heni cation are required, they would be unable to establish IS 1S
conmmuni cati on and woul d not form an adjacency [ RFC7177]. However, it
may be possible to configure such bridge ports and distribute such
keying material or the like to themso that encryption and

aut henti cation can be established on all hops of such nulit-hop

Et hernet paths. Methods for acconplishing such distribution to
devices other than TRILL switches are beyond the scope of this
docunent .

When MACSEC i s established between adjacent TRILL switch ports, the
frames are as shown in Figure 1. The optional VLAN tagging shown is
superfluous in the case of TRILL Data and |S-1S packets. Unless there
are VLAN sensitive devices intervening between the TRILL switch
ports, or possibly attached to the link between those ports, TRILL
Data and | S-1S packets SHOULD generally be sent untagged for

ef ficiency.

O course there may be other Ethernet control frames, such as link
aggregation control messages or priority based flow control nessages,
that would al so be sent within MACSEC. Typically only the [802. 1X]
messages used to establish and nmaintain MACSEC are sent unsecured.

D. Eastl ake, et al [ Page 6]



| NTERNET- DRAFT TRILL: Link Security

o m e e e eeaao o +
| Qut er. MacDA (6 bytes) |
o mmm e e e e e e e e e e e e e e mm e e aa oo +
[ Qut er. MacSA (6 bytes) [
o m e e e aoiaaoo- +
| MACSEC Tag (8 or 16 bytes) |
o m e e e eeaao o +
| Encrypted |
| S + |
[ | Optional VLAN Tag (4 bytes) [ [
| - + |
| | TRILL or L2-1S-1S Ethertype | [
| Y + |
| | TRILL Data or 1S-1S Payl oad | |
| S + |
o m e e e e e e e e e e e e e e e e mo— oo +
| ICV (8 or 16 bytes |
o m e e +
| FCS (4 bytes) [
o m e e e e e e e e e e e e e e e e e e e +

Figures 1. MACSEC Between TRILL Switch Ports
Qut er. MacDA: 48-bit destinati on MAC address
Qut er. MacSA: 48-bit source MAC address
MACSEC Tag: See further description bel ow
Encrypted: The encrypted data
I CV: The MACSEC Intergrity Check Val ue
FCS: Frane Check Sequence.
The strucutre of a MACSEC Tag is as foll ows:

thd ...

3.1.1 Ethernet Link Security M ntenance

[802.1X] is used to establish keying and al gorithns for Ethernet |ink
security ... tbhd ...
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3.2 Ethernet Security to End Stations

MACSEC may be used between end stations and their adjacent TRILL
switch(es) or end-to-end between end stations or both. Since TRILL
does not inpose adnministrative requirenents on end stations, the
choi ce of keying and crypto suite are beyond the scope of this
docunent .

The end station nust be properly configured to knowif it should
apply MACSEC to secure its connection to an edge TRILL switch or to
renmote end stations or both.

The Figure bel ow show an Et hernet frane between a TRILL switch and
the adjacent edge RBridge secured by MACSEC.

o +
| Quter.MacDA (6 bytes) |
oo e e e e e e e e e e e e e e mmee oo oo +
| OQuter.MacSA (6 bytes) |
S +
| MACSEC Tag End Station to TRILL edge |
o +
| Encrypted |
| e + |
| | Optional VLAN Tag (4 bytes) | |
| B + |
| | Payl oad Ethertype | |
[ Fom e e e e e e e e e m oo oo + [
[ | Payl oad [ [
| e + |
oo e e e e e e e e e e e e e e e e oo oo +
| I1CV (8 or 16 bytes |
o +
| FCS (4 bytes) [
oo m e e e e e e e e e e e e e e eeeooo oo +

The Figure bel ow shows an Ethernet frame between an end station and
an adj acent edge RBridge where MACSEC is being used end-to-end
between that end station and renote end stations.
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o m e e e eeaao o +
| OQuter.MicDA (6 bytes) |
o mmm e e e e e e e e e e e e e e mm e e aa oo +
| CQuter.MacSA (6 bytes) [
o m e e oo +
| Optional CQuter.VLAN |
o e e eeeoao o +
| MACSEC Tag End Station to End Station|
o mmm e e e e e e e e e e e e e e mm e e aa oo +
| Encrypted [
| - + |
| | Payl oad Ethertype | |
| Y + |
| | Payl oad | |
| S + |
o m e e e e e e e e e e e e e e e e mo— oo +
| I1CV (8 or 16 bytes |
o m e e oo +
| FCS (4 bytes) [
o m e e e e e e e e e e e e e e e e e e e +

The Figure bel ow shows an Et hernet frame between an end station and
an adj acent edge RBridge where MACSEC i s being used end-to-end

bet ween that end station and renpbte end stations and, in addition, an
outer application of MACSEC is securing traffic between the end
station and the adjacent edge RBridge port.
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o m e e e e e eiee—iaaooo- +
| OQuter.MicDA (6 bytes) |
o mmm e e e e e e e e e e e e e e e e e e e e e e e +
| CQuter.MacSA (6 bytes) [
o m e e e oo +
| MACSEC Tag End Station to TRILL edge |
o m e e e e e eeiee—aiaooo- +
| Quter.Encrypted |
| oo s m e e e e e e e e e e o - o +
[ | Optional VLAN Tag (4 bytes) |
| IS +
| | MACSEC Tag End Station to End Station| |
| Y +
| | I'nner.Encrypted |
|l e o
[ | | Payload Ethertype [ |
| ] e o
| | | Payload 1
|l o0
| B + |
| | Inner.1CV (8 or 16 bytes) |
[ o e e e e e e e e e e e e e e e e e e eo oo +
o m e e e oo +
| Quter.ICV (8 or 16 bytes) |
o m e e e e eeiee—iaaooo- +
| FCS (4 bytes) |
o mmm e e e e e e e e e e e e e e e e e e e e e e e +
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4. PPP Links

TRILL over PPP is specified in [RFC6361]. Currently specified native
PPP security does not neet nodern security standards. However, true
PPP over HDLC is relatively uncomon today and PPP is nornally being
conveyed by another protocol, such as PPP over Ethernet or PPP over
IP. In those cases it is RECOWENDED t hat Ethernet security as
described in Section 3 or | P security as described in [TRILL-1P] be
used to secure PPP between TRILL switch ports.

If it is necessary to use native PPP security [RFCL968] [ RFC1994]
...thd. ..
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5. Pseudowi re Links
TRILL transport over pseudowires is specified in [RFC7173].

No native security is provided for pseudow res as such; however, they
are, by definition, carried by sone PSN (Packet Swi tched Network).

Li nk security nust be provided by this PSN or by |ower |evel
protocols. This PSNis typically an MPLS or | P PSN

In the case of a pseudowire over |P, security SHOULD be provided as
is expected to be specified in [TRILL-IP]. If that is not possible
but the IP path is only one IP hop, then it nmay be possible to
provide link security at the layer of the link protocol supporting
that hop, such as Ethernet (Section 3) or PPP (Section 4).

In the case of a pseudowire over MPLS, MPLS al so does not have a

native security schene. Thus, security nust be provided at the link
| ayer being used, for exanple Ethernet (Section 3) or IP [TRILL-I1P].
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6. Security Considerations
This docunment is entirely about TRILL link security for Etherent,
PPP, and pseudowire TRILL |inks. See sections of this docunent on
those particular link technol ogies.

For general TRILL Security Considrations, see [RFC6325].

7. | ANA Consi derati ons

Thi s docunment requires no | ANA actions.
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