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Abst ract

The Transparent Interconnection of Lots of Links (TRILL) protocol is
i npl ement ed by devices called TRILL Switches or RBridges (Routing
Bridges). TRILL supports both point-to-point and nulti-access |inks
and is designed so that a variety of link protocols can be used
between TRILL switch ports. This docunent standardi zes methods for
encapsulating TRILL in IP (v4 or v6) so as to use IP as a TRILL link
protocol in a unified TRILL canpus
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1. Requirenents Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Introduction

TRILL switches (RBridges) are devices that inplenment the | ETF TRILL
protocol [RFC6325] [RFC7176] [RFC7177].

RBri dges provide transparent forwarding of frames within an arbitrary
net wor k topol ogy, using |least cost paths for unicast traffic. They
support not only VLANs and Fine G ained Labels [RFC7172] but al so

mul ti pat hi ng of unicast and nulti-destination traffic. They use IS
ISIlink state routing and encapsulation with a hop count.

Ports on different RBridges can conmunicate with each ot her over
various link types, such as Ethernet [RFC6325], pseudow res
[ RFC7173], or PPP [ RFC6361].

This docunent defines a nethod for RBridges to communicate over |IP
(v4 or v6). TRILL over IP will allow Internet-connected RBridges to
forma single TRILL canmpus, or multiple TRILL over I P networks within
a canpus to be connected as a single TRILL canpus via a TRILL over IP
backbone.

TRILL over |IP connects RBridge ports using |Pv4d or |Pv6 as a
transport in such a way that the ports appear to TRILL to be
connected by a single nulti-access link. Therefore, if nore than two
RBri dge ports are connected via a single TRILL over IP link, any pair
of them can conmuni cate

To support the scenarios where RBridges are connected via | P paths
(such as over the public Internet) that are not under the sane
adm nistrative control as the TRILL canpus and/or not physically
secure, this docunment specifies the use of |Psec [ RFC4301]

Encapsul ating Security Protocol [RFC4303] to secure all or part of
such pat hs.

3. Use Cases for TRILL over IP
This section introduces two application scenarios (a renote office
scenari o and an | P backbone scenari o) which cover typical situations

where network adm nistrators nmay choose to use TRILL over an IP
network to connect TRILL switches.
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3.1. Renote Ofice Scenario

In the Renote O fice Scenario, a renote TRILL network is connected to
a TRILL canpus across a nmultihop IP network, such as the public
Internet. The TRILL network in the renote office becones a | ogica
part of TRILL canpus, and nodes in the renote office can be attached
to the same VLANs or Fine G ained Label s RFC7172] as |ocal canpus

nodes. In many cases, a renote office may be attached to the TRILL
campus by a single pair of RBridges, one on the canpus end, and the
other in the remote office. In this use case, the TRILL over IP |ink

will often cross |ogical and physical |IP networks that do not support
TRILL, and are not under the sanme administrative control as the TRILL

campus.
3. 2. | P Backbone Scenari o

In the | P Backbone Scenario, TRILL over IP is used to connect a
nunber of TRILL networks to forma single TRILL canpus. For exanple
a TRILL over |P backbone could be used to connect nultiple TRILL
networks on different floors of a large building, or to connect TRILL
networks in separate buildings of a nulti-building site. 1In this use
case, there may often be several TRILL switches on a single TRILL
over IPlink, and the IP link(s) used by TRILL over |IP are typically
under the same administrative control as the rest of the TRILL
canpus.

3.3. Inportant Properties of the Scenarios

There are a nunber of differences between the above two application
scenarios, sonme of which drive features of this specification. These
differences are especially pertinent to the security requirenents of
the solution, how nmulticast data frames are handl ed, and how t he
TRILL switch ports di scover each other

3.3.1. Security Requirenents

In the | P Backbone Scenario, TRILL over IP is used between a number
of RBridge ports, on a network link that is in the sane

adm nistrative control as the remainder of the TRILL canpus. While
it is desirable in this scenario to prevent the association of rogue
RBri dges, this can be acconplished using existing IS-1S security
mechani sms. There nmay be no need to protect the data traffic, beyond
any protections that are already in place on the | ocal network.

In the Renote O fice Scenario, TRILL over IP may run over a network
that is not under the sane adm nistrative control as the TRILL
network. Nodes on the network may think that they are sending
traffic locally, while that traffic is actually being sent, in an IP
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tunnel, over the public Internet. It is necessary in this scenario
to protect the integrity and confidentiality of user traffic, as well
as ensuring that no unauthorized RBridges can gain access to the

RBri dge canpus. The issues of protecting integrity and
confidentiality of user traffic are addressed by using | Psec for both
TRILL 1S-1S and TRILL Data packets between RBridges in this scenario.

3.3.2. Milticast Handling

In the | P Backbone scenario, native nulticast may be supported on the
TRILL over IP link. |If so, it can be used to send TRILL IS-IS and
mul ti cast data packets, as discussed later in this docunent.
Alternatively, multi-destination packets can be transnmitted serially
by uni cast.

In the Renote Ofice Scenario there will often be only one pair of
RBri dges connecting a given site and, even when nultiple RBridges are
used to connect a Renmote Ofice to the TRILL canpus, the intervening
network may not provide reliable (or any) multicast connectivity.

I ssues such as conpl ex key managenent al so make it difficult to
provide strong data integrity and confidentiality protections for

mul ticast traffic. For all of these reasons, the connections between
| ocal and renote RBridges will commonly be treated |ike point-to-
point links, and all TRILL IS-1S control nmessages and multicast data
packets that are transmitted between the Renote Office and the TRILL
campus will be serially transmitted by unicast, as discussed later in
this docunent.

3.3.3. RBridge Neighbor Discovery

In the | P Backbone Scenario, RBridges that use TRILL over IP will use
the normal TRILL 1S-1S Hello nechanisns to di scover the existence of

other RBridges on the link [RFC7177], and to establish authenticated

communi cation with those RBridges.

In the Renbte O fice Scenario, an | Psec session will need to be
established before TRILL IS-I1S traffic can be exchanged, as discussed
below. In this case, one end will need to be configured to establish
a | PSEC session with the other. This will typically be acconplished
by configuring the RBridge or a border device at a Renbte Office to
initiate an | Psec session and subsequent TRILL exchanges with a TRILL
over | P-enabled RBridge attached to the TRILL canpus.

4. TRILL Packet Formats
To support the TRILL base protocol standard [RFC6325], two types of

packets will be transmtted between RBridges: TRILL Data packets and
TRILL |1 S-1S packets.
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The on-the-wire formof a TRILL Data packet in transit between two
nei ghbori ng RBridges is as shown bel ow

| TRILL Data | TRILL | Native Frame | Li nk [
| Link Header | Header | Payl oad | Trailer |

Where the Encapsul ated Native Frane Payload is sinilar to Ethernet
franme format with a VLAN tag or Fine Grained Label [RFC7172] but with
no trailing Frane Check Sequence (FCS).

TRILL 1S 1S packets are formatted on-the-wire as foll ows:

| TRILL IS-IS | TRILL IS-IS | Li nk [
| Link Header | Payl oad | Trailer |

The Link Header and Link Trailer in these formats depend on the
specific link technology. The Link Header contains one or nore
fields that distinguish TRILL Data from T TRILL 1S-1S. For exanpl e,
over Ethernet, the TRILL Data Link Header ends with the TRILL

Et hertype while the TRILL I S-1S Link Header ends with the L2-1S-1S
Et hertype; on the other hand, over PPP, there are no Ethertypes but
PPP protocol code points are included that distinguish TRILL Data
fromTRILL IS 1S

In TRILL over IP, we will use UDP/IP (v4 or v6) as the |ink header,
and the TRILL packet type will be deterni ned based on the UDP
destination port nunber. |In TRILL over IP, no Link Trailer is
speci fied, although one may be added when the resulting | P packets
are encapsul ated for transm ssion on a network (e.g. Ethernet).

5. Link Protocol Specifics

TRILL Data packets can be unicast to a specific RBridge or mnulticast
to all RBridges on the link. TRILL IS-1S packets are al ways
multicast to all other RBridge on the link (except for MIU PDUs,

whi ch may be unicast [RFC7177]). On Ethernet links, the Ethernet
mul ticast address All-RBridges is used for TRILL Data and All-1S-1S-
RBridges for TRILL IS-1S.
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To properly handl e TRILL base protocol packets on a TRILL over IP
link, either native nulticast node nmust be used on that |ink, or
mul ti cast nmust be sinulated using serial unicast, as discussed bel ow

In TRILL Hello PDUs used on TRILL IP links, the | P addresses of the
connected I P ports are their real SNPA (SubNetwork Point of
Attachment [IS-1S]) addresses and, for |Pv6, the 16-byte | Pv6 address
is used; however, for easy of code re-use designed for conmon 48-bit
SNPAs, for TRILL over IPv4, a 48-bit synthetic SNPA that |ooks like a
uni cast MAC address is constructed for use in the SNPA field of TRILL
Nei ghbor TLVs [RFC7176][ RFC7177] on the link. This synthetic SNPA is
as follows:

111111
0123456789012345
B ol o s ks st S S S S S R S e
| OxFE | 0x00 |
S et i o R S N R S
| I'Pv4 upper half [
B Tl T sl i S S S S S
| 1Pv4d lower half |
B ol o s ks st S S S S S R S e

This synthetic SNPA/ MAC address has the local (0x02) bit on in the
first byte and so cannot conflict with any globally unique 48-bit

Et hernet MAC. However, at the IP level, where TRILL operates on an
IPlink, there are only IP stations, not MAC stations, so conflict on
the link with a real MAC address woul d be inpossible in any case.

6. RBridge IP Port Configuration

This section specifies the configuration information needed at a
TRILL over | P port beyond that needed for a general RBridge port.

6.1. Per IP Port Configuration

Each RBridge port used for a TRILL over IP link should have at | east

one IP (v4 or v6) address. |If no |IP address is associated with the
port, perhaps as a transient condition during re-configuration, the
port is disabled. |Inplenentations MAY allow a single port to operate

as multiple IPv4 and/or | Pv6 |ogical ports. Each |IP address
constitutes a different logical port and the RBridge with those ports
MUST associate a different Port 1D with each | ogical port.

By default an RBridge |IP port discards output packets that fail the

possi bl e recursive ingress test (see Section 10.1) unless configured
to disable that test.
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6.2. Additional per |IP Address Cofiguration

The configuration information specified belowis per IP address at a
TRILL over |P port.

Each I P address at a TRILL over |IP port uses native |IP nulticast by
default but may be configured whether to use serial unicast

(Section 6.2.2) or native nmulticast (Section 6.2.1). Each IP address
at a TRILL over IP is configured whether or not to use |Psec

(Section 6.2.3).

6.2.1. Native Milticast Configuration

If a TRILL I P port address is using native IP multicast for nulti-
destination TRILL packets (IS-1S and data), by default transm ssions
fromthat | P address use the appropriate I P nmulticast address (IPv4
or I Pv6) specified in Section 13.2. The RBridge |IP port nmay be
configured to use a different IP nulticast address or nulti-
destinati on packets.

6.2.2. Serial Unicast Configuration

If a TRILL over |IP port address has been configured to use seria

uni cast for nulti-destination packets (1S-1S and data), it should
have associated with it a non-enpty list of unicast |IP destination
addresses. Milti-destination TRILL packets are serially unicast to
the addresses in this list. Such a TRILL over IP port will only be
able to formadjacencies [RFC7177] with the RBridges at the addresses
inthis list as those are the only RBridges to which it will send

TRI LL Hell os.

If the list is enpty, there is no way to transmit a nulti-destination
TRILL over |P packet such as a TRILL Hello. Thus it is inpossible to
achi eve adjacency [RFC7177] or if adjacency had been achieved
(perhaps the Iist was non-enpty and has just been configured to be
enpty), no way to nmintain such adjacency. Thus, in the enpty list
case, TRILL Data nulti-destination packets cannot be sent and TRILL
Data uni cast packets will not start flowing or, if they are already
flowing, will soon cease

6.2.3. Security Configuration
thd ...
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7. TRILL over |P Format

The general format of a TRILL over |IP packet without security is
shown bel ow.

| 1P | UDP | TRILL |

Where the UDP Header is as follows:

0 1 2 3
01234567890123456789012345678901
T I I S i T i T S S e It L i T S A s

| Source Port = Entropy | Destination Port |
T T e T i S i i S S S e
| UDP Length | UDP Checksum |

B i S S T s i S T st i S S S S S S S S i
| TRILL Payl oad ...

Source Port - see Section 10.2
Destination Port - indicates TRILL Data or 1S-1S, see Section 14
UDP Length - as specified in [ RFCO768]
UDP Checksum - as specified in [ RFCO768]
The TRILL Payload starts with the TRILL Header (not including the
TRILL Ethertype) for TRILL Data packets and starts with the 0x83
I ntradomai n Routeing Protocol Discrimnator byte (thus not including
the L2-1S-1S Ethertype) for TRILL | S-1S packets.
TRILL over IP link security uses |Psec Encapsul ating Security

Protocol (ESP) in tunnel node. The resulting packet format is as
follows for IPv4 and | Pv6:
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IPv4 | new | P hdr | | orig IP hdr | | TRILL] ESP | ESP
| (any options)| ESP | (any options) |UDP|Data |Trailer| |CV|
| <--------- encryption ---------- >|
[<-----mmmee--- integrity ------------- >|
IPv6 | new |new ext | | orig |orig ext | | TRILL] ESP | ESP|
| 1P hdr| hdrs | ESP| I P hdr| hdrs | UDP| Data | Trailer| ICV
[ <--------- encryption ----------- >| .
[ <----emmme--- integrity ------------- >|

This architecture permits the ESP tunnel termnation to be separated
fromthe TRILL over | P RBridge port and, for exanple, placed at a
physical or administrative security boundary. |If two or nore RBridge
TRILL over I P ports are comuni cate securely using |Psec, there are
three possibilities:

(a) For all ports involved, the IPsec inplenentation is integrated
with the RBridge port. In this case it is straightforward to use the
default and negotiations specified herein for keying and al gorithns.

(b) Some of the IPsec inplenmentations are integrated with an RBridge
port and sonme are not. For exanple, on a point-to-point TRILL over
IP link, IPsec could be integrated with the RBridge port at one end
but inplenented in a separate appliances that could be separated by
IP routers fromthe TRILL over IP RBridge port at the other end. In
this case nmechani sms beyond the scope of this docunent may be
required to comuni cate default or negotiated keying or algorithmns
bet ween such separate appliances and the RBridge port for which they
are providing TRILL over IP security services.

(c) For all ports involved, the |Psec inplenentation is in a separate
appliance. 1In this case, if adequate security is provided, the
appl i ances MAY negotiation | Psec keying and al gorithnms as they see
fit. Alternatively, the specifications of this docunment for keying
and al gorithns are used and nmechani snms beyond the scope of this
docunent nay be required to conmuni cate default or negotiated keying
or algorithns between such separate appliances and the RBridge port
for which they are providing TRILL over IP security services

8. Handling Milticast
By default, both TRILL IS-1S packets and nulti-destination TRILL Data

packets are sent to an All-RBridges IPv4 or IPv6 nulticast Address as
appropriate (see Section 13.2); however, a TRILL over |IP port nmay be
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configured (see Section 6) to use serial unicast with a list of one
or nmore unicast |P addresses of other TRILL over IP ports to which
mul ti-destination packets are sent. Such configuration is necessary
if the TRILL over IP port is connected to an |IP network that does not
support IP nulticast. |In both cases, unicast TRILL data packets
woul d be sent by unicast IP

When a TRILL over IP port is using IP multicast, it MJST periodically
transmt appropriate |GW (1Pv4 [ RFC3376]) or MD (IPv6 [ RFC2710])
packets so that the TRILL nmulticast IP traffic will be sent to it.

Al't hough TRILL fully supports broadcast links with nore than 2

RBri dges connected to the link, even where native IP nulticast is
avai l abl e, there may be good reasons for configuring TRILL over IP
ports to use serial unicast. In some networks, unicast is nore
reliable than multicast. |If multiple unicast connections between
parts of a TRILL canpus are configured, TRILL will in any case spread
traffic across them treating themas parallel |inks, and
appropriately fail over traffic if a link ceases to operate or
incorporate a new | ink that cones up

9. Use of |Psec

Al'l RBridges that support TRILL over IP MJST inplenent |Psec and
support the use of |Psec Encapsul ating Security Protocol (ESP) to
secure both TRILL I1S-1S and TRILL data packets. Wen |IPsec is used
to secure a TRILL over IP link and no 1S-1S security is enabled, the
| Psec session MJST be fully established before any TRILL IS-IS or
data packets are exchanged. Wien there is IS 1S security [ RFC5310]
provi ded, people may select to use |S-1S security to protect TRILL

I S-1S packets. However, in this case, the | Psec session still MJST
be fully established before any data packets transmi ssion since IS-I1S
security does not provide any protection to data packets.

TBD ...
9.1. Default Pre-Shared Keys
The default pre-shared keyes for |Psec usage are derived as foll ows:
HVAC- SHA256 ("TRILL IP'| IS-1S-shared key )
In the above "|" indicates concatenation, HVAC- SHA256 is as descri bed
in [FIPS180] [RFC6234] and "TRILL IP" is the eight byte US ASCI I
[ RFC0020] string indicated. 1S-1S-shared key is a link (or w der

scope) IS 1S key usable for 1S 1S security of link local 1S-1S |oca
PDUs such as Hello, CSNP, and PSNP. Wth [ RFC5310]there could be
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mul tiple keys identified with 16-bit key IDs. In this case, the Key
ID of 1S-1S-shared key is also used to identify the derived key.

10. Transport Considerations
This section discusses a variety of transport considerations.
10.1. Recursive Ingress

TRILL is designed to transport end station traffic to and from end
stations over | EEE 802.3 and IP is frequently transported over |EEE
802.3 or similar protocols. Thus, an end station native data frane
EF might get TRILL ingressed to TRILL(EF) which was then sent on a
TRILL over I P over an 802.3 link resulting in an 802.3 frane of the
form802.3(I P(TRILL(EF))). There is a risk of such a packet being
re-ingressed by the sane TRILL canpus, due to physical or |ogica

m sconfiguration, |ooping round, being further re-ingressed, etc.
The packet m ght get discarded if it got too large but if
fragmentation is enabled, it would just keep getting split into
fragments that would continue to |l oop and grow and re-fragnent unti
the path was saturated with junk and packets were being di scarded due
to queue overflow. The TRILL Header TTL woul d provide no protection
because each TRILL ingress adds a new Header and TTL.

To protect against this scenario, a TRILL over I P port MJST by,
default, test whether a TRILL packet it is about to send is, in fact
a TRILL ingress of a TRILL over IP over 802.3 or the |ike packets.
That is, is it of the form T TRI LL(802. 3(IP(TRILL(...)))? |If so, the
default action of the TRILL over |IP output port is to discard the
packet rather than transnit it. However, there are cases where sone
| evel of nested ingress is desired so it MJST be possible to
configure the port to allow such packets

10.2. Fat Flows

For the purpose of |oad balancing, it is worthwhile to consider how
to transport the TRILL packets over the Equal Cost Miltiple Paths
(ECMPs) existing in the | P path.

The ECVWP el ection for the IP traffics could be based, at |east for

| Pv4, on the quintuple of the outer |IP header { Source IP
Destination I P, Source Port, Destination Port, and |P protocol }.
Such tupl es, however, could be exactly the same for all TRILL Data
packets between two RBridge ports, even if there is a huge amount of
data being sent between a variety of ingress and egress RBridges.
Therefore, in order to better support ECVP, a RBridge SHOULD set the
Source Port as an entropy field for ECMP decisions. (This idea is

al so introduced in [I-D.yong-tsvwg-gre-in-udp-encap].For exanple, for
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TRILL Data this entropy field could be based on the | nner. MacDA
I nner. MacSA, and I nner.VLAN or Inner.FQ.

10.3. Congestion Considerations

Section 3.1.3 of [RFC5405] discussed the congestion inplications of
UDP tunnels. As discussed in [RFC5405], because other flows can
share the path with one or nore UDP tunnels, congestion contro

[ RFC2914] needs to be consi dered.

One notivation for encapsulating TRILL in UDP is to inprove the use
of multipath (such as ECMP) in cases where traffic is to traverse
routers which are able to hash on UDP Port and | P address. |In nany
cases this may reduce the occurrence of congestion and inprove usage
of avail abl e network capacity. However, it is also necessary to
ensure that the network, including applications that use the network,
responds appropriately in nore difficult cases, such as when link or
equi prent failures have reduced the avail abl e capacity.

The i npact of congestion nmust be considered both in terns of the
effect on the rest of the network of a UDP tunnel that is consum ng
excessive capacity, and in terns of the effect on the flows using the
UDP tunnels. The potential inpact of congestion froma UDP tunne
depends upon what sort of traffic is carried over the tunnel, as wel
as the path of the tunnel

TRILL is used to carry a wide range of traffic. |In many cases TRILL
is used to carry IP traffic. IPtraffic is generally assuned to be
congestion controlled, and thus a tunnel carrying general IP traffic
(as might be expected to be carried across the Internet) generally
does not need additional congestion control mechanisnms. As specified
i n [ RFC5405] :

"I P-based traffic is generally assuned to be congestion- controll ed,
i.e., it is assuned that the transport protocols generating |P-based
traffic at the sender already enpl oy nechanisns that are sufficient
to address congestion on the path. Consequently, a tunnel carrying
| P-based traffic should already interact appropriately with other
traffic sharing the path, and specific congestion control nechanisns
for the tunnel are not necessary".

For this reason, where TRILL is tunneled through UDP and used to
carry IP traffic that is known to be congestion controlled, the UDP
tunnel s MAY be used across any conbination of a single or cooperating
service providers or across the general Internet.
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However, TRILL is also used to carry traffic that is not necessarily
congestion controlled. For exanple, TRILL nay be used to carry
traffic where specific bandw dth guarantees are provided.

In such cases congestion nmay be avoi ded by careful provisioning of
the network and/or by rate limting of user data traffic. Were
TRILL is carried, directly or indirectly, over UDP over |IP, the
identity of each individual TRILL flowis in general |ost.

For this reason, where the TRILL traffic is not congestion
controlled, TRILL over UDP/IP MJST only be used within a single
service provider that utilizes careful provisioning (e.g., rate
limting at the entries of the network while over-provisioning
networ k capacity) to ensure agai nst congestion, or within a linited
nunber of service providers who closely cooperate in order to jointly
provide this sane careful provisioning. As such, TRILL over USP/IP
MUST NOT be used over the general Internet, or over non-cooperating
service providers, to carry traffic that is not congestion-
controll ed.

Measures SHOULD be taken to prevent non-congestion-controlled TRILL
over UDP/IP traffic from"escaping" to the general Internet, for
exanpl e the foll ow ng:

a. Physical or logical isolation of the TRILL over IP links fromthe
general Internet.

b. Deploynent of packet filters that bl ock the UDP ports assigned
for TRILL-over-UDP

c. lmposition of restrictions on TRILL over UDP/IP traffic by
software tools used to set up TRILL over UDP paths between specific
end systens (as might be used within a single data center).

d. Use of a "Managed Circuit Breaker" for the TRILL traffic as
described in [I-D.ietf-tsvwg-circuit-breaker].

10. 4. MIU Consi der ati ons

In TRILL each RBridge advertises in its LSP nunber zero the | argest
LSP franme it can accept (but not |less than 1,470 bytes) on any of its
interfaces (at |east those interfaces with adjacencies to other

RBri dges in the canpus) through the originati ngLSPBuf ferSi ze TLV

[ RFC6325] [RFC7177]. The canpus m ni mum MIU, denoted Sz, is then
establi shed by taking the mninumof this advertised MU for al
RBridges in the canpus. Links that do not neet the Sz MIU are not
included in the routing topology. This protects the operation of |S-
IS fromlinks that woul d be unable to accommodate sone LSPs.
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A met hod of determining originati ngLSPBufferSize for an RBridge with
one or nmore TRILL over | P portsis described in [RFC7180]. However,

if an IP link either can accommpdate junbo franes or is a link on
which IP fragnentation is enabl ed and acceptable, then it is unlikely
that the IPlink will be a constraint on the originatingLSPBufferSize
of an RBridge using the link. On the other hand, if the IP link can
only handle smaller frames and fragnentation is to be avoi ded when
possible, a TRILL over IP port might constrain the RBridge s

ori gi nati ngLSPBuf fer Si ze. Because TRILL sets the m ni mum val ues of
Sz at 1,470 bytes, there may be links that neet the nini mum MIU for
the I P protocol (1,280 bytes for |IPv6, theoretically 68 bytes for

I Pv4) on which it would be necessary to enable fragnentation for
TRILL use

The optional use of TRILL IS-1S MU PDUs, as specified in [ RFC6325]
and [ RFC7177] can provi de added assurance of the actual MU of a
I'ink.

11. M ddl ebox Consi derations
TBD ...
12. Security Considerations

TRILL over IP is subject to all of the security considerations for

the base TRILL protocol [RFC6325]. |In addition, there are specific
security requirenments for different TRILL depl oynent scenarios, as

di scussed in the "Use Cases for TRILL over |IP" section above.

This docunment specifies that all RBridges that support TRILL over IP
MUST i mpl enent | Psec, and nakes it clear that it is both w se and
good to use IPsec in all cases where a TRILL over IP link wll
traverse a network that is not under the same adnministrative contro
as the rest of the TRILL canpus or is not physically secure. |Psec
is necessary, in these cases to protect the privacy and integrity of
data traffic.

TRILL over IP is conpletely conmpatible with the use of IS 1S Security
[ RFC5310], which can be used to authenticate RBridges before all ow ng
themto join a TRILL canpus. This is sufficient to protect against
rogue RBridges, but is not sufficient to protect data packets that
may be sent in I P outside of the |ocal network, or even across the
public Internet. To protect the privacy and integrity of that
traffic, use | Psec.

In cases were I Psec is used, the use of IS 1S security may not be

necessary, but there is nothing about this specification that would
prevent using both IPsec and | S-1S security together. In cases where
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both types of security are enabled, by default, a key derived from
the 1S-1S key will be used for |Psec.

13. | ANA Consi derations
I ANA consi derations are given bel ow.

13.1. Port Assignnents

| ANA has allocated the followi ng destination UDP Ports for the TRILL
I S-1S and Data channel s:

UDP Por t Pr ot ocol
(TBD) TRILL | S-1S Channel
(TBD) TRI LL Data Channel

13.2. Milticast Address Assignnents

| ANA has allocated one | Pv4 and one | Pv6 nulticast address, as shown
bel ow, which correspond to the All-RBridges and All-1S-1S-RBridges
mul ti cast MAC addresses that the | EEE Registration Authority has
assigned for TRILL. Because the Iow |evel hardware MAC address

di spatch considerations for TRILL over Ethernet do not apply to TRILL
over IP, one IP multicast address for each version of IPis
sufficient.

[ Val ues recomended to | ANA:]

Nane | Pv4 | Pv6

Al'l - RBri dges 233.252.14.0 FFOX: 0: 0: 0: 0: 0: 0: 205
Not e: when these IPv4 and | Pv6 multicast addresses are used and the
resulting IP frame is sent over Ethernet, the usual |IP derived MAC

address i s used.

[ Need to discuss scopes for IPv6 nulticast (the "X' in the addresses)
sonewhere. Default to "site" scope but MJST be confi gurabl e?]
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