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Background

* A protocol solution proposal for draft-ietf-mif-
mpvd-arch-11 using IPv6 NDP.

 Complimentary work for DHCPv6 in draft-ietf-
mif-mpvd-dhcp-support-01



Basics

A generic PVD container Neighbor Discovery option:
— Carries PVD specific options e.g. PVD ldentifier
— Can carry existing NDP options
— Skipped by legacy hosts

An RA/RS may contain zero or more PVD containers:
— Multiple PVDs may be carried in one RA/RS..

— An RS may contain zero or more PVD containers to solicit information
from a specific PVD

Reuse existing security mechanisms: RFC6494/6495/3971

Defines the security principles:

— PVD container content may be signed to prove the authenticity of the
advertised information and to provide integrity protection

— Replay protection left for the “carrier protocol” to solve



PVD Container Option

2] 1 2 3
1234567 8901234567 8901234567 89%%081
+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-F+-+-+-+
| Type=PVD CO | Length |S| Reserved | Name Type |
+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+

Key Hash (optional)
Fot-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-F+-+-+-+
Digital Signature (optional)
+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-F+-+-+-+
Possible zero padding to ensure 8 octets alignment

+-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-+

Figure 1: PVD Container Option
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PVD Identifier Option

e 1 2 3

e 1234567890123 456789%90123456789601
Lt LT TE T ek ok TR R B R T ST TR T T LT T R T T e R R T T T T
| Type=PVD ID | Length | Identity
FoF-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-F-F-F-F-+-+-+

Figure 2: PVD ID Option

* The actual contents of the identity field are

common for both NDP based and DHCPv6
based options.

* Format is defined in draft-ietf-mif-mpvd-id-01



Example RA packet

2] 1 2 3
® 1 2 3 456 78 9 123 4567891234567 8901

+-F+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F -+ -+~
| 134 | 5] | Checksum
+-4-F-F-F-F-F-F-F-F-F-F-t-F-t-F-Ft-F-F-F-F-F-F-F-F-F-F-F-F-F-F--
| Cur Hop Limit |@]1] Reserved | Router Lifetime
+-F+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F -+ -+~
| Reachable Time
+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+ -+~
| Retrans Timer
+-F+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F -+ -+~
| Type=PVD_CO | 1@ @] Reserwved 2]
+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-H+-
| 2]
+-F+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-
| 3 4 | 654 |1]1] Reserwvedl
-+ -F-F-F-F-F-F-F-F -+ -+ -+- -+ -F-F-F-F-F-F-F-F-H-F-F-F-F-F-F+-H-

-+

| Valid Lifetime
+-4-F-F-F-F-F-F-F-F-F-F-t-F-t-F-Ft-F-F-F-F-F-F-F-F-F-F-F-F-F-F--
| Preferred Lifetime
+-F+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F -+ -+~
| Reserved2
+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+ -+~
| 2001 :db8:abad:cafe: :

+-F+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F -+ -+~
| Type=PVD_ID | 4 | id-type=4 | 21
+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-H+-
~ "starducks.example.com™, "\@"', """, '"\O"',""@", "\O"',"\O","\O"
+-F+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-
| 5 | 1 | Reserwved
+-F+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F -+ -+~
| 1337

el B bl P R B Rl T RS T R L Rl L R G DR L TR L R L B L B B Bl L Rl L L
| 3 4 | Prefix Length |1]1] Reservedl
-+ -F-F-F-F-F-F-F-F -+ -+ -+- -+ -F-F-F-F-F-F-F-F-H-F-F-F-F-F-F+-H-

-+

| Valid Lifetime
+-4-F+-H+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F -+ -+ -+~
| Preferred Lifetime
+-F+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F -+ -+~
| Reserved22
+-4-F+-H+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F -+ -+ -+~
| 2001:db8:cafe:babe: :
+-+-+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F -+ —+-
| 5 1 | Reserwved
+-F+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F -+ -+~

+-F-F-F-F-F -t -F-F-H-+

1500
+-+6muleg{@dEIE92+-+-+-+-+-+-+-+-+-+-+-+-
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Comments?

 We would love to hear from you.

e Please feel free to comment on the 6man or
mif mailing lists



