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Motivation

1. Need security and privacy in web. Authentication and authorization become an
important component of Web security today.

2. Providing the same level of security functionality to the Internet of Things (loT)
environment.
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Door Lock Use Case



Players in this Scenario

Joe works for a maintenance company
and is specialized in installing physical
access control systems

Alice is the owner of the small but widely
known company example.com. She wants
to deploy a new physical access control
system in her office building.

Tom is employed by Alice at example.com.




Installing Door Locks

Joe works for a maintenance company
and is specialized in installing physical
access control systems

Joe configures the door lock with
Joe configures the door lock with
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Alice is the owner of the small but App permissions

widely known company example.com. DoorLock
She wants to deploy a new physical Storage
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Sign in

Email
alice@example.com

Password

(4) Alice, as the admin, is now able to configure access
policies for her five employees.

(3) The DoorLock app
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Sign in

Email
tom@example.com

Password

or sign in with

Tom is employed by Alice at example.com.

(1) Tom downloads the DoorlLock app to his phone.

(2} The app again needs to be
configured, Tom logs into the
enterprise identity management
system. The DoorlLock app uses OAuth
2.0 and no long-term credentials arg
visible

to the app itself

(4) When Tom approaches the
office with his newly installed
DoorLock app for the first time
the app talks to the
authorization server and
obtains an access token. Alice
does not need to grant the
request since Tom is already
pre-authorized

(5) The obtained access token
is presented to the door.

(6) Tom is granted access.
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Architecture for loT with
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Remarks

e ... not the most complex scenarios but we need to pick others up where
they are today.

* The presented scenario does not require many new extensions.
* Mostly the communication between client and resource server.



What’s Next?

* Technical solution details are available with UMA/OAuth/OpenID Connect
specifications but optimizations are possible.
* OAuth over CoAP profiles.
* More compact token encodings
* Ongoing work on PoP tokens and token binding.

* Looking for other interested parties to work on prototypes to gain more
experience.



