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AMT Is not secure C;‘
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0 Possible for an intruder to force disconnection of
an AMT Gateway

= Just issue AMT Membership update Leave/Done

0 Possible for an intruder to masquerade as an
AMT Relay

= Just advertise on the anycast address
a No way to verify the legitimacy of a client

0 Shown in paper at LCN 2011
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Multicast Recelver Access

Control

0 Has been presented to MBONED previously
0 Allows verification of the legitimacy of a client

0 Based on the use of EAP for authentication and PANA
for transport of EAP packets, plus a “secure” form of
IGMP

o To make MRAC useful in an AMT environment, we need
a “secure” AMT

a Implies integration of MRAC and AMT
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Traditional AMT

a AMT Gateway contains an IGMP proxy

= To capture the IGMP messages and forward them to
the AMT Relay

a AMT Relay contains an IGMP proxy

= To receive forwarded IGMP messages and send them
on to the multicast-enabled router

a A tunnel exists between AMT Gateway and AMT
Relay
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a Add proxies to AMT Gateway and AMT Relay
= EAP proxy
= PANA proxy
= Secure IGMP/MLD proxy

a Then formally validate that the security of the
augmented AMT meets the same goals as those
for MRAC in a “native” multicast environment

= Assumes a “secure” AMT
= Paper to be presented at ICN 2015 in April
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Secure AMT

a Must carry the additional packet types needed

0 Have to ensure that
= AMT peers can validate each other
= A secure path is provided for the carried messages

0 Work Is In progress
= Design the set of interactions
= Validate the security formally
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AMT In Linux and Android

a Original implementation of AMT was written by
Tom Pusateri at Juniper, for Free BSD

0 Ported to Linux at University of Texas at Dallas,
with support from Cisco

a0 We have fixed a few nits in the Linux version,
and are porting it to Android.
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IETF Documents Issued cg »

a0 MRAC Requirements

= draft-atwood-mboned-mrac-req

o MRAC Architecture
= draft-atwood-mboned-mrac-arch

a Using PANA+EAP to achieve the MRAC
= draft-atwood-mboned-mrac-pana

a Secure IGMP
= draft-atwood-pim-sigmp

0 GSAM (coordination of Secure IGMP end points)
= draft-atwood-pim-gsam
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