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Design Goals

 Secure communications platform for asynchronous 
messaging 

 Distinguished by automated key management 
 Uses layers of message-based end-to-end* encryption 
 Provides message confidentiality, tamper protection and 

reduces the leakage of metadata along the handling path 
 Strives to make security dependent on the complexity of a 

user’s password and strength of their endpoint’s defenses

* Automation allows the “end” to be a user’s device, or server



Trust Model
Signet resolver obtains a signet from an authoritative primary source and then validates it
using a pre-authenticated secondary source.

Protected by
PRIME

Protected by *
DNSSEC

*  DNSSEC does not protect the confidentiality of queries, and is dependent upon the austerity of the controlling authorities.



Signet Field Categories

Signet Types

The Splittable Signet
Signet Types



Algorithms

Messages
ASYMMETRIC ECDHE SECP256K1
KDF SHA-2 SHA-512
SYMMETRIC AES CBC-256
SIGN/MAC EdDSA Ed25519

Transport Layer
Cipher Suite TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
Certificate Strength 2048+
Curve unspecified

Signets
Signing EdDSA Ed25519
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Tree Signature



Bounce Signature



1-byte Chunk Type

3-byte Payload Length

variable Payload

variable Key Slots

64-bytes Plain Text Signature

3-bytes Data Length

1-byte Flags
Padding Algorithm / Auxiliary Encryption / Compression / Continuation

1-byte Padding Length

variable Padding Length

variable Data

Encrypted Chunk

Payload Layout
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Docs
httpshttps://darkmail.info/spec

Discuss
https://darkmail.info/forums

Develop
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