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Abstract

This specification provides a new 6LOWAN di spatch type for use in
Rout e- over and mi xed Mesh-under and Route-over topol ogi es, that
reuses the encoding of the nmesh type defined in RFC 4944 for pure
Mesh-under topol ogies. This specification also defines a nmethod to
compress RPL Option (RFC6553) information and Routing Header type 3
(RFC6554), an efficient IP-in-1P technique and opens the way for
further routing techniques. This extends 6LOWPAN Transm ssi on of

| Pv6 Packets (RFC4944), and is applicable to new |ink-layer types
where 6LOWPAN i s being defined.
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1. I nt roduction

The design of Low Power and Lossy Networks (LLNs) is generally
focused on saving energy, which is the nost constrained resource of
all. The other constraints, such as the nmenory capacity and the duty
cycling of the LLN devices, derive fromthat prinmary concern. Energy
is often available fromprimary batteries that are expected to |ast
for years, or is scavenged fromthe environnment in very linited
quantities. Any protocol that is intended for use in LLNs nust be
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designed with the primary concern of saving energy as a strict
requirenent.

Controlling the anpbunt of data transnission is one possible venue to

save energy. In a nunber of LLN standards, the frane size is linited
to nmuch smaller values than the I Pv6 nmaxi numtransm ssion unit (MIU)
of 1280 bytes. |In particular, an LLN that relies on the classica

Physi cal Layer (PHY) of |EEE 802.14.5 [| EEE802154] is linmted to 127
bytes per frame. The need to conpress |Pv6 packets over |EEE
802.14.5 led to the 6LoWPAN Header Conpression [ RFC6282] work

( 6LOWPAN- HC) .

I nnovati ve Route-over techni ques have been and are still being
devel oped for routing inside a LLN. In a general fashion, such
techni ques require additional information in the packet to provide
| oop prevention and to indicate information such as flow

i dentification, source routing infornmation, etc.

For reasons such as security and the capability to send ICVP errors
back to the source, an original packet nust not be tanpered with, and
any information that nust be inserted in or renoved froman | Pv6
packet nust be placed in an extra IP-in-1P encapsulation. This is
the case when the additional routing information is inserted by a
router on the path of a packet, for instance a nmesh root, as opposed
to the source node. This is also the case when sone routing

i nformati on nust be renoved from a packet that will flow outside the
LLN.

As an exanple, the Routing Protocol for Low Power and Lossy Networks
[ RFC6550] (RPL) is designed to optimize the routing operations in
constrained LLNs. As part of this optinization, RPL requires the
addition of RPL Packet Information (RPlI) in every packet, as defined
in Section 11.2 of [RFC6550].

The RPL Option for Carrying RPL Infornation in Data-Plane Datagrans

[ RFC6553] specification indicates how the RPI can be placed in a RPL
Option for use in an | Pv6 Hop-by-Hop header. This representation
demands a total of 8 bytes when in npbst cases the actual RPlI payl oad
requires only 19 bits. Since the Hop-by-Hop header nust not flow
outside of the RPL domain, it nust be renpbved from packets that |eave
the donmain, and be inserted in packets entering the domain. In both
cases, this operation inplies an IP-in-1P encapsul ation
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Figure 1: IP-in-1P Encapsulation within the LLN

Additionally, in the case of the Non-Storing Mdde of Operation (MOP),
RPL requires a Routing Header type 3 (RH3) as defined in the |IPv6
Routi ng Header for Source Routes with RPL [ RFC6554] specification

for all packets that are routed down a RPL graph. Wth Non-Storing
RPL, even if the source is a node in the sane LLN, the packet nust
first reach up the graph to the root so that the root can insert the
RH3 to go down the graph. In any fashion, whether the packet was
originated in a node in the LLN or outside the LLN, and regardl ess of
whet her the packet stays within the LLN or not, as long as the source
of the packet is not the root itself, the source-routing operation
also inplies an IP-in-1P encapsulation at the root to insert the RH3.

6Ti SCH [I-D.ietf-6tisch-architecture] specifies the operation of |IPv6
over the TimeSlotted Channel Hopping [I-D.ietf-6tisch-tsch] (TSCH)
nmode of operation of |EEE 802.14.5. The architecture requires the
use of both RPL and the 6l o adaptation |ayer framework ([ RFC4944],

[ RFC6282]) over |EEE 802.14.5. Because it inherits the constraints
on the frame size fromthe MAC |l ayer, 6Ti SCH cannot afford to spend 8
byt es per packet on the RPI. Hence the requirenment for a 6LoWPAN
header conpression of the RPI.

The type of information that needs to be present in a packet inside
the LLN but not outside of the LLN varies with the routing operation,
but there is overall a need for an extensible conpression technique
that would sinplify the IP-in-1P encapsul ati on, when needed, and
optimally conpress existing routing artifacts found in LLNs.

This specification extends 6LOWPAN [ RFC4944] and in particul ar reuses

the Mesh Header fornmats that are defined for the Mesh-under use cases
so as to carry routing informati on for Route-over use cases. The
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specification includes the formats necessary for RPL and is
extensi ble for additional formats.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .

The Terminology used in this docunent is consistent with and
i ncorporates that described in ‘Term nology in Low power And Lossy
Net wor ks’ [ RFC7102] and [ RFC6550].

The ternms Route-over and Mesh-under are defined in [ RFC6775].
O her terns in use in LLNs are found in [ RFC7228].

The term"byte" is used in its now customary sense as a synonym for
"octet".

3. Updating RFC 4944

This draft proposes 3 ways to adapt 6LoWPAN whil e nai ntai ni ng
backward conpatibility with 1 Pv6 over |EEE 802.15.4 [ RFC4944].

Option 1 considers that a network where this specification applies
is physically separate froma network where the Mesh Header
defined in [RFC4944] is used. Wth that assunption, the Mesh
Header dispatch space can be reused. A variation is proposed

wher eby the NALP pattern 00xxxxxx is reused instead of the Mesh
Header pattern

Option 2 defines a new Separator Dispatch value that indicates

that no Mesh Header is present in the renainder of the packet. |If
the 10xxxxxx pattern is found in the packet after this new
Separator Dispatch, then this specification applies. It is

suggested that the new Separator Dispatch would al so enable to
reuse patterns 00xxxxxx and 11xxxxxx in the future.

Option 3 uses values in pattern 11xxxxxx that are free to this

date, avoiding patterns 11000xxx and 11100xxx that are used for
the Fragmentation Header as defined in [RFC4944].
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3.1. Reusing Mesh Header (or NALP) Dispatch Space

Section 5.1 of the I Pv6 over |EEE 802.15.4 [ RFC4944] specification
defines various Dispatch Types and Headers, and in particular a Mesh
Header that corresponds to a pattern 10xxxxxx and effectively
consumes one third of the whole 6LOWPAN di spatch space for Mesh-under
speci fic applications.

This specification reuses the D spatch space for Route-over and m xed
operations. This neans that a device that use the Mesh Header as
specified in [ RFC4944] should not be placed in a sane network as a
devi ce which operates per this update. This is generally not a
probl em since a network is classically either Mesh-under OR Route-
over.

A new i npl enent ati on of Mesh-under MAY support both types of
encoding, and if so, it SHOULD provide a nanagenent toggle to enable
either node and it SHOULD use this specification as the default node.

A di spatch space of equivalent size to the Mesh Header was reserved
in [RFC4944] for external specifications Not A LowPan (NALP), hoping
that such specification could coexist harm essly on a same network as
early 6LoWPAN.

It is unclear that this disposition was useful at sone point and that
NALP was effectively used in a network where 6LOWPAN is deployed. A
vari ation of the suggestion above would be, to use pattern 10XXXXXX

i nstead of pattern 10xxxxxx |If deemed necessary, it woul d be possible
to nove NALP to sone other (snuller) dispatch space.

3.2. Add A New Di spatch

The suggestion here is not to use the Escape Dispatch, which is not
entirely defined at this point, but to block one other dispatch val ue
(say 11111111) to indicate that fromthat point on, the parsing of

t he packet should use this specification if the pattern 10XXXXxX is
found.

The expectation is that if there is a Mesh Header, it is placed early
in the packet and fromthere this specification will apply to any

ot her appearance of the 10xxxxxx pattern. On the other hand, if
there is no mesh header, there is a need to indicate so with this new
di spatch val ue, and then any appearance of the 10xxxxxx pattern will
be parsed per this specification

It nmust be noted that the NALP space is really reserved for the first

di spatch in the 6LOWPAN packet. Once a packet is identified as a
6LOWPAN packet by a first dispatch, the NALP range coul d be used.
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Finally, the specification indicates that Fragments Headers nust
al ways preceed Routing header.

As a result, the 11111111 pattern could be consi dered a deli m ninator
between a portion of the frane that is formatted per [ RFC4944] on the
left, and a portion fromwhich the space for Mesh Header, Fragnent
Header and NALP can be reused, on the right. This specification
woul d reuse the Mesh Header or the NALP as di scuused above, so the
text in this specification is not inpacted.

3.3. Use Free Space the the FRAG range

Wth the third proposal, the 6LoRH uses free bit patterns that are
defined in [RFC4944] in the 11 xxxxxx range, avoiding FRAGL of 11
000xxx and FRAGN of 11 100xxx.

The third bit, which differentiates FRAGL from FRAGN in their
particul ar ranges, indicates Elective vs. Critical; the fourth bit is
al ways set to ensure that the 6LoRH does not collision with FRAGL or
FRAGN. The net result is one bit less than in the other proposals
for the encodi ng space in the 6LoRH, which neans only 4 bits to
encode the length in the Elective format, as discussed bel ow, and
only 4 bits TSE

The resulting formats and consequences are detailed in the rel evant
secti ons.

4. Pl acenent of 6LoRH
One or nore 6LORHs MAY be placed in a 6LOWPAN packet and MJST al ways
be placed before the LOAPAN | PHC [ RFC6282]. A 6LoRH MJUST al ways be
pl aced after Fragnentation Header and Mesh Header [RFC6282].

5. General Fornmat
The 6LoWPAN Routing Header (6LoRH) nmay contain source routing
i nformati on such as a conpressed formof RH3, or other sorts of
routing information such as the RPL RPI, source and/or destination
address, and is extensible for future uses, with the given exanmpl e of
Bl ER bitmap encoding in Section 10.
There are two forns for 6LORH

El ecti ve (6LORHE)

Critical (6LoORHC)

Thubert, et al. Expi res January 3, 2016 [ Page 7]



Internet-Draft A Routing Header Dispatch for 6LoWPAN July 2015

Thi s specification proposes several alternatives for the 6LoRH
encodi ng:

Reuse Mesh Header Space in route over node
Sane as above, signaled by an initial escape byte

a nmore conpl ex encodi ng using other coding space that is stil
free in the 6l o adaptation |ayer framework

The | ayout of the Elective and Critical forns depends on the encoding
of the 6LoRH itself.

Wth the Mesh Header reuse proposal, the 6LoRH reuses the bit
patterns that are defined in [RFC4944] for the Mesh Header
specifically the Dispatch Value Bit Pattern of 10XXXXXX.

Wth the Escaped Mesh Header reuse, the 6LORH al so reuses the bit
patterns that are defined in [RFC4944] for the Mesh Header, but an
ESC di spatch, with a value of 11111111, nust be placed before the
first 6LoRH. The ESC indicates that the parsing of the pattern of
10xxxxxx will now be perforned following this specification. There
is no need to place an ESC before each 6LoRH, since the ESC

i nfluences the parsing of the rest of the packet.

5. 1. El ecti ve Fornat

Wth the first and second proposals, the 6LoRHE uses the Dispatch
Val ue Bit Pattern of 101xXXXX.

A 6LORHE may be ignored and ski pped in parsing.

If it is ignored, the 6LORHE is forwarded with no change inside the
LLN.

0 1

0123456789012345
B e i eI e e O e o S -+
| 1] 0] 1] Length | Type |
B T e S S i s S S -+

<-  Length  -->
Figure 2: Elective 6LOWPAN Routing Header

Wth the third proposal 6LoRHE uses the Dispatch Value Bit Pattern of
1111xxXXX.
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0 1

01234567890123145

B il i S S I S S S S S -+
| 1] 1] 1| 1| Length]| Type [

S e i i i R SR S S -+

<-- Lengt h -->
Figure 3: Elective 6LOWPAN Routing Header
Lengt h:

Length of the 6LoRHE expressed in bytes, excluding the first 2
bytes. This is done to enable a node to skip a 6LORH that it does
not support and/or cannot parse, for instance if the Type is not
known.

Type:
Type of the 6LoRHE

5.2. Critical Format

Wth the first and second proposals, the 6LORHC uses the Dispatch

Val ue Bit Pattern of 100XXXXX.

A node whi ch does not support the 6LORHC Type MJST silently discard
the packet (note that there is no provision for the exchange of error
messages; such a situation should be avoi ded by judicious use of

adm ni strative control and/or capability indications).

0 1

0123456789012345

S - -+
|1]0/0]  TSE | Type I I
T i T S S S S -+

<-- Length ianIéd by Type/ TSE -->
Figure 4: Critical 6LoWPAN Routing Header

Wth the third proposal 6LoRHE uses the Dispatch Value Bit Pattern of
1101xxXX.

0 1
0123456789012345
T i i e TR TR S T S e e e A -+
|1/ 1] 0] 1] TSE | Type I I
B R i i s st sl s sT O T S SR SR SR -+
<-- Length inplied by Type/TSE -->
TSE:
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Type Specific Extension. The neaning depends on the Type, which
must be known in all of the nodes. The interpretation of the TSE
depends on the Type field that follows. For instance, it may be
used to transport control bits, the nunber of elenents in an
array, or the length of the renainder of the 6LORHC expressed in a
unit other than bytes.

Type:
Type of the 6LoORHC

6. The Routing Header type 3 (RH3) 6LoRH

The Routing Header type 3 (RH3) 6LoRH (RH3-6LORH) is a Critica
6LOoWPAN Routi ng Header that provides a conpressed formfor the RH3,
as defined in [ RFC6554] for use by RPL routers. Routers that need to
forward a packet with a RH3-6LoRH are expected to be RPL routers and
expected to support this specification. |If a non-RPL router receives
a packet with a RPI-6LORH, this means that there was a routing error
and t he packet should be dropped so the Type cannot be ignored.

0 1

0123456789012345
T - +- S+ L - -+
| 1] 0] O] Size | 6LORH Type 0..4| Hopl | Hop2 | | HopN |
B T T - +- -+ L+ -+

Si ze indicates the nunber of conpressed addresses
Fi gure 5: The RH3-6LoRH

The val ues for the RH3-6LORH Type are an enuneration, 0 to 4. The
form of conpression is indicated by the Type as foll ows:

[ S [ S +
| Type | Size Unit |
Fom e e oo - Fom e e oo - +
I 0 I 1 I
I 1 I 2 I
| 2 | 4 |
I 3 I 8 I
I 4 I 16 I
Fom e e oo - Fom e e oo - +

Figure 6: The RH3-6LORH Types

In the case of a RH3-6LoRH, the TSE field is used as a Size, which
encodes the nunber of hops mnus 1; so a Size of 0 neans one hop, and
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the maxi num that can be encoded is 32 hops. (If nore than 32 hops
need to be expressed, a sequence of RH3-6LoRH can be enpl oyed.)

The next Hop is indicated in the first entry of the first RH3-6LORH
Upon reception, the entry is checked whether it refers to the
processing router itself. |If it so, the entry is renoved fromthe
RH3- 6LoRH and the Size is decrenented. |If the Size is now zero, the
whol e RH3-6LoRH i s renoved. |If there is no nore RH3-6LORH, the
processing node is the last router on the way, which may or may not
be collocated with the final destination

The last hop in the last RH3-6LoRH is the last router prior to the
destination in the LLN. So even when there is a RH3-6LoRH in the
frame, the address of the final destination is in the LoWPAN | PHC
[ RFC6282] .

If some bits of the first address in the RH3-6LORH can be derived
fromthe final destination is in the LOWPAN | PHC, then that address
may be conpressed, otherwise is is expressed in full. Next addresses
only need to express the delta fromthe previ ous address.

Al'l addresses in a RH3-6LoRH are conpressed in a sane fashion, down
to the same nunber of bytes per address. |In order to get different
forms of conpression, nultiple consecutive RH3-6LORH nust be used

7. The RPL Packet |Information 6LoRH

[ RFC6550], Section 11.2, specifies the RPL Packet Information (RPI)
as a set of fields that are to be added to the | P packets for the
purpose of Instance ldentification, as well as Loop Avoi dance and
Det ecti on.

In particular, the SenderRank, which is the scalar netric conputed by
an specialized ojective Function such as [ RFC6552], indicates the
Rank of the sender and is nodified at each hop. The Sender Rank
allows to validate that the packet progresses in the expected
direction, either upwards or downwards, along the DODAG

RPL defines the RPL Option for Carrying RPL Information in Data-Pl ane
Dat agr ans [ RFC6553] to transport the RPI, which is carried in an | Pv6
Hop- by- Hop Opti ons Header [ RFC2460], typically consum ng eight bytes
per packet.

Wth [ RFC6553], the RPL option is encoded as six Cctets; it nust be
pl aced in a Hop-by-Hop header that consumes two additional octets for
a total of eight. In order tolinmt its range to the inside the RPL
domai n, the Hop-by-Hop header nust be added to (or renoved fron
packets that cross the border of the RPL donain.
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The 8-bytes overhead is detrinental to the LLN operation, in
particular with regards to bandwi dth and battery constraints. These
bytes may cause a containing frame to grow above maxi mum frame size
| eading to Layer 2 or 6LOWPAN [ RFC4944] fragnmentation, which in turn
cause even nore energy spending and i ssues discussed in the LLN
Fragnment Forwardi ng and Recovery
[1-D.thubert-6l o-forwardi ng-fragments].

An additional overhead comes fromthe need, in certain cases, to add
an | P-in-1P encapsulation to carry the Hop-by-Hop header. This is
needed when the router that inserts the Hop-by-Hop header is not the
source of the packet, so that an error can be returned to the router
This is also the case when a packet originated by a RPL node nust be
stripped fromthe Hop-by-Hop header to be routed outside the RPL
domai n.

This specification defines an |IPinlP-6LoRH in Section 8 for that
purpose, but it nust be noted that stripping a 6LoRH does not require
a mani pul ati on of the packet in the LOAPAN | PHC, and thus, if the
source address in the LOAPAN | PHC is the node that inserted the

| Pi nl P-6LoRH then this al one does not mandate an | Pi nl P-6LoRH.

As a result, a RPL packet may bear only a RPlI-6LoRH and no | Pinl P-
6LoRH. In that case, the source and destination of the packet are
| ocated in the LOAPAN I PHC

As with [ RFC6553], the fields in the RPl include an "GO, an 'R, and
an 'F bit, an 8-bit RPLInstancelD (with sone internal structure),
and a 16-bit Sender Rank.

The remai nder of this section defines the RPI-6LoORH, a Critica
6LOWPAN Routing Header that is designed to transport the RPlI in
6LOWPAN LLNs.

7.1. Conpressing the RPLInstancel D

RPL | nstances are discussed in [ RFC6550], Section 5. A nunber of
simple use cases will not require nore than one instance, and in such
a case, the instance is expected to be the gl obal Instance 0. A

gl obal RPLInstancelD is encoded in a RPLInstancelD field as foll ows:

01234567

e S e o

| O] I D | dobal RPLInstancelD in 0..127
B el o e e O

Figure 7: RPLInstancelD Field Format for d obal |nstances

Thubert, et al. Expi res January 3, 2016 [ Page 12]



Internet-Draft A Routing Header Dispatch for 6LoWPAN July 2015

For the particular case of the global Instance 0, the RPLInstancel D
field is all zeros. This specification allows to elide a

RPLI nstancel D field that is all zeros, and defines a | flag that,
when set, signals that the field is elided

7.2. Conpressing the Sender Rank

The SenderRank is the result of the DAGRank operation on the rank of
the sender; here the DACGRank operation is defined in [ RFC6550],
Section 3.5.1, as:

DAGRank(rank) = floor(rank/ M nHopRankl ncrease)

If M nHopRanklncrease is set to a nultiple of 256, the |east
significant 8 bits of the SenderRank will be all zeroes; by eliding
those, the Sender Rank can be conpressed into a single byte. This
idea is used in [RFC6550] by defining DEFAULT M N _HOP_RANK | NCREASE
as 256 and in [ RFC6552] that defaults M nHopRankl ncrease to
DEFAULT_M N_HOP_RANK_| NCREASE.

This specification allows to encode the Sender Rank as either one or
two bytes, and defines a K flag that, when set, signals that a single
byte is used.

7.3. The Overall RPI-6LoORH encoding

The RPI-6LoRH provides a conpressed formfor the RPL RPI. Routers
that need to forward a packet with a RPlI-6LoRH are expected to be RPL
routers and expected to support this specification. |f a non-RPL
router receives a packet with a RPI-6LoRH, this nmeans that there was
a routing error and the packet should be dropped so the Type cannot
be i gnored.

Since the | flag is not set, the TSE field does not need to be a

| ength expressed in bytes. The field is fully reused for contro

bits so as to encode the O R and F flags fromthe RPI, and the | and
K flags that indicate the conpression that is taking place.

The Type for the RPI-6LoRH is 5 with the first proposal and in the
range 5-8 with the third proposal

The RPI-6LoRH is inmediately followed by the RPLInstancel D field,
unless that field is fully elided, and then the SenderRank, which is
ei ther conpressed into one byte or fully in-lined as the whole 2
bytes. The I and K flags in the RPI-6LoRH i ndi cate whet her the

RPLI nstancel D is elided and/or the SenderRank is conpressed and
dependi ng on these bits, the Length of the RPI-6LoRH may vary as
descri bed hereafter.
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0 1 2
0123456789012345678901
B T I T i s S S e o S - -4+
| 1] 0|0 R F| | K| 6LoRH Type=5 | Conpressed fields |
B e s ks i I e e e i S i T i U S S

Figure 8 The Generic RPI-6LORH For mat

O R and F bits
The O R, and F bits as defined in [ RFC6550], Section 11.2.

| bit:
If it is set, the Instance IDis elided and the RPLInstancel D
is the obal RPLInstancelD 0. |If it is not set, the octet
i mMmediately following the type field contains the RPLInstancel D
as specified in [ RFC6550] section 5. 1.

K bit:

If it is set, the SenderRank is be conpressed into one octet,
and the lowest significant octet is elided. |If it is not set,
the SenderRank, is fully inlined as 2 octets.

In Figure 9, the RPLInstancelD is the G obal RPLInstancelD 0, and the
M nHopRankl ncrease is a nultiple of 256 so the | east significant byte
is all zeros and can be elided:

0 1 2

012345678901234567890123

B e S i I S Tk ik S S S S S

| 1] 0] 0] R F| 1] 1] 6LoRH Type=5 | Sender Rank |

B T i T =i S S i i i S S
=1, K=1

Fi gure 9: The npbst conpressed RPI-6LoRH

In Figure 10, the RPLInstancelD is the dobal RPLInstancelD 0, but
both bytes of the SenderRank are significant so it can not be
conpr essed

1 2 3
1234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| 1] 0] 0] 9 Rl F| 1] 0] 6LoRH Type=5 | Sender Rank |
B i S S T s i S T st i S S S S S S S S i

=1, K=0

0
0

Fi gure 10: Eliding the RPLInstancel D
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In Figure 11, the RPLInstancelD is not the d obal RPLInstancel D O,
and the M nHopRankl ncrease is a multiple of 256

0 1 2 3

01234567890123456789012345678901

T T R e e e e s S e e ik i NI SR

| 1] 0] 0] 9 R F| 0] 1] 6LoRH Type=5 | RPLInstancelD | Sender Rank [

B T o S e i ik S S I i i S Tl i e e
I =0, K=1

Fi gure 11: Conpressing Sender Rank

In Figure 12, the RPLInstancelD is not the d obal RPLInstancelD O,
and both bytes of the SenderRank are significant:

0 1 2 3
01234567890123456789012345678901
S T T S T T
| 1] 0] 0] 9 R F| 0] 0] 6LoRH Type=5 | RPLInstancel D | Sender - . .
B s e S S el i ST S o e e S S S s S S S S S T =

... -Rank |
B Tk wk SR S S S

I =0, K=0

Fi gure 12: Least conpressed form of RPI-6LORH

A typical packet in RPL non-storing node going down the RPL graph
requires an | PinlP encapsul ating the RH3, whereas the RPI is usually
omtted, unless it is inportant to indicate the RPLInstancelD. To
match this structure, an optimzed IPinlP 6LoRH is defined in
Section 8.

Wth the third approach, the format becones

0 1
0123456789012345

B T e S S i s S S
1] 10| 1|9 R F| r| 6LORH Type 5-8 |
Rl o o o T S SR SR S S S S SR S R
r = reserved

+— +

Figure 13: Third encoding

And the types include the setting of | and K as foll ows:
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8.

Fememe e ae - e e - - e e - - +
I Type I I I Ko
Fommme e e e s o e - - o e - - +
I 5 I 0 | 0o |
I 6 I 0 | 1 |
I 7 I 1 | 0 |
I 8 I 1 | 1 |
[ [ e, [ e, +

Fi gure 14: The RPI-6LoRH Types
The I P-in-1P 6LoRH

The I P-in-1P 6LoRH (1 PinlP-6LORH) is an El ective 6LOWAN Routi ng
Header that provides a conpressed formfor the encapsulating |IPv6
Header in the case of an | P-in-I1P encapsul ation

An | PinlP encapsulation is used to insert a field such as a Routing
Header or an RPI at a router that is not the source of the packet.
In order to send an error back regarding the inserted field, the
address of the router that perforns the insertion nust be provided.

The encapsul ati on can al so enable a router down the path renoving a
field such as the RPI, but this can be done in the conpressed form by
renovi ng the RPlI-6LoRH, so an | PinlP-6LoRH encapsul ation is not
required for that sole purpose.

This field is not critical for routing so the Type can be ignored,
and the TSE field contains the Length in bytes.

0 1 2
012345678901234567890123
B s e i S i i sl S RIS R S S R S S R S et o -+
| 1/ 0] 1] Length | 6LoRH Type 9 | Hop Limt | Encaps. Address
B e T S e T R e i s i i ot e T S R S S R S e -+

Fi gure 15: The | Pi nl P-6LoRH

The Length of an IPinlP-6LORH is expressed in bytes and MJUST be at
least 1, to indicate a Hop Linmt (HL), that is decremented at each
hop. Wien the HL reaches 0, the packet is dropped per [RFC2460]

If the Length of an I PinlP-6LoRH is exactly 1, then the Encapsul ator
Address is elided, which nmeans that the Encapsulator is a well-known
router, for instance the root in a RPL graph
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If the Length of an IPinlP-6LoRH is strictly more than 1, then an
Encapsul ator Address is placed in a conpressed formafter the Hop
Limt field. The value of the Length indicates which conpression is
perfornmed on the Encapsul ator Address. For instance, a Size of 3
i ndi cates that the Encapsul ator Address is conpressed to 2 bytes.

When it cannot be elided, the destination |IP address of the IP-in-1P
header is transported in a RH3-6LORH as the first address of the
list.

Wth RPL, the destination address in the IP-in-1P header is
inmplicitly the root in the RPL graph for packets going upwards, and
the destination address in the | PHC for packets goi ng downwards. |f
the inplicit value is correct, the destination |IP address of the |P-
i n-1P encapsul ati on can be elided.

If the final destination of the packet is a |leaf that does not
support this specification, then the chain of 6LoRH nust be stripped
by the RPL/6LR router to which the leaf is attached. In that
exanpl e, the destination |IP address of the IP-in-1P header cannot be
el i ded.

In the special case where the 6LoRH is used to route 6LOWPAN
fragments, the destination address is not accessible in the | PHC on
all fragnments and can be elided only for the first fragnment and for
packet s goi ng upwards.

9. The Mesh Header 6LoRH

The Mesh Header 6LoRH (MH 6LORH) is an El ective 6LoWPAN Routi ng
Header that provides an alternate formfor the Mesh Addressi ng Type
and Header defined in [ RFC4944] with the sane senantics.

The MH6LoRH is introduced as replacenent for use in potentially

m xed Route_ Over and Mesh-under environnments. LLN nodes that need to
forward a packet with a M+ 6LORH are expected to support this
specification. |If a router that supports only Route-over receives a
packet with a MH 6LoRH, this means that there was a routing error and
t he packet should be dropped, so the Type cannot be ignored.

The HopsLft field defined in [ RFC4944] is encoded in the TSE, so this
speci fication doubles the potential nunber of hops vs. [RFC4944] in
the first proposal and is conserved in the third proposal

The HopsLft value of Ox1F is reserved and signifies an 8-bit Deep

Hops Left field imediately followi ng the Type, and allows a source
node to specify a hop linit greater than 30 hops.
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10.

0 1

0123456789012345
R ol o T S S S S e e e ik ok i .. -+
| 1] O] O] HopsLft | 6LoRHType 11-14| originator address, final address
B i s i s S R SR S S S S -+

Fi gure 16: The MH 6LoRH

The V and F flags defined in [ RFC4944] are encoded in the M+ 6LoRH
Type as foll ows:

Fememe e ae - e e - - e e - - +
I Type I A Foo
Fommme e e e s o e - - o e - - +
I 11 I 0 | 0o |
I 12 I 0 | 1 |
I 13 I 1 | 0 |
I 14 I 1 | 1 |
[ [ e, [ e, +

Figure 17: The MH 6LoRH Types
The Bl ER 6LoRH

(Note that the current contents of this section is a proof of concept
only; the details for this encoding need to be developed in parallel
with defining the semantics of a constrained version of BIER)

The Bit Index Explicit Replication (BIER) 6LoRH (Bl ER-6LORH) is an
El ecti ve 6LOWPAN Routi ng Header that provides a variabl e-size
container for a BIER Bitmap. BIER can be used to route downwards a
RPL graph towards one or nore LLN node, as discussed in the BIER
Architecture [I-D.wijnands-bier-architecture] specification. The
capability to parse the BIER Bitmap is necessary to forward the
packet so the Type cannot be ignored.

0 1

01234567890123456738
B S T S i e s i e SR i S e S e e U S i o -+
| 1] 0] O] Size | 6LORHTYype 15-19|] Control Fields | bi t map
B e i S e e e S e e e i T NN S e -+

Fi gure 18: The Bl ER- 6LORH
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The Type for a BlIER-6LORH indicates the size of words used to build
the bitmap and whether the bitmap is operated as an unconpressed bit-
by-bit mapping, or as a Bloomfilter

In the bit-by-bit case, each bit is mapped in an unequi vocal fashion
with a single addressable resource in the network. This nmay rapidly
lead to large bitmaps, and BIER allows to divide a network into
groups that partition the network so that a given bitmap is locally
significant to one group only. This specification allows to encode a
1-byte Group IDin the Bl ER-6LoRH Control Fields

A Bloom Filter can be seen as a conpression technique for the bitnmap.
A BloomFilter may generate fal se positives, which, in the case of
BIER, result in undue forwarding of a packet down a path where no
Iistener exists.

As an exanpl e, the Constrai ned-Cast [I-D. bergnann-bi er-ccast]
specification enmploys Bloom Filters as a conpact representation of a
match or non-match for elements in a |large set.

In the case of a BloomFilter, a nunmber of Hash functions nust be run
to obtain a nmulti-bit signature of an encoded elenent. This
specification allows to signal an ldentifier of the Hash functions
bei ng used to generate a certain bitnap, so as to enable a mgration
scenari o where Hash functions are renewed. A Hash IDis signaled as
a 1-byte val ue, and, depending on the Type, there may be up to 2 or
up to 8 Hash IDs passed in the Bl ER-6LoRH Control Fields associated
with a Bloom Filter bitmap, as follows:

Fom e e oo - o o e e e o - Fom e e oo - +
| Type | encodi ng | Control Fields | Wrd Size

B B s B +
| 15 | bit-by-bit | none | 32 bits |
[ 16 | Bloomfilter | 2* 1-byte HashID| 32 bits

| 17 | bit-by-bit | none | 128 bits

[ 18 | Bloomfilter | 8* 1-byte HashID | 128 bits

| 19 | bit-by-bit | 1-byte GouplD | 128 bits

B B s B +

Fi gure 19: The Bl ER-6LORH Types

In order to address a potentially |arge nunber of devices, the bitmap
may grow very large. Yet, the maxi mum frame size for a given MAC
layer may limt the nunber of bits that can be dedicated to routing.
The Size indicates the nunber of words in the bitmap mnus one, so a
size of 0 nmeans one word, a Size of 1 neans 64 2 words, up to a size
of 31 which nmeans 32 words.
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11. Security Considerations

The security considerations of [RFC4944], [RFC6282], and [ RFC6553]
apply.

Using a conpressed format as opposed to the full in-line format is
| ogi cal ly equival ent and does not create an opening for a new threat
when conpared to [ RFC6550], [RFC6553] and [ RFC6554] .

12. | ANA Consi derations

This docunment creates a | ANA registry for the 6LOWPAN Routing Header
Type, and assigns the foll owi ng val ues:

0..4 : RH3-6LORH [ RFCt hi s]
5 : RPI-6LORH [ RFCt hi s]
9 : IPinlP-6LORH [ RFCt hi s]
11..14 : NH 6LORH [ RFCt hi s]
15..19 : BI ER- 6LORH [ RFCt hi s]
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