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Abst ract

| EEE 802.11 is an established Wreless LAN (WAN) technol ogy which
provi des radi o connectivity to a wi de range of devices. The |EEE
802. 11ah amendnent defines a WLAN system operating at sub 1 GHz

| i cense-exenpt bands designed to operate with | owrate/l ow power
consunption. This anmendnent supports |arge nunber of stations and
extends the radi o coverage to several hundreds of nmeters. This
docunment describes how I Pv6 is transported over 802.1l1ah using
6LOoWPAN t echni ques.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 21, 2016.
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I ntroduction

| EEE 802. 11 [| EEE8B02. 11], al so known as W-Fi, is an established
Wrel ess LAN (W.AN) technol ogy operating in unlicensed |Industrial
Scientific and Medical (1SM bands. |Its |IEEE 802.11ah [|EEE802. 11ah]
anmendnent is tailored for Internet of Things (l10T) use-cases and at
the monent of writing this draft it is in the final stages of |EEE
st andar di zat i on.

| EEE 802. 11ah operates in the Sub-1 GHz spectrum whi ch hel ps reducing
the power consunption. It also supports a |larger nunber of stations
on a single Basic Service Set (BSS) and it provi des power-saving
mechani sns that allow radio stations to sleep in order to save power.
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However, the system achi eves | ower throughput conpared to 802.11n/ac
anendnent s.

| EEE 802. 11 specifies only the MAC and PHY | ayers of the radio
technology. In other words, 802.11 does not specify a networking
layer but it is conpatible with commonly used internet protocol such
as IPv4 and | Pv6. As 802.11lah is a |lowrate/l ow power technol ogy,
the conmuni cation protocols used above MAC shoul d al so take power -
efficiency into consideration. This notivates the introduction of
6LoWPAN t echni ques [ RFC4944] [RFC6282] for efficient transport of

| Pv6 packets over | EEE 802.1lah radi o networKks.

Thi s docunent specifies how to use 6LOWPAN techni ques for 802. 11ah.
2. Term nol ogy and Language Requirenents
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Term nol ogy from 802. 11ah:

Station (STA): defined in 802.11-2012 [| EEE802. 11-2012] as a wireless
station which is an addressable unit.

Sensor - STA: defined in 802.11ah as a devi ce having | ow power
consunption requirenents. This device mght be a battery operated
devi ce.

Non- sensor STA: defined in 802.11lah as device which usually does not
have | ow power consunption requirenents.

In this docunent, any type STA (sensor STA/ non-sensor STA) is
associated with a 6LoWPAN Node(6LN).

Access Point (AP): entity maintaining the WLAN Basi c Service Set
(BSS) and it is associated with the 6LOWPAN Border Router (6LBR). It
is assuned that APs are connected to the power-line.

The terns 6LOWPAN Router (6LR) and 6LoWPAN Border Router (6LBR) are
defined as in [ RFC6775] and in this context 6LoWPAN Nodes (6LN) do
not refer to a router (Access Point), just to a host (STA).

3. Overview of 802.11lah
The | EEE 802. 11 technol ogy uses the unlicensed spectrumin different

| SM bands, using CSMA CA techniques. Specifically 802.11ah is
designed to operate in | SM band bel ow Sub-1 Ghz with a basic
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bandwi dt h of 1Mhz/2Mhz (dependi ng of configuration). The systemis
formed by an Access Point (AP) which naintains a Basic Service Set
(BSS) and stations (STAs). STAs are connected to the AP in a star
t opol ogy.

The 802.11ah is nore energy efficient conpared to other conventiona
802. 11 technol ogi es because of it uses mechani snms which allow STAs to
doze periodically and STAs request downlink data when switching to
active node i.e. Traffic Indication Map (TIM operation, non-TIM
operation, Target Wakeup Tine (TW)

An exenpl ary depl oynment of a 802.11lah BSS may include a | arge number
of STAs associated to a BSS where STAs are sl eeping (dozing) nost of
the tinme and they may nonitor periodic beacon-frame transm ssions
containing Traffic Indication Maps (TIM. Data packets intended to
STAs cannot be delivered when STAs sleep, thus the TIMindicates

whi ch STAs have downlink data buffered at the AP. After reading the
TIM STAs request their buffered data by transmtting a Power-Saving
Poll (PS-Poll) frame to the AP. After the downlink data is
delivered, STAs enter into sleep node again. For uplink data
delivery, STAs mght transnmit as soon as their data is avail able.

There night be STAs that do not nonitor constantly the TIM and
request downlink data sporadically after waking up

3.1. Link Layer Topol ogy of 802.11ah

The 802. 11ah defines a star topology at L2 Iink connectivity, where
the STAs are connected to the AP and any conmuni cati on between STAs
passes through the AP. It also includes L2 relays to extend the
range of the system As in other 802.11 amendnents, the ad-hoc
topology is also suported. Finally, the 802.11 standard does not
define its own networking layer but is compatible with commonly used
protocols e.g. |Pv4, IPv6 via the Link Layer Control
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Figure 1: Star Link Layer Topol ogy

It is inmportant to note that the communication link is unidirectiona
at any given point in time and that the nediumis shared by CSMA CA
techni ques which avoid that two or nore STAs utilize the nmedium

si mul t aneousl y.

3.2. Device Addressing and Franme Structure

The 802. 11 physical transmission is conposed by a preanble which is
used to prepare a receiver for frame decodi ng, basic physical |ayer
i nformati on, and the physical |ayer payl oad which encapsul ates the
MAC Protocol Data Unit (MPDU)

There can be different classes of MAC franes in 802.11, the MAC data
frane is the only one carrying higher |layer data. Oher franmes are
control and managenent frames which are used to nmaintain MAC | ayer
functions. |In general in 802.11 MAC addresses use the EU -48 bit
addr ess space.

A MAC data frame in 802.11 is conposed by a MAC header, a MAC payl oad
and a Frane Check Sequence (FCS) which are encoded in an MPDU. The
MAC payl oad carries Link Layer Control PDUs which encapsul ates, for
exanpl e, | P packets. There are two protocol versions for MAC franme
formats, the Protocol Version 0 (PVO) which is the default format of
802.11 and it is inherited to 802.11lah and the Protocol Version 1
(PV1) which has |l ess overhead that PVO and can be optionally
supported by 802. 11ah non-sensor STA and it is mandatory supported
for 802.11lah sensor STA

In 802.11ah, the nmaxi num size of the MSDU (MAC payl oad) is given by
t he maxi mum size of a A-MSDU which is constrained by the naxi num si ze
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of the A-MPDU of 7991 bytes. This maxi mumof the A-MPDU is
i ndependent of Protocol Version.

In addition, segnentation at 802.11 MAC | ayer level is supported if
required.

3.3. Protocol Version O

The elenments of the MAC data frame with PVO are defined in
802. 11- 2012, Section 8.2 [|EEE802.11-2012] and are depicted in the
pi cture bel ow

[ e, [ S B LT S [ [ R Y +---+
+ Frame +Duration+t Al + A2 + A3 + Seq. + AA + QS + HT + Frame +FCS+
+Control+ /ID + + + + Crl o+ + Crl +Crl + Body + +
S RS S NIy e LTI Ty, D R T +---+

2 2 6 6 6 2 6/ 0 2 4 0-7951 4

Figure 2: MAC frame PVO

Frame Control: contains infornmation relevant in link | ayer such as
the Protocol Version, frame type and subtype, Power Managenent,
Fragnentation I nformati on, anong ot hers.

Al, A2, A3: indicate the recipient, the transmtter and the BSSI D
which in infraestructure node is the value of the STA contained in
the AP (AP MAC address in practice). They follow 48-bits MAC address
format.

A4, Sequence control, QoS control, HT control: The meani ng of these
field are out of scope of this draft. Please refer to 802.11-2012,
Section 8.2.4 [| EEE802. 11-2012] for further infornmation.

Frame Body: is of variable-length field and contains the MAC payl oad
for exanple L3 packets.

FCS: The Franme Check Sequence field is a 32-bit field containing a
32-bit CRC which is calculated over all the fields of the MAC header
and the Frane Body field

3.4. Protocol Version 1
The MAC header for the PV1 format is at |east formed by a Frane
Control field and the address fields. Oher fields are optional.

Pl ease refer to 802.11-2012, Section 8.8.1 [| EEE802. 11ah] for further
i nformation.
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I oo - oo T +

+ Frame Control + A1 + A2 + Frame Body + FCS +

e e e o Fom e - Fom e e e - - e e e e e e e e o +
Byt es 2 6/ 2 2/ 6 0- 7951 4

Figure 3: MAC frame PV1 of 802.11lah

Frame control: see above.

Al, A2: indicates the recipient and the transmtter respectively of
the frame and it contains the 6-bytes MAC address or the Short ID
(2-bytes) provided by the AP after association in a given BSS. Short
I D includes the Association Identifier (AID) field which is used in
TI' M and power - savi ng node.

Frame Body: The mininmumlength for non-data franes is 0 bytes. The
maxi mum | ength of A-MSDU i s constrained by the nmaxi num size of the
A- MPDU of 7991 byt es.

3.5. Link Layer Control
The Logical Link Control (LLC) layers works as the interface between
hi gher |ayers, for exanple IP, and the 802.11 MAC. It supports

hi gher | ayer protocol discrimnination via the EtherType val ue
utilizing the LLC SNAP or RFC1042.

| DSAP | SSAP | CTL | Qul | Ethertype | SDU |
| OxAA | OxAA | 0x03=U| 00+00+00 | [ [

Figure 4: Fornmat of LPD conpatible with current 802.11
reconmendat i ons

Exanpl es of Et her Types are 0x0800 and 0x8DD, which are used to
identify IPv4 and |1 Pv6, respectively.

Del Carpio Vega, et al. Expires April 21, 2016 [ Page 7]



Internet-Draft

| Pv6 over 802.1l1lah

T T +
| Upper Layer |
o e e e e e e e e e e e oo n +
[ 802 LLC [
S +
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Fi gure 5: WLAN Protocol Stack

3.6. Ad Hoc Mbde and Extended Service Set

Cct ober 2015

The standard allows to connect devices through ad-hoc nmechanisnms. In
this node the devices are connected using inplenentation specific
protocols e.g. between two STAs or between two APs and the power-
savi ng nmechani sm of 802.11ah cannot be used (as AP-STA hierarchy is

required).

The followi ng figure describes STAs connected to AP

t hrough 802. 11ah and connections between APs are not based on
802. 11ah, but are inplementation specific.

+---+ +---+
| STA+----- +AP +-----
+---+ +- - ++
I
|
I
.

In an Extented Service Set (ESS)
Station (BSS) happen through a distribution system

+----F +--- - +
------ +AP  +------+STA |
+-- -+ - - +

I

|
+---+-+ +----- +
————— +AP  +------+STA |
+--- - + +--- - +

Figure 6: WLAN Ad Hoc Mbde

t he connections between Base Service
The distribution

system (DS) nmaybe realised by a different technology or it can be
composed by AP connecti ons.

R R . +
+-- -+ +--+
| | STA+----- +AP +---
| +---+ +---+
R Fommm e +
BSS |
B
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Fi gure 7: W.AN Protocol Stack
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| +----+ +----+
————————— DS -----------+AP +----+STA |
| +----+ +----+
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3.7. Rel ation with other 802.11 Versions

In principle, the 6Lo stack mi ght be used for other 802.11 versions
such as 802. 11b, 802.11n and 802. 1lac, due to these standards support
LLC conpatibility. LLC 6lo indentifier would be the sane for al
nmenti oned WFi versions.

4, Uses Cases

[ RFC7548] defines use cases for the nanagenent of constrained

net wor ks: Environnental Monitoring, Infrastructure Mnitoring,

I ndustrial Applications, Energy Managenent, Medical Applications,
Bui | di ng Aut onation, Hone Automation, Transport Applications,
Conmunity Network Applications and Field Operations. These uses
cases are apply as well to 802.11ah

As a starting point in 802.11ah specification work, the Task G oup AH
proposed the foll owi ng use-case categories
[ Ref erenceUseCase802. 11ah] :

- Sensor and Meters, where | arge nunber of sensor deliver data
t hrough 802. 11ah connectivity

- Backhaul Sensor and neter data, where 802.1lah STA can be either
directly integrated with a sensor or it will aggregate data from
other tree of wireless sensors and then deliver 802.11ah connectivity

- Extended Range W-Fi, where the typical range of the W-Fi
connection will extended due to the use of |ower frequencies and
ot her techni ques.

5. 6LoWPAN over 802.11ah

I Pv4 and | Pv6 are conpatible with 802.11ah via the LLC. However,

802. 11ah technol ogy presents a trade-off between energy consunption
and link bitrate. Consequently, 6LoOWPAN techni ques are beneficial to
reduce the overhead of transnissions, save energy and inprove
throughput. Wth 6LOWPAN, the nodes, i.e. 6LN, 6LBR are co-located
on the sane devices with 802.11 features. The typical 802.11ah
network uses a star topol ogy where the 6LBR functionally is co-
|located with the AP. 6LNs are co-located with STAs and are connected
to the 6LBR through 802.11ah |links. As mesh topology at MAC |l evel is
not defined by the 802. 11ah standard, 6LBR is the only router present
in the network. Thus, there is no presence of 6LR
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Fomm e e - +
|+ ------- + [ +
| ] 6LN || 802. 11ah | +------- +
EERREEEE +| |1 6LN ||
| +------- S 5 R Foemmmmaas | +------- +
|1 STA | | Fone e +
| +oeee +l | |1 STA |
[ + | |+ ------- +|
6LN- STA | Fomm e o +
+-- - - - +-- - - - +
| +----4----+4
| 6LBR |
| +--------- +|
B S + | | B S +
| +------- +| | +--------- ++ [ o S +|
[ 6LN [| || AP | [ 6LN []
| +------- +| | +--------- +| | +------- +
| +------- S e R e + | |
| STA || | 6LBR-AP | +------- +|
| +------- + I [ STA ||
[ SR +| | | +------- +|
Fomm e - + [ S Fomm e - +

Fi gure 8: Network Topol ogy

There exists the possibility to have a 802.11ah relay node at L2 to
extend the range of an AP. This however is an L2 feature and it is
experienced as a single hop by the 6LoOWPAN network. |In case there is
need to connect wirelessly several APs and ad hoc solution needs to
be consi der ed.

Devices in this kind of networks, not necessarily have constrained
resources (nmenory, CPU, etc), but the radio link capacity is limted.
It might be that APs are connected to mai ns power and STAs m ght be
for exanple battery operated sensors. Therefore 6LOWPAN techni ques
m ght be good to support transm ssion of |Pv6 packets over 802.1lah
battery operated devices. Related to performance gain, a reduction
inair-time is achieved if the stack is conpressed. The

communi cati on 6LN-6LN i s not supported directly using |link-Ioca
addresses, it is done through the 6LBR using the shared prefix used
on the subnet. This specification requires |Pv6 header conpression
format specified in [ RFC6282].

The Figure bel ow shows the stack for PHY/ MAC and | Pv6 incl udi ng
6LOWPAN
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Del

T +
| Upper Layers |
e e e e e e e e o +
[ | Pv6 [
. +
[ 6LOoWPAN [
e +
[ 802 LLC [
e e e e e e e e o +
| MAC Layer (802. 11ah) |
N . +
| PHY Layer(802. 11ah) |
e +

Figure 9: Protocol Stack with 6LoWPAN
St at el ess Address Autoconfiguration

The 1Pv6 Iink | ocal address follows Section 5.3 of [RFC4862] based on
the 48-bit MAC devi ce address.

To get the 64-bit Interface ldentifier (11 D) RFC 7136 [ RFC7136] MUST
be followed. Section 5 of this RFC states:

"For all unicast addresses, except those that start with the binary
val ue 000, Interface IDs are required to be 64 bits long. |If derived
froman | EEE MAC-| ayer address, they nust be constructed in Mdified
EU -64 format."

10 bits 54 bits 64 bits
e T - +
[ 1111111010] 0 | Interface ldentifier |
Fom e - e e e e e oo - e e e e e e e e +

Figure 10: 1Pv6 link | ocal address
Fol | owi ng Appendi x- A of RFC 4291 [RFC4291] the IIDis formed
inserting two octets, with hexadeci mal val ues of OxFF and OXFE in the

m ddl e of the 48-bit MAC. The |IID would be as foll ow where "a" is a
bit of the 48 MAC address.

Figure 11: Mdified EU -64 format
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For non-link-local addresses a 64-bit |1 D MAY be forned by utilizing
the 48-bit MAC device address. Random I1D can be generated for 6LN
using alternative nmethods such as [I-D.ietf-6man-defaul t-iids].

7. Nei ghbour Discovery in 802.11ah

Nei ghbour Di scovery approach for 6LOWPAN [ RFC6775] is applicable to
802. 11ah topologies. Related to Host-initiated process, use of
Address Registration Option (ARO, through the Nei ghbour Solicitation
(NS) and Nei ghbour Advertisenent (NA). Router Solicitation and

Rout er Advertisenent are applicable as well follow ng [ RFC6775].

As the topology is star, Miultihop Distribution of prefix and 6LoWPAN
header conpression; and Miltihop Duplicated Address Detection (DAD)
mechani sm are not applicable, since this technol ogy does not cover
mul ti hop topol ogy.

8. Header Conpression
For header conpression, the rules proposed in [ RFC6282] are
applicable. Section 3.1.1 nentions the base Encodi ng principle
appl i cable to 802. 11ah.
0 1

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5
g S A M S S S S

| 0] 1] 1] TE |NH| HLIM |CIDSAC SAM | M|DAC] DAM |
e I S

Fi gure 12: LOAPAN_| PHC base Encodi ng

TF: Traffic O ass; Flow Label; For 802.11ah case would apply this
field as defined in [ RFC6282].

NH: Next Header; as defined in [ RFC6282].

HLIM Hop Limit; as star topology the common val ue woul d be HLI M=1.
CID: Context ldentifier Extension; as defined in [ RFC6282].

SAC. Source Address Conpression; as defined in [ RFC6282].

SAM Source Address Mode; In this case, the conbinations for 16-bits
are not applicable to this technol ogy since 802.11 uses 48-bits for

addr esses.

M Ml ticast Conpression; as defined in [ RFC6282].
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DAC. Destination Address Conpression; as defined in [ RFC6282].
DAM Destination Address Mdde. 1In this case, the conbinations for
16-bits are not applicable to this technol ogy since 802.11 uses
48-bits for addresses.

9. Fragnentation

802. 11ah perform fragnentation at L2, thus the fragnentation at L3
woul d be not necessary.

10. Multicast at |IP Leve
802. 11ah supports broadcast and nulticast at link layer l|evel, both
can be used to carry nmulticast |IP transm ssion depending on the
systenis configuration. TBD: add an exanpl e.

11. Internet Connection

For Internet connection, the 6LBR acts as router and forwarding
packets between 6LNs to and from Internet.

S +
| 6LN +-------- +
[ + |
| B T +
T | |
[ [ | Internet |
Fo--- - + 6LBR  +----+ |
Fookot | | |
| 6LN | Foem oo -+ R R +
+----- + |
+om - -+
| 6LN |
S +

Fi gure 13: Internet connection of 6Lo network
12. Managenent of the Network
TBD: how Li ght Wei ght Machi ne to Machi ne (LWW2M or CoAP Managenent

Interface (COM) [I-D.vanderstok-core-com] aspects can be applied to
thi s technol ogy, considering [ RFC7547]
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13.

14.

15.

16.

16.

Del

| ANA Consi derati ons
There are no | ANA considerations related to this docunent.
Security Considerations

The security considerations defined in [RFC4944] and its update

[ RFC6282] can be assumed valid for the 802.11ah case as well.

I ndeed, the transm ssion of |Pv6 over 802.11ah links neets all the
requirenents for security as for | EEE 802.15.4. The standard | EEE
802. 11ah defines all those aspects related with Link Layer security.
As well as for other existing WFi solutions, 802.11ah Link Layer
supports security mechani sm such as WPA, WPS, 802.1X. To have a
deeper understandi ng on how the Key Managenment processes are handl ed
in 802.11ah, please refer to [ TBD|

I mpl enentations defined in [I-D.ietf-6man-default-iids], [RFC3972],
[ RFC4941], or [RFC5535], can be considered, for exanple, as nethods
to support non-link |ocal addresses.

For what concerns privacy issues, the draft

[I-D.thal er-6l o-privacy-consi derations] introduces a series of
recomendat i ons which can be applied in order to overcone possible
privacy threats in the particular case of technol ogi es designed for
| Pv6 over networks of resource-constrai ned nodes.
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