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Abst ract

Thi s docunment specifies a DHCPv6 option to configure hosts on a
6LOWPAN with | Pv6 address conpression information as required by
stateful conpression nethods specified in RFC 6282. The option
provides up to 16 prefixes that can be associated with specific

i nstances of |Pv6 address conpression used in 6LOWPANs. Each prefix
can be a variable length of bits, and includes a validity lifetinme as
wel | .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Novenber 2, 2015.
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

1. Introduction

RFC 6282 describes a procedure for the conpression of |Pv6 addresses
in | P headers, and this sanme techni que can be used to conpress
arbitrary 1 Pv6 addresses. The conpression algorithnms contain
default, stateless nethods, as well as "stateful" address conpression
based on a set of conpression "contexts". However, the nethod by

whi ch 6LOWPAN nodes acquire these contexts is out of scope of RFC
6282. RFC 6775 introduced a nmethod by which router advertisenents
can include "6LowPAN Context Options" that communi cate context
informati on to devices on the 6LOWPAN network. RFC 6775 al so
introduced a way to limt the rate of nulticast router advertisenents
to nake these router advertisenments nore friendly to constrained
LoWPANs. These nechanisns all ow a statel ess auto-configuration
option for LoWPANs. DHCPv6 is both a stateful method for address
configuration, as well as stateless alternative for configuration of
6LOoWPAN devi ces. DHCPv6 provides extensibility through the support
of TLV options in the protocol. This docunent specifies such a
DHCPv6 option for configuring 6LOWPAN conpressi on contexts.

1.1. Requirenents Language
The key words "MJST", "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] [RFC2119].
2. Term nol ogy
This docunment primarily uses the term nol ogy described in [ RFC6550],
[ RFC3315] and [ RFC6282]. The term nol ogy and concepts described in
these docunents will assist in the reading of this docunent.

3. DHCP Option format for 6LOwWPAN Conpression Contexts
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Figure 1: 6LOWPAN Context Option For mat

Figure 1

The description of the option fields is provided bel ow

(0]

(0]

OPTI ON_V6_6CO The option-code per RFC 3315 (TBA by | ANA)

Option Length: 16-bit unsigned length (in bytes) of the entire
option contents, including the type and length fields

Context Length: 8-bit unsigned integer. The nunber (0 - 128) of
valid leading bits in the "Context Prefix" field.

Res: This field is currently unused. |t MJST be initialized to
zero by the server and MJST be ignored by the DHCPv6 client.

CID: 4-bit Context ldentifier for this prefix information. The
CID is used by context-based header conpression as specified in
[ RFC6282] .

Valid Lifetime: 16-bit unsigned integer. The length of time in
units of 60 seconds (relative to the time the option is received)
that the context is valid for the purpose of header conpression or
deconpression. A value of zero indicates that no specific
validity lifetinme is specified (prefix validity does not expire).

Context Prefix: The IPv6 prefix or address corresponding to the
CIDfield. This field is padded with zeros in order to make the
option a nultiple of 8-bytes

There is one option per |Pv6 context prefix, with each prefix option
containing a "ClD' that provides the context identifier (or index) in
the range 0 to 15. This index is referred to by subsequent
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conmpressed | Pv6 addresses to indicate which stateful prefix should be
used to either conpress or deconpress a particular |Pv6 address.

4., DHCPv6 dient Behavior

Clients will utilize the OPTION_ORO (Option Request Option),
specifying the OPTION_V6_6CO option to be returned by the server, in
addition to any other required configuration parameters. Because of
the constrained nature of 6LOWPAN networks, clients are advised to
utilize the DHCPv6 Rapid Commit [RFC3315] option when requesting
DHCPv6 confi guration

5. DHCPv6 Server Behavi or

Servers that support OPTION V6 _6CO are expected to be aware of the
exi stence of constrai ned networks that use the server during
configuration. Therefore servers SHOULD support the abbreviated
"Rapid Conmit" packet exchange specified in [ RFC3315].

6. Security Considerations

Any type of nmis-configuration of the option described in this
docunent nay cause re-routing of packets on a 6LoWPAN network, due to
the conpression context being blindly trusted by DHCPv6 clients
requesting this option. The trust relationship necessary to create a
trusted binding of conpression contexts and clients on the network
shoul d be established by neans other than that specified in this
docunent. This trust relationship should be binding for all such
configuration information transnmitted froma DHCPv6 server to clients
requesting options. DHCPv6 traffic is traditionally communicated "in
the clear"” on nost networks, and in these scenarios where traffic is
neither encrypted nor integrity protected, man-in-the-m ddle attacks
are possible. However, in many 6LOWPAN depl oynent scenari os, these
networ ks include protection at layer-2 (for exanple, 802.15.4
encryption), including a "secure join" nmechanismthat protects these
networks fromintroduci ng unauthorized traffic onto the network
("rougue nodes"). In these types of networks, man-in-the-nmniddle
attacks are less |ikely.

7. |1 ANA Consi derations
I ANA is requested to assign one option code for OPTION V6_6CO from

the "DHCP Option Codes" table of the Dynami c Host Configuration
Protocol for IPv6 (DHCPv6) Registry.
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