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Abst r act

It is conmonly assuned today that 6LoWPAN header conpression is

i nconpatible (or at least inefficient) with the notion of using
addresses with sufficient entropy to mitigate various security and
privacy threats. This draft explores ways one night dispel that
notion, and di scusses how security/privacy addressi ng m ght be used
on 6LOWPAN t echnol ogi es wi thout additional overhead in data packets.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 20, 2015.
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

RFC 6973 [ RFC6973] di scusses privacy considerations for |nternet
protocols, and Section 5.2 in particular covers a nunber of privacy-
specific threats. In the context of |IPv6 addresses, Section 3 of
[I-D.ietf-6man-i pv6-address-generation-privacy] provides further

el aboration on the applicability of the privacy threats. Wen
interface identifiers (11 Ds) are generated wi thout sufficient
entropy, devices and users beconme vulnerable to the various threats
di scussed there, including correlation of activities over ting,

| ocation tracking, address scanning, and device-specific

vul nerability exploitation.

Interfaces identifiers forned from|EEE identifiers can have
insufficient entropy unless the IEEE identifier itself has sufficient
entropy, and enough bits of entropy are carried over into the |IPv6
address to sufficiently mtigate the threats. Typically "enough"
bits of entropy means at |east 46 bits (see Appendi x for why);
ideally all 64 bits of the II1D should be used, although historically
some bits have been excluded for reasons discussed in [ RFC7421].
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Furthermore, |IEEE-identifier-based IIDs are also insufficient to
prevent | ocation tracking unless the IEEE identifier itself is
different at each network location. This observation suggests that
the privacy threats can be nmitigated in either of two ways: either
use an | Pv6 address generation nmechanismthat is not | EEE-identifier-
based, or el se nake sure the |EEE identifier contains at |east 46
bits of entropy and is changed if a device noves to a different
network. For this reason, [I-D.ietf-6man-default-iids] recomrends
usi ng the address generation schene in [RFC7217] by default, rather
than | EEE-identifier-based addresses.

Furthernmore, to nmitigate the threat of correlation of activities over
time, [RFC4941] specifies the notion of a "tenporary" address to be
used for sessions that should not be linkable to a nore pernanent
identifier (such as a DNS nane, user name, or stable hardware
address). Such tenporary addresses are appropriate for connections
(typically locally-initiated outbound sessions) that an attacker
cannot link to a stable identifier such as a user name or DNS nane.

I ndeed, the default address selection rules [RFC6724] now prefer
tenporary addresses by default for outgoing connections. Wen
tenporary addresses are used, a new tenporary address is periodically
(default is 1 day in [RFC4941]) generated, which limts the threat of
correlation of activies over tine to that period. The address itself
though nmay still be usable for existing long-lived connections (but
not new connections) for some |onger period (default is 1 week); this
all ows for not breaking application sessions, especially those that

m ght be initiated shortly before a new tenporary address is
generated. This fact neans that nultiple tenporary addresses can
exist at the sanme time, one for new connections, and one or nore
(often up to 6, per the default periods) old ones for long-lived
connections. This is in addition to any "stable" addresses that

m ght be used for connections that are |inkable to nore pernanent
identifiers such as DNS nanmes or user nanes. \Wereas nost threats
could be mtigated if the IEEE identifier contains sufficient entropy
and is different per-network, nmitigating the threat of correlation of
activities over tinme typically cannot be done using an | EEE-
identifier-based-11D, since nmitigating such a threat typically
involves the ability to use nultiple | Pv6 addresses sinultaneously
whereas typically only one |IEEE identifier can be used at a tine.

Finally, allowing efficient use of addresses that are not |EEE-
identifier-based al so has additional security benefits not specific
to privacy. For exanple, addresses such as Cryptographically
Gener at ed Addresses (CGAs) [RFC3972] and Hash- Based Addresses (HBAs)
[ RFC5535] can be used in security protocols such as Secure Nei ghbor
Di scovery (SeND) [RFC6496], |Psec, etc. Such techniques rely on
havi ng around 59 or nore bits of entropy in the address to provide
sufficient cryptographic protection.
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RFC 6775 [RFC6775] already allows for the use of non-I1EEE-identifier-
based addresses, such as those provided by DHCPv6 [ RFC3315]. There
has been sonme concern, however, that such approaches necessarily
interfere with efficient header conpression for IPv6 (e.g., over |EEE
802. 15. 4- based networks [ RFC6282]), as it is inportant to keep data
packets small on 6LOWPAN net wor ks

Anot her potential concern is that of efficiency, such as avoi di ng DAD
all together when | Pv6 addresses are | EEE-identifi er-based.

Appendi x A of [RFC4429] provides an anal ysis of address collision
probability based on the nunber of bits of entropy. A sinple web
search on "duplicate MAC addresses" will show that collisions do
happen wi th MAC addresses, and thus based on the analysis in

[ RFC4429], using sufficient bits of entropy in non-IEEE-identifier-
based addresses can provide greater protection against collision than
usi ng MAC addr esses.

The renai nder of this docunent explores how one m ght use addresses
with sufficient entropy on 6LOWPAN networ ks while avoiding extra
over head.

2. Term nol ogy

Thi s docunment uses the term nol ogy defined in Section 3 of [RFC6973],
including ternms such as "(un)linkability" and "anonynity set".

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Conpression Details

The LOWPAN | PHC encoding format specified in Section 3.1 of RFC 6282
[ RFC6282] defines a nethod for deriving IIDs fromthe |ink-Iayer
source and/or destination addresses in the encapsul ati on header.

Uni cast | Pv6 addresses may be conpressed to 64, 16, or 0 bits in the
encoded | Pv6 header

3. 1. Use of | EEE-Identifier-Based Addresses

As noted earlier, sone threats could be nitigated using per-network
"random zed" |EEE identifiers with 46 or nore bits of entropy. A
nunber of such proposals can be found at
<https://nmentor.ieee.org/privecsg/ docunents>, and Section 10.8 of

[ BTCorev4. 1] specifies one for Bluetooth. Using | Pv6 addresses
derived fromsuch | EEE identifiers would be roughly equivalent to
those specified in [ RFC7217].
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3.

2

Such addresses woul d be encoded as usual using the LOAPAN_| PHC
encoding format. For exanple, if the source and destination
addresses are both on-link and derived fromthe |EEE identifier in
t he encapsul ati ng header

0 SAC (Source Address Conpression) is set to O to indicate statel ess
conpr essi on.

0 SAM (Source Address Mode) is set to 11 to indicate the address is
fully elided and can be conputed fromthe encapsul ati ng header

0 DAC (Destination Address Conpression) is set to O to indicate
statel ess conpression.

o DAM (Destination Address Mode) is set to 11 to indicate the
address is fully elided and can be conputed fromthe encapsul ating
header .

Use of 16-Bit Short Addresses

An | Pv6 address forned (per Section 6 of [RFC4944]) from an 16-bit
identifier such as an | EEE 802.15.4 16-bit short address does not
provide sufficient entropy to fully nitigate address scanning, as the
size of the address scan search space depends on the entropy in the
1D, and only 15 bits are avail able for unicast addresses. An
adversary could also use statisical nmethods to determine the size of
the L2 address space and thereby make sone inference regarding the
under | ying technol ogy being | EEE 802.15.4 on a given link. As such
this address generati on nechani sm SHOULD NOT be used on networks
where privacy threats may be an issue, such as any networks that have
I nternet connectivity.

It might be possible to construct |Pv6 addresses from 16-bit short
addresses using an alternate nmechanismthat nitigates address scans,
if all nodes on a given L2 network have a shared secret (such as the
key needed to get on the layer-2 network) and generate the 11D by
usi ng a one-way 64-bit hash of the shared secret together with the
short address. The use of such a hash would result in the I1Ds being
spread out anong the full range of I1D address space.

"Tenporary" addresses could possibly be generated in the same way by
al so including in the hash the Version Number fromthe Authoritative
Border Router Option (ABDO) if any. This would allow changi ng
tenporary addresses whenever the Version Nunber is changed (even if
the set of prefix or context information is unchanged). Such a
schene woul d likely require using the Context Identifier (CID) to

di stingui sh between non-tenporary addresses, "current" tenporary
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addresses, and "past" tenporary addresses based on a previous Version
Nunber .

Speci fying further details of such a schene is left for future
versions of this draft, if there is interest.

3.3. Use of Non-I|EEE-Identifier-Based Addresses

Uni cast addresses that are not | EEE-identifier based could be
conpressed to 0 bits as follows, using stateful context-based
conpression where the entire |Pv6 address including the IID (as
opposed to only the I Pv6 prefix) are covered by context infornation.
It is also worth pointing out that this sane scheme woul d al so all ow
conpr essi ng DHCPv6- assi gned addresses even in networks where privacy
is not a primary concern, thus potentially providing efficiency
benefits in addition to privacy and security ones. Furthernore,
unl i ke statel ess conpression, stateful context-based conpression
could also all ow conpressing addresses of nodes outside the |oca
network (i.e., where the IEEE identifier in the encapsul ati ng header
is that of a router rather than the peer, and the peer’s address does
not have a prefix in the |local network) and hence can provide greater
savings in such cases.

3.3.1. Source Address Conpression

SAC (Source Address Conpression) MJST be set to 1 to indicate
stateful context-based conpression

SAM ( Sour ce Address Mbde) MJST be set to 11 to indicate that the
address is fully elided.

3.3.2. Destination Address Conpression

DAC (Destination Address Conpression) MJST be set to 1 to indicate
stateful context-based conpression

DAM (Desti nati on Address Mdde) MJIST be set to 11 to indicate that the
address is fully elided.

3.3.3. Context ldentifier
When non- | EEE-i dentifier-based addresses are used as described in
this docunment, each address MJST be associated with a separate
context. That is, the "prefix" associated with a context MJST be the
full 128 bits of the I Pv6 address.

LOWPAN | PHC supports up to 16 source address contexts and 16
destination address contexts, allow ng for simultaneous use of up to
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16 source addresses and 16 destination addresses that are not | EEE-
identifier-based. Context 0 is the default context if the CID
(Context ldentifier Extension) octet is absent, and other val ues
require the CID to be present. As such, the address nobst commonly
used (typically either the stable non-tenporary address, or the
currently preferred tenporary address) could be assigned to context 0O
so that the presence of the CID octet is ninimzed.

3.3. 4. Context State

As specified in [ RFC6775], context state is distributed by routers
and is shared across a LOWPAN. This means that the use of ClDs
descri bed above would only support conpression of 16 source and
destinati on addresses across the entire LoOWPAN. However, Section 8
of [RFC6775] explicitly allows for such context dissem nation to be
substituted by alternatives defined in other specifications. W now
descri be such a substitute that would all ow header conpression with
up to 16 source addresses and 16 destination addresses *per node*.

First, a context entry is defined to be indexed by a { |ink-Ilayer
address, CID} tuple, rather than just a CID. Second, each node is
responsi ble for generating and dissem nating the CIDs for its own

| Pv6 addresses.

Thus, each Nei ghbor Cache Entry (NCE) in a router conceptually
contains the CID of the neighbor’s address, used when conpressing
packets sent to it.

3.3.5. Context Distribution

To disseminate CID information froma host to a router, the Address
Regi stration Option (ARO defined in Section 4.1 of [RFC6775] can be
extended to include the CID by using 5 of the 24 Reserved bits (one
for a flag to denote a CIDis present, and 4 for the CID). For
distribution in a nmultihop network, the Duplicate Address Request
(DAR) and Duplicate Address Confirmati on (DAC) nessages can be
simlarly extended to include the CIDin currently Reserved bits.

To dissemnate CID information froma router to a host, Section 4.2
of [RFC6775] defines the 6LOWPAN Context Option (6CO for use in

Rout er Discovery. |If a router sees that a host is sending packets

wi t hout conpressing a source or destination address, the router could
send it an updated 6COwith a CID for that address as the context
prefix, to all ow conpression of subsequent packets. Since each non-

| EEE-i dentifier-based address requires its own context, the Context
Length field MUST be set to 128 in the 6CO contai ning such context
information. Note that the CIDin a 6CO for another address within
the 6LOWPAN is still generated by the router (since it is specific to
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the router’s link-layer address as used by the host to which the 6CO
is sent); it is not the same value as the CID generated by the
destination node itself, which CIDis used by its router when
forwarding a packet to it. Thus a router is responsible for updating
CIDs in packets it forwards, just as it updates the |ink-Ilayer source
and destination addresses in the encapsul ati ng header.

Specifying further details of such a scheme is left for future
versions of this draft, if there is interest.

3.3.6. Negotiation

To negotiate using the substitute nechanisns above, rather than the
default mechani sms specified in [RFC6775], the 6LoWPAN Capability

I ndication Option (6C1O could be used as allowed for in Section 3.4
of [ RFC7400] by assigning one of the "6LOWPAN capability Bits" for
this purpose.

3.3.7. Discussion of Tradeoffs

This proposal decentralizes a portion of context generation and
distribution to include sinple nodes. |In many 6LOWPAN scenari os, as
much as possible is offloaded to router nodes precisely because end
nodes are so limted. Until context info is learned for a given
destination address, a node is not able to conpress it. Conpression
woul d kick in after the context info is known. After context info is
| earned, the 4-bit CID nust be stored for the destination address.

As such, using this schene requires a slight anmount of overhead in
the initial packet(s) but no additional overhead afterwards, and it
requi res no additional nenory overhead initially, but a slight amount
of additional nenory overhead after context is |earned.

In the rare case that a sinple node needs to sinultaneously

comuni cate with nmore than 16 ot her non-1|EEE-identifier-based

destination addresses, at nost 16 of themw Il be able to be

conpressed, and the others will have additional packet overhead.
4. 1 ANA Consi derations

The approach described in Section 3.3 would require ANA to allocate
a bit in the "6LoWPAN capability Bits" subregistry for this purpose.

5. Security Considerations

This entire docunent is about security considerations and possible
mtigations.
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Appendi x A.  Amount of Entropy Needed

In terms of privacy threats discussed in

[I-D.ietf-6man-i pv6-address-generation-privacy], the one with the
need for the nost entropy is address scans. To nitigate address
scans, one needs enough entropy to nake the probability of a
successful address probe be negligible. Typically this is measured
inthe length of tinme it would take to have a 50% probability of
getting at least one hit. Address scans often rely on sending a
packet such as a TCP SYN or | CMP Echo Request, and determ ning
whether the reply is an I CVWP unreachable errors (if no host exists)
or TCP response or |ICWP Echo Reply (if a host exists), or neither in
whi ch case nothing is known for certain.

Many privacy-sensitive devices support a "stealth node" as di scussed
in Section 5 of [RFC7288] whereby they will not send a TCP RST or

| CMP Echo Reply. In such cases, and when the device does not listen
on a well-known TCP port known to the scanner, the effectiveness of
an address scan is limted by the ability to get | CWP unreachable
errors, since the attacker can only infer the presence of a host
based on the absense of an | CMP unreachable error

Generation of |CMP unreachable errors is typically rate linmted to 2
per second (the default in routers such as Cisco routers running |IOS
12.0 or later). Such a rate results in taking about a year to
completely scan 26 bits of space. For a network with at nmost 2716
devices on the sane subnet, and the average lifetinme of a device
being 16 (274) years or less, this results in a need for at |east 46
bits of entropy (16+26+4) so that a address scan would need to be
sustai ned for longer than the lifetime of devices to have a 50%
chance of getting a hit.

The actual math is as follows. Let 2°N be the nunber of devices on
the subnet. Let 2"M be the size of the space to scan (i.e., Mbits
of entropy). Let S be the nunber of scan attenpts. The formula is:
P(at | east one success) =1 - (1 - 2"N2"M~S = 1/2. Assum ng 2"M >>
S, this sinplifies to: S* 2"N2"M= 1/2, giving S = 2"(MN [/ 2, or
M= N+ log 2(2S).

Al t hough 46 bits of entropy nmay be enough to provide privacy in such
cases, 59 or nore bits of entropy are needed if addresses are used to
provi de security against attacks such as spoofing, as CGAs [ RFC3972]
and HBAs [ RFC5535] do, since attacks are not linmited by ICVMP rate
limting but by the processing power of the attacker. See those RFCs
for more di scussion.

If, on the other hand, the devices being scanned for do not inplenent
a "stealth node", but respond with TCP RST or | CMP Echo Reply
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packets, then the address scan is not limted by the | CMP unreachabl e
rate limt in routers, since the attacker can determ ne the presence
of a host without them |In such cases, nore bits of entropy would be
needed to provide the sane |evel of protection.
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