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Abst ract

Thi s docunent defines sinple rules to foll ow when defining new router
adverti senent options.
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1. I nt roduction

Rout er Advertisenent nessages as defined by the Nei ghbor Di scovery
Protocol (NDP) [RFC4861] are sent by routers to hosts on the link.
Rout er Advertisenent nessages are an inportant tool in IPv6. Mny
key protocols are defined around Router Advertisenent nessages.

Nei ghbor Di scovery Protocol is used by IPv6 hosts to discover the
presence of other hosts and key information about nei ghbor hosts such
as their link layer address [RFC4861]. Another inportant
functionality is Statel ess Address Autoconfiguration (SLAAC) as
defined by [ RFC4862].

Yet anot her, perhaps nore inportant functionality of Router
Advertisenment nessages is route configuration. [RFC4191] defines
Prefix List and Default Router List or Routing Table structures that
the hosts maintain. Mintenance of routing table is beconing nore
and nore inportant because the hosts in the Internet are nostly
multiple interfaced and they use strong end host nodel [RFC1122],

[ RFC6250] .
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[ RFC7227] defines the guidelines to foll ow when creating new DHCP
options. Similar to DHCP, router adverti senent nessages carry
options and the need to define new options arises every now and then
This docunent intends to fill the gap in providing sone guidelines to
Rout er Advertisenent option devel opers.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Configuration using Router Advertisenents

Rout ers advertise their presence in conjunction with various |ink and
Internet paraneters either periodically, or in response to a Router
Solicitation message. Router Advertisenent nessages carry options
cont ai ni ng parameters such as Prefix Information, Recursive DNS
Servers and Link MIU. Unlike DHCPv6, the operation is stateless. A
host cannot request specific or further options froma router,

neither by name nor by any other identifier. Note that the PvD
Identity option defined in [I-D.ietf-mf-npvd-ndp-support] is an
exception to this, see Section 4. However, the overall operation of
solicitation and advertising a router is still stateless.

Rout er Advertisenment options are sent to all hosts on a link. The
paraneters are the same for all hosts on link. This may be only one
host on point-to-point |inks.

Rout er Advertisenment options are commonly used to distribute

a. on-link specific paraneters, such as network | ayer paraneters or
route prefixes, and

b. related configuration paraneters, such as DNS configuration (cp
[ RFC6106]).

4. Provisioning Domai ns

Provi si oni ng domai ns provide a good abstraction for network
configuration data which is discussed in this section

Consi stent set of network configuration information is called
provi sioning domain (PvD) [I-D.ietf-nif-nmpvd-arch]. The hosts may be

connected to one or nore provisioning domains. In case of nulti-
prefix multihom ng, nore than one provisioning domain is present on a
single link. In case of nmulti-prefix nmultiple interface

environnents, elenents of the same domain nmay be present on nultiple
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5.

5.

links. So PvD identity is inmportant by the host to know the identity
of the provisioning domain that is associated with the configuration
i nformation.

Provi si oning domains give rise to a new set of hosts called PvD aware
hosts. PvD aware hosts support association of configuration
information into PvDs and use these PvDs to serve requests for
networ k connecti ons.

Routers nay advertise configuration information related to

provi sioni ng donains. PvDs can be constructed from Router
Advertisenment options. PvDs constructed based on such information
are called explicit PvDs.

Two router advertisement options are defined for this purpose: PvD
identity and PvD container [I-D.ietf-mf-npvd-ndp-support] options.

PvD identity explicitly indicates the identity of the provisioning
domai n, such as Network Access ldentity (NAI) realmlike exanple.com
that is associated with the configuration information encapsul ated by
the PVD container option [I-D.ietf-mf-npvd-id]. PvD content nmay be
encapsul ated in a separate RA option called PvD Container Option.

Al'l router advertisenent options that nake up the configuration data
are placed in the container option of an explicit PvD

PvD I dentity option may be sent al one by the router w thout PvD
contai ner option to informthe existence of a provisioning domain.
PvD lIdentity option can also be sent by the hosts in Router
Solicitation (RS) messages to solicit configuration data fromthis
speci fic provisioning domain.

Consi derations on the Options
1. dassification of Options

Rout er Advertisenent options can be classified as follows:

a. Singleton options providing paranmeters related to all or no
prefixes or routes, and

b. Conbi ned options providing paraneters related to one or nore
specific prefixes or routes, and

c. Options expanding the capacity of a field of an existing option.

Bei ng aware of the classification of the proposed option is essential
for a consistent definition and inplenentation
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5.2. Considerations on Singleton Options

I mpl enenters MUST be abl e to decide which prefixes or routes a

singleton option applies to. |If there is considerable anpbunt of
difficulty to decide on the prefixes, the new docunent should clarify
it inthe text. |If it cannot be clearly explained then the right

approach is to make the association explicit by using conbined
options, see Section 5.3.

Exanpl es of such options are given in [ RFC6106] and
[I-D.ietf-mf-nmpvd-ndp-support].

5.3. Considerations on Conbi ned Options

St acki ng nore than one data results in conbined options. Care should
be taken in using conbined options. Data that are associated with
each other shoul d be conbined together. Qherwise it should be
preferred to declare themas singleton options. In conbined options
each piece of data is defined as fields of the option

When defining a new option, the nost inmportant question to answer is
what will be the host’s behavior when it receives the option. |If
this question cannot be answered w t hout associating the option’s
data with another option’s data then such an option is a good

candi date for conbining.

It should be noted that conbined options are typically used in
defining data that are associated with route prefixes.

5.4. Considerations on Expandi ng Options

An option expanding the capacity of an existing option’s field
inherits the class of its parent option. An option expanding the
capacity of a Router Advertisenent field MJST al ways be a singleton
option. An exanple is given in [ RFC5175].

5.5. Considerations on Field Sizes
Fields in RA options can have a fixed or a variable length. The size
of a fixed length field SHOULD be chosen so that the field fits into
a standard type, such as uint8 t, uintl6 t, uint32_t, and uint64_t.
Docurent s defining smaller fields that can be considered as flags,
i.e. fields of one or two bits, SHOULD make use of the Fl ags
Expansi on option as defined in [ RFC5175].

Fi el ds containing prefixes or addresses or lists of such MJST be
sized using a nultiple of 16 octets. For exanple, such a field
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SHOULD NOT be specified of length smaller than sizeof (struct
in6_addr). Oherwi se inplenentations may be forced to fill the field
using inet_pton() or define it to be of variable Iength, which is
strongly di scouraged.

5.6. Considerations on Field Val ues

Docurnent s proposing options including a lifetime field SHOULD use
unsi gned integers and MAY use units of seconds. A lifetime of zero
SHOULD i ndicate that the option is no longer valid. The latter is
important when it is required to invalidate the option. Options in
need of a special value for infinity SHOULD use the lifetime field' s
maxi mum val ue (e.g. 65535 in case of 16-bit unsigned integer). Any
ot her non-zero val ue MAY be defining the option's lifetine in
seconds.

The starting octet for | Pv6 addresses or prefixes or lists of such
SHOULD be a nultiple of 8. In cases where this is not feasible, the
starting octet SHOULD be a multiple of 4.

Options containing domain nanmes or |ists of such, SHOULD encode the
data using the techni que described in Section 3.1 of [ RFC1035]. By
this techni que, each dormain name is represented as a sequence of

| abel s ending in a zero octet, defined as domai n nane representation
For nore than one domai n name, the correspondi ng domai n name
representations are concatenated as they are. Note that for the

si mpl e decodi ng, the domai n nanes MJUST NOT be encoded in a conpressed
form as described in Section 4.1.4 of [RFC1035]. Renmining octets
other than the encoding parts of the donmain name representati ons MJST
be padded with zeros.

5.7. Considerations on Packet Size

When defining new options, sonetines the nmaxi mumtransni ssion unit

size issues need to be considered. 1In this case, a rough worst case
cal cul ation should be undertaken. W present such a cal cul ation
bel ow.

Nei ghbor Di scovery Protocol nessages SHOULD NOT be subject to
fragmentation. Therefore, a Router Advertisenent option’s overal
I ength is bounded by the followi ng upper limt:
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| Pv6 M nimum MU 1280 [octets]

- | Pv6 header |ength 40 [octets]
- RA header |ength 16 [octets]
- Expanded Fl ags option |length 8 [octets]

1216 [octets]

A Router Advertisenment option’s overall Iength MIST NOT exceed 1216
octets.

Docunent s proposing large or variable length options SHOULD i ncl ude
an analysis clearly indicating that the size is not exceeded.

5.8. RAs Spanning Over Miltiple Packets

Due to many and/or | arge options, a Router Advertisenent may not fit
into a single packet, such RAs are called RAs spanning over nultiple
packets. In this case the router sends multiple Router Advertisenent
messages with identical | CVWv6 header, filling each of the nessages
with different options.

Note that, if used, the Flags Expansion option as defined in
[ RFC5175] is present in all Router Advertisenent messages with
i dentical |CWPv6 header.

6. Recommended Secti ons

Rout er advertisenent nessages are sent fromthe router to the hosts.
A new docunent MJST include a section for each of these entities. In
ot her sections the need for the new option(s) are explained. Usually
each option is detailed in separate sections.

6.1. Section on Host Configuration

This section defines the host behavior related to the option(s)
defined. It should be specified under which conditions the option(s)
defined can be ignored.

In case the host should not ignore the option(s) defined, this
section should explain what should the host do, where the information
is stored and how t he networking behavior of the host will change
after receiving the option(s).

Host behavi or shoul d be detail ed based on the field values defined in

the new option(s). Each new field may carry different val ues that
require attention by the host. These should be clearly explai ned.
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6.2. Section on Router Configuration

This section defines the router behavior related to the option(s)
defined. This includes a description of required behavior of the

router in sending this option(s) to the hosts. It should al so
i ncl ude what the routers should avoid, i.e. the behavior that is not
al | owned.

Rout er behavi or should be detail ed based on the fields defined in the
new option(s). Each new field should be covered in detail.

7. Security Considerations
Thi s docunment shares the security issues of Neighbor Discovery
Protocol that are documented in the "Security Considerations” section
of [ RFC4861].
8. | ANA Consi derati ons
None.
9. Acknow edgenents
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