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Abst ract

Thi s docunent specifies an autoconfiguration schene for the gl obal
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appl i ances and sensors. By this schene, the DNS nane of an |oT
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wired and wireless target networks (e.g., hone, office, shopping
mal |, smart grid, and road network). This DNS nanme lets |oT users
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controlling it in the target network.
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1. Introduction

Many Internet of Things (l1oT) devices (e.g., appliances and sensors)
have begun to have w rel ess comunication capability (e.g., WFi,

Bl uet oot h, and Zi gBee) for nonitoring and renote-controlling in a

| ocal network or the Internet. According to the capacity, such IoT
devi ces can be categorized into high-capacity devices and | ow
capacity devices. High-capacity devices have a hi gh- power processor
and a | arge storage, such as appliances (e.g., television,
refrigerator, air conditioner, and washi ng machi ne) and snart devices
(smart phone and tablet). They are placed in environnents (e.g.

hone, office, shopping nall, smart grid, and road network) for the
direct use for human users, and they require the interaction with
human users. Low capacity devices have a | ow power processor and a
smal | storage, such as sensors (e.g., light, nmeter, roomtenperature
controller, and sensors). They are installed for the easy nmanagenent
of environnents (e.g., honme, office, store, and factory), and they do
not require the interaction with human users.

For the Internet connectivity of |oT devices, a variety of parameters
(e.g., address prefixes, default routers, and DNS servers) can be
automatically configured by Nei ghbor Discovery (ND) for |IP Version 6,
| Pv6 Statel ess Address Autoconfiguration, and | Pv6 Router
Advertisenment (RA) Options for DNS Configuration [ RFC4861] [ RFC4862]

[ RFC6106] .

For these |0oT devices, the manual configuration of DNS nanes wll be
cunbersone and tine-consuning as the nunber of themincreases rapidly
in anetwork. It will be good for such DNS nanes to be automatically
configured such that they are readable to human users

Multicast DNS (nDNS) in [RFC6762] can provide DNS service for

net wor ked devices on a local link (e.g., home network and office

net wor k) without any conventional recursive DNS server. nDNS al so
supports the autoconfiguration of a device's DNS nane wi t hout the
intervention of the user. nDNS ains at the DNS naning service for the
| ocal DNS names of the networked devices on the local link rather
than the DNS nami ng service for the global DNS names of such devices
in the Internet. However, for 10T devices accessible fromthe
Internet, nDNS cannot be used. Thus, a new autoconfiguration schene
becones required for the gl obal DNS nanes of |0T devices

Thi s docunent proposes an autoconfiguration schene for the global (or
| ocal ) DNS names of |oT devices. Since an autoconfigured DNS nane
contains the device category and nodel of a device, 10T users in the
Internet (or local network) can easily identify the device. Wth
this device category and nodel, they will be able to nonitor and
renot e-control each device with nmobile smart devices (e.g.
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smart phone and tablet) by resolving its DNS nanme into the
correspondi ng | Pv6 address.

1.1. Applicability Statenents

It is assumed that |oT devices have networking capability through
wired or wirel ess comunication nedia, such as Ethernet [I|EEE-802.3],
W Fi [|EEE-802.11] [|EEE-802.11a] [|EEE-802.11b][| EEE-802. 119]

[ 1 EEE-802. 11n], Bluetooth [I|EEE-802.15.1], and ZigBee [I|EEE-802. 15. 4]
in a local area network (LAN) or personal area network (PAN).

Al'so, it is assumed that each 10T device has a factory configuration
(call ed device configuration) having device category (e.g., smart TV,
smart phone, tablet, and refrigerator) and nodel (i.e., a specific
nmodel name of the device). This device configuration can be read by
the device for DNS nane autoconfiguration

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Term nol ogy

Thi s docunment uses the term nol ogy described in [ RFC4861] and
[RFC4862]. In addition, four new ternms are defined bel ow

o Device Configuration: A factory configuration that has device
category (e.g., smart TV, snartphone, tablet, and refrigerator)
and nodel (i.e., a specific nmodel name of the device).

0 DNS Search List (DNSSL): The list of DNS suffix domain nanmes used
by 1 Pv6 hosts when they perform DNS query searches for short,
unqual i fi ed dormai n names [ RFC6106] .

0 DNSSL Option: IPv6 RA option to deliver the DNSSL information to
| Pv6 hosts [ RFC6106] .

4. Overview
Thi s docunent specifies an autoconfiguration schene for an |oT device
usi ng devi ce configuration and DNS search list. Device configuration
has device category and device nodel. DNS search list has DNS suffix
domai n nanes that represent the DNS domains of a network having the
| oT device [ RFC6106].

As an | Pv6 host, the |oT device can obtain DNS search |ist through
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| Pv6 Router Advertisement (RA) with DNS Search List (DNSSL) Option
[ RFCA861] [ RFC6106] or DHCPv6 with Domain Search List Option
[ RFC3315] [ RFC3736] [ RFC3646] .

The 10T device can construct its DNS name with the concatenation of
devi ce category, device nodel, and domain name. Since there exist
nore than one device with the same nodel, the DNS name shoul d have a
uni que identification to differentiate nmultiple devices with the sane
nodel

Since both RA and DHCPv6 can be sinultaneously used for the paraneter
configuration for | Pv6 hosts, this document considers the DNS nane
aut oconfiguration in the coexi stence of RA and DHCP

5. DNS Name Aut oconfiguration

The DNS nane autoconfiguration for an |oT device needs the
acquisition of DNS search list through either RA [ RFC6106] or DHCPv6
[ RFC3646]. Once the DNS search list is obtained, the |IoT device

aut ononously constructs its DNS nanme(s) with the DNS search list and
its device information.

5.1. DNS Nane For mat
A DNS name for an 10T device has the following format as in Figure 1:

B T T T i T S S i ks i oE
[ uni que_i d. devi ce_nodel . devi ce_cat egory. donai n_nane [
B e e i T e i S S S e i T S S T S

Figure 1: 10T Device DNS Name For nmat
Fi el ds:

unique_id uni que identifier to guarantee the uni queness
of the DNS nanme in ASCI| characters. The
i dentifier MAY be a sequence nunber or
al phanuneric with readability, such as product
nane.

devi ce_nodel device's nodel nane in ASCI|I characters. It
is a product nodel name provided by the
manuf act urer.

devi ce_cat egory device’s category nanme in ASCI| characters,

such as TV, refrigerator, air conditioner
smart phone, tablet, light, and neter.
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domai n_nane DNS domai n nane that is encoded according to
the specification of "Representation and use
of domai n nanme" of RFC 3315.

5.2. Procedure of DNS Nane Autoconfiguration

The procedure of DNS nanme autoconfiguration is perforned through a
DNSSL option delivered by either RA [ RFC6106] or DHCPv6 [ RFC3646].

5.2.1. DNS Nane Generation

When as an | Pv6 host a device receives a DNSSL option through either
RA or DHCPv6, it checks the validity of the DNSSL option. |If the
option is valid, the IPv6 host performs the DNS name

aut oconfiguration with each DNS suffix domain nane in the DNSSL
option as follows:

1. The host constructs its DNS name with the DNS suffix donai n nane
along with device configuration (i.e., device category and device
nmodel ) and a selected identifier (as unique_id) that is
consi dered uni que, as shown in Figure 1.

2. The host constructs an | Pv6 unicast address as a tentative
address with a 64-bit network prefix and the last 64 bits of the
MD5 hashed val ue of the above DNS nane.

3. The host constructs the solicited-node nulticast address in
[ RFC4861] corresponding to the tentative | Pv6 address.

4. The host perforns Duplicate Address Detection (DAD) for the |IPv6
address with the solicited-node nulticast address [ RFC4861]
[ RFC4862] .

5. If there is no response fromthe DAD, the host sets the |Pv6
tentative address as its | Pv6 unicast address and regards the
constructed DNS nane as unique on the local link. Oherw se,
since the DAD fails because of DNS nane conflict, go to Step 1
for a new DNS nane generation with another identifier for
uni que_i d.

6. Since the DNS nane is proven to be unique, it is used as the
device’'s DNS name and the DNS autoconfiguration is done for the
gi ven DNS suffix domain nane. Also, the host joins the
solicited-node multicast address for the verified DNS nane in
order to prevent other hosts fromusing this DNS nane.

When the DNS search |ist has nore than one DNS suffix domai n nane,
the 1 Pv6 host repeats the above procedure until all of the DNS
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suffixes are used for the DNS nanme autoconfiguration along with the
I Pv6 uni cast autoconfiguration corresponding to the DNS nane.

5.2.2. DNS Nane Coll ection

Once as | Pv6 hosts the devices have autoconfigured their DNS nanes,
as a collector, any IPv6 node (i.e., router or host) in the same
subnet can collect the device DNS names using | Pv6 Node I nformation
(NI') protocol [RFC4620].

For a collector to collect the device DNS nanes w t hout any prior
node i nformati on, a new NI query needs to be defined. That is, a new
| CMPv6 Code (e.g., 3) SHOULD be defined for the collection of the

| Pv6 host DNS nanmes. The Data field is not included in the | CMPv6
header since the NI query is for all the IPv6 hosts in the sane
subnet. The Qype field for Nl type is set to 2 for Node Nane.

The query SHOULD be transnmitted by the collector to a link-1oca

mul ticast address for this NI query. Assune that a |ink-Iocal scope
mul ticast address (e.g., all-nodes multicast address, FF02::1) SHOULD
be defined for device DNS nane collection such that all the IPv6
hosts join this link-1ocal nmulticast address for the device DNS nane
coll ection service

When an | Pv6 host receives this query sent by the collector in
multicast, it transmits its Reply with its DNS nane with a random

i nterval between zero and Query Response Interval, as defined by

Mul ticast Listener Discovery Version 2 [ RFC3810]. This randonly

del ayed Reply allows the collector to collect the device DNS nanes
with less frane collision probability by spreading out the Reply tine
i nstants.

After the collector collects the device DNS nanmes, it resolves the
DNS names into the corresponding | Pv6 addresses by N protoco

[ RFC4620] with the ICMPv6 Code 1 of NI Query. This code indicates
that the Data field of the NI Query has the DNS nane of an |oT
device. The |0oT device that receives this NI query sends the
collector an NI Reply with its IPv6 address in the Data field.

For DNS nane resolution service, the collector can register the
pair(s) of DNS nane and | Pv6 address for each I Pv6 host into an
appropriate designated DNS server for the DNS domain suffix of the
DNS name. It is assuned that the collector is configured to register
DNS names into the designated DNS server in a secure way based on
DNSSEC [ RFC4033] [ RFC6840]. This registration of the DNS nanme and

| Pv6 address can be perforned by DNS dynam c update [ RFC2136].

Before registering the DNS nane into the designated DNS server, the
col l ector SHOULD verify the uniqueness of the DNS name in the

Jeong, et al. Expires April 11, 2016 [ Page 7]



Internet-Draft | oT Devi ce DNS Nanme Aut oconf Cct ober 2015

i ntended DNS donai n by sending a DNS query for the resolution of the
DNS name. If there is no corresponding | Pv6 address for the queried
DNS name, the collector registers the DNS nane and the correspondi ng
| Pv6 address into the designated DNS server. On the other hand, if
there is such a corresponding | Pv6 address, the DNS nane is regarded
as duplicate (i.e., not unique), and so the corresponder notifies the
correspondi ng | oT device with the duplicate DNS nane of an error
message of DNS nane duplication using NI protocol. Wen an |oT

devi ce receives such a DNS nanme duplication error, it needs to
construct a new DNS nane and repeats the procedure of device DNS nane
generation along with the uni queness test of the device DNS nane in
its subnet.

The two separate procedures of the DNS name collection and | Pv6
address resolution in the above NI protocol can be consolidated into
a single collection for the pairs of DNS nanes and the correspondi ng
| Pv6 addresses. For such an optim zation, a new | CMPv6 Code (e.g.

4) is defined for the NI Query to query the pair of a DNS nane and
the corresponding | Pv6 address. Wth this code, the collector can
collect the pairs of each 10T device’'s DNS nane and | Pv6 address in
one NI query nessage rather than two NI query nessages.

5.2.3. DNS Nane Retrieva

A smart device like smartphone can retrieve the DNS nanmes of 10T
devices by contacting a global (or local) DNS server having the IoT
device DNS nanes. |If the smart device can retrieve the zone file
with the DNS nanes, it can display the information of 10T devices in
a target network, such as home network and office network. Wth this
i nformati on, the user can nmonitor and control the |oT devices in the
Internet (or local network).

6. Location-Aware DNS Nane Configuration

If the DNS name of an |oT device includes location information, it
all ows users to easily identify the physical |ocation of each device.
Thi s docunent proposes the representation of |location in a DNS nane.

6. 1. Macr o- Locat i on- Awar e DNS Nane

If location information (such as living room kitchen, and bedroomin
an apartnment) is available to an 10T device, a keyword for the

| ocation can be used to construct a DNS nane as subdonain name. This
|l ocation information lets users track the position of nobile devices
(such as smartphone, tablet, and vacuum cl eaning robot). The
physical location of the device is defined as nmacro-location for DNS
nam ng.
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A subdomai n nanme for nmacro-location (denoted as mac_l oc) MAY be

pl aced between devi ce_category and domai n_nane of the DNS name format
in Figure 2. A localization schene for device |location is beyond the
scope of this docunent.

6.2. Mcro-Location-Aware DNS Nane

An | oT device can be located in the center, wall, or corner in a room
that is specified by macro-location. For exanple, assune that a
cleaning robot is located in the right-upper corner of a living room
If the DNS nane for the cleaning robot contains the right-upper

corner of the living room a honme resident can find it easily. In
this docunment, for this DNS nanming, the detailed |location for an |oT
device can be specified as a micro-location subdomai n nane.

A subdonmi n nane for micro-location (denoted as nic_|loc) MAY be

pl aced between devi ce_category and donmai n_nane of the DNS nanme fornat
in Figure 2. A localization scheme for micro-location is beyond the
scope of this docunent.

To denote both macro-location (i.e., mac_loc) and m cro-Ilocation
(i.e., mc_loc) into a DNS nane, the following format is described as
in Figure 2:

B T i S i i S S S S iy SR S
| unique_id.device_nodel .device_category.mc_| oc. mac_I| oc. domai n_narme
B T T i I e S i i S i T we S S S S

Fi gure 2: Location-Aware Device DNS Nane For nmat
Fi el ds:

uni que_id uni que identifier to guarantee the uni queness
of the DNS nanme in ASCI| characters. The
i dentifier MAY be a sequence nunber or
al phanuneric with readability, such as product
namne.

devi ce_nodel device’s nodel name in ASCI| characters. It
is a product nodel name provided by the
manuf act ur er.

devi ce_cat egory device’'s category name in ASCI| characters,
such as TV, refrigerator, air conditioner,
smart phone, tablet, light, and neter

mc_|oc device's mcro-location, such as center
wal | , and corner.
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mac_| oc device’s macro-location, such as living room

domai n_nane DNS domai n nane that is encoded according to
the specification of "Representation and use
of domai n nanme" of RFC 3315.

7. DNS Nanme Managenent for Mobile 10T Devices

Sone 10T devices can have mobility, such as smartphone, tablet,

| apt op conputer, and cleaning robot. This nobility allows the |IoT
devices to nove froma subnet to another subnet where subnets can
have different domain suffixes, such as living_room hone and
garage. hone. The DNS nane change (or addition) due to the mobility
shoul d be consi dered.

To deal with DNS nane nanagenent in nobile environnents, whenever an
| oT device enters a new subnet and receives DNS suffix domai n nanes,
it generates its new DNS nanmes and registers theminto a designated
DNS server, specified by RDNSS option

When the 10T device recogni zes the novenent to another subnet, it can
delete its previous DNS nane(s) fromthe DNS server having the DNS
nane(s), using DNS dynanmi ¢ update [ RFC2136]. For at |east one DNS
nane to renmain in a DNS server for the | ocation managenent in Mbile
| Pv6 [ RFC6275], the |0oT device does not delete its default DNS name
inits home network in Mbile |IPv6.

8. Security Considerations

This docunment shares all the security issues of the NI protocol that
are specified in the "Security Considerations" section of [RFC4620].

To prevent the disclosure of |ocation information for privacy
concern, the subdonmins related to |ocation can be encrypted by a
shared key or public-and-private keys. For exanple, a DNS nane of
smart phonel. living_room hone can be represented as

smart phonel. xxx. home where xxx is a string of the encrypted
representation of the subdomain |iving_room
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