PALS Worki ng G oup

I nternet-Draft
| nt ended st at us:
Expi r es:

Abst ract

St andards Track

January 7, 2016

H. Shah

Ci ena Corporation
P. Brissette

R Rahman

K. Raza

Cisco Systens, Inc.
Z. Li

Z. Shunwan

W Hai bo

Huawei Technol ogi es
|. Chen

Eri csson

M Bocci

Al cat el - Lucent

J. Hardwi ck

Met aswi t ch

S. Esale

Juni pr Networ ks
K. Tiruveedhul a
T. Singh

Juni per Net wor ks
I. Hussain

I nfinera Corporation
B. Wen

J. Wal ker

Contast

N. Del regno

L. Jalil

M Joecyl yn

Veri zon

July 06, 2015

YANG Data Mbdel for MPLS-based L2VPN
dr aft - shah- pal s- npl s-1 2vpn- yang- 00. t xt

Thi s docunent describes a YANG data nodel for

over

MPLS net wor ks.

Layer 2 VPN services
These services include Virtual Private Wre

Service (VPWS), Virtual Private LAN service (VPLS) and Et hernet

Vi rtual
Pseudowi r es.
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Private Service (EVPN) that uses LDP and BGP signal ed

Thi s docunent mainly focuses on L2VPN VPW5, ot her
services are for future investigations.
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1. Introduction

The Networ k Configuration Protocol (NETCONF) [ RFC6241] is a network
managenent protocol that defines nechani sns to manage network
devices. YANG [ RFC6020] is a nodul ar | anguage that represents data
structures in an XML or JSON tree fornmat, and is used as a data
nmodel i ng | anguage for the NETCONF

Thi s docunent introduces a YANG data nodel for MPLS based Layer 2 VPN
services (L2VPN) [ RFC4664] as well as switching between the |oca
attachnent circuits. The L2VPN services include point-to-point VPW5
and Multipoint VPLS and EVPN services. These services are realized
by signaling Pseudow res across MPLS networks using LDP

[ RFC4447] [ RFCA762] or BGP[ RFCA761] .

The Yang data nodel in this document defines Ethernet based Layer 2
services. Oher Layer 2 services, such as ATM Frame Relay, TDM etc
are included in the scope but will be covered as the future work
items. The Ethernet based Layer 2 services will |everage the
definitions used in other standards organi zations such as | EEE 802. 1
and Metro Ethernet Forum (MEF).

The goal is to propose a data object nodel consisting of building

bl ocks that can be assenbled in different order to realize different
services. The definition work is undertaken initially by a smaller
wor ki ng group with nenbers representing various vendors and service
providers. The VPWS service definitions are covered first followed
by VPLS services that build on the data bl ocks defined for VPW5

The data nodel is defined for follow ng constructs that are used for
managi ng the services

0 Configuration
0 Qperational State
0 Executables (Actions)

o Notifications
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3.

3.

The docunent is organized to first define the data nodel for the
configuration, operational state, actions and notifications of VPW5.
The L2VPN data object nodel defined in this docunent uses the

i nstance centric approach whereby VPWS service attributes are
specified for a given VPW5 instance.

Speci fication of Requirements

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

L2VPN YANG Model
1. Overview

One single top | evel container, npls-12vpn, is defined as a parent
for three different second | evel containers that are vpws-instances,
vpl s-instances, and common buil di ng bl ocks of AC-tenpl ates(Attachnent
Crcuit tenplates) and pseudowire-tenplates. This docunment defines
the vpws-instances and tenplates for AC and Pseudow res. The
definition of vpls-instances and evpn-instances is left for future
revisions.

The L2VPN services have been defined in the | ETF L2VPN wor ki ng group
but | everages the pseudow re technol ogi es that were defined in the
PWE3 wor ki ng group. A |large nunber of RFCs from these working groups
cover this subject matter. Hence, it is prudent that this docunent
state the scope of the MPLS L2VPN obj ect nodel definitions.

The followi ng docunents are within the scope. This is not an
exhaustive list but a representation of documents that are covered
for this work:

0 Requirenents for Pseudo-wi re Enul ati on Edge-to- Edge (PWE3)
[ RFC3916]

0 Pseudo-wire Emul ati on Edge-to- Edge (PWE3) Architecture [ RFC3985]

o0 | ANA Allocations for Pseudowi re Edge to Edge Enul ati on (PWE3)
[ RFC4446]

0 Pseudowire Setup and Maintenance Using the Label Distribution
Prot ocol (LDP) [RFC4447]

0 Encapsul ation Methods for Transport of Ethernet over MPLS Networks
[ RFC4448]
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0 Pseudow re Emul ati on Edge-to-Edge (PWE3) Control Word for Use over
an MPLS PSN [ RFC4385]

0 Requirenments for Muilti-Segnent Pseudowi re Enul ati on Edge-to- Edge
(PWE3) [ RFC5254]

0 An Architecture for Milti-Segnment Pseudow re Emul ati on Edge-to-
Edge [ RFC5659]

0 Segnented Pseudowi re [ RFC6073]
o Franmework for Layer 2 Virtual Private Networks [ RFC4664]

0 Service Requirements for Layer 2 Provider-Provisioned Virtual
Private Networks [ RFC4665]

o Virtual Private LAN Service (VPLS) Using BGP for Auto-Di scovery
and Signaling [ RFC4761]

o Virtual Private LAN Service (VPLS) Using Label Distribution
Prot ocol (LDP) Signaling [ RFCA762]

o Attachnent Individual ldentifier (Al) Types for Aggregation
[ RFC5003]

o Provisioning, Auto-Discovery, and Signaling in Layer 2 Virtual
Private Networks (L2VPNs) [ RFC6074]

o Flow Aware Transport of Pseudow res over an MPLS Packet Switched
Net wor k [ RFC6391]

o Layer 2 Virtual Private Networks Using BGP for Auto-Discovery and
Signal i ng [ RFC6624]

0 Extensions to the Virtual Private LAN Service (VPLS) Provider Edge
(PE) Model for Provider Backbone Bridgi ng [ RFC7041]

0 LDP Extensions for Optimzed MAC Address Wthdrawal in a
Hi erarchical Virtual Private LAN Service (H VPLS) [RFC7361]

0 Using the generic associated channel |abel for Pseudowire in the
MPLS Transport Profile [ RFC6423]

0 Pseudowire status for static pseudowi re [ RFC6478]
Note that while pseudowire over MPLS-TP related work is in scope, the

initial effort will only address definitions of object nodel for VPWs
services that are commonly depl oyed.
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The ietf work in L2VPN and PWE3 working group relating to L2TP, OAM
mul ticast (e.g. p2np, etree, etc) and access specific protocols such
as G 8032, MSTP, etc is out-of-scope for this docunent.

The following is the high level view of the L2VPN data nodel .

tenpl ate-ref AC// AC
tenpl ate
attributes

tenpl ate-ref PW// PW
tenpl ate
attributes

vpws-i nstance nane // container
svc-type

/1 list of AC and PW bei ng used
AC-1 // container
tenpl ate-ref AC
attribute-override
PW2 // container
tenpl ate-ref PW
attri bute-override
PW3 // contai ner
tenpl ate-ref PW
attribute-override

/1 ONLY 2 endpoints!!!
endpoint-A // container
AC-1 /] reference
endpoint-Z // container
redundancy-grp // container

PW2 // reference
PW3 // reference

Figure 1

3.2. L2VPN Common
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3.2.1. ac-tenplates

The ac-tenpl ates container contains a list of ac-tenplate. Each ac-
tenplate defines a list of AC attributes that are part of native
services but associated and processed within the context of L2VPN
For instance, Ethernet VLAN tag inposition, disposition and
translation or CVID-bundling would be part of this tenplate.

3.2.2. pwtenplates
The pwtenpl ates container contains a list of pwtenplate. Each pw
tenpl ate defines a list of common pseudowire attributes such as PW
MIU, control word support etc.

3.3. VPWS

3.3.1. ac list
Each VPWS instance defines a list of AC which are cross-connected by
the service. Each entry of the AC consists of one ac-tenplate with
predefined attributes and val ues, but also defines attributes that
override the attributes defined in referenced ac-tenpl ate.

3.3.2. pwlist
Each VPW5 instance defines a list of PWwhich are cross-connected by
the service. Each entry of the PWconsists of one pwtenplate with
pre-defined attributes and val ues, but also defines attributes that
override those defined in referenced pwtenplate. No restrictions
are placed on type of signaling (i.e. LDP or BGP) used for a given
PW It is entirely possible to define two PW, one signaled by LDP
and ot her by BGP

3.3.3. redundancy-grp choice
The redundancy-grp is a generic redundancy construct which can hold
primary and backup nenbers of AC and PW. This flexibility pernits
combi nations of -
o primary and backup AC
o primary and backup PW
o primary AC and backup PW

o primary PWand backup AC

Shah, et al. Expi res January 7, 2016 [ Page 7]
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3.3.4. endpoint container

The endpoi nt contai ner holds AC, PWor redundancy-grp references.
The core aspect of endpoint container is its flexible personality
based on what user decides to include init. It is future-proofed
wi t h possi bl e extensions that can be included in the endpoint
contai ner such as Integrated Route Bridging (IRB), PW Headend,
Virtual Switch Instance, etc.

3.3.5. vpws-instances container

The vpws-instances container contains a list of vpws-instance. Each
entry of the vpws-instance represents a |layer-2 cross-connection of
two endpoints. This nodel defines three possible types of endpoints,
ac, pw, and redundancy-grp, and allows a vpws-instance to cross-
connect any one type of endpoint to all other types of endpoint.

The augnentation of ietf-npls-12vpn nodule is TBD. Al |P addresses
defined in this nodule are currently scoped under gl obal VRF/table.

nmodul e: ietf-npls-I2vpn
+--rw npl s-12vpn
+--rw conmon
+--rw pwtenpl at es
|  +--rw pwtenplate* [nane]

| +--rw nane string

[ +--rw ntu? ui nt 32

| +--rw Ccw nhegoti ation? CW- negotiation-type
[ +--rw tunnel -policy? string

+--rw ac-tenpl at es

+--rw ac-tenpl ate* [nane]
+--rw nane string

--rw vpws-i nstances
+--rw vpws-i nstance* [instance-nane]
+--rw i nstance-nane string
+--rw description? string
+--rw service-type? | 2vpn-servi ce-type
+--rw di scovery-type? | 2vpn-di scovery-type

+--rw bgp- paraneters

| +--rw common

| | +--rwroute-distinguisher? string
| | +--rwvpn-targets* [rt-val ue]

| +--rwrt-val ue string

| +-rwrt-type bgp-rt-type

| +--rw discovery

I

+
I
I
I
I
[ +--rw signaling-type | 2vpn-si gnal i ng-type
I
I
I
I
|
I
I
| | +--rwvpn-id? string
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| +--rwsignaling
| +--rwsite-id? uint16
| +--rw site-range? uint16
+--rw pw [ nane]
+--rw hane string
+--rw cw negotiation? CW negotiation-type
+--rw tenpl ate? pw-t enpl at e-r ef
+--rw vcecv-ability? bool ean
+--rw tunnel -policy? string
+--rw request -vl ani d? uintl16
+--rw vl an-tpi d? string
+--rwttl? uint8
+--rw (pwtype)?
1 (1dp-pw)

I
I
I
I
+- -
I
+- -

I
I
I
I
I
I
I
I
I
I +- -
I
I
I
I
I
I
I
I
I

- T W
+--TW
+- - T W

+--rw | i nk-di scovery-protocol ?

+--rw peer-ip?

+-rw pwid?

+--rw transnit-| abel ?
+--rw receive-| abel ?
+--rw ich?

: (bgp- pw)

+--rw renote-pe-id?

: (bgp- ad- pw)

+--rw renote-ve-id?

rw ac* [ nane]

name
tenpl at e?
pi pe- node?

--rw endpoint-a
+--rw (ac-or-pw or-redundancy-grp)?

+- -

+

I

I

I

I

+

I

I

I

I +- -
I I
I +- -
I

I

I

I

I

I

I

I

I

I

I

I

I

I
I
I
I
I
I
I
I
I
I
+- -
I

:(ac)

+--rw ac?

(pw)

+--rw pw?

: (redundancy- grp)

+--rw (primary)

| +--:(primnary-pw

| | +--rw primry-pw?
| +--:(primary-ac)

[ +--rw prinary-ac?
+--rw (backup)

| +--:(backup-pw)

| | +--rw backup-pw?
| +--:(backup-ac)

| +--rw backup-ac?
+--rw protection-node?
: (reroute-node)

+--rw reroute-node?

Expi res January 7, 2016

i net:ip-address
ui nt 32
ui nt 32
ui nt 32
bool ean

i net:ip-address
ui nt 16
string

ac-tenpl ate-ref
enuner ati on

-> ../..lac/ nane

-> ../../pw nane

-> ../../pw nane
-> . ./..lac/nane
-> ../../pw nane
-> ../..lac/ nane

enuner ati on

enuner ati on

July 2015

| i nk-di scovery-protocol -type
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| +--:(reroute-del ay)

| | +--rw reroute-del ay?
| +--:(dual -receive)

[ | +--rw dual -receive?

| +--:(revert)

| | +--rwrevert?

| +--:(revert-del ay)

| +--rw revert-del ay?

+--rw endpoi nt -z

+--rw (ac-or-pw or-redundancy
+--:(ac)
| +--rw ac?
+--1(pw)
|  +--rw pw?

+--: (redundancy- grp)
|  +--rw (primary)
| | +--:(primary-pw
| | | +--rwprimry-pw?
| | +--:(prinmary-ac)
| +--rw prinmary-ac?
| +--rw (backup)
| | +--:(backup-pw)
| | | +--rw backup-pw?
| | +--:(backup-ac)
[ ] +--rw backup-ac?
| +--rw protection-node?
+--:(reroute-node)
| +--rw reroute-node?
+--:(reroute-del ay)
| +--rwreroute-delay?
+--:(dual -receive)
| +--rw dual -receive?
+--:(revert)
| +--rwrevert?
+--:(revert-del ay)

+--rw revert-del ay?
+--rw vpl s-instances

Figure 2

4. YANG Mbdul e

L2VPN

ui nt 16
bool ean
bool ean

ui nt 16

-grp)?

-> ../..lac/ nane

-> ../../pw nane

July 2015

-> ../../pw nane

-> ../..lac/ nane

-> ../../pw nane

-> ../..lac/ nane

enuner ati on
enuner ation
uint 16
bool ean
bool ean

ui nt 16

The L2VPN configuration container is logically divided into follow ng

hi gh | evel config areas:

Shah, et al. Expi res January 7, 2016
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<CCDE BEG@ NS> file "ietf-npls-12vpn@015- 06-30. yang"

nmodul e ietf-npls-12vpn {

Shah,

nanespace
prefix "npls-I2vpn";

inmport ietf-inet-types {
prefix "inet";

}
organi zation "ietf";
cont act "ietf";

description "mpl s-1 2vpn";
revision "2015-06-30" {

description "lInitial revision"

ref erence ;

}
/* identities */

identity |ink-discovery-protoco

for

{

L2VPN

urn:ietf:parans: xm :ns:yang:ietf-npls-I2vpn"

July 2015

description "Base identiy fromwhich identities describing " +

"l'ink discovery protocols are derived.";

}
identity lacp {

base "link-di scovery-protocol"
description "This identity represents LACP"

}
identity Ildp {

base "link-di scovery-protocol"

description "This identity represents LLDP";

}
identity bpdu {

base "link-di scovery-protocol"
description "This identity represens BPDU';

}
identity cpd {

base "link-di scovery-protocol"
description "This identity represents CPD';

}
identity udld {

base "link-di scovery-protocol"
description "This identity represens UDLD';

}

et al. Expi res January 7, 2016
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/* typedefs */

typedef | 2vpn-service-type {
type enuneration {
enum et hernet {
description "Ethernet service";

}
enum ATM {
description "Asynchronous Transfer Mde";
enum FR {
description "Frane-Rel ay";
}
enum TDM {
description "Time Division Miltiplexing";
}
oo .
description "L2VPN service type";

}

typedef | 2vpn-di scovery-type {
type enuneration {
enum manual {
description "Manual configuration";

enum bgp-ad {
description "Border Gateway Protocol (BGP) auto-discovery”;
}
oo .
description "L2VPN di scovery type";
}

typedef | 2vpn-signaling-type {
type enuneration {
enum static {
description "Static configuration of |abels (no signaling)";
}
enum | dp {
description "Label Distribution Protocol (LDP) signaling”;

}
enum bgp {
description "Border Gateway Protocol (BGP) signaling”;
}
oo .
description "L2VPN signaling type";

}
typedef bgp-rt-type {

Shah, et al. Expi res January 7, 2016 [ Page 12]



Internet-Draft YANG nodel for L2VPN July 2015

type enuneration {
enum i nport {
description "For inmport";
}
enum export {
description "For export";

enum bot h {
description "For both inmport and export”;
}
oo
description "BGP route-target type. Inmport from BGP YANG'
}

typedef cw negoti ation-type {
type enuneration {
enum "non-preferred" {
description "No preference for control -word";
}
enum "preferred" {
description "Prefer to have control -word negoti ation";
}
}
description "control -word negotiation preference type";

}

typedef |ink-discovery-protocol-type {
type identityref {
base "link-di scovery-protocol"

}
description "This type is used to identify " +
"l'ink discovery protocol”

}

typedef pwtenplate-ref {
type leafref {
path "/ 2vpn/ conmon/ pwt enpl at es/ pwt enpl at e/ nane";

}

description "pwtenplate-ref";

}
typedef ac-tenplate-ref {
type leafref {
path "/ 2vpn/ conmon/ ac-t enpl at es/ ac-t enpl at e/ nane";
}

description "ac-tenpalte-ref";

}

Shah, et al. Expi res January 7, 2016 [ Page 13]
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[ * groupings */

groupi ng vpws- endpoi nt {
description
"A vpws-endpoing could either be an ac or a pw'
choi ce ac-or-pwor-redundancy-grp {
description "A choice ofattachnent circuit or " +
"pseudowi re or redundancy group";

case ac {
| eaf ac {
type leafref {
path "../../ac/ nane";
}
description "reference to an attachnent circuit"”
}
}
case pw {
| eaf pw {
type leafref {
path "../../pw nane";
}
description "reference to a pseudow re";
}

case redundancy-grp {
choice primry {
mandat ory true
description "primary options";
case primary-pw {
| eaf primary-pw {
type leafref {
path "../../pw nane";
}
description "primary pseudow re";
}
} .
case primary-ac {
| eaf primary-ac {
type leafref {
path "../../ac/ nane";
}
description "primary attachnent circuit";
}
}

choi ce backup {
mandat ory true
description "backup options";

et al. Expi res January 7, 2016
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case backup-pw {
| eaf backup-pw {
type leafref {
path "../../pw nane";
}

description "backup pseudow re";

}
}

case backup-ac {
| eaf backup-ac {
type leafref {
path "../../ac/ nane";
}

description "backup attachnment circuit”;

}
}

| eaf protection-node {
type enuneration {
enum "frr" {

val ue O0;

description "fast reroute";
}
enum "nmast er-sl ave" {

val ue 1;

description "master-slave";
}
enum "i ndependent " {

val ue 2;

description "independent";
}

}
description "protection-node"
}
}

| eaf reroute-node {
type enuneration {
enum "i mredi ate" {
val ue O0;
description "immedi ate reroute”;

}
enum "del ayed" {
val ue 1;
description "del ayed reroute";
}
enum "never" {

val ue 2;
description "never reroute";
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}
oo
description "reroute-node";
}
| eaf reroute-delay {
when "../reroute-node = 'del ayed " {
description
"Specify amount of time to delay reroute " +
"only when del ayed route is configured”;
}
type uint 16;

description
"amount of time to delay reroute”;

| eaf dual -receive {
type bool ean;
description
"allow extra traffic to be carried by backup"
}

| eaf revert {
type bool ean;
description
"allow forwarding to revert to prinmary " +
"after restoring primry";
/* This is called "revertive" during the discussion. */

}
| eaf revert-delay {
when "../revert = "true' " {
description
"Specify the anpbunt of tine to wait to revert " +
"to primary only if reversion is configured";
}
type uint 16;

description
"amount ot tinme to wait to revert to primry";
[* This is called "wtr" during discussion. */
}
}
}

/* W can define vpls-endpoing-grp that has the sane structure as
* vpws-endpoi ng-grp, but has nore endpoi nt options.

*/

/* L2VPN YANG Model */

container |2vpn {
description "l 2vpn";
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cont ai ner common {
description "comron | 2pn attributes”;
contai ner pwtenplates {
description "pwtenpl ates”;
list pwtenplate {
key "nane";
description "pwtenplate";
| eaf nane {
type string;

description "nanme";
}
leaf nmtu {

type uint32;

description "pseudowire ntu";
}

| eaf cwnegotiation {
type cw negotiation-type
default "preferred";
description
"“control -word negotiation preference";

| eaf tunnel -policy {
type string;
description "tunnel policy nane";

}
}
}
contai ner ac-tenplates {
description "attachnent circuit tenpl ates"”

/* To be fleshed out in future revisions */
list ac-tenplate {

key "nane";
description "ac-tenpl ate”;
| eaf nane {
type string;
description "nane";
}

}
}
}

cont ai ner vpws-instances {
description "vpws-instances";
list vpws-instance {
key "instance-nane";
description "A VPWS instance";
| eaf instance-name {
type string;
description "Name of VPWS instance";
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}
| eaf description {

type string;

description "Description of the VPW5 instance";
}

| eaf service-type {
type | 2vpn-servi ce-type
default ethernet;
description "VPW5 service type"

| eaf di scovery-type {
type | 2vpn-di scovery-type;
def aul t manual
description "VPWS di scovery type";

| eaf signaling-type {
type | 2vpn-si gnal i ng-type
mandat ory true
description "VPWS signaling type";
}
cont ai ner bgp-paraneters {
description "Paraneters for BGP";
cont ai ner conmon {
when "../../discovery-type = 'bgp-ad " {
description "Check discovery type: " +
"Can only configure BGP discovery if
"di scovery type is BGP-AD';

+

}
description "Conmon BCGP paraneters”;
| eaf route-distinguisher {
type string;
description "BGP RD';
}
list vpn-targets {
key rt-val ue;
description "Route Targets";
| eaf rt-value {
type string;
description "Route-Target val ue"
}
leaf rt-type {
type bgp-rt-type
mandat ory true
description "Type of RT";
}
}
}

cont ai ner di scovery {
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when "../../discovery-type = 'bgp-ad " {
description "BGP paraneters for discovery: " +
"Can only configure BGP discovery if " +
"di scovery type is BGP-AD';

}
description "BGP paraneters for discovery";
| eaf vpn-id {
type string;
description "VPN I D";
}

}

cont ai ner signaling {
when "../../signaling-type = "bgp' " {
description "Check signaling type: +
"Can only configure BGP signaling if " +
"signaling type is BG?",;

}
description "BGP paraneters for signaling”;
| eaf site-id {

type uint 16;
description "Site |ID";
}
| eaf site-range {
type uint 16;
description "Site Range";
}
}
list pw {
key "nane";

description "pseudow re";
| eaf nane {
type string;
description "pseudow re nane";
}
| eaf cw negotiation {
type cw negoti ati on-type;
default "preferred”;
description "Override the control-word negotiation " +
"preference specified in the " +
"pseudowire tenplate.";

}
| eaf tenplate {
type pwtenpl ate-ref;
description "pseudow re tenpl ate”;
}
| eaf vccv-ability {
type bool ean;
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description "vccvability";

| eaf tunnel -policy {
type string;

description "Used to override the tunnel policy nane "

"specified in the pseduowire tenplate";
}
| eaf request-vlanid {
type uint 16;
description "request vlanid";

| eaf vlian-tpid {
type string;
description "vlan tpid";

}
leaf ttl {

type uint8;

description "time-to-live";
}

choi ce pwtype {
description "A choice of pseudowire type";
case | dp-pw {
| eaf peer-ip {
type inet:ip-address;
description "peer |P address";

}
| eaf pwid {

type uint32;

description "pseudowire id";
}
| eaf transnit-1label ({

type uint32;

description "transmt |able";
}
| eaf receive-label {

type uint 32;

description "receive |abel";

}
| eaf icb {
type bool ean;
description "inter-chassis backup";

}

case bgp-pw {
| eaf renote-pe-id {
type inet:ip-address;
description "renote pe id";

}
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}
case bgp-ad- pw {
| eaf renote-ve-id {
type uint 16;
description "renote ve id";
}
}
}

list ac {
key "nane";
description "attachment circuit”;
| eaf nane {
type string;
description
}
| eaf tenplate {
type ac-tenpl ate-ref;
description "attachnent circuit tenplate";
}
| eaf pipe-node {
type enuneration {
enum " pi pe" {
val ue 0;
description "regul ar pipe node";

name” ;

}
enum "short - pi pe" {
val ue 1;
description "short pipe node";
}
enum "uni form' {
val ue 2;
description "uniform pi pe node";
}
b
description "pipe node";

}

| eaf |ink-discovery-protocol {
type link-discovery-protocol -type;
description "link discovery protocol"”
}
}
cont ai ner endpoi nt-a {
description "endpoint-a";
uses vpws- endpoi nt;
}

cont ai ner endpoint-z {
description "endpoint-z";
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8.

uses vpws- endpoi nt;
}

}
}

contai ner vpls-instances {
/* To be fleshed out in future revisions */
description "vpls-instances"”;

}
}
}

<CODE ENDS>

Figure 3
Security Considerations

The configuration, state, action and notification data defined in
this docunment are designed to be accessed via the NETCONF protoco

[ RFC6241]. The | owest NETCONF | ayer is the secure transport |ayer
and the mandatory-to-inplenent secure transport is SSH [ RFC6242].

The NETCONF access control nodel [RFC6536] provides neans to restrict
access for particular NETCONF users to a pre-configured subset of all
avai | abl e NETCONF protocol operations and content.

The security concerns |isted above are, however, no different than

faced by other routing protocols. Hence, this draft does not change
any underlying security issues inherent in [I-D.ietf-netnod-routing-

cf g]
| ANA Consi der ati ons

None.
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