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Abstract

Thi s docunent specifies procedure updates for broadcast, unknown
uni cast, and nmulticast (BUM traffic in Ethernet VPNs (EVPN),
i ncluding selective nulticast, and provider tunnel segnentation.

Requi rement s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC2119.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on October 23, 2016.

Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Ter m nol ogy
To be added

I nt roducti on

RFC 7432 specifies procedures to handl e broadcast, unknown uni cast,

and nulticast (BUM traffic in Section
Mul ticast Ethernet Tag Route. A |ot of

11, 12 and 16, using Inclusive
details are referred to RFC
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7117 (VPLS Multicast). |In particular, selective nulticast is briefly
mentioned for Ingress Replication but referred to RFC 7117

RFC 7117 specifies procedures for using both inclusive tunnels and
sel ective tunnels, simlar to MVPN procedures specified in RFC 6513
and RFC 6514. A new SAFl "MCAST-VPLS" is introduced, with two types
of NLRIs that match MVPN' s S-PMSI A-D routes and Leaf A-D routes.
The sane procedures can be applied to EVPN selective nulticast for
both Ingress Replication and other tunnel types, but new route types
need to be defined under the sane EVPN SAFI

MVPN uses terns |-PMSI and S-PMSI A-D Routes. For consistency and
conveni ence, this docunent will use the sane |I/S-PMSlI ternms for VPLS
and EVPN. In particular, EVPN s Inclusive Milticast Ethernet Tag
Route and VPLS s VPLS A-D route carrying PTA (PMsl Tunnel Attribute)
for BUMtraffic purpose will all be referred to as |-PMSI A-D routes.
Dependi ng on the context, they nmay be used interchangeably.

MVPN provi der tunnels and EVPN VPLS BUM provi der tunnels, which are
referred to as MVPN EVPN VPLS provider tunnels in this docunent for
simplicity, can be segnented for technical or adm nistrative reasons,
whi ch are sunmarized in Section 2.1 of this docunent. RFC 6513/6514
cover MVPN inter-as segnentation, RFC 7117 covers VPLS mnulticast

i nter-as segnentation, and RFC 7524 (Seam ess MPLS Milticast) covers
inter-area segnentation for both MVPN and VPLS

There is a difference between MVPN and VPLS nulticast inter-as
segnentation. For sinplicity, EVPN uses the sane procedures as in
M/PN. Al ASBRs can re-advertise their choice of the best route.
Each can beconme the root of its intra-AS segnent and inject traffic
it receives fromits upstream while each downstream PE/ ASBR wi | |
only pick one of the upstream ASBRs as its upstream This is also
t he behavior even for VPLS in case of inter-area segnentation

For inter-area segnentation, RFC 7524 requires the use of Inter-area
P2MP Segnent ed Next-Hop Extended Community (S-NH EC), and the setting
of "Leaf Information Required" (LIR) flag in PTAin certain
situations. Either of these could be optional in case of EVPN
Renovi ng these requirements woul d nake the segnmentati on procedures
transparent to ingress and egress PEs.

RFC 7524 assunes that segnentation happens at area borders. However
it could be at "regional" borders, where a region could be a sub-
area, or even an entire AS plus its external links (Section 6). That
woul d allow for nore flexible depl oynent scenarios (e.g. for single-
area provi der networks).
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This docunment specifies/clarifies/redefines certain/additional EVPN
BUM procedures, with a salient goal that they' re better aligned anong
MVPN, EVPN and VPLS. For brevity, only changes/additions to rel evant
RFC 7117 and RFC 7524 procedures are specified, instead of repeating
the entire procedures. Note that these are to be applied to EVPN
only, even though sonetinmes they may sound to be updates to RFC

71171 7524.

2.1. Reasons for Tunnel Segnentation

Tunnel segnentation nmay be required and/ or desired because of
adm ni strative and/ or technical reasons.

For exanple, an MVPN VPLS/ EVPN network nmay span multiple providers
and Inter-AS Option-B has to be used, in which the end-to-end

provi der tunnels have to be segnented at and stitched by the ASBRs.
Different providers may use different tunnel technol ogies (e.gqg.
provi der A uses Ingress Replication, provider B uses RSVP-TE P2MP
whil e provider C uses nLDP). Even if they use the sane tunne
technol ogy |i ke RSVP-TE P2MP, it may be inpractical to set up the
tunnel s across provider boundari es.

The sane situations may apply between the ASes and/or areas of a
single provider. For exanple, the backbone area may use RSVP-TE P2MP
tunnel s whil e non-backbone areas nmay use nlDP tunnels.

Segment ation can al so be used to divide an AS/area to smaller
regions, so that control plane state and/or forwardi ng pl ane state/
burden can be linmited to that of individual regions. For exanple,

i nstead of Ingress Replicating to 100 PEs in the entire AS, with
inter-area segnmentation [RFC 7524] a PE only needs to replicate to

| ocal PEs and ABRs. The ABRs will further replicate to their
downstream PEs and ABRs. This not only reduces the forwarding pl ane
burden, but al so reduces the |leaf tracking burden in the contro

pl ane.

Smal | er regions also have the benefit that, in case of tunne
aggregation, it is easier to find congruence anong the segnents of
different constituent (service) tunnels and the resulting aggregation
(base) tunnel in a region. This |leads to better bandw dth
efficiency, because the nore congruent they are, the fewer |eaves of
the base tunnel need to discard traffic when a service tunnel’s
segnent does not need to receive the traffic (yet it is receiving the
traffic due to aggregation).

Anot her advantage of the smaller region is snaller Bl ER sub-donains.

In this new nmulticast architecture BIER, packets carry a BitString,
in which the bits correspond to edge routers that needs to receive
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traffic. Snaller sub-donains nmeans snaller BitStrings can be used
wi t hout having to send multiple copies of the same packet.

3. Additional Route Types of EVPN NLRI

RFC 7432 defines the format of EVPN NLRI as the follow ng:

o m e m e e e e e e e e e e e e e e e e +
| Rout e Type (1 octet) |
o mm e e e e e e e e e e e e e e oo +
| Length (1 octet) |
oo e e e e e e e e ee e +
| Route Type specific (variable) |
o m e m e e e e e e e e e e e e e e e e +

So far five types have been defi ned:

Et hernet Aut o-Di scovery (A-D) route

- MAC/ I P Advertisenent route

Inclusive Milticast Ethernet Tag route
- Ethernet Segnent route

- IP Prefix Route

+ 4+ 4+ + +
b wN R
1

Thi s docunent defines three additional route types:

+ 6 - Per-Region |I-PVMSI A-Droute
+ 7 - S-PVMBl A-Droute
+ 8 - Leaf A-Droute

The "Route Type specific" field of the type 6 and type 7 EVPN NLRI s
starts with a type 1 RD, whose Adninistrative sub-field MJIST match
that of the RDin all the EVPN routes fromthe same adverti sing
router for a given EVI, except the Leaf A-D route (Section 3.3).

3.1. Per-Region |I-PVMSI A-Droute

The Per-region |-PMSl A-D route has the following format. |Its usage
is discussed in Section 6. 2.

oot o e e e e e e e e e e oo oo +
| RD (8 octets) |
oo e e e e e e e e ee e +
| Ethernet Tag ID (4 octets) [
o +
| Extended Conmunity (8 octets) |
oot o e e e e e e e e e e oo oo +
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After Ethernet Tag I D, an Extended Conmunity (EC) is used to identify
the region. Various types and sub-types of ECs provi de maxi num
flexibility. Note that this is not an EC Attri bute, but an 8-octet
field enbedded in the NLRI itself, followi ng EC encodi ng schene.

3. 2. S-PMSI A-D route

The S-PMSI A-D route has the followi ng format:

o mm e e e e e e e e e e e e e e oo +
| RD (8 octets) |
oo e e e e e e e e ee e +
| Ethernet Tag ID (4 octets) [
o m e m e e e e e e e e e e e e e e e e +
| Multicast Source Length (1 octet) |
o mm e e e e e e e e e e e e e e oo +
| Multicast Source (Variable) |
oo e e e e e e e e ee e +
| Milticast Goup Length (1 octet) |
o m e m e e e e e e e e e e e e e e e e +
| Milticast G oup (Vari abl e) |
o mm e e e e e e e e e e e e e e oo +
| Originating Router’s | P Addr |
oo e e e e e e e e ee e +

O her than the addition of Ethernet Tag ID, it is identical to the
S-PMSI A-D route as defined in RFC 7117. The procedures in RFC 7117
al so apply (including wildcard functionality), except that the
granularity level is per Ethernet Tag.

3.3. Leaf-AD route

The Route Type specific field of a Leaf A-D route consists of the

fol | owi ng:
oo e e e e e e e e ee e +
| Rout e Key (vari abl e) [
o +
| Originating Router’s | P Addr |
oot o e e e e e e e e e e oo oo +

A Leaf A-Droute is originated in response to a PMSI route, which
could be an Inclusive Milticast Tag route, a per-region |-PVSI A-D
route, an S-PMSI A-D route, or sone other types of routes that may be
defined in the future that triggers Leaf A-D routes. The Route Key
is the "Route Type Specific" field of the route for which this Leaf
A-D route is generated.
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5.

5.

The general procedures of Leaf A-Droute are first specified in RFC
6514 for MVPN. The principles apply to VPLS and EVPN as well. RFC
7117 has details for VPLS Multicast, and this docunment points out
sonme specifics for EVPN, e.g. in Section 5.

Sel ective Miulticast

RFC 7117 specifies Selective Miulticast for VPLS. Oher than that

different route types and formats are specified with EVPN SAFI for
S-PMSI A-D and Leaf A-D routes (Section 3), all procedures in RFC
7117 with respect to Selective Multicast apply to EVPN as wel |,

i ncluding wildcard procedures.

I nter-AS Segnent ati on
1. Changes to Section 7.2.2 of RFC 7117
The first paragraph of Section 7.2.2.2 of RFC 7117 says:

"... The best route procedures ensure that if nultiple

ASBRs, in an AS, receive the sane Inter-AS A-D route fromtheir EBGP
nei ghbors, only one of these ASBRs propagates this route in Interna
BGP (IBGP). This ASBR becones the root of the intra-AS segnment of
the inter-AS tree and ensures that this is the only ASBR that accepts
traffic into this AS fromthe inter-AS tree."

The above VPLS behavi or requires conplicated VPLS specific procedures
for the ASBRs to reach agreenent. For EVPN, a different approach is
used and the above quoted text is not applicable to EVPN

The Leaf A-D based procedure is used for each ASBR who re-adverti ses
into the AS to discover the | eaves on the segnent rooted at itself.
This is the sanme as the procedures for S-PMSl in RFC 7117 itself.

The following text at the end of the second bullet:
e If, in order
to instantiate the segnent, the ASBR needs to know the | eaves of
the tree, then the ASBR obtains this information fromthe A-D
routes received fromother PEs/ASBRs in the ASBR s own AS."

is changed to the follow ng:
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e If, in order
to instantiate the segnent, the ASBR needs to know the | eaves of
the tree, then the ASBR MJST set the LIRflag to 1 in the PTA to
trigger Leaf A-D routes fromegress PEs and downstream ASBRs.

It MUST be (auto-)configured with an inport RT, which controls
acceptance of leaf A-D routes by the ASBR "

Accordingly, the follow ng paragraph in Section 7.2.2.4:

"If the received Inter-AS A-D route carries the PMSI Tunnel attribute
with the Tunnel ldentifier set to RSVP-TE P2MP LSP, then the ASBR
that originated the route MJST establish an RSVP-TE P2MP LSP with the
local PE/ASBR as a leaf. This LSP MAY have been established before
the | ocal PE/ASBR receives the route, or it MAY be established after
the | ocal PE receives the route.”

is changed to the foll ow ng:

"If the received Inter-AS A-D route has the LIRflag set in its PTA
then a receiving PE nust originate a correspondi ng Leaf A-D route,

and a receiving ASBR nust originate a corresponding Leaf A-D route

if and only if it received and inported one or nore correspondi ng Leaf
A-Droutes fromits downstream | BGP or EBGP peers, or it has non-null
downstream forwarding state for the PIMnLDP tunnel that instantiates
its downstreamintra-AS segnent. The ASBR that (re-)advertised the
Inter-AS A-D route then establishes a tunnel to the | eaves di scovered
by the Leaf A-D routes.”

5.2. I-PMsl Leaf Tracking

An ingress PE does not set the LIRflag inits |-PMSI's PTA, even
with Ingress Replication or RSVP-TE P2MP tunnels. It does not rely
on the Leaf A-D routes to discover leaves inits AS, and Section 11.2
of RFC 7432 explicitly states that the LIR flag nust be set to zero.

An i nmpl enentation of RFC 7432 might have used the Originating
Router’s | P Address field of the Inclusive Milticast Ethernet Tag
routes to determi ne the | eaves, or mght have used the Next Hop field
instead. Wthin the sane AS, both will lead to the sane result.

Wth segnentation, an ingress PE MJST deternmine the leaves in its AS

fromthe BG® next hops in all its received |-PMSI A-D routes, so it
does not have to set the LIR bit set to request Leaf A-D routes. PEs
within the same AS will all have different next hops in their |-PMSI

A-D routes (hence will all be considered as |eaves), and PEs from

other ASes will have the next hop in their I-PVSl A-D routes set to
addresses of ASBRs in this |local AS, hence only those ASBRs will be
considered as | eaves (as proxies for those PEs in other ASes). Note
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5.

3.

that in case of Ingress Replication, when an ASBR re-advertises |BGP
|-PMSI A-Droutes, it MJST advertise the sanme |label for all those for
the sane Ethernet Tag ID and the same EVI. \When an ingress PE builds
its flooding list, nmultiple routes may have t he sane (nexthop, |abel)
tuple and they will only be added as a single branch in the flooding
list.

Backward Conpatibility

The above procedures assune that all PEs are upgraded to support the
segnment ati on procedures

0 An ingress PE uses the Next Hop instead of Originating Router’'s IP
Address to determi ne | eaves for the |-PMSI tunnel

0 An egress PE sends Leaf A-D routes in response to |-PMSI routes,
if the PTA has the LIR flag set (by the re-advertising ASBRs).

0 In case of Ingress Replication, when an ingress PE builds its
flooding list, multiple |I-PVMSI routes may have the same (nexthop
| abel) tuple and only a single branch for those will be added in
the flooding list.

If a deploynment has | egacy PEs that does not support the above, then
a legacy ingress PE would include all PEs (including those in renote
ASes) as |l eaves of the inclusive tunnel and try to send traffic to
themdirectly (no segnentation), which is either undesired or not
possi ble; a | egacy egress PE would not send Leaf A-D routes so the
ASBRs woul d not know to send external traffic to them

To address this backward conpatibility problem the follow ng
procedure can be used (see Section 6.2 for per-PE AS/region |-PM
A-D routes):

0 An upgraded PE indicates in its per-PE |-PMSI A-D route that it
supports the new procedures. Details will be provided in a future
revision.

o Al per-PEI-PVMBl A-Droutes are restricted to the Iocal AS and
not propagated to external peers.

0 The ASBRs in an AS originate per-region |-PMSl A-D routes and
advertise to their external peers to advertise tunnels used to
carry traffic fromthe |l ocal AS to other ASes. Depending on the
types of tunnels being used, the LIRflag in the PTA may be set,
in which case the downstream ASBRs and upgraded PEs will send Leaf
A-Droutes to pull traffic fromtheir upstream ASBRs. In a
particul ar downstream AS, one of the ASBRs is el ected, based on
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6

6

the per-region | -PVMSl A-D routes for a particular source AS, to
send traffic fromthat source AS to | egacy PEs in the downstream
AS. The traffic arrives at the el ected ASBR on the tunne
announced in the best per-region I-PMSI A-D route for the source
AS, that the ASBR has selected of all those that it received over
EBGP or I BGP sessions. Details of the election procedure will be
provided in a future revision.

o In an ingress AS, if and only if an ASBR has active downstream
receivers (PEs and ASBRs), which are learned either explicitly via
Leaf AD routes or inplicitly via PIMjoin or nLDP | abel mapping,
the ASBR originates a per-PE |-PMSI A-D route (i.e., regular
Inclusive Miulticast Ethernet Tag route) into the local AS, and
stitches incoming per-PE |-PMSI tunnels into its per-region |-PM

tunnel. Wth this, it gets traffic fromlocal PEs and send to
other ASes via the tunnel announced in its per-region |I-PMSI A-D
route.

Note that, even if there is no backward conpatibility issue, the
above procedures have the benefit of keeping all per-PE I-PMsSl A-D
routes in their |local ASes, greatly reducing the flooding of the
routes and their correspondi ng Leaf A-D routes (when needed), and the
nunmber of inter-as tunnels.

I nt er- Regi on Segnentati on
1. Area vs. Region

RFC 7524 is for MVWPN VPLS inter-area segnentation and does not
explicitly cover EVPN. However, if "area" is replaced by "region"
and "ABR' is replaced by "RBR' (Regional Border Router) then
everything still works, and can be applied to EVPN as wel |.

A region can be a sub-area, or can be an entire ASincluding its
external links. Instead of automatic region definition based on |IGP
areas, a region would be defined as a BGP peer group. |In fact, even
with | GP area based region definition, a BGP peer group listing the
PEs and ABRs in an area is still needed.

Consi der the foll owi ng exanpl e di agram
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/ \ / \ / \
/ \ / \ / \
| PE1l o ASBR1 -- ASBR2 ASBR3 -- ASBR4 o PE2
\ / \ / \ /
\ / \ / \ /
AS 100 AS 200 AS 300

segnentl segnent2 segnent3 segnent4 segnent5

The inter-as segnentation procedures specified so far (RFC 6513/ 6514,
7117, and Section 5 of this docunment) requires all ASBRs to be

i nvol ved, and Ingress Replication is used between two ASBRs in

di fferent ASes.

In the above diagram it’'s possible that ASBR1/ 4 does not support
segnmentation, and the provider tunnels in AS 100/300 can actually
extend across the external link. In the case, the inter-region
segnment ati on procedures can be used instead - a region is the entire
(AS100 + ASBR1-ASBR2 |ink) or (AS300 + ASBR3-ASBR4 link). ASBR2/3
woul d be the RBRs, and ASBR1/4 will just be a transit core router
with respect to provider tunnels.

As illustrated in the diagrambelow, ASBR2/3 will establish a
mul ti hop EBGP session with either a RR or directly with PEs in the
nei ghboring AS. I/S-PMSI A-D routes fromingress PEs will not be
processed by ASBR1/4. \Wen ASBR2 re-advertises the routes into AS
200, it changes the next hop to its own address and changes PTA to
specify the tunnel type/identification inits own AS. Wen ASBR3 re-
advertises |/S-PMBl A-D routes into the neighboring AS 300, it
changes the next hop to its own address and changes PTA to specify
the tunnel type/identification in the neighboring region 3. Now the

segnent is rooted at ASBR3 and extends across the external link to
PEs.
/ RR....\.nh-ebpg / \ mh-ebgp/....RR \
/ : \ o \ L / : \
| PE1 o ASBR1 -- ASBR2 ASBR3 -- ASBR4 o PE2
\ / \ / \ /
\ / \ / \ /
AS 100 AS 200 AS 300
R |- R |
segnent 1 segnent 2 segnent 3
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6.2. Per-region Aggregation

Notice that every I/S-PMsl route fromeach PE will be propagated

t hroughout all the ASes or regions. They nmay al so trigger
correspondi ng Leaf A-D routes depending on the types of tunnels used
in each region. This may becone too many - routes and correspondi ng
tunnels. To address this concern, the I-PMSl routes fromall PEs in
a AS/region can be aggregated into a single |I-PMSI route originated
fromthe RBRs, and traffic fromall those individual |-PMSI tunnels
will be switched into the single I-PMSI tunnel. This is like the
MVPN Inter-AS | -PMSI route originated by ASBRs.

The MVPN Inter-AS |-PMSl A-D route can be better called as per-AS
|-PMSI A-Droute, to be conpared against the (per-PE) Intra-AS |-PM

A-D routes originated by each PE. In this document we will call it
as per-region |-PVBl A-Droute, in case we want to apply the
aggregation at regional level. The per-PE I-PVSI routes will not be
propagated to other regions. |If nultiple RBRs are connected to a

region, then each will advertise such a route, with the same route
key (Section 3.1). Similar to the per-PE |-PMSI A-D routes, RBRs/PEs
in a downstreamregion will each select a best one fromall those re-
advertised by the upstream RBRs, hence will only receive traffic

i njected by one of them

MVPN does not aggregate S-PMSI routes fromall PEs in an AS like it
does for |-PMSls routes, because the nunber of PEs that wll

advertise S-PMSI routes for the sanme (s,g) or (*,9) is small. This
is also the case for EVPN, i.e., there is no per-region S-PMS
rout es.

Notice that per-region |-PMSI routes can also be used to address
backwards conpatibility issue, as discussed in Section 5.3.

The per-region |-PMBlI route uses an enbedded EC in NLRI to identify a
region. As long as it uniquely identifies the region and the RBRs
for the same region uses the sanme ECit is permitted. |In the case
where an AS nunber or area IDis needed, the followi ng can be used:

o0 For a two-octet AS nunber, a Transitive Two-Cctet AS-Specific EC
of sub-type 0x09 (Source AS), with the d obal Adm nistrator sub-
field set to the AS nunber and the Local Admi nistrator sub-field
set to O.

o For a four-octet AS nunber, a Transitive Four-Qctet AS-Specific EC
of sub-type 0x09 (Source AS), with the G obal Adm nistrator sub-
field set to the AS nunmber and the Local Administrator sub-field
set to 0.
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o0 For an area ID, a Transitive |Pv4-Address-Specific EC of any sub-
type.

Uses of other particular ECs may be specified in other docunents.
6.3. Use of S-NH EC

RFC 7524 specifies the use of S-NH EC because it does not all ow ABRs
to change the BGP next hop when they re-advertise |I/S-PMslI AD routes
to downstream areas. That is only to be consistent with the MVPN
Inter-AS | - PMSI A-D routes, whose next hop nust not be changed when
they're re-advertised by the segnenting ABRs for reasons specific to
MVPN. For EVPN, it is perfectly fine to change the next hop when
RBRs re-advertise the I/S-PMSI A-D routes, instead of relying on S-
NH-EC. As a result, this docunent specifies that RBRs change the BGP
next hop when they re-advertise |/S-PMSI A-D routes and do not use S-
NH EC. if a downstream PE/ RBR needs to originate Leaf A-D routes, it
sinply uses the BGP next hop in the corresponding I/S-PMSI A-D routes
to construct Route Targets.

The advantage of this is that neither ingress nor egress PEs need to
under st and/ use S-NH EC, and consi stent procedure (based on BGP next
hop) is used for both inter-as and inter-regi on segnentation

6.4. Ingress PE s |-PMSI Leaf Tracking

RFC 7524 specifies that when an ingress PE/ ASBR (re-)advertises an
VPLS | -PMBI A-Droute, it sets the LIRflag to 1 in the route’s PTA
Simlar to the inter-as case, this is actually not really needed for
EVPN. To be consistent with the inter-as case, the ingress PE does
not set the LIRflag in its originated |I-PMSI A-D routes, and
determ nes the | eaves based on the BGP next hops in its received
|-PMSI A-Droutes, as specified in Section 5.2.

The sane backward conpatibility issue exists, and the sanme sol ution
as in the inter-as case applies, as specified in Section 5. 3.

7. Milti-hom ng Support

If multi-hom ng does not span across different ASes or regions,

exi sting procedures work with segnmentation. |If an ESis nmulti-honed
to PEs in different ASes or regions, additional procedures are needed
to work with segnentation. The procedures are well understood but
omtted here until the requirenent becones clear.
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8.

10.

11.

11.

Security Considerations

Thi s docunment does not seemto introduce new security risks, though
this may be revised after further review and scrutiny.
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