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Abst ract

The MAC/ I P Advertisement route specified in [RFC7432] can optionally
carry IPv4 and | Pv6 addresses associated with a MAC address. Renote
PEs can use this information to reply locally (act as proxy) to | Pv4
ARP requests and | Pv6 Nei ghbor Solicitation nessages and

reduce/ suppress the fl oodi ng produced by the Address Resol ution
procedure. This EVPN capability is extrenely useful in Internet
Exchange Points (I XPs) and Data Centers (DCs) with |arge broadcast
domai ns, where the anount of ARP/ND flooded traffic causes issues on
routers and CEs, as explained in [ RFC6820]. This docunent describes
how t he [ RFC7432] EVPN proxy-ARP/ ND function may be inplenmented to
hel p | XPs and other operators deal with the issues derived from
Address Resolution in |arge broadcast domains.

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunments as Internet-
Drafts.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress." The |i st
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1. Term nol ogy
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BUM Broadcast, Unknown unicast and Milticast layer-2 traffic.

ARP: Address Resol ution Protocol.
GARP: G atuitous ARP nessage.

ND: Nei ghbor Di scovery Protocol.
NS: Nei ghbor Solicitation nessage.
NA: Nei ghbor Adverti senent.

| XP: Internet eXchange Point.

I XP-LAN: it refers to the | XP s | arge Broadcast Domain to where

Internet routers are connect ed.

DC. Data Center.

IP->MAC. it refers to an | P address associated to a MAC address. The
entries may be of three different types: dynamic, static or EVPN-

| ear ned.

SN-nul ti cast address: Refers to the Solicited-Node | Pv6 nulticast

address used by NS nessages.

NUD: Nei ghbor Unreachability Detection, as per [RFC4861].

DAD: Duplicate Address Detection, as per [RFC4861].
SLLA: Source Link Layer Address, as per [RFC4861].
TLLA: Target Link Layer Address, as per [RFC4861].

R-bit: Router Flag in NA nessages, as per [RFC4861].

Sat happan- Nagar aj - Rabadan et al . Expires January 7, 2016

[ Page 3]



Internet-Draft EVPN Pr oxy- ARP/ ND July 6, 2015

O bit: Override Flag in NA nessages, as per [RFC4861].
S-bit: Solicited Flag in NA nessages, as per [RFC4861].

RT2: EVPN Route type 2 or MAC/ | P Advertisenent route, as per
[ RFC7432] .

MAC or | P DA: MAC or | P Destination Address.
MAC or I P SA: MAC or | P Source Address.

AS- MAC. Anti - spoofing MAC

2. Introduction

As specified in [ RFC7432] the I P Address field in the MAC/ I P
Advertisenent route may optionally carry one of the IP addresses
associ ated with the MAC address. A PE nmay |earn local |P->MAC pairs
and advertise themin EVPN MAC/I P routes. The renote PEs may add
those I P->MAC pairs to their Proxy-ARP/ND tables and reply to | ocal
ARP requests or Neighbor Solicitations, reducing and even suppressing
in some cases the flooding in the EVPN networKk.

EVPN and its associ ated Proxy-ARP/ND function are extrenely useful in
Data Centers (DCs) or Internet Exchange Points (1XPs) with |arge
broadcast domai ns, where the anmpbunt of ARP/ND fl ooded traffic causes
i ssues on routers and CEs. [RFC6820] describes the Address Resol ution
probl ens in Large Data Center networks.

Thi s docunent describes how the [ RFC7432] proxy-ARP/ ND function may
be inplemented to help | XPs, DCs and ot her operators deal with the
i ssues derived from Address Resolution in |arge broadcast domains.
2.1. The DC Use-Case
As described in [ RFC6820] the I Pv4 and | Pv6 Address Resol ution can
create a lot of issues in large DCs. The anount of fl ooding that
Address Resolution creates, as well as other associated issues can be
mtigated with the use of EVPN and its proxy-ARP/ND functi on.
2.2. The | XP Use-Case

The inplementation described in this docunent is especially useful in
| XP net wor ks.

A typical | XP provides access to a large |layer-2 peering network,
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where (hundreds of) Internet routers are connected. Because of the
requirenent to connect all routers to a single layer-2 network the
peering networks use |IPv4 | ayer-3 addresses in length ranges from/21
to /24, which can create very | arge broadcast donmains. This peering
network is transparent to the Custoner Edge (CE) devices and
therefore floods any ARP request or NS nessages to all the CEs in the
networ k. Unsolicited GARP and NA nessages are flooded to all the CEs
t oo.

In these | XP networks, nost of the CEs are typically peering routers
and roughly all the BUMtraffic is originated by the ARP and ND
address resolution procedures. This ARP/ND BUM traffic causes
significant data volumes that reach every single router in the
peering network. Since the ARP/ND nmessages are processed in software
processors and they take high priority in the routers, heavy |oads of
ARP/ND traffic can cause sone routers to run out of resources. CEs

di sappearing fromthe network nay cause Address Resol ution expl osi ons
that can nake a router with linmted processing power fail to keep BGP
sessi ons runni ng.

The issue may be better in IPv6 routers, since ND uses SN-nulticast
address in NS nessages, however ARP uses broadcast and has to be
processed by all the routers in the network. Some routers nmay al so be
configured to broadcast periodic GARPs [RFC5227]. The anount of

ARP/ ND fl ooded traffic grows exponentially with the nunmber of |XP
participants, therefore the issue can only go worse as new CEs are
added.

In order to deal with this issue, | XPs have devel oped certain
solutions over the past years. One exanple is the ARP-Sponge daenobn
[ ARP- Sponge] . While these solutions may mitigate the issues of
Address Resolution in |arge broadcasts domai ns, EVPN provi des new
nmore efficient possibilities to I XPs. EVPN and its proxy-ARP/ ND
function may help solve the issue in a distributed and scal abl e way,
fully integrated with the PE network.

3. Solution Requirenments

The distributed EVPN proxy-ARP/ND function described in this docunent
SHOULD neet the follow ng requirenents:

0 The solution SHOULD support the learning of the CE | P->MAC entries
on the EVPN PEs via the managenent, control or data planes. An
i npl ementati on SHOULD allow to intentionally enable or disable
those possi bl e | earni ng nechani sns.

0 The sol ution MAY suppress conpletely the fl ooding of the ARP/ ND
messages in the EVPN network, assuming that all the CE | P->MAC
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addresses local to the PEs are known or provisioned on the PEs from
a managenent system Note that in this case, the unknown unicast
traffic can al so be suppressed, since all the expected unicast
traffic will be destined to known MAC addresses in the PE MAC VRFs

0 The solution MAY reduce significantly the flooding of the ARP/ ND
nmessages in the EVPN network, assuming that sonme or all the CE
| P->MAC addresses are |learned on the data plane by snoopi ng ARP/ ND
messages i ssued by the CEs.

0 The solution MAY provide a way to refresh periodically the CE
| P->MAC entries | earned through the data plane, so that the | P->MAC
entries are not withdrawn by EVPN when they age out unless the CE
is not active anynore. This option hel ps reducing the EVPN contro
pl ane overhead in a network with active CEs that do not send
packets frequently.

0 The solution SHOULD provide a mechanismto detect duplicate IP
addresses. In case of duplication, the detecting PE should not
reply to requests for the duplicate IP. Instead, the PE should
alert the operator and may optionally prevent any other CE from
sending traffic to the duplicate IP

0 The sol ution MJST NOT change any existing behavior in the CEs
connected to the EVPN PEs.
4. Sol ution Description

Figure 1 illustrates an exanple EVPN network where the Proxy-ARP/ ND
function is enabl ed.
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MAC- VRF1
Pr oxy- ARP/ ND
o a oo s +
| P1/ ML R + | 1 P1->ML EVPN|
GARP - - ->Proxy- ARP/ ND | | 1 P2->M2 EVPN|
+-- -+ +----+---+  RT2(1P1/ M) | |1 P3->M3 sta |
| CE1+------ +MAC- VRF1|  ------ > C N +---]1P4->M4 dyn |
+---+ [ S, + | B RS +
PE1 | +-------- + Who has | P1?
[ EVPN | | MAC- VRF1| <----- +-- -+
I EVI 1 | | I I | CE3|
| P2/ MR | | | | ----- > 4---+
GARP - -->Proxy- ARP/ ND | +-------- + |  1P1->M
+---+ Fo-mm - - - + RT2( 1 P2/ M) | |
| CE2+- - - - +MAC- VRF1|  ------ > R +
+---+ Hom e e oo - + PE3| +---+
PE2 | +----+CE4|
o e e e eee—eoao--- + +-- -+

<---1P4/ M4 GARP
Figure 1 Proxy- ARP/ ND net wor k exanpl e

When the Proxy-ARP/ND function is enabled in the MAC-VRFs of the EVPN
PEs, each PE creates a Proxy table specific to that MAC VRF that can
contain three types of Proxy-ARP/ND entries:

a) Dynamic entries: |earned by snooping CE's ARP and ND nessages. For
instance, |1P4->M4 in Figure 1.

b) Static entries: provisioned on the PE by the managenent system
For instance, IP3->M3 in Figure 1.

c) EVPN-learned entries: learned fromthe | P/MAC i nformati on encoded
in the received RT2's conming fromrenote PEs. For instance, |Pl-
>ML and I P2->M2 in Figure 1.

As a high level exanple, the operation of the EVPN Proxy- ARP/ ND
function in the network of Figure 1 is described below In this
exanpl e we assume |IP1, 1P2 and I P3 are | Pv4 addresses:

1. Proxy-ARP/ND is enabled in MAC-VRF1 of PEl, PE2 and PE3.

2. The PEs start adding dynanmic, static and EVPN-learned entries to
their Proxy tables:

a. PE3 adds |P1->ML and | P2->M2 based on the EVPN routes received
from PE1 and PE2. Those entries were previously |earned as
dynanic entries in PEl1 and PE2 respectively, and advertised in
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BGP EVPN.

b. PE3 adds | P4->M4 as dynamic. This entry is |earned by snooping
the correspondi ng ARP nmessages sent by CE4.

c. An operator also provisions the static entry | P3->M.

3. When CE3 sends an ARP Request asking for IPl1, PE3 wll:

a. Intercept the ARP Request and perform a Proxy-ARP | ookup for
| P1.

b. If the lookup is successful (as in Figure 1), PE3 will send an
ARP Reply with | P1->ML. The ARP Request will not be flooded to
the EVPN network or any other |ocal CEs.

c. If the lookup is not successful, PE3 will flood the ARP Request
in the EVPN network and the other |ocal CEs.

As PE3 learns nore and nore host entries in the Proxy-ARP/ ND tabl e,
the flooding of ARP Request nessages is reduced and in sone cases it
can even be suppressed. In a network where nost of the participant
CEs are not noving between PEs and they advertise their presence wth
GARPs or unsolicited NA nessages, the ARP/ND fl ooding as well as the
unknown uni cast flooding can practically be suppressed. In an EVPN
based | XP network, where all the entries are Static, the ARP/ND
flooding is in fact totally suppressed.

The Proxy-ARP/ND function can be structured in five sub-functions or
procedures:

Lear ni ng sub-function

Reply sub-function

Mai nt enance sub-function

Fl oodi ng reducti on/ suppressi on sub-function
Duplicate I P detection sub-function

ghwNE

A Proxy-ARP/ ND i npl enentati on MAY support all those sub-functions or
only a subset of them The follow ng sections describe each
i ndi vi dual sub-function

4.1. Learning Sub-Function

A Proxy-ARP/ ND i npl enent ati on SHOULD support static, dynam c and
EVPN-| earned entri es.

Static entries are provisioned fromthe managenent plane. The

provi sioned static | P->MAC entry SHOULD be advertised in EVPN with a
MAC Mobility extended community where the static flag is set to 1, as
per [ RFC7432]. A static entry MAY associate and IPto a list of
potential MACs, i.e. |Pl->(MACL, MAC2.. MACN). Wien there is nore than
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one MAC in the Iist of allowed MACs, the PE will not advertise any

I P->MAC in EVPN until a | ocal ARP/NA nmessage or any other frame is
received fromthe CE. Upon receiving traffic fromthe CE, the PE will
check that the source MACis included in the list of allowed MAGCs.
Only in that case, the PE will activate the | P->MAC and advertise it
in EVPN.

EVPN-| earned entries MJST be | earned fromreceived valid EVPN MAC/ | P
Advertisenment routes containing a MAC and | P address.

Dynamic entries are learned in different ways dependi ng on whet her
the entry contains an I Pv4 or |Pv6 address:

a) Proxy-ARP dynanic entries:

They SHOULD be | earned by snoopi ng any ARP packet (Ethertype
0x0806) received fromthe CEs attached to the MAC VRF. The
Learning function will add the Sender MAC and Sender |P of the
snooped ARP packet to the Proxy-ARP table.

b) Proxy-ND dynami c entries:

They SHOULD be | earned out of the Target Address and TLLA
informati on in NA nessages (Ethertype 0x86DD, | CWPv6 type 136)
received fromthe CEs attached to the MAC-VRF. A Proxy-ND

i mpl ement ati on SHOULD NOT | earn | P->MAC entries from NS nessages,
since they don’t contain the R-bit Flag required by the Proxy-ND
reply function. See section 4.1.1 for nore information about the
R-bit flag.

Note that if the Obit is zero in the received NA nmessage, the
| P->MAC SHOULD only be |l earned in case | Pv6 "anycast’ is enabled
in the EVI.

The follow ng procedure associated to the Learning sub-function is
r ecomrended:

o0 When a new Proxy-ARP/ND EVPN or static active entry is |earned (or
provi sioned), the PE SHOULD send an unsolicited GARP or NA nessage
to the access CEs. The PE SHOULD send an unsolicited GARP/ NA
message for dynamic entries only if the ARP/NA nessage creating the
entry was NOT fl ooded before. This unsolicited GARP/ NA message
makes sure the CE ARP/ND caches are updated even if the ARP/ NS/ NA
messages fromrenote CEs are not flooded in the EVPN networKk.

Note that if a Static entry is provisioned with the sane |IP as an

exi sting EVPN-learned or Dynamic entry, the Static entry takes
precedence.
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4.1.1. Proxy-ND and the NA Fl ags

[ RFCA861] describes the use of the R-bit flag in | Pv6 Address
Resol uti on:

o Nodes capable of routing | Pv6 packets nust reply to NS nessages
with NA nmessages where the R-bit flag is set (R bit=1).

0 Hosts that are not able to route | Pv6 packets nust indicate that
inability by replying with NA nessages that contain R-bit=0.

The use of the R-bit flag in NA nessages has an inpact on how hosts
select their default gateways when sendi ng packets off-Iink:

0 Hosts build a Default Router List based on the received RAs and NAs
with R-bit=1. Each cache entry has an IsRouter flag, which nust be
set based on the R-bit flag in the received NAs. A host can choose
one or nore Default Routers when sendi ng packets of f-1ink.

0 In those cases where the IsRouter flag changes from TRUE to FALSE
as a result of a NA update, the node MJIST renpve that router from
the Default Router List and update the Destination Cache entries
for all destinations using that neighbor as a router, as specified
in [ RFC4861] section 7.3.3. This is needed to detect when a node
that is used as a router stops forwardi ng packets due to being
configured as a host.

The R-bit and O-bit will be learned in the foll owi ng ways:

o Static entries SHOULD have the R-bit informati on added by the
managenment interface. The Obit information MAY al so be added by
t he managenent interface.

o0 Dynamic entries SHOULD | earn the R-bit and MAY |l earn the O-bit from
t he snooped NA nessages used to learn the IP->MAC itself.

0 EVPN-l earned entries SHOULD | earn the R-bit and MAY learn the Obit
fromthe ND Extended Comunity received from EVPN along with the
RT2 used to learn the IP->MAC itself. Please refer to [ EVPN- NA-
FLAGS]. If no ND extended community is received, the PE will add
the default Rbit/Obit to the entry. The default R-bit SHOULD be
an administrative choice. The default O bit SHOULD be 1.

Note that the O bit SHOULD only be learned if 'anycast’ is enabled in
the EVI. If so, Duplicate I P Detection nust be disabled so that the

PE is able to learn the sane I P mapped to different MACs in the sane
Proxy-ND table. If "anycast’ is disabled, NA nmessages with Obit =0
will not create a proxy-ND entry, hence no EVPN advertisenent with ND
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extended comunity will be generated.

4.2. Reply Sub-Function

This sub-function will reply to Address Resol ution
requests/solicitations upon successful [ookup in the Proxy-ARP/ ND
table for a given | P address. The follow ng considerations should be
taken into account:

a)

b)

c)

d)

When replying to ARP Request or NS nessages, the PE SHOULD use the
Proxy- ARP/ ND entry MAC address as MAC SA. This is recomended so
that the resolved MAC can be learned in the MAC FIB of potentia
Layer-2 switches seating between the PE and the CE requesting the
Addr ess Resol ution

A PE SHOULD NOT reply to a request/solicitation received on the
sane attachnment circuit over which the IP->MAC is learned. In this
case the requester and the requested IP are assuned to be
connected to the sane | ayer-2 switch/access network linked to the
PE' s attachment circuit, and therefore the requested I P owner will
receive the request directly.

A PE SHOULD reply to broadcast/multicast Address Resol ution
messages, that is, ARP-Request, NS nessages as well as DAD NS
messages. A PE SHOULD NOT reply to unicast Address Resol ution
requests (for instance, NUD NS nessages).

A PE SHOULD include the R-bit | earned for the IP->MAC entry in the
NA nmessages (see section 4.1.1). The S-bit will be set/unset as
per [ RFC4861]. The Obit will be included if |Pv6 'anycast’ is
enabled in the EVI and it is learned for the IP->MAC entry. If
"anycast’ is enabled and there are nore than one MAC for a given
IP, the PEwill reply to NS nessages with as many NA responses as
"anycast’ entries are in the proxy-ND table.

A PE SHOULD only reply to ARP-Request and NS nessages with the
format specified in [ RFC0826] and [ RFC4861] respectively. Received
ARP- Requests and NS nessages wi th unknown options SHOULD be either
forwarded (as unicast packets) to the owner of the requested IP
(assunmng the MAC is known in the proxy-ARP/ND tabl e and MAC- VRF)
or discarded. An administrative option SHOULD control whether to
"unicast-forward’ or ’'discard these frames with unknown options.
Note that, as an exanple, this would allow to enabl e proxy-ND and
Secure ND [RFC3971] in the same EVI. The ’unicast-forward option
all ows the support of new unknown options in the EVI while
reduci ng the flooding at the sanme tine.
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4. 3. Mai ntenance Sub-Function

The Proxy-ARP/ND t abl es SHOULD fol |l ow a nunber of naintenance
procedures so that the dynamic I P->MAC entries are kept if the owner
is active and flushed if the owner is no longer in the network. The
foll owi ng procedures are recomended:

a) Age-tine

A dynani ¢ Proxy-ARP/ND entry SHOULD be flushed out of the table if
the | P->MAC has not been refreshed within a given age-tine. The
entry is refreshed if an ARP or NA message is received for the
same | P->MAC entry. The age-tine is an adnministrative option and
its value should be carefully chosen depending on the specific
use-case: in I XP networks (where the CE routers are fairly static)
the age-tinme may nornmally be |longer than in DC networks (where
mobility is required).

b) Send-refresh option

The PE MAY send periodic refresh nmessages (ARP/ND "probes”) to the
owners of the dynamic Proxy-ARP/ND entries, so that the entries
can be refreshed before they age out. The owner of the | P->NMAC
entry would reply to the ARP/ND probe and the corresponding entry
age-tine reset. The periodic send-refresh tinmer is an

adm nistrative option and is reconmended to be a third of the age-
time or a half of the age-tinme in scal ed networKks.

An ARP refresh issued by the PE will be an ARP-Request nessage
with the Sender’s IP = 0 sent fromthe PEEs MAC SA. An ND refresh
will be a NS nessage issued fromthe PE's MAC SA and a Link Local
Address associated to the PE' s MAC

The refresh request nessages should be sent only for dynanic
entries and not for static or EVPN-learned entries. Even though
the refresh request nessages are broadcast or nulticast, the PE
SHOULD only send the nessage to the attachnent circuit associated
to the MAC in the | P->MAC entry.

The age-tinme and send-refresh options are used in EVPN networks to
avoi d unnecessary EVPN RT2 withdrawal s: if refresh nessages are sent
before the correspondi ng MAC-VRF FI B and Proxy- ARP/ ND age-tinme for a
given entry expires, inactive but existing hosts will reply,
refreshing the entry and therefore avoi di ng unnecessary MAC and MAC-
IP withdrawals in EVPN. Both entries (MAC in the MAC- VRF and | P->MAC
in Proxy-ARP/ND) are reset when the owner replies to the ARP/ ND
probe. If there is no response to the ARP/ ND probe, the MAC and

| P->MAC entries will be legitimately flushed and the RT2s wi t hdrawn.
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4.4. Flooding (to Renote PEsS) Reduction/ Suppression

The Proxy-ARP/ND function inplicitly hel ps reducing the flooding of
ARP Request and NS nessages to renpte PEs in an EVPN net work.
However, in certain use-cases, the flooding of ARP/ NS/ NA nessages
(and even t he unknown uni cast flooding) to renote PEsS can be
suppressed conpletely in an EVPN networ k.

For instance, in an | XP network, since all the participant CEs are
wel | known and will not nove to a different PE, the IP->MAC entries
may be all provisioned by a nanagenent system Assunming the entries
for the CEs are all provisioned on the |local PE, a given Proxy-ARP/ ND
table will only contain static and EVPN-l earned entries. In this
case, the operator may choose to suppress the flooding of ARP/ NS/ NA
to renmote PEs conpletely.

The flooding may al so be suppressed conpletely in I XP networks with
dynani ¢ Proxy-ARP/ND entries assunmng that all the CEs are directly
connected to the PEs and they all advertise their presence with a
GARP/ unsol i ci t ed- NA when they connect to the network.

In networks where fast nobility is expected (DC use-case), it is not
recomended to suppress the floodi ng of unknown ARP-Requests/ NS or
GARPs/ unsol i ci t ed- NAs. Unknown ARP- Requests/ NS refer to those

ARP- Request / NS nessages for which the Proxy- ARP/ ND | ookups for the
requested I Ps do not succeed.

In order to give the operator the choice to suppress/allow the
flooding to renote PEs, a PE MAY support administrative options to
i ndividually suppress/allow the flooding of:

0 Unknown ARP- Request and NS nessages.
0 GARP and unsolicited-NA nessages.

The operator will use these options based on the expected behavior in
t he CEs.

4.5. Duplicate | P Detection

The Proxy-ARP/ND function SHOULD support duplicate |IP detection so
t hat ARP/ ND-spoofing attacks or duplicate |IPs due to human errors can
be detected.

ARP/ ND spoofing is a techni que whereby an attacker sends "fake"

ARP/ ND nessages onto a broadcast domamin. Cenerally the aimis to
associ ate the attacker’s MAC address with the | P address of another
host causing any traffic nmeant for that | P address to be sent to the
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att acker instead.

The distributed nature of EVPN and proxy-ARP/ND al |l ows the easy
detection of duplicated IPs in the network, in a simlar way to the
MAC duplication function supported by [RFC7432] for MAC addresses.

Duplicate | P detection nmonitors "I P-noves" in the Proxy-ARP/ND table
in the foll ow ng way:

o Wien an existing active I P1->MAC1 entry is nodified, a PE starts an
M second timer (default value of M=180), and if it detects NIP
nmoves before the tinmer expires (default value of N=5), it concl udes
that a duplicate IP situation has occurred. An IP nove is
consi dered when, for instance, |P1->MACl is replaced by |IP1->MAC2
in the Proxy-ARP/ND tabl e.

0 In order to detect the duplicate IP faster, the PE MAY send a
CONFI RM nessage to the former owner of the IP. A CONFI RM nessage is
a uni cast ARP- Request/NS nessage sent by the PE to the MAC
addresses that previously owned the I P, when the MAC changes in the
Proxy-ARP/ND table. If the PE does not receive an answer within a
given tinmer, the newentry will be confirmed and activated. For
instance, if |Pl->MACL noves to | P1->MAC2, the PE nmay send a
uni cast ARP- Request/ NS nessage for IP1 with MAC DA= MACL and MAC
SA= PE's MAC. This will force the legitimte owner and the spoofer
to reply so that the PE can detect the duplicate IP within the M
tinmer:

- If the I P1->MACL pair was previously owned by the spoofer and the
new | P1->MAC2 was froma valid CE, then the issued CONFI RM
message would trigger a response fromthe spoofer.

- If it were the other way around, that is, |P1->MAClL was
previously owned by a valid CE, the CONFI RM nessage woul d trigger
a response fromthe CE.

Either way, if this process continues, then duplicate detection
will kick in.

0 Upon detecting a duplicate IP situation:
a) The entry in duplicate detected state cannot be updated with new
dynanmic or EVPN-learned entries for the sane |P. The operator
MAY override the entry though with a static | P->MAC.

b) The PE SHOULD al ert the operator and stop respondi ng ARP/ NS for
the duplicate IP until a corrective action is taken.
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c) Optionally the PE MAY associate an "anti-spoofing-mac" (AS- MAC)
to the duplicate IP. The PE will send a GARP/unsolicited-NA
message with 1 P1->AS-MAC to the local CEs as well as an RT2
(with I P1->AS-MAC) to the renote PEs. This will force all the
CEs in the EVI to use the AS-MAC as MAC DA for | Pl, and prevent
the spoofer fromattracting any traffic for IP1L. Since the AS-
MAC i s a managed MAC address known by all the PEs in the EVI
all the PEs MAY apply filters to drop and/or log any frane with
MAC DA= AS- MAC. The advertisenent of the AS-MAC as a "bl ack-hol e
MAC' that can be used directly in the MAC-VRF to drop franes is
for further study.

0 The duplicate IP situation will be cleared when a corrective action
is taken by the operator, or alternatively after a HOLD- DOMNN ti mer
(default value of 540 seconds).

The values of M N and HOLD- DOMN ti ner SHOULD be a configurabl e
admi nistrative option to allow for the required flexibility in
di fferent scenarios.

For Proxy-ND, Duplicate IP Detection SHOULD only nonitor |IP noves for
| P->MACs | earned from NA nessages with O bit=1. NA nessages with

O bit=0 woul d not override the ND cache entries for an existing IP
Duplicate I P Detection for | Pv6 SHOULD be di sabl ed when | Pv6
"anycast’ is activated in a given EVI.

5. Sol ution Benefits

The sol ution described in this docunent provides the follow ng
benefits:

a) The solution may suppress conmpletely the flooding of the ARP/ ND
and unknown- uni cast nmessages in the EVPN network, in cases where
all the CE | P->MAC addresses |local to the PEs are known and
provi sioned on the PEs from a nanagenent system

b) The solution reduces significantly the flooding of the ARP/ND
messages in the EVPN network, in cases where some or all the CE
| P->MAC addresses are |learned on the data plane by snoopi ng ARP/ ND
messages i ssued by the CEs.

c) The solution reduces the control plane overhead and unnecessary
BGP MAC/ I P Advertisenents and Wthdrawals in a network with active
CEs that do not send packets frequently.

d) The solution provides a nechanismto detect duplicate |IP addresses
and avoi d ARP/ ND-spoof attacks or the effects of duplicate
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addresses due to human errors.
6. Depl oynent Scenari os

Four deploynment scenarios with different levels of ARP/ND control are
avai l abl e to operators using this solution, depending on their
requirenents to manage ARP/ND: all dynamic learning, all dynamc

| earning with proxy-ARP/ND, hybrid dynanmic |learning and static
provisioning with proxy-ARP/ND, and all static provisioning with

pr oxy- ARP/ ND.

6.1. Al Dynanic Learning

In this scenario for mninmum security and nmitigation, EVPN is

depl oyed in the peering network with the proxy-ARP/ND function
shutdown. PEs do not intercept ARP/ND requests and fl ood al

requests, as in a conventional layer-2 network. Wile no ARP/ ND
mtigation is used in this scenario, the | XP can still take advantage
of EVPN features such as control plane learning and all-active

mul ti homing in the peering network. Existing mitigation solutions,
such as the ARP-Sponge daenon [ ARP-Sponge] MAY al so be used in this
scenari o.

Al t hough this option does not require any of the procedures described
in this docunent, it is added as baseline/default option for
conpl et eness.

6.2. Dynamic Learning with Proxy-ARP/ ND

This scenario ninimzes flooding while enabling dynam c | earning of

| P->MAC entries. The Proxy-ARP/ND function is enabled in the MAC VRFs
of the EVPN PEs, so that the PEs intercept and respond to CE
requests.

The solution MAY further reduce the flooding of the ARP/ ND nessages
in the EVPN network by snoopi ng ARP/ ND nmessages i ssued by the CEs.

PEs will flood requests if the entry is not in their Proxy table. Any
unknown source MAG->IP entries will be learnt and advertised in EVPN,
and traffic to unknown entries is discarded at the ingress PE

6.3. Hybrid Dynanmic Learning and Static Provisioning with Proxy-ARP/ ND

Some | XPs want to protect particular hosts on the peering network
whil e all owi ng dynam c | earning of peering router addresses. For
exanple, an I XP may want to configure static MAGC->IP entries for
managenent and infrastructure hosts that provide critical services.
In this scenario, static entries are provisioned fromthe nanagenent
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pl ane for protected MAC >l P addresses, and dynamic learning with
Proxy- ARP/ ND i s enabl ed as described in section 6.2 on the peering
net wor k.

6.4 Al Static Provisioning with Proxy-ARP/ ND

For a solution that naxim zes security and elininates flooding and
unknown unicast in the peering network, all MAC-IP entries are
provi sioned fromthe managenent plane. The Proxy-ARP/ND function is
enabled in the MAC-VRFs of the EVPN PEs, so that the PEs intercept
and respond to CE requests. Dynamic | earning and ARP/ ND snooping is
di sabled so that traffic to unknown entries is discarded at the
ingress PE. This scenario provides and | XP the nbst control over
MAC->I P entries and allows an | XP to manage all entries froma
managenent system

6.5 Depl oynent Scenarios in | XPs

Nowadays, alnost all |XPs installed some security rules in order to
protect the | XP-LAN. These rules are often called port security. Port
security summari zes different operational steps that limt the access
to the | XP-LAN, to the custoner router and controls the kind of
traffic that the routers are allowed to be exchange (e.g., Ethernet,

| Pv4, 1Pv6). Due to this, the deploynent scenario as described in 6.4
"Al'l Static Provisioning with Proxy-ARP/ND' is the predoni nant
scenario for | XPs.

In addition to the "All Static Provisioning" behavior, in I XP
networks it is recommended to configure the Reply Sub-Function to
"discard’ ARP-Requests/ NS nessages with unrecogni zed options.

At | XPs, custoners usually follow a certain operational life-cycle.
For each step of the operational life-cycle specific operationa
procedures are executed.

The follow ng describes the operational procedures that are needed to
guarantee port security throughout the life-cycle of a customer with
focus on EVPN features:

1. A new custonmer is connected the first tinme to the I XP

Bef ore the connection between the customer router and the | XP-LAN
is activated, the MAC of the router is white-listed on the I XP' s
switch port. Al other MAC addresses are bl ocked. Pre-defined |IPv4
and | Pv6 addresses of the | XP s peering network space are
configured at the custonmer router. The | P->MAC static entries
(IPv4 and 1 Pv6) are configured in the managenent system of the | XP
for the custoner’s port in order to support Proxy-ARP/ ND
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In case a custoner uses nultiple ports aggregated to a single

| ogi cal port (LAG some vendors randomy select the MAC address of
the LAG fromthe different MAC addresses assigned to the ports. In
this case the static entry will be used associated to a |ist of

al | oned MAGs.

Repl acenment of custoner router:

If a custoner router is about to be replaced, the new MAC
address(es) nust be installed in the managenent system besides the
MAC address(es) of the currently connected router. This allows the
customer to replace the router w thout any active invol venent of
the | XP operator. For this, static entries are also used. After
the repl acenent takes place, the MAC address(es) of the replaced
router can be renoved

Decommi ssi oni ng a custoner router

If a custonmer router is deconmissioned, the router is disconnected
fromthe I XP PE. Right after that, the MAC address(es) of the
router and | P->MAC bi ndi ngs can be renoved from the managenent
system

6.6 Depl oynent Scenarios in DCs

DCs normally have different requirements than I XPs in terns of Proxy-
ARP/ ND. Sone differences are |isted bel ow

a)

b)

c)

The required nobility in virtualized DCs nakes the "Dynanic
Learni ng" or "Hybrid Dynamic and Static Provisioning" nodels nore
appropriate than the "All Static Provisioning" nodel

I Pv6 "anycast’ may be required in DCs, while it is not a
requirenent in | XP networks. Therefore if the DC needs |Pv6
"anycast’ it will be explicitly enabled in the proxy-ND function
hence the proxy-ND sub-functions nodified accordingly. For
instance, if IPv6 'anycast’ is enabled in the proxy-ND function
Duplicate I P Detection nust be disabl ed.

DCs may require special options on ARP/ND as opposed to the
Address Resol ution function, which is the only one typically
required in I XPs. Based on that, the Reply Sub-function may be
nmodi fied to forward or di scard unknown options.

7. Conventions Used in this Docunent
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The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC-2119 [ RFC2119].

In this docunment, these words will appear with that interpretation
only when in ALL CAPS. Lower case uses of these words are not to be
interpreted as carrying RFC 2119 significance.

In this docunent, the characters ">>" preceding an indented |ine(s)
i ndi cates a conpliance requirenent statenent using the key words
|isted above. This convention aids reviewers in quickly identifying
or finding the explicit conpliance requirenents of this RFC

8. Security Considerations

When EVPN and its associated Proxy-ARP/ND function are used in | XP
networ ks, they only provide ARP/ND security and mitigation. |XPs MJST
still enmploy security nechani sns that protect the peering network and
SHOULD f ol | ow establ i shed BCPs such as the ones described in [Euro-IX
BCP] .

For exanple, | XPs should disable all unneeded control protocols, and
bl ock unwanted protocols from CEs so that only |IPv4, ARP and | Pv6

Et hertypes are permtted on the peering network. In addition, port
security features and ACLs can provide an additional |evel of
security.

9. | ANA Consi derations
No | ANA consi derati ons.
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