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Abst ract

Networ k Virtualization Overlay (NVO networks using EVPN as control
pl ane may use ingress replication (IR) or Pl Mbased trees to convey
the overlay multicast traffic. PIMprovides an efficient solution to
avoid sending nmultiple copies of the sane packet over the sane
physical link, however it may not always be depl oyed in the NVO core
network. | R avoids the dependency on PIMin the NVO network core.
Wiile IR provides a sinple nulticast transport, sonme NVO networks

wi th demanding rmulticast applications require a nore efficient
solution without PIMin the core. This document describes a solution
to optinmize the efficiency of IR in NVO networks.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
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1. Probl em St at enent

EVPN may be used as the control plane for a Network Virtualization
Overlay (NVO network. Network Virtualization Edge (NVE) devices and
PEs that are part of the same EVI use Ingress Replication (IR or

Pl M based trees to transport the tenant’s nulticast traffic. In NVO
net wor ks where Pl M based trees cannot be used, IR is the only
alternative. Exanples of these situations are NVO networks where the
core nodes don’t support PIMor the network operator does not want to
run PIMin the core.

I'n

some use-cases, the anmount of replication for BUM (Broadcast,

Unknown uni cast and Miulticast traffic) is kept under control on the
NVEs due to the following fairly common assunpti ons:

a)

b)

c)
I f

Broadcast is greatly reduced due to the proxy-ARP and proxy-ND
capabilities supported by EVPN on the NVEsS. Sonme NVEs can even
provi de DHCP-server functions for the attached Tenant Systens (TS)
reduci ng the broadcast even further

Unknown unicast traffic is greatly reduced in virtualized NVO
net wor ks where all the MAC and | P addresses are learnt in the
control plane.

Mul ticast applications are not used.

t he above assunptions are true for a given NVO network, then IR
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provides a sinple solution for nmulti-destination traffic. However,
the statement c) above is not always true and mnulticast applications
are required in many use-cases.

When the nulticast sources are attached to NVEs residing in

hypervi sors or | ow performance-replication TORs, the ingress
replication of a large anmount of nulticast traffic to a significant
nunber of renote NVES/PEs can seriously degrade the performance of
the NVE and inpact the application

Thi s docunent describes a solution that makes use of two IR
optinizations:

i) Assisted-Replication (AR
ii) Pruned-Fl ood-Lists (PFL)

Both optinizati ons may be used together or independently so that the
performance and efficiency of the network to transport nulticast can
be inmproved. Both solutions require sone extensions to [ EVPN that
are described in section 3.

Section 2 lists the requirenents of the conbined optin zed-IR
sol ution, whereas sections 4 and 5 describe the Assisted-Replication
(AR) solution, and section 6 the Pruned-Fl ood-Lists (PFL) solution

2. Solution requirenments

The IR optim zation solution (optimzed-1R hereafter) MJST neet the
foll owi ng requirenents:

a) The solution MJIST provide an IR optinization for BM (Broadcast and
Multicast) traffic, while preserving the packet order for unicast
applications, i.e. known and unknown unicast traffic SHALL foll ow
t he sane path.

b) The solution MJUST be conpatible with [EVPN] and [ EVPN- OVERLAY] and
not have any inpact on the EVPN procedures for BMtraffic. In
particul ar, the solution MJST support the follow ng EVPN
functions:

0 All-active multi-homng, including the split-horizon and
Desi gnat ed Forwarder (DF) functions.

o0 Single-active multi-hom ng, including the DF function

0 Handling of nulti-destination traffic and processing of
broadcast and nulticast as per [EVPN].
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c)

d)

The sol uti on MUST be backwards conpatible with existing NVEs using
a non-optimzed version of IR A given EVI can have NVEs/PEs
supporting regular-IR and optinzed-1R

The sol uti on MUST be i ndependent of the NVO specific data pl ane
encapsul ation and the virtual identifiers being used, e.g.: VXLAN
VNI's, NVGRE VSIDs or MPLS | abels.

EVPN BGP Attributes for optimzed-IR

This solution proposes sone changes to the [EVPN] Inclusive Milticast
Et hernet Tag routes and attributes so that an NVE/ PE can signal its
optim zed-IR capabilities.

The Inclusive Miulticast Ethernet Tag route (RT-3) and its PMSI Tunne
Attribute’ s (PTA) general format used in [EVPN] are shown bel ow

o m e e e e e e e e eeee o oo +
| RD (8 octets) [
o +
| Ethernet Tag ID (4 octets) |
e +
| 1P Address Length (1 octet) |
o m e e e e e e e e eeee o oo +

| Oiginating Router’s |IP Addr |
| (4 or 16 octets) |

o e e e e e e e e e e e e e e e e aa o - +
T e +
| Flags (1 octet) [
Fom e e e e e e e e m e e +
| Tunnel Type (1 octets) |
o m e e e e e e e e e e e e mo— oo +
| MPLS Label (3 octets) |
Yy +
| Tunnel ldentifier (variable) [
Fom e e e e e e e e m e e +

The Flags field is defined as foll ows:

012345 67
R s o I N
|rsved| T |BMU|L|
B e e R

Where a new type field (for AR) and two new flags (for PFL signaling)
are defi ned:
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- Tis the AR Type field (2 bits) that defines the AR role of the
advertising router:

+ 00 (decinmal 0) = RNVE (non-AR support)
+ 01 (decimal 1) = AR REPLI CATOR
+ 10 (decinmal 2) = AR LEAF

- The PFL (Pruned-Fl ood-Lists) flags defined the desired behavi or of
the advertising router for the different types of traffic:

+ BME Broadcast and Multicast (BM flag. BME1 neans "prune-ne" from
the BMflooding list. BM=O neans regul ar behavi or.

+ U= Unknown flag. U=1 nmeans "prune-nme" fromthe Unknown fl ooding
list. U=0 neans regul ar behavi or.

- Flag L is an existing flag defined in [RFC6514] (L=Leaf Information
Required) and it will be used only in the Sel ective AR Sol uti on.

Pl ease refer to section 10 for the | ANA considerations related to the
PTA fl ags.

In this docunent, the above RT-3 and PTA can be used in three
di fferent nmodes for the same EVI/Ethernet Tag:

0 Regular-1R route: in this route, Oiginating Router’s |IP Address,
Tunnel Type (0x06), MPLS Label, Tunnel Identifier and Fl ags MJST be
used as described in [EVPN]. The Originating Router’s | P Address
and Tunnel ldentifier are set to an |IP address that we denoninate
IR-IP in this docunent.

0 Replicator-AR route: this route is used by the AR-REPLI CATOR to
advertise its AR capabilities, with the fields set as foll ows.

+ Oiginating Router’s I P Address as well as the Tunnel Identifier
are set to the sanme routable | P address that we denom nate AR-IP
and SHOULD be different than the IR 1P for a given PE NVE

+ Tunnel Type = Assisted-Replication (AR). Section 11 provides the
al | ocated type val ue.

+ T (AR role type) = 01 (AR REPLI CATOR).

+ L (Leaf Information Required) = 0 (for non-selective AR) or 1
(for selective AR).
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0 Leaf-AR route: this route MAY be used by the AR-LEAF to advertise
its desire to receive the nmulticast traffic froma specific AR
REPLI CATOR. It is only used for selective AR and its fields are set
as foll ows:

+ Originating Router’'s I P Address is set to the advertising IRIP
(sane | P used by the AR-LEAF in regular-1R routes).

+ Tunnel ldentifier is set to the AR IP of the AR REPLI CATOR from
which the nmulticast traffic is requested.

+ Tunnel Type = Assisted-Replication (AR). Section 11 provides the
al | ocated type val ue.

+ T (AR role type) = 02 (AR-LEAF).

Each AR-enabl ed node MJUST understand and process the AR type field in
the PTA (Flags field) of replicator-AR and | eaf-AR routes, and MJST
signal the corresponding type (1 or 2) according to its

adm ni strative choice for replicator-AR and | eaf - AR rout es.

Each node, part of the EVI, MAY understand and process the BM U
flags. Note that these BM U flags may be used to optinize the
delivery of nulti-destination traffic and its use SHOULD be an
adm ni strative choice, and independent of the AR role.

Non-optini zed-1R nodes will be unaware of the new PMSI attribute flag
definition as well as the new Tunnel Type (AR), i.e. they will ignore
the information contained in the flags field for any RT-3 and wil|l
ignore the RT-3 routes with an unknown Tunnel Type (type AR in this
case).

4. Non-sel ective Assisted-Replication (AR) Sol ution Description

The following figure illustrates an exanple NVO network where the
non-sel ective AR function is enabled. Three different roles are
defined for a given EVI: AR REPLI CATOR, AR-LEAF and RNVE (Regul ar
NVE). The solution is called "non-sel ective" because the chosen AR-
REPLI CATOR for a given flow MJST replicate the nulticast traffic to
"all’ the NVE/PEs in the EVI except for the source NVE PE
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Figure 1 Optim zed-1R scenario

4.1. Non-sel ective AR REPLI CATOR procedures

An AR- REPLI CATOR is defined as an NVE/ PE capabl e of replicating

i ngress BM (Broadcast and Multicast) traffic received on an overl ay
tunnel to other overlay tunnels and |local Attachnment Crcuits (ACs).
The AR-REPLI CATOR signals its role in the control plane and

under stands where the ot her rol es (AR LEAF nodes, RNVEs and ot her AR-
REPLI CATORs) are |l ocated. A given AR-enabled EVI service may have
zero, one or nore AR-REPLI CATORs. In our exanple in figure 1, PEl1 and
PE2 are defined as AR-REPLI CATORs. The followi ng considerations apply
to the AR-REPLI CATOR rol e:

a) The AR-REPLI CATOR rol e SHOULD be an administrative choice in any
NVE/ PE that is part of an AR-enabled EVI. This adm nistrative
option to enabl e AR-REPLI CATOR capabilities MAY be inplenented as
a system | evel option as opposed to as a per-EVI option.

b) An AR- REPLI CATOR MUST advertise a Replicator-AR route and NAY

advertise a Regular-1R route. The AR-REPLI CATOR MUST NOT generate
a Regular-IR route if it does not have |ocal attachment circuits
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(AC) .

c) The Replicator-AR and Regular-1R routes will be generated
according to section 3. The AR-IP and IR 1P used by the
Replicator-AR will be different routable |P addresses.

d) When a node defined as AR-REPLI CATOR receives a packet on an
overlay tunnel, it will do a tunnel destination |IP |ookup and
apply the follow ng procedures:

olIf the destination IPis the AR-REPLI CATOR | R-I1 P Address the
node will process the packet normally as in [ EVPN].

o If the destination IP is the AR REPLI CATOR AR-I P Address the
node MJST replicate the packet to | ocal ACs and overl ay
tunnel s (excluding the overlay tunnel to the source of the
packet). When replicating to renote AR REPLI CATORs the tunnel
destination IP will be an IR-IP. That will be an indication
for the remote AR-REPLI CATOR that it MJST NOT replicate to
overlay tunnels. The tunnel source IP will be the AR IP of the
AR- REPL| CATOR.

4.2. Non-sel ective AR LEAF procedures

AR- LEAF is defined as an NVE/PE that - given its poor replication
performance - sends all the BMtraffic to an AR REPLI CATOR that can
replicate the traffic further on its behalf. It MAY signal its AR
LEAF capability in the control plane and understands where the other
roles are located (AR-REPLI CATOR and RNVES). A given service can have
zero, one or nore AR-LEAF nodes. Figure 1 shows NVEl and NVE2 (both
residing in hypervisors) acting as AR-LEAF. The foll ow ng

consi derations apply to the AR-LEAF role:

a) The AR-LEAF rol e SHOULD be an adm nistrative choice in any NVE/ PE
that is part of an AR-enabled EVI. This adninistrative option to
enabl e AR-LEAF capabilities MAY be inplenented as a system |l evel
option as opposed to as per-EVI option.

b) I'n this non-selective AR sol ution, the AR-LEAF MJST advertise a
single Regular-1R inclusive nmulticast route as in [EVPN].

c) In a service where there are no AR REPLI CATORs, the AR LEAF MJUST
use regul ar ingress replication. This will happen when a new
update fromthe |last former AR REPLI CATOR is received and contains
a non- REPLI CATOR AR type, or when the AR-LEAF detects that the
| ast AR-REPLI CATOR is down (next-hop tracking in the | GP or any
other detection mechanism. Ingress replication MIST use the
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forwarding informati on given by the renote Regul ar-1R Incl usive
Mul ticast Routes as described in [EVPN].

d) In a service where there is one or nore AR REPLI CATORs (based on
the received Replicator-AR routes for the EVI), the AR LEAF can
| ocally select which AR-REPLICATOR it sends the BMtraffic to:

0 A single AR REPLI CATOR MAY be selected for all the BM packets
recei ved on the AR-LEAF attachnent circuits (ACs) for a given
EVI. This selection is a |local decision and it does not have
to match other AR-LEAF s selection within the sane EVI.

0 An AR-LEAF MAY sel ect nore than one AR-REPLI CATOR and do
either per-flow or per-EVI |oad bal anci ng.

0 In case of a failure on the sel ected AR-REPLI CATOR, anot her
AR- REPLI CATOR wi | | be sel ect ed.

0 VWhen an AR-REPLI CATOR is sel ected, the AR-LEAF MJUST send all
the BM packets to that AR-REPLI CATOR using the forwarding
i nformati on given by the Replicator-AR route for the chosen
AR- REPLI CATOR, with tunnel type = TBD (AR tunnel). The
underl ay destination |IP address MJST be the AR-IP advertised
by the AR-REPLI CATCR in the Replicator-AR route.

0 AR-LEAF nodes SHALL send service-level BMcontrol plane
packets follow ng regular IR procedures. An exanple would be
IGW, M.D or PIMnmulticast packets. The AR-REPLI CATORs MUST
not replicate these control plane packets to other overlay
tunnels since they will use the regular IR 1P Address.

4. 3. RNVE procedures

RNVE ( Regul ar Network Virtualization Edge node) is defined as an
NVE/ PE wi t hout AR- REPLI CATOR or AR-LEAF capabilities that does IR as
described in [EVPN]. The RNVE does not signal any ARrole and is
unawar e of the AR REPLI CATOR/ LEAF roles in the EVI. The RNVE wil|l
ignore the Flags in the Regular-1R routes and will ignore the
Replicator-AR and Leaf-AR routes entirely (due to an unknown tunnel
type in the PTA).

This role provides EVPN with the backwards conpatibility required in
optimzed-1R EVls. Figure 1 shows NVE2 as RNVE.

4. 4. Forwardi ng behavior in non-selective AR EVIs

In AR EVIs, BM (Broadcast and Miulticast) traffic between two NVEs may
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follow a different path than unicast traffic. This solution proposes
the replication of BMthrough the AR REPLI CATOR node, whereas
unknown/ known uni cast will be delivered directly fromthe source node
to the destination node without being replicated by any internediate
node. Unknown uni cast SHALL foll ow the sane path as known uni cast
traffic in order to avoid packet reordering for unicast applications
and sinplify the control and data plane procedures. Section 4.4.1
descri bes the expected forwarding behavior for BMtraffic in nodes
acting as AR-REPLI CATOR, AR-LEAF and RNVE. Section 4.4.2. describes
the forwardi ng behavi or for unknown unicast traffic.

Not e that known unicast forwarding is not inpacted by this solution
4.4.1. Broadcast and Milticast forwardi ng behavior

The expected behavior per role is described in this section
4.4.1.1. Non-selective AR REPLI CATOR BM f orwar di ng

The AR-REPLI CATORs will build a flooding list conposed of ACs and
overlay tunnels to renote nodes in the EVI. Sone of those overlay
tunnel s MAY be flagged as non-BM receivers based on the BMfl ag
received fromthe renote nodes in the EVI

0 VWhen an AR- REPLI CATOR receives a BM packet on an AC, it wll
forward the BM packet to its flooding list (including |ocal ACs and
renote NVE/ PEs), skipping the non-BM overlay tunnels.

o When an AR- REPLI CATOR recei ves a BM packet on an overlay tunnel, it
will check the destination IP of the underlay |IP header and:

- If the destination IP matches its AR- 1P, the AR-REPLI CATOR wi |
forward the BM packet to its flooding list (ACs and overl ay
tunnel s) excluding the non-BM overlay tunnels. The AR REPLI CATOR
will do source squelching to ensure the traffic is not sent back
to the originating AR-LEAF. |If the overlay encapsulation is MPLS
and the EVI label is not the bottomof the stack, the AR
REPLI CATOR MJST copy the rest of the |abels and forward themto
the egress overlay tunnels.

- If the destination IP matches its IR 1P, the AR REPLI CATOR will
skip all the overlay tunnels fromthe flooding list, i.e. it

will only replicate to local ACs. This is the regular IR
behavi or described in [ EVPN].

4.4.1.2. Non-selective AR LEAF BM forwardi ng
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The AR-LEAF nodes will build two flood-1ists:

1) Flood-list #1 - conposed of ACs and an AR- REPLI CATOR-set of
overlay tunnels. The AR-REPLI CATOR-set is defined as one or nore
overlay tunnels to the AR-| P Addresses of the renpte AR
REPLI CATOR(s) in the EVI. The selection of nore than one AR
REPLI CATOR i s described in section 4.2. and it is a |ocal AR
LEAF deci si on.

2) Flood-list #2 - conposed of ACs and overlay tunnels to the
renmote | R-| P Addresses.

When an AR-LEAF receives a BM packet on an AC, it will check the
AR- REPLI| CATOR- set :

o If the AR-REPLI CATOR-set is enpty, the AR-LEAF will send the packet
to flood-list #2.

o If the AR REPLI CATOR-set is NOT enpty, the AR LEAF will send the
packet to flood-1ist #1, where only one of the overlay tunnels of
t he AR- REPLI CATOR-set is used.

When an AR- LEAF receives a BM packet on an overlay tunnel, wll
forward the BM packet to its local ACs and never to an overlay
tunnel. This is the regular IR behavior described in [EVPN.

4.4.1.3. RNVE BM f orwar di ng

The RNVE is conpl etely unaware of the AR-REPLI CATORs, AR-LEAF nodes
and BM U flags (that information is ignored). Its forwardi ng behavior
is the regular IR behavior described in [EVPN]. Any regul ar non-AR
node is fully conmpatible with the RNVE rol e described in this
docunent .

4.4.2. Unknown uni cast forwardi ng behavi or
The expected behavior is described in this section.

4.4.2.1. Non-selective AR-REPLI CATOR/ LEAF Unknown uni cast forwarding
Whil e the forwardi ng behavior in AR-REPLI CATORs and AR- LEAF nodes is
different for BMtraffic, as far as Unknown unicast traffic
forwarding i s concerned, AR-LEAF nodes behave exactly in the sane way
as AR- REPLI CATORs do.
The AR- REPLI CATOR/ LEAF nodes will build a flood-Iist conposed of ACs

and overlay tunnels to the IR 1P Addresses of the renote nodes in the
EVI. Sonme of those overlay tunnels MAY be flagged as non-U (Unknown
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uni cast) receivers based on the U flag received fromthe renote nodes
in the EVI.

o0 When an AR- REPLI CATOR/ LEAF recei ves an unknown packet on an AC, it
will forward the unknown packet to its flood-list, skipping the
non- U overlay tunnels.

0 When an AR- REPLI CATOR/ LEAF recei ves an unknown packet on an overl ay
tunnel will forward the unknown packet to its |local ACs and never
to an overlay tunnel. This is the regular IR behavior described in
[ EVPN] .

4.4.2.2. RNVE Unknown uni cast forwarding

As described for BMtraffic, the RNVE is conpletely unaware of the
REPLI CATORs, LEAF nodes and BM U flags (that information is ignored).
Its forwardi ng behavior is the regular IR behavior described in
[EVPN], also for Unknown unicast traffic. Any regular non-AR node is
fully conpatible with the RNVE role described in this document.

5. Selective Assisted-Replication (AR) Sol ution Description

Figure 1 is also used to describe the selective AR sol ution, however
in this section we consider NVE2 as one nore AR-LEAF for EVI-1. The
solution is called "selective" because a given AR-REPLI CATOR MUST
replicate the BMtraffic to only the AR LEAF that requested the
replication (as opposed to all the AR LEAF nodes) and MAY replicate
the BMtraffic to the RNVEs. The sane AR roles defined in section 4
are used here, however the procedures are slightly different.

The followi ng sub-sections describe the differences in the procedures
of AR- REPLI CATOR/ LEAFs conpared to the non-sel ective AR sol ution.
There is no change on the RNVEs.

5.1. Selective AR REPLI CATOR procedures

In our exanple in figure 1, PE1l and PE2 are defined as Sel ective AR
REPLI CATORs. The foll owi ng considerations apply to the Sel ective AR
REPLI CATOR rol e:

a) The Sel ective AR REPLI CATOR capability SHOULD be an administrative
choice in any NVE/PE that is part of an AR-enabled EVI, as the AR
role itself. This adm nistrative option MAY be inplenented as a
system | evel option as opposed to as a per-EVI option.

b) Each AR-REPLI CATOR will build a list of AR REPLI CATOR, AR-LEAF and
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b)

RNVE nodes (AR-LEAF nodes that sent only a regular-1R route are
accounted as RNVEs by the AR-REPLICATOR). In spite of the

"Sel ective’ administrative option, an AR REPLI CATOR MJST NOT
behave as a Selective AR-REPLI CATOR if at |east one of the AR
REPLI CATORs has the L flag NOT set. If at |east one AR REPLI CATOR
sends a Replicator-AR route with L=0 (in the EVI context), the
rest of the AR REPLI CATORs will fall back to non-sel ective AR
node.

The Sel ective AR-REPLI CATOR MUST foll ow t he procedures descri bed
in section 4.1, except for the follow ng differences:

0 The Replicator-AR route MIST include L=1 (Leaf Information
Required) in the Replicator-AR route. This flag is used by the
AR- REPLI CATORs to advertise their ’selective AR REPLI CATOR
capabilities.

0 The AR-REPLI CATOR will build a 'selective' AR LEAF-set with
the list of nodes that requested replication to its own AR-IP.
For instance, assum ng NVEL1L and NVE2 advertise a Leaf-AR route
with PE1’s AR- 1P (as Tunnel ldentifier) and NVE3 advertises a
Leaf-AR route with PE2's AR-IP, PEL MJUST only add NVEL/ NVE2 in
its selective AR LEAF-set for EVI-1, and excl ude NVE3.

o Wien a node defined and operating as Sel ecti ve AR- REPLI CATOR
recei ves a packet on an overlay tunnel, it will do a tunnel
destination IP | ookup and if the destination IP is the AR
REPLI CATOR AR-1 P Address, the node MJST replicate the packet
to:

+ | ocal ACs

+ overlay tunnels in the Sel ective AR LEAF-set (excluding the
overlay tunnel to the source AR-LEAF).

+ overlay tunnels to the RNVEs if the tunnel source IP is the
IR 1P of an AR-LEAF (in any other case, the AR REPLI CATOR
MUST NOT replicate the BMtraffic to renote RNVES). In other
words, the first-hop selective AR-REPLICATOR will replicate
to all the RNVEs.

+ overlay tunnels to the renote Sel ective AR-REPLI CATORs i f
the tunnel source IPis the IR IP of its own AR LEAF-set (in
any other case, the AR REPLI CATOR MUST NOT replicate the BM
traffic to renote AR REPLI CATORs), where the tunnel
destination IPis the AR IP of the renpte Selective AR
REPLI CATOR. The tunnel destination IP AR-IP will be an
indication for the rempte Sel ective AR-REPLI CATOR that the
packet needs further replication to its AR-LEAFs.
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5.2. Selective AR LEAF procedures

A Sel ective AR-LEAF chooses a single Selective AR REPLI CATOR per EVI
and:

0 Sends all the EVI BMtraffic to that AR REPLI CATOR and
0 Expects to receive the BMtraffic for a given EVI fromthe sane AR
REPLI CATOR.

In the exanple of Figure 1, we consider that NVEL/ NVE2/ NVE3 as

Sel ective AR-LEAFs. NVE1l selects PE1 as its Sel ecti ve AR REPLI CATOR
If that is so, NVE1L will send all its BMtraffic for EVI-1 to PE1l. |If
ot her AR- LEAF/ REPLI CATORs send BMtraffic, NVEL will receive that
traffic from PElL. These are the differences in the behavior of a

Sel ective AR-LEAF conpared to a non-sel ective AR-LEAF:

a) The AR-LEAF role selective capability SHOULD be an adm nistrative
choice in any NVE/PE that is part of an AR-enabled EVI. This
admi ni strative option to enabl e AR-LEAF capabilities MAY be
i mpl emented as a system |l evel option as opposed to as per-EVI
option.

b) The AR-LEAF MAY advertise a Regular-1R route if there are RNVEs or
non-sel ective AR-LEAFs in the EVI. The Sel ective AR LEAF MJST
advertise a Leaf-AR route after receiving a Replicator-AR route
with L=1. It is recormmended that the Sel ective AR LEAF waits for a
timer t before sending the Leaf-AR route, so that the AR-LEAF
receives all the Replicator-AR routes for the EVI.

c) In a service where there is nmore than one Sel ective AR REPLI CATORs
the Sel ective AR LEAF MUST locally select a single Sel ective AR
REPLI CATOR for the EVI. Once sel ected:

0 The Selective AR LEAF will send a Leaf-AR route including the
AR-|1 P of the sel ected AR REPLI CATOR

0 The Selective AR-LEAF will send all the BM packets received on
the attachment circuits (ACs) for a given EVI to that AR
REPLI CATOR.

0 In case of a failure on the sel ected AR-REPLI CATOR, anot her
AR- REPLI CATOR wi | | be selected and a new Leaf-AR update wll
be issued, including the new AR-IP. This new route will update
the selective list in the new Sel ecti ve AR-REPLI CATOR | n case
of failure on the active Selective AR-REPLI CATOR, it is
recommended for the Sel ective AR LEAF to revert to | R behavior
for atiner t to speed up the convergence. Wen the tiner
expires, the Selective AR-LEAF will resunme its AR node with

Rabadan et al. Expi res January 7, 2016 [ Page 15]



Internet-Draft EVPN Optimized IR July 6, 2015

the new Sel ecti ve AR- REPLI CATOR

5.3. Forwardi ng behavior in selective AR EVIs

This section describes the differences of the selective AR forwarding
nmode conpared to the non-sel ective node. Conpared to section 4.4,
there are no changes for the forwardi ng behavior in RNVEs or for
unknown unicast traffic.

5.3.1. Selective AR REPLI CATOR BM f or war di ng
The Sel ective AR-REPLI CATORs will build two flood-Iists:

1) Flood-list #1 - conposed of ACs and overlay tunnels to the
renote nodes in the EVI, always using the IR IPs in the tunnel
destination |IP addresses. Sonme of those overlay tunnels MAY be
flagged as non-BM recei vers based on the BMflag received from
the renote nodes in the EVI.

2) Flood-list #2 - composed of ACs, a Selective AR LEAF-set and a
Sel ective AR-REPLI CATOR-set, where:

0 The Selective AR LEAF-set is conposed of the overlay tunnels
to the AR-LEAFs that advertise a Leaf-AR route with the AR-IP
of the I ocal AR-REPLI CATOR This set is updated with every
Leaf-AR route received with a change in the AR IP included in
the PTA's Tunnel Identifier.

0 The Sel ective AR-REPLI CATOR-set is conmposed of the overlay
tunnels to all the AR REPLI CATORs that send a Replicator-AR
route with L=1. The AR- I P addresses are used as tunnel
destination IP.

When a Sel ective AR REPLI CATOR receives a BM packet on an AC, it will
forward the BM packet to its flood-1ist #1, skipping the non-BM
overlay tunnels.

When a Sel ective AR-REPLI CATOR receives a BM packet on an overl ay
tunnel, it will check the destination and source | Ps of the underlay
| P header and:

- If the destination |IP matches its AR-IP and the source IP
matches an |P of its own Sel ective AR LEAF-set, the AR-
REPLI CATOR wi |l forward the BM packet to its flood-1ist #2, as
long as the list of AR REPLI CATORs for the EVI matches the
Sel ective AR-REPLI CATOR-set. |f the Selective AR-REPLI CATOR- set
does not match the list of AR REPLI CATORs, the node reverts back
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to non-sel ective node and flood-list #1 is used.

- If the destination IP matches its AR IP and the source | P does
not match any IP of its Selective AR LEAF-set, the AR REPLI CATOR
will forward the BM packet to flood-1list #2 but skipping the AR
REPLI CATOR- set .

- If the destination IP matches its IR 1P, the AR REPLI CATOR wi ||
use flood-list #1 but MJST skip all the overlay tunnels fromthe
flooding list, i.e. it will only replicate to local ACs. This is
the regul ar-1R behavi or described in [ EVPN].

In any case, non-BM overlay tunnels are excluded fromflood-Ilists and
al so source squel ching is always done in order to ensure the traffic
is not sent back to the originating source. If the overlay

encapsul ation is MPLS and the EVI |abel is not the bottom of the
stack, the AR REPLI CATOR MJST copy the rest of the |abels when
forwarding themto the egress overlay tunnels.

5.3.2. Sel ective AR-LEAF BM f orwar di ng
The Sel ective AR-LEAF nodes will build two flood-1lists:

1) Flood-list #1 - conposed of ACs and the overlay tunnel to the
sel ected AR-REPLI CATOR (using the AR-IP as the tunnel
destination IP)

2) Flood-list #2 - conposed of ACs and overlay tunnels to the
renote | R-I P Addresses

When an AR- LEAF receives a BM packet on an AC, it will check if there
is any selected AR-REPLI CATOR If there is, flood-list #1 will be
used. Otherw se, flood-list #2 will.

When an AR- LEAF receives a BM packet on an overlay tunnel, wll
forward the BM packet to its local ACs and never to an overlay
tunnel. This is the regular IR behavior described in [ EVPN].

6. Pruned- Fl ood-Lists (PFL)

In addition to AR, the second optim zation supported by this solution
is the ability for the all the EVI nodes to signal Pruned-Fl ood-Lists
(PFL). As described in section 3, an EVPN node can signal a given
value for the BMand U PFL flags in the IR Inclusive Milticast

Rout es, where:
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+ BME Broadcast and Multicast (BM flag. BME1 neans "prune-ne" from
the BMflood-1ist. BM=0O neans regul ar behavi or.

+ U= Unknown flag. U=1 neans "prune-ne" fromthe Unknown flood-1list.
U=0 neans regul ar behavi or.

The ability to signal these PFL flags is an adninistrative choice.
Upon receiving a non-zero PFL flag, a node MAY decide to honor the
PFL flag and renove the sender fromthe corresponding flood-list. A
given EVI node receiving BUMtraffic on an overlay tunnel MJST
replicate the traffic normally, regardl ess of the signaled PFL
flags.

This optimzation MAY be used along with the AR sol ution.
6.1. A PFL exanpl e

In order to illustrate the use of the solution described in this
docurment, we will assune that EVI-1 in figure 1 is optinized-IR
enabl ed and:

0 PE1 and PE2 are adnministratively configured as AR- REPLI CATORs, due
to their high-performance replication capabilities. PElL and PE2
will send a Replicator-AR route with BMU flags = 00.

0 NVE1 and NVE3 are administratively configured as AR-LEAF nodes, due
to their | ow performance software-based replication capabilities.
They will advertise a Leaf-AR route. Assuming both NVEs advertise
all the attached VMs in EVPN as soon as they cone up and don't have
any VMs interested in nulticast applications, they will be
configured to signal BMU flags = 11 for EVI-1.

0 NVE2 is optim zed-1R unaware; therefore it takes on the RNVE role
in EVI-1.

Based on the above assunptions the follow ng forwardi ng behavior wl|
take pl ace:

(1) Any BM packets sent from VM1 will be sent to VML2 and PEl. PE1l
will forward further the BM packets to TS1, WAN |link, PE2 and
NVE2, but not to NVE3. PE2 and NVE2 will replicate the BM packets
to their local ACs but we will avoid NVE3 having to replicate
unnecessarily those BM packets to VM31 and VMB2.

(2) Any BM packets received on PE2 fromthe WAN will be sent to PE1l
and NVE2, but not to NVE1L and NVE3, sparing the two hypervisors
fromreplicating unnecessarily to their local VMs. PEL and NVE2
will replicate to their local ACs only.
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(3) Any Unknown uni cast packet sent from VM3l will be forwarded by
NVE3 to NVE2, PEl1 and PE2 but not NVEl. The sol ution avoids the
unnecessary replication to NVEL, since the destination of the
unknown traffic cannot be at NVEL.

(4) Any Unknown uni cast packet sent from TSl will be forwarded by PEl
to the WAN |ink, PE2 and NVE2 but not to NVE1 and NVE3, since the
target of the unknown traffic cannot be at those NVEs.

7. AR Procedures for single-IP AR REPLI CATORS

The procedures explained in sections 4 (Non-selective AR) and 5
(Selective AR) assune that the AR REPLI CATOR can use two | ocal
routable I P addresses to terminate and initiate NVO tunnels, i.e. IR
I P and AR-I P addresses. This is usually the case for PE-based AR
REPLI CATOR nodes.

In some cases, the AR-REPL|I CATOR node does not support nore than one
| P address to ternminate and initiate NVO tunnels, i.e. the IR IP and
AR-I P are the sane | P addresses. This may be the case in sone
sof t war e- based or | owend AR-REPLI CATOR nodes. If this is the case,
the procedures in sections 4 and 5 nust be nodified in the foll ow ng
way:

0 The Replicator-AR routes generated by the AR-REPLI CATOR use an AR-
IPthat will match its IR IP. In order to differentiate the data
pl ane packets that need to use IR fromthe packets that nust use AR
forwardi ng node, the Replicator-AR route nust advertise a different
VNI /VSID than the one used by the Regular-IR route. For instance,
the AR-REPLI CATOR will advertise AR-VNI along with the Replicator-
AR route and IR VNI along with the Regular-IR route. Since both
routes have the sanme key, different RDs are needed for both routes.

0 An AR-REPLICATOR wi Il perform IR or AR forwarding node for the
i ncom ng Overlay packets based on an ingress VN |ookup, as opposed
to the tunnel I P DA | ookup described in sections 4 and 5. Note
that, when replicating to renpte AR-REPLI CATOR nodes, the use of
the IR-VNI or AR-VN advertised by the egress node will determ ne
the IR or AR forwardi ng node at the subsequent AR-REPLI CATOR

The rest of the procedures will follow what is described in sections
4 and 5.

8. AR Procedures and EVPN Milti-hom ng Split-Horizon

When EVPN is used for MPLS over GRE, all the nulti-hom ng procedures
are conpatible with sections 4 and 5 of this docunent.
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10.

11.

If VXLAN or NVGRE are used, and if the Split-horizon is based on the
tunnel I P SA and "Local -Bi as" as described in [ EVPN- OVERLAY], the
Split-horizon check will not work if there is an Ethernet-Segnent
shared between two AR-LEAF nodes, and the AR-REPLI CATOR changes the
tunnel I P SA of the packets with its own AR-I|P.

In order to be conpatible with the IP SA split-horizon check, the AR
REPLI CATOR MAY keep the original received tunnel | P SA when
replicating packets to a renote AR-LEAF or AR-REPLI CATOR. This wll

al | ow DF (Designated Forwarder) AR-LEAF nodes to apply Split-horizon
check procedures for BM packets, before sending themto the |ocal

Et her net - Segnent .

Note that if the AR-REPLI CATOR i npl enentati on keeps the received
tunnel P SA, the use of uRPF in the IP fabric based on the tunnel IP
SA MUST be di sabl ed.

Qut - of -band di stribution of Broadcast/Milticast traffic

The use of out-of-band nmechanisns to distribute BMtraffic between
AR- REPLI CATORS MAY be used. Details will be provided in future
versions of this docunent.

Benefits of the optimzed-1R solution

A solution for the optim zation of Ingress Replication in EVPNis
described in this docunent (optim zed-1R). The solution brings the
foll owi ng benefits:

0 Optimzes the multicast forwarding in | ow performance NVES, by
rel aying the replication to high-performance NVEs (AR REPLI CATORS)
and whil e preserving the packet ordering for unicast applications.

0 Reduces the flooded traffic in NVO networks where some NVEs do not
need broadcast/nmulticast and/or unknown unicast traffic.

olt is fully conpatible with existing EVPN i npl ementati ons and EVPN
functions for NVO overlay tunnels. Optim zed-I1R NVEs and regul ar
NVEs can be even part of the sane EVI.

o It does not require any Pl Mbased tree in the NVO core of the
net wor k.

Conventions used in this docunent
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12.

13.

14.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC-2119 [ RFC2119].

In this docunment, these words will appear with that interpretation
only when in ALL CAPS. Lower case uses of these words are not to be
interpreted as carrying RFC 2119 significance.

In this docunent, the characters ">>" preceding an indented |ine(s)
i ndi cates a conpliance requirenent statenent using the key words
|isted above. This convention aids reviewers in quickly identifying
or finding the explicit conpliance requirenents of this RFC

Security Considerations
This section will be added in future versions.
| ANA Consi der ati ons

A new Tunnel - Type (AR) nust be requested and all ocated by | ANA for
the PTA (PMSI Tunnel Attribute) used in this docunent.

In addition to the new Tunnel - Type, this docunment requests the
all ocation of the PTA flags as in section 3. Aregistry is created as
per [ PTA-FLAGS] .

Ter m nol ogy

Regular-1R Refers to Regular Ingress Replication, where the source
NVE/ PE sends a copy to each renote NVE/ PE part of the EVI.

AR-I P: | P address owned by the AR-REPLI CATOR and used to
differentiate the ingress traffic that nmust follow the AR
procedur es.

IR IP. | P address used for Ingress Replication as in [EVPN.

AR-VNI : VNI advertised by the AR-REPLI CATOR along with the
Replicator-AR route. It is used to identify the ingress
packets that must foll ow AR procedures ONLY in the Single-IP
AR- REPLI CATOR case.

IR-VNI: VNI advertised along with the RT-3 for IR

AR forwardi ng node: for an AR-LEF, it means sendi ng an AC BM packet
to a single AR-REPLI CATOR with tunnel destination IP AR-IP.
For an AR-REPLI CATOR, it neans sending a BM packet to a
sel ective nunber or all the overlay tunnels when the packet
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15.

15.

15.

16.

17.

was previously received froman overlay tunnel.

IR forwarding node: it refers to the Ingress Replication behavior
explained in [EVPN]. It nmeans sending an AC BM packet copy to
each renbte PE/NVE in the EVI and sending an overlay BM packet
only to the ACs and not other overlay tunnels.

PTA: PMSI Tunnel Attribute

RT-3: EVPN Route Type 3, Inclusive Milticast Ethernet Tag route
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