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1. Introduction

In RFC 3265 [1] and RFC 3515 [4] SUBCRI BE requests and REFER requests
were allowed to reuse a dialog created by another SIP method (e.g.
INVITE). RFC 6665 [3] has deprecated such dial og reuse due to al

the problens that dialog reuse caused. However sone B2BUA

i ntermedi ari es change paraneters in SIP requests or term nate dial ogs
and need to receive the SUBSCRI BE and REFER requests that relate to
an existing dialog that is record routed via the B2BUA. Wile draft-
ietf-sipcore-refer-explicit-subscription [6] defines a means for the
sendi ng of REFER requests to ensure that no subscription is created
by the REFER recipient and thus it is safe to send the REFER request
on a existing dialog the cases where notifications are needed stil
require the SUBSCRI BE and REFER request to be sent on a new di al og.

2. Pr obl em st at enent

SI P sessions often involve internediaries acting as B2BUAs that in
addition to forwarding SIP requests and responses also act as UAs to
perform nore conpl ex mani pul ati ons of the session. Such
mani pul ations include nodifying URIs in the Request-URI, Contact
address or other header fields and even term nating the dialog for
some md session requests (for exanple perform ng a session transfer
when receiving a REFER request rather than forwardi ng the REFER
request to the renmote UAS).

Typically such functionality has been achi eved by sendi ng REFER and
SUBSCRI BE requests within the established dialog for the session
with the internediary then intercepting the REFER or SUBSCRI BE
request and then either nodifying to conformto the expected view of
the renote UAS or processing the REFER or SUBSCRI BE request rather
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than forwarding it to the renpte UAS. However such dial og reuse has
been problematic and RFC 6665 [3] has deprecated di al og reuse (except
for |l egacy interoperability).

However, if REFER and SUBSCRI BE requests are sent outside the related
existing dialog then the requests will not be routed by the
mani pul ating B2BUA and thus will either to fail to arrive at the
renote UA due to URI manipul ations or fail at the rempte UA because
paraneters in the request (e.g Target-Di al og, Replaces, Refer-To URI
etc) do not match the values at the renpte UAS. draft-kapl an-

di spat ch-gruu-probl ematic-00 [7] further describes sone of the
problems if a CRUU is used as the Request-URI of a related out of

di al og request.

One way B2BUAs have have addressed this problemis by acting as two
UAs back-to-back with the Contact URI being overwitten to be the UR
of the B2BUA. However this nmeans that GRUU of the UA is overwitten
by the B2BUA and the neani ng of the Contact header field paraneters
beconmes obscure. Do the Contact header field paraneters reflect the
capabilities of the Contact address (i.e the B2BUA) or do they
reflect the capabilities of the remote UA? If they relect the
capabilities of the B2BUA then the identfication of the capabilities
of the renpte UAS has been lost. |f they reflect the capabilities of
the renote UA then they falsely identify that the B2BUA cont act
address has the capabilities of the renmote UA. \Wile sone have
advocated that a B2BUA should only indicate the capabilities that it
under stands and supports in the Contact, in the opinion of the author
this is not desirabl e behavior because the feature tags may indicate
many ki nds of capabilities which do not require the support of the
intermediary. For an internediary only to indicate those
capabilities that it understands and supports is a big barrier to UAs
mut ual |y exchangi ng feature capabilities. In the opinion of the

aut hor the feature capability indicator nechani smdefined in RFC 6809
[2] is the appropriate neans for an internediary to indicate the
capabilities that it supports and will allow It also should be
recogni sed that UAs nay store Contact addresses especially if they
are GRUUs for use later for originating sessions (e.g. stored in the
address book) or for filtering i ncom ng sessions (e.g. inconing
sessions addressed to tenporary GRUUs). So if the Contact address is
overwitten then this information is lost or not valid as a contact
outside the lifetinme of the current dialog. Additionally the
mechani sm defined in RFC 6665 [3] depends on the UA receiving a GRUU
as the renote target in order to avoid dialog reuse, so overwiting
the Contact Address breaks this nechani sm

What is needed is a way for internediaries that need to receive and

mani pul ate or process mid session requests to indicate that md
session out of dialog requests that relate to the dialog of the
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session being established, to indicate a URI to be included in the
Rout e header of such out of dialog requests so that the request wll
route by the intermediary.

3. Potential solutions
3.1. New S|P header field

A new SI P header field (e.g. OOD Record-Route) could be defined

whi ch contains the URI of the internediary for routing out of dialog
requests that relate to another dialog. The internediary would

i nclude the new header field containing the URI that the internediary
requires related out of dialog requests to be routed to in the
requests and responses at dial og establishment. The UA would then
include a Route header field containing the URI received in the new
header field in any related out of dialog requests it sends.

3.2. New rr-param

A new rr-parame.g. OOD-RR) could be defined which indicates that
this is the URl of the intermediary for routing out of dialog
requests that relate to another dialog. The internediary would

i nclude the new rr-paramwhen including its URI in the Record-Route
header field. The UA would then include a Route header field
containing the URI with the associated new rr-paramreceived in the
Record- Route header field in any related out of dialog requests it
sends.

3.3. New URI paraneter

A new URI paranmeter (e.g. OOD RR) could be defined which indicates
that this is the URl of the intermediary for routing out of dialog
requests that relate to another dialog. The intermediary would

i nclude the new URI paraneter when including its URI in the Record-
Rout e header field. The UA would then include a Route header field
containing the URI with the new URI paraneter received in the Record-
Route header field in any related out of dialog requests it sends.

3.4. New Feature Capability Indicator

RFC 6809 [2] defines the Feature-Caps header field for internediaries
to include Feature-Capability indicators indicating the capabilities
they support. A new feature-capability indicator (e.g. sip.ood-
route) could be defined which contains the URI of the internediary
for routing out of dialog requests that relate to another dial og.

The intermedi ary would include a Feature-Caps header field containing
the Feature-Capability indicator with the URl that the internediary
requires related out of dialog requests to be routed to in the
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requests and responses at dialog establishment. The UA would then

i nclude a Route header field containing the URI received in the

Feat ure-Capability indicator in any related out of dialog requests it
sends.

3.5. Enbed Route header fields in the contact UR

The Contact URI can contain enbedded header fields (see RFC 3261
[5]). The intermediary could enbed a Route header field containing
its own URI in the Contact URI. One advantage of this approach is
that there nay be sone backward conpatibility with this mechani sm
because RFC 3261 [5] conpliant UAs shoul d use the enbedded Route
header fields when constructing a request addressed to this Contact
URI. However it is questionable as to how many i npl emtations
actually will do this in practice. A disadvantage of this approach
is if the Contact URI is secured using SMMe or a sinilar neans for
detecting man in the mddle attaks on the Contact address then
tanpering with the URI could lead to the UAS believing that the
Contact URI has been maliciously tanpered wth.

3.6. Option Tag

A new SIP option tag will be needed for a UAto indicate that it
supports the new extension so that the the internediary can use the
new nechani sminstead of other approaches that nodify the contact
address and force dialog reuse. SIP OPTIONS nethod coul d be used by
the internmediary to determ ne whether the UAS supports the extension
before forwarding the dialog creating request. Alternatively the
intermediary mght nodify the dialog after discovering in a response
whet her the UAS supports the new extension or not.

4. Security Considerations

The capability to include a URI in a request or response which wll
cause a UA to route other requests via the internediary provides the
possibility to create man-in-the-m ddl e attacks. However this is

al so true of existing SIP header fields |like Record-Route. The sane
consi derations apply as those to the use of Record-Route header
fields.

5. | ANA Consi derati ons

Thi s docunment does not currently have anything requiring action by
| ANA.
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