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Abstract

This docunment describes threats only specific to extending nulticast
DNS (nDNS) across | ayer 3.
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1.

I nt roducti on

Mul ticast DNS (nDNS) was proposed in [RFC6762] to allow nodes in
local links to use DNS-like names for their comunication wthout the
need for global DNS servers, infrastructure and adninistration
processes for configuration. nDNS al ong with service di scovery
(DNS-SD) [ RFC6763] provides nodes with the possibility to discover
other services and the names of other nodes with zero configuration
i.e., connect a node into a local link and use resources such as a
printer that are available in that network

nDNS and service discovery (SD) use DNS- |ike query nessages. The
mai n assunption is that these services al so use DNS security
protocol s such as DNSSEC. However, it cannot use DNSSEC for security
because DNSSEC i s not zero configuration service. Therefore, it
cannot be used for Requirenents A B, Cin [requirenent]. Besides,
DNSSEC cannot be inplenented in all nodes, especially nodes with
limted resources, e.g. 6LOWPAN [RFC4944]. This is why the existing
i mpl ement ati ons use no security in local links. This might be not a
critical problemwhen the service was only advertised in local |ink
but it is not the sane when the service is going to be advertised
over layer 3 and in larger scope. Furthernore, during this step,

DNS- SD did not consider the inpact of [RFC4193] that should be
carefully consi dered when using nDNS to popul ate DNS. As such, a

Uni versal Local Address (ULA) prefix is not to be advertised outside
the network domain. This is also sinilar to the scenari o where
address preference rules enployed by a proxy device as defined in
section 2.4. [RFC7368].

The purpose of this docunment is to introduce threat nodels for
service discovery and allow inplenenters to be aware of the possible
attacks in order to mtigate themw th possible solutions. Since
there are already old lists of known DNS threats available in

[ RFC3833], here we only anal yze the ones that are applicable to
DNS-SD. W al so introduce new possible threats that could result from
ext endi ng DNS- SD scope.

Ter m nol ogy

Node: any host and routers in the network

Attack: an action to exploit a node and allow the attacker to gain
access to that node. It can be also an action to prevent a node from

providing a service or using a service on the network

Attacker: a person who uses any node in the network to attack other
nodes usi ng known or unknown threats

Threat: Anything that has a potential to harma node in the network

Local link vulnerability: Any flaws that are the result of the
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assunption that a nalicious node could gain access to legitimte
nodes inside a local |ink network

Wde Area Network (WAN) vulnerability: Any flaws that are the result
of the assunption that a nalicious node could gain access to

| egitimate nodes inside any local links in an enterprise network with
mul ti ple Local Area Networks (LANs) or Virtual LANs (VLANs).

Host name: Fully qualified DNS Name (FQDN) of a node in the network

Constrained device: a snall device with linmted resources (battery,
menory, etc.)

Service advertiser or service: a node that has a service to
advertise, e.g. a printer

Service Requester: a node in the network that requests a service by
the use of DNS-SD protocols. One exanple of service requester is a
computer that discovers a printer in the network and tries to use it.

3. Threat Analysis

This section only focuses on threats that are specific to

NDNS/ DNS- SD. Here we explain themin different exanple scenarios. The
definition of different use case scenarios are defined in
[requirement].

3.1. Hunman M st akes

For those depl oynents that needs configuration, ms-configuration of
DNS- SD scope on edge devices such as a router or a gateway m ght
all ow an attacker to gain access to services or expose the network
topol ogy to outside of an adninistrative domains. This is applicable
to all scenarios including PAN, WPAN, hone, enterprise, canpus, nesh
net wor ks.

3. 2. DoS attack

3.2.1. Large Traffic from nDNS gat eway

There are several scenarios associated with the Large Traffic
Producti on case.

First scenario: a nmalicious node in any of the subnets that the
gateway connects can advertise different fake services or spoof the
informati on of the real services and replay the nessages. This causes
large traffic either in the local link or in other links since the
gat eway was al so supposed to replicate the traffic to other |inks.
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Second scenario : a nalicious node spoofs the legitinmte service
advertisements of different nodes in the network and changes the Tine
To Live (TTL) value to zero. This will result in producing |arge
traffic since the nDNS gateway needs to ask all of the service
advertisers to re-advertise their service. This is an especially
effective attack in a network of constrained devices because it
causes nore energy consunption.

Third scenario: a malicious node can spoof the source |IP address of a
legitimate victi mnode and question several services in the link

This will result in a large traffic return to the victimnode from
bot h gateway and al so services

3.2.2. Single point of failure

a service (like a printer) can overwhel ned with many service

di scovery requests froma nalicious service requester. This night
result in long waiting tines (delay) for a legitinate node to receive
a service

3.3. I Pv6 specific nDNS scope probl ens

When the ISP, home router/gateway, and a service (like a printer)
support | Pv6 addressing, these services may automatically announce
over nDNS bot h Uni que Local Addresses (ULA) [RFC4193] and d oba

Uni cast Addresses (GUA). Since a GUA is accessible over the internet,
the associ ated node nay becone available to the public. The
advertisement needs to be under control to avoid a GUA for a service
becones known to an attacker. Furthernore, the ULA scope should be
clearly defined so that it does not advertise it to unwanted scope.
This is because it might grant unintended access to a service
otherwi se linmted by boundaries inposed by nDNS di scovery. This
attack is applicable to hone, public hotspot, enterprise, canpus and
mesh net wor ks.

3.4. Malicious update on unicast DNS

A malicious node can spoof the content of DNS update nessage and add
mal i ci ous records to unicast DNS. This attack is applicable on
enterprise networks.

3.4.1. mxing unicast nanes with nDNS nanes

A fake service mght poison the cache of a service requester with
records that has global unicast name, if the service requester’s

depl oynent needs configuration and is poorly configured or the

i mpl ement ati on has problem then the nDNS request might have priority
over DNS request which will l[ead to phishing attacks.
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3. 5.

3. 5.

3. 6.

Privacy Probl ens

If a malicious node is in any subnet (W.AN and WAN) of a network, it
can |l earn about all services available in this network. The DNS-SD
di scl oses sone critical information about resources in this network
whi ch night be harnful to privacy. This attack is applicable to
tenporary public hotspot and enterprise networks.

1. Storing nDNS nanmes in unicast DNS

When a nanme of a service is stored in unicast DNS Resource Records
in case this unicast DNS is accessible over the internet or over
several networks, it mght expose the services to unwanted nodes and
harms privacy. This is applicable to canmpus networks, nesh networks,
tenporary public hotspots and enterprise networks.

Internationalized | abel and Rogue service

Using Internationalized | abel mght allow an attacker to advertise a
fake service with sinmlar |ooking character as legitinate service.
This might lead to the case where user chooses fake advertised
service as a legitinmte one.

3. 7. Dual stack attacks

Havi ng both IPv4 and I Pv6 in the sanme network and trying to aggregate
service discovery traffic on both | P stacks night cause new security
flaws during the translation or aggregation of this traffic. It might
|l ead to wi de range of spoofing attacks or |eak service advertisenments
(the service advertisenent is no | onger under control). This attack
is applicable to hone, enterprise, canpus, nmesh and tenporary public
hot spot s.

3.8. Privacy Protection Mechani sns

3.8.1. The Use of Random Data

Usi ng a random name for services or devices or the use of random
nunbers wherever possible, mght prevent exposing the exact nodel or
exact information regarding the DNS-SD service providers (e.g.
printers, etc.) in the network to the attackers. However, this
approach cannot be used for sone standard information that the
protocol needs to carry in order to offer service to other nodes.

O herwi se, this randominformati on was exchanged and agreed on

bet ween service providers and service requesters beforehand. This is
exactly against the nature of zero conf protocols, i.e., DNS-SD
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3.8.2. Data Encryption

Encrypting the whol e DNS-SD nessage i s another way to hide the
critical information in the network. But this approach mght not fit
well to the nature of this protocol. The reason is because these
devi ces usually respond to anonynous servi ce di scovery requests. So,
the attacker can also subnmit and request the sane information. In
other words, encryption in this stage is only extra efforts wthout
havi ng any benefit fromit.

3.9. Evaluation of Security Protection Mechanisns

3.9.1. Unicast DNS protection mechani sns

3.9.1.1. DNSSEC

DNSSEC can be used to allow any services to update its records on
uni cast DNS that supports DNSSEC. However, it is not a zero
configuration nechani sm and need the introduction of the DNSSEC key
to a service or availability of a trust nodel. Furthernore, this
nmechani sm does not provide data confidentiality.

3.9.1.2. CGA-TSIG

CGA-TSI G [cga-tsig] is another possible solution that can provide the
node with secure authentication, data integrity and data
confidentiality. It provides the node with zero or m ni nal
configuration when it is integrated with SAVI - DHCP or secure RA
message [RFC7113]. This is useful when the node needs to update any
record on an unicast DNS or there is an access |list on services. This
approach can be used to authenticate and authorize a node to use a
service or a device

3.9.1.3. DNS over DILS

3.9.2. Authorization of a Service Requester

3.9.2.1. The Use of an Access Li st

There can be an access list on each service with the list of IP
addresses that can use these services. Then the service can use
mechani snms to aut horize the service requester or to securely

aut henticate themw th mninuminteraction (zero configuration). This
approach prevents the service from unauthorized use by an attacker
There are currently sonme nechani sns avail abl e -- SAVI-DHCP, CGA-TSI G
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etc.

3.9.2.2. SAVI - DHCP

SAVI - DHCP [ DHCP- SAVI ] approach uses a sinple nechanismin switches or
devi ces that knows information about the ports of switches to filter
any malicious traffic. This mitigates attacks on DHCP server spoofing
and can make sure that nobody can spoof the |IP address of the service
provi ders.

3.9.2.3. The Use of Shared Secret

A shared secret (e.g. a password) can be shared anong the service
requesters. Then this value can be used to access the services and
aut henticated to them However, this approach has a di sadvant age.

This is because when one of the nodes in this network that carries
this shared secret is conpronised then the attacker can al so have
unaut hori zed access to these services. Sharing and re-sharing this
shared secret does not fit to the zero conf nature of DNS-SD

pr ot ocol

3.9.3. Authorization of a Service

It is really inmportant for the service requesters to ensure that the
one claimto be a service (e.g. a printer) is really a service and
its identity has not been forged by the attacker. The service
requester needs to receive the I P address of services in a secure
manner. There are sone approaches that can be used for this purpose
such as SAVI-DHCP, Router Advertisenent. There are also sone
mechani sms that can be used in service requesters to conplete this
aut henti cation and authorization processes such as CGA-TSI G DNS over
TLS

3.9.3.1. SAVI-DHCP

The DHCP server can carry this information and send it to the service
requesters at the sane tine as the service requesters receive a new
| P address fromthe DHCP servers

3.9.3. 2. Rout er adverti senment

I f Nei ghbor Discovery Protocol (NDP) [RFC4861] or Secure Nei ghbor

Di scovery (SeND) [RFC3971] are in use, then an option can be added to
a router advertisenent nmessage which carries required information
regarding the | P addresses of services. This is especially secure
when SeND is in use. There can be al so other protection nechani sns
that is explained in [ RFC7113].
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3.9.4. ULA and GUA Consi derations

As explained earlier, a ULA prefix is not to be advertised outside
the network domain. Administrators need to clearly set the scope of
the ULAs and configure ACLs on rel evant border routers to enforce
this scope. If internal DNS is used, administrators should use
internal -only DNS nanes for ULAs and perhaps use split horizon DNS to
ensure internal names do not resolve on the Internet as described in
RFC6950.

3.9.4.1. nDNS proxy and Security consideration
Unli ke I Pv4, there can be nultiple | P address assignnents per
interface. For exanple, a printer mght return both GUA and ULA. From
a security standpoint, it becones essential only ULAs be published in
DNS- SD popul at ed by nDNS

3.9.5. Oher Security Considerations
Since a WLAN m ght al so cover a part of city, it is really inportant
to nake sure that there is required filtering in edge networks to
avoi d distribution of nDNS/ DNS-SD nessages beyond the enterprise
net wor ks.

3.10. Not Usabl e Security Mechanisns
There are sonme other security mechanisns that are not fit to DNS-SD
protocol but mght be useable in future.

3.10.1. |Psec
| Psec is a security protection nmechanism |t requires manual step for
the configuration of the nodes. However, recently there are some new
drafts to automate this process. This is, of course, m ght not be an
i deal solution for DNS-SD. It is because it might not fit to nodes
with limted resources (e.g. battery). Data encryption, as explained
in section 3.12.2. is not suitable for DNS-SD

4. Security Considerations

Thi s docunment docunents the security of nDNS and DNS-SD. It does not
i ntroduce any additional security considerations

5. | ANA Consi der ati ons

There is no | ANA consi deration
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