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This draft proposes two extended use cases which illustrate nore
scenarios and nultiple ways of inplementation within the existing
DOTS work scope. One is the data mning and SDN based centralized
Anti - DDoS use case, the other is the NFV based distributed DDoS
mtigation use case
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1. Introduction

DDoS attacks are one of the largest threats to the Internet, and are
evol ving very qui ckly whatever its volunme size or conplexity. The
DDoS attack victins include | SPs, enterprises, and websites. To
defend their network resource or services against DDoS attack, Anti-
DDoS sol utions are needed. According to specific scenarios or
requirenents, as well as the energing new technol ogi es such as cl oud,
NFV and big data, various Anti-DDoS solutions exist in current

i ndustry.

This docunment will present two use cases for a distributed Anti-DDCS
sol ution based on standard inter-system comunications between the
conmponents. These standards will permit a nmix of "best of breed"
depl oynent .

1.1. Background

Current Anti-DDoS solution is to deploy a proprietary Anti-DDoS
systemclose to the protected site, or in the network, close to the
protected site. Anti-DDoS systens can be either one physical box or
a distributed system The former application nmeans that the
detection and mtigation nodules are all located in the sane box. In
comparison, the latter is a distributed system which includes

di stributed devices responsible for detection (i.e., DPl),
mtigation (i.e., scrubbing) and central control respectively. The
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latter application is better in overall perfornmance and depl oynent
flexibility. To neet the various requirenents, the Anti-DDoS system
is deployed in various locations in a network. For exanple, it is
depl oyed near the protected sites for easily detecting application-
| ayer attacks, or near to the attack source to nitigate attacking
traffic as soon as possible and prevent themfl ooding into the

net wor k.

Due to the chall enges of high volune and conpl exity brought by
today’ s DDoS attacks, the cloud-based Anti-DDoS service is becom ng
attractive and adopted by nore and nore custoners. By this way, all
of the custoner’s traffic is nonitored and scrubbed by the Anti-DDoS
service provider in real time, and the custonmer can nmanage its own
Anti - DDoS service and get the related information through the web-
based customer portal. This type of service has the benefits of high
performance and scal ability.

On the other hand, Network Function Virtualization (NFV) is

consi dered as a prom sing technol ogy used by network operators for
its great benefits such as saving cost and speeding up new service’'s
provision. Specifically, for the Anti-DDoS service provided by
networ k operators, they can dynanmically create the Anti-DDoS Virtua
Net wor k Functions (VNFs) and depl oy themto the appropriate

| ocations in the network (i.e., near to the attack source or
destination, or both) as needed, because they have the information
and control of the whole network. The network operators have the

i nherent advantage conmparing with the third-party Anti-DDoS service
providers in this aspect.

Furthernmore, in addition to the detection by specific devices (e.g.
Deep Packet Inspection (DPl)), normal network forwardi ng devices
(e.g., router or switch) can also be involved in the DDoS attack
detection by collecting the L3/L4 flow informati on and sendi ng them
to the centralized platformfor analysis or data mning. It can be a
complinentary way to current DDoS detection mechanism or an

i ndependent detection nethod by itself.

During the last few years, the above technol ogies are in the process
of integration, aimng to devel op a conprehensive distributed and
col | aborative Anti-DDoS solution. One exanple is the hybrid solution
by conbining the specified on-prem se Anti-DDoS devices with cloud-
based Anti-DDoS service. The on-prem se devices nmonitor all the
traffic of custoner and effectively mitigate the application-Iayer
attacks. When attack size reaches customner-established thresholds,
mtigation can be noved to the cloud platform The ultimate goal of
the integration is formng a full spectrumof Layer 3-7 defenses
both on-prenise and in the cloud. For all the distributed and
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col l aborative Anti-DDoS solutions, the coordination among all the
menber el enents is necessary for nmanaging them as well as
collecting and correlating various information fromthemso as to
forma holistic network security view.

[I-D.draft-nglt-dots-use-cases] describes several DDoS Open Threat
Signaling (DOTS) use cases for conmmunication across distributed
Anti - DDoS devi ces or between on-preni se device and cl oud platform

Additionally, it also illustrates the benefits the DOTS work can
bring.
This draft proposes two new use cases which illustrate nore

scenarios and nultiple ways of inplementation within the existing
DOTS wor k scope:

0 Collect and correlate security related flow i nformation from
net wor k forwardi ng devices and proactively detect the DDoS attack
by centralized analysis or data m ning;

o0 Dynami ¢ and distributed Anti-DDoS solution by creating VNFs and
depl oying themto the edge network on demand.

2. Conventions used in this docunent
DDoS - Distributed Denial of Service
DOTS - DDos Open Threat Signaling
SDN - Software Defined Network
NFV - Network Function Virtualization
DPI - Deep Packet Inspection
CAPEX - Capital Expenditure
IPFIX - IP Flow I nformation Export
ACL - Access Control List

PoP - Point of Presence
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3. Data M ning and SDN Based Centralized DDoS Protection

Wth the devel opnent of big data and SDN NFV technol ogi es, new ways
of thinking of DDoS protection cone along as well. A centralized
data mining and SDN-Ii ke control platformplays a key role for DDoS
protection in this use case.

The centralized platformcollects L3/L4 flow information from normal
networ k forwarding devices (e.g., router or switch) in the whole
network, and then anal yzes themw th data nmining technol ogy to get
the holistic view of network DDoS threats | eading to an easy DDoS
attack detection. Conpared with traditional signature based sol ution,
data mining analysis focuses nore on the behaviors and patterns of
the data flows other than the content of the packets. Milti-

di mension to ultra-high dinmension nodels can be built to accurately
profile the data flows on-line, which allows detecting and even
predicting DDoS attacks in real-tinme. By this way, operators can
greatly reduce the Capital Expenditure (CAPEX), as conplicated and
expensi ve detecting devices with Deep Packet Inspection (DPI)
functions will be no |onger essential. Furthernore, in contrast to
dedi cated Anti-DDoS devices, the data mning platformis highly

scal abl e wi t hout obvious performance linmt (the data m ning
functions can be executed on the elastic conputing environnent). And
it has self-adapting capability to proactively detect new nutations
of DDoS attacks.

This Anti-DDoS solution involves a | arge nunber of elenents, i.e.
routers, switches, data nmning platform dedicated Anti-DDoS devices
and etc, as well as frequent infornmation exchange between themto
fulfill its essential functions, i.e., packet/flow sanpling, traffic
di version, sending security policies, and etc. Al these elenments
and rel ated control processes can be integrated into the SDN-1i ke
control architecture to inprove the automation |level so as to reduce
operational involvenent in DDoS attack nanagenent.
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Figure 1. Data Mning and SDN Based Centralized Anti-DDoS Use Case

As illustrated in Figure 1, a data nining and SDN based centralized
Anti - DDoS solution fornms a closed-1oop control system which includes
the foll ow ng steps:

1.

X a,

Data mning platformnonitors network traffics by big data

anal ysis algorithms based on received |IP Flow Information Export
(I PFI X) packet sanpling records, and it probably needs sone
extensions to current |PFIX specification for security
requirenments [I-D.draft-fu-ipfix-network-security].

Data m ning platformsends the nonitoring report to the SDN
controller, which provides the inputs for SDN controller to take
next step actions. The report contains the information about the
det ected DDoS attacks based on the data m ning nodel s taken by
the platform the information could be the abnormal flows, the
suspi ci ous DDoS attack sources or destinations.

Based on the nonitoring reports input, the SDN controller can
control the network forwarding devices to performvarious
operations, e.g., adjusting the IPFI X flow sanpling policies, or
configuring device security policies such as rate-limting or
Access Control List (ACL), or traffic redirection to specified
mtigation devices or tracking the attack sources and etc.
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4. The suspicious traffic is identified and redirected to specified
Anti - DDoS devi ces for further inspection and cleaning, and then
clean traffic is transmt back to the network;

5. At last, the DPI and scrubbing statistics information created by
the specified Anti-DDoS devices are reported to the data m ning
platform which are used to help it to inprove and derive further
security intelligence by self-Iearning mechani sm

4. NFV Based Distributed DDoS Mtigation Use Case

Previously, due to the deploynent limt of physical DDoS mitigation
devices and the third-party Anti-DDoS service provider does not have
the control of the network infrastructure, the centralized

depl oynent of DDoS mitigation devices is nore suitable than the

di stributed depl oynent. The centralized way is not optimized in
savi ng networ k bandwi dth, and is possible to make DDoS mitigation
devices to be the bottl eneck.

Now, the distributed depl oynent of DDoS mitigation appliances to the
network edge i s becom ng feasible as NFV technol ogi es grows quickly
and are wi dely adopted by network operators for nmanagi ng network
infrastructure. By the way of dynami c depl oynent, the virtual DDoS
mtigation appliances (i.e., virtual FW scrubbing center, etc) are
distributed at the network edges to relieve the performance and

net wor k bandwi dt h consum ng probl ens.

Generally, for the distributed Anti-DDoS solution, the DDoS

nmoni toring appliances should be closer to the attacked destination
for easy detection, and the DDoS mitigation appliances should be
closer to the attacking sources for saving network bandw dth. So,
the source tracking nechanismis an inportant part of the whole
sol uti on.
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Figure 2. NFV Based Distributed DDoS Mtigation Use Case
Figure 2 illustrates the use case including the follow ng steps:

1. DDoS nonitoring appliance sends the nonitoring report to the
Anti - DDoS controller, providing the inputs for next step actions;

2. Anti-DDoS controller perforns the attacking source tracing
mechanismto | ocate the network edges (i.e., PoPs) needed to
depl oy the virtual DDoS mitigation appliances;

3. ISP's NFV orchestration center dynamically deploys the virtua

DDoS mitigation appliances on the network edge to filter/clean
the attacking traffic.
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5. Security Considerations
This specification tal ks about the use cases for anti-DDoS sol utions,
whi ch does not introduce any new security threats to the network.
However, if the anti-DDoS system could be hacked by attackers, then
it could be used for malicious purposes, such as protecting the
attacks, or generating new attacks.

6. | ANA Consi derations
There is no | ANA consideration for this specification
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