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Abstract

| PFI X protocol has been used to carry Infornmation El enments, which are
defined to nmeasure the traffic information and information related to
the traffic observation point, traffic nmetering process and the
exporting process. Network or device status are checked through

anal ysi ng neccessary observed information. Although nost of the
existing Information El enents are useful for network security

i nspection, they are still not sufficient to deternine the reasons
behi nd observed events such as for DDOS attack, |CMP attack, and
fragment attack. To allow administrators nmaking effective and quick
response to the attacks, this docunment extends the standard
Information El ements and describes the formats for inspecting network
security.

Status of This Meno

Fu,

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on October 30, 2015.
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Ter m nol ogy

| PFI X-specific term nology (Information El ement, Tenplate, Tenplate
Record, Options Tenplate Record, Tenplate Set, Collector, Exporter
Data Record, etc.) used in this docunent is defined in Section 2 of
[RFC7011]. As in [RFC7011], these |PFI X-specific terns have the
first letter of a word capitalized.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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I nt roducti on

As network security issues arising dramatically nowadays, network
adm nistrators are eager to detect and identify attacks as early as
possi bl e, generate counterneasurenents with high agility. Due to the
enor nous amount of network attack types, netrics useful for attack
detection are as diverse as attack patterns thensel ves. Moreover
attacki ng met hods are evolved rapidly, which brings challenges to
desi gni ng det ect nechani sm

The | PFI X requi rement [ RFC3917] points out that one of the target
applications of IPFIX is atack and intrusion detection. The IPFIX
Prot ocol [RFC7011] defines a generic exchange mechani smfor flow

i nformati on and events. It supports source-triggered exporting of

i nformati on due to the push nodel approach other than exporting upon
flowend or fixed time intervals. The | PFI X | nformation Mdel

[ RFC5102] defines a list of standard Information El enments (IEs) which
can be carried by the I PFI X protocol. Eventhough the existing
standard | Es are useful to check the status/events of the traffic,
they are not sufficient to help network adm nistrators identify
categories of the attacks. The scanty information will result in an
i naccurate anal ysis and sl owi ng down the effective response towards
net work attacks.

For instance, CC (Challenge Collapsar) attack is a typica

application | ayer DDoS attack, which mainly attacks the dynanmi c pages
of web server. It nmakes the web server’s resources exhausted and
paral yzed, so the server will be denial of service. Because CC
attacker inmtates normal users’ behavior pretty well by using
different real I P addresses with relatively conpl etive access process
(even with | ow speed), it makes the attack conceal ed well conpared
with traditional network |ayer DDoS (e.g. SYN-Flood, etc). 1In
addition, the attacker often mani pul ates the attack behind the scenes
by non-direct communicate with target server, so the attack is not
easy to be tracked and di scovered. It would be useful to collect
application status information for application layer attacks. In
this case, CC attack is likely to happen if a |large nunmber of non 2XX
HTTP status code replied fromthe server are observed

Fragnent attack enpl oys unexpected formats of fragnmentation, which
wWill result in errors such as fragnentation buffer full, fragnent
over |l apped, fragment inconplete. Existing |IPFIX fragmentation
nmetrics includes fragment O fset, fragmentldentification
fragment Fl ags, which only indicate the attributes of a single
fragment, and are not suitable for attack detection. Integrated
measurenents are needed to provide an holistic review of the session
Furthermore | CMP fl ow nodel has features such as the | CMP Echo/ Echo
Reply doninate the whole traffic flow, |CWP packet interval is
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3. 1.

Fu,

usually not too short (normally 1 pkt/s). The current |CW

i nformati on el enents of | PFIX contains the |CMP type and code for
both I Pv4 and | Pv6, however they are for a single | CMP packet rather
than statistical property of the | CVWP session. Further netrics |ike
the cumul ated sum of various counters should be cal cul ated based on
sanpling method defined by the Packet SAMPIing (PSAMP) protocol [RFC
5477]. Similar problens occur in TCP, UDP, SNMP and DNS attack, it
woul d be useful to derive the nunber of the upstream and downstream
packets separately and over tine in order to detect the anonalies of
t he network.

Upon t he above discussions and per |PFI X applicability [RFC 5472],
derived netrics are useful to provide sufficient evidence about
security incident. A wisely chosen sets of derived nmetrics wll

all ow direct exporting with mniml resource consunption. This
docunment extends the I PFI X Information nmodel and defines Information
El ements (I Es) that SHOULD be used to identify different attack
categories, the standardi zation of those |Es will inprove the network
security and will support the offline analysis of data fromdifferent
operators in the future.

Informati on El enents and use cases

This section presents the information el enents that are useful for
attack detection, the IPFI X tenplates could contain a subset of the
I nformation El enments(lEs) shown in Table 1 dependi ng upon the attack
under concern of the network administrator. For exanmple a session
creation tenplate contains

{sour cel Pv4Addr ess, destinationl pv4Address, sourceTransportPort,
destinationTransportPort, protocolldentifier, pktUpstreanCount,
pkt Downst r eanCount, sel ector Al gorithm sanplingPacket!| nterval
sanmpl i ngPacket Space}

An exanpl e of the actual event data record is shown belowin a
readabl e form

{192. 168. 0. 201, 192.168.0.1, 51132, 80, 7, 67, 87, 3, 100, 1000}
I nformati on El enents

The following is the table of all the IEs that a device would need to
export for attack statistic analysis. The formats of the IEs and the
IPFIX IDs are listed below Mst of the IEs are defined in [|PFI X-

| ANA], while sone of the IPFIX IE s ID are not assigned yet, and
hence the detailed explanation of these fields are presented in the
foll owi ng sections. The recomended registrations to |ANA is

descri bed the | ANA consi derations section.
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Source | Pv4
Addr ess
Destinati on

| Pv4 Address
Source Port
Destination
port
Transport

pr ot ocol

The nunber of
i ncom ng
packets since
t he previous
report (if
any) for this
Fl ow at the
Cbservation
Poi nt
Upst r eam
packet counter
Downst r eam

I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
| packet counter |
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I

sour cel Pv4Addr ess
desti nati onl Pv4Addr ess 32

16
16

sour ceTransport Port
destinati onTransport Port

protocol I dentifier

packet Del t aCount 64

pkt Upst r eanCount 64 TBD

pkt Downst r eantCount 64 TBD

oct et Upst r eanCount 64 TBD Upst ream oct et
count er
Downst r eam
octet counter
The tota
nunber of
packet s of
this Flow with
TCP
"Synchroni ze
sequence
nunber s" (SYN)
flag set

The total
nunber of
packet s of
this Flow with
TCP "No nore
data from
sender" (FIN)

flag set

oct et Downst r eanCount 64 TBD

t cpSynTot al Count 64 218

t cpFi nTot al Count 64 219
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t cpRst Tot al Count 64 220 The total
nunber of
packet s of
this Flow with
TCP "Reset the
connection”
(RST) flag
set.

The t ot al
nunber of
packet s of
this Flow with
TCP "Push
Functi on"

(PSH) flag
set.

The total
nunber of
packet s of
this Flow with
TCP " Acknow ed
gnent field
significant”
(ACK) flag

I

I

I

I

I

I

I

I

t cpPshTot al Count |
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
set. |
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

64 221

t cpAckTot al Count 64 222

64 223 The tota
nunber of
packet s of
this Flow with
TCP " Ur gent
Pointer field
significant”
(URG flag
set.

TCP contro
bits observed
for packets of
this Fl ow

The reason for
Fl ow

term nation
Length of the
smal | est
packet
observed for
this Fl ow
Length of the
| argest packet

t cpUr gTot al Count

tcpControl Bits

f 1 owEndReason 136

m ni num pTot al Lengt h 64 25

maxi mum pTot al Lengt h 64 26
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dat eTi meSeco
nds

fl owSt art Seconds

f | owEndSeconds dat eTi neSeco

nds
flowStartM || iseconds dateTi meM | |
i seconds
flowEndM I | i seconds dat eTi meM | |
i seconds

dat eTi neM cr
oseconds

flowStartM croseconds

f 1 owEndM cr oseconds dat eTi meM cr

oseconds
appl i cat i onEr r or CodeCount 32
f ragment Fl ags 8
fragment | nconpl et eCount 32
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150

151

152

153

154

155

TBD

197

TBD

April 2015

observed for |
this Fl ow |
The absol ute |
ti mestanp of [
the first |
packet of this

FI ow [
The absol ute |
ti mestanp of |
t he | ast [
packet of this

FI ow [
The absol ute [
ti mestanp of |
the first |
packet of this

FI ow |
The absol ute [
ti mestanp of |
the | ast |
packet of this

FI ow [
The absol ute |
ti mestanp of |
the first |
packet of this |
Fl ow |
The absol ute [
ti mestanp of |
the | ast |
packet of this

Fl ow |
Number of |
packets with [
application |
error code |
det ected |
Fragnmentation |
properties |
i ndi cated by [
flags in the |
| Pv4 packet |
header or the |
| Pv6 Fragment |
header, |
respectively [
Count er of |
i nconpl ete [
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fragment Fi r st TooSho
t

fragment O f settErro

f ragment FI agErr or Co

i cmpTypel Pv4

i cnpCodel Pv4

i cnpTypel Pv6

i cnpCodel Pv6

i cmpEchoCount

i cnpEchoRepl yCount

sel ector Al gorithm

sanpl i ngPacket I nt erva

sanpl i ngPacket Space

et al.

rt Coun 32

r Count 32

unt 32

32

32

16

32

32
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TBD

TBD

176

177

178

179

TBD

TBD

304

305

306
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fragnents [
Number of |
packets with |
first fragment |
too short |
Number of |
fragments with |
of fset error |
Number of |
fragnments with |
flag error |
Type of the |
| Pv4 | CWP [
nmessage |
Code of the |
| Pv4 | CWP [
nmessage |
Type of the |
| Pv6 | CWP [
nmessage |
Code of the |
| Pv6 | CWP [
nmessage |
The nunber fo |
| CMP echo. |
The nunber of |
| CMP echo |
reply. [
Thi s |
I nformati on |
El enent |
identifies the
packet |
sel ection [
met hods (e.g.,
Filtering, [
Sanpling) that |
are applied by |
the Selection |
Process. [
The nunber of |
packet s that |
I
I
|
I
I
I

are
consecutively
sanmpl ed
The nunber of
packet s

between two "s
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| | | | anplingPacket! |
| | | | nterval"s. |

Table 1: Information El enent table
2. Packet upstreani downstream counters

A sudden increase of Flow fromdifferent sources to one destination
may be caused by an attack on a specific host or network node using
spoof ed addresses. However it nmay be cased by legitimte users who
seek access to a recently published web content. Only reporting the
total packet nunber is not sufficient to indicate whether attacks
occur, as it lacks details to separate good packets from abnor noal
packets. as a result, upstream and downstream packets shoul d be

nmoni tored seperately so that upstreamto downstream packet nunber
rati o can be use to detect successful connections. pktUpstreanCount
and pkt DownstreanCount are added to | PFI X to represent the cunul ated
upstream and downstream packet nunber respectively.

3.3. 1 QW echo/echo reply counters

An unusual ratio of I1CVWP echo to | CVWP echo reply packets can refer to
| CMP attack. However the existing set of IPFIX |Es provides the type
and code of | CWMP packet, countinuously export the information wll
result in serious resource consunption at the exporter, the collector
and the bandwith. The nunber of echo and echo reply packets in a

Fl ow can be derived for the Cbservation Donain in a specific tine
interval or once the ratio exceeds threshold. The basic netrics

i cnpEchoCount and i cnpEchoRepl yCount are defined as new | PRI X

I nformation El enments.

3.4. Fragment statistic

Fu,

Typical fragnent attack includes fragnentation buffer full, fragnent
over | apped, fragment inconplete. Existing |IPFIX fragmentation
metrics includes fragnmentldentification,fragnentOfset,

fragment Fl ags, which are not sufficient to identify errors, and are
not suitable for early attack detection. |Integrated neasurements are
needed to provide an holistic review of the flow
fragment | nconpl et eCount checks the nunber of inconplete fragnentation
, fragment Fi r st TooShort Count verifies the nunber of fragnments with
first fragnment too short, fragmentOfsetErrorCount checks the number
of fragments with offset error, and fragnent Fl agError Count detect
early whether the fragnentation is caused by a nalicious attack
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3. 5.

3. 6.

4.

4. 1.

Fu,

Application error code

The application |ayer attack requires |IPFI X protocol capture packet
payl oad. An initial consideration of the application error code
comes fromthe HTITP status code except 2XX successful code. O her
application |ayer protocol error code are al so supported. The error
code list can be expanded in the future as necessary. The data
record will have the corresponding error code value to identify the
error that is being | ogged.

Ext ended val ue of Fl owEndReason

There are 5 defined reasons for Flow termination, with val ues ranging
from Ox01 to 0x05

0x01: idle tineout

0x02: active tineout

0x03: end of Fl ow detected
0x04: forced end

0x05: lack of resources

There is an additional reason caused by state machine anomaly. Wen
FINSYN is sent, but no ACKis replied after a waiting tineout, the
existing five reasons do not match this case. Therefore, a new val ue
is proposed to extend the Fl owEndReason, which is 0x06: protoco
exception tineout.

Encodi ng
| PFI X

Thi s docunment uses | PFI X as the encodi ng nmechanismto nonitor
security events. However, the information that is |ogged SHOULD be
the sane irrespective of what kind of encoding scheme is used. |PFIX
i s chosen, because it is an | ETF standard that meets all the needs
for a reliable |ogging nechanismand one of its targets are for
security applications. |PFIX provides the flexibility to the | ogging
device to define the data sets that it is logging. The IEs specified
for 1ogging MIST be the sanme irrespective of the encodi ng nechani sm
used.
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5.
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| ANA Consi der ati ons

The followi ng information el enents are requested from | ANA | PFI X
registry.

Nane : pkt Upst reamCount

Description: The number of the upstream packets for this Flow at the
(bservation Point since the Metering Process (re-)initialization for
this Cbservation Point.

Abstract Data Type: unsigned64

Data Type Semantics: TBD

Nane: pkt DownstreantCount

Descri ption: The nunmber of the downstream packets for this Flow at
the Cbservation Point since the Metering Process (re-)initialization
for this Observation Point.

Abstract Data Type: unsi gned64

Data Type Semantics: TBD

Name: oct et Upstr eanCount

Description: The total nunber of octets in upstream packets for this
Fl ow at the Cbservation Point since the Metering Process
(re-)initialization for this Observation Point. The nunber of octets
i ncludes | P header(s) and | P payl oad.

Abstract Data Type: unsigned64

Data Type Semantics: TBD

Nanme : oct et DownstreantCount

Description: The total nunber of octets in downstream packets for
this Flow at the Oohservation Point since the Metering Process
(re-)initialization for this Goservation Point. The nunber of octets
i ncludes | P header(s) and | P payl oad.

Abstract Data Type: unsigned64

Data Type Semantics: TBD

Name: applicati onError CodeCount
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Description: This Information El enment identifies the nunber of
packets with application |ayer error code detected.

Abstract Data Type: unsigned32
Data Type Semantics: TBD
Nane: fragnentlnconpl et eCount

Description: This Information Elenent is the counter of inconplete
fragnments.

Abstract Data Type: unsigned32
Data Type Semantics: TBD
Nane: fragnentFirstTooShort Count

Description: This Information El ement indicates the nunber of packets
with first fragment too shortt.

Abstract Data Type: unsigned32
Data Type Semantics: TBD
Nane: fragnent O f set Error Count

Description: This Information El ement specifies nunber of fragnents
with offset error.

Abstract Data Type: unsigned32

Data Type Semantics: TBD

Nane: fragnent Fl agError Count

Description: This Information El ement specifies nunber of fragments
with offset error.Wien the DF bit and M- bit of the fragnent flag are
set in the sanme fragnent, there is an error at the fragnment fl ag.
Abstract Data Type: unsigned32

Data Type Semantics: TBD

A new val ues is added to Fl owEndReason:

0x06: protocol exception tineout
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The flow was term nated due to protocol state machine anomaly and
unexpect ed ti meout.

6. Security Considerations

No additional security considerations are introduced in this
docunment. The sanme security considerations as for the |IPFI X protocol
[ RFC7011] apply.
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