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Abstract

Thi s docunent di scusses nechani sns that a downstream Aut ononous
System (AS) can use, when it detects a potential Distributed Denial-
of - Service (DDoS) attack, to request an upstream AS to perform

i nbound filtering in its ingress routers for traffic that the
downstream AS wi shes to drop. The upstream AS can then undertake
appropriate actions (including, blackhole, drop, rate-linmt, or add
to watch list) on the suspect traffic to the downstream AS t hus
reduci ng the effectiveness of the attack.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on Decenber 31, 2015.

Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I nt roducti on

A distributed denial -of-service (DDoS) attack is an attenpt to nake
machi nes or network resources unavailable to their intended users.
In nost cases, sufficient scale can be achi eved by conprom sing
enough end-hosts and using those infected hosts to perpetrate and
amplify the attack. The victimin this attack can be an application
server, a client, a router, a firewall, or an entire network, etc.
The reader may refer, for exanple, to [ REPORT] that reports the
fol | owi ng:

o Very large DDoS attacks above the 100 Gops threshold are
experi enced.

o DDoS attacks against customers remain the nunber one operationa
threat for service providers, with DDoS attacks agai nst
infrastructures being the top concern for 2014.
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o0 Over 60% of service providers are seeing increased denand for DDoS
detection and mtigation services fromtheir custoners (2014),
with just over one-third seeing the same demand as in 2013.

Enterprises typically depl oy DDoS nonitoring appliances that are
capabl e of inspecting and nonitoring traffic to detect potential DDoS
threats and generate al arns when sone threshol ds have been reached.
Most of these tools are offline; further steps are required to

i ntroduce online tools that would have i mMmedi ate effects on traffic
associated with an ongoing attack. Thanks to the activation of
dynani ¢ cooperative nmeans, counterneasure actions can be enforced in
early stages of an attack, which can optim ze any service degradation
that can be perceived by end users.

Thi s docunment describes a nmeans for such enterprises to dynamically
informits access network of the | P addresses that are causing DDoS
The access network can use this information to discard flows from
such | P addresses reaching the custonmer network

The proposed nechani sm can al so be used between applications from
various vendors that are deployed within the same network, sone of
them are responsible for nonitoring and detecting attacks while
others are responsible for enforcing policies on appropriate network
el ements. This cooperations contributes to a ensure a highly
automated network that is also robust, reliable and secure.

The advant age of the proposed nmechanismis that the upstream AS can
provi de protection to the downstream AS from bandwi dt h-saturating
DDoS traffic. The proposed nechani smcan al so be coupled with
policies to trigger how requests are issued. Nevertheless, it is out
of scope of this docunment to el aborate on an exhaustive list of such
poli ci es.

How a server deternines which network el ements should be nmodified to
install appropriate filtering rules is out of scope. A variety of
mechani sms and protocols (including NETCONF) nmay be considered to
exchange information through a comunication interface between the
server and these underlying elements; the selection of appropriate
mechani sms and protocols to be invoked for that interfaces is

depl oynent - speci fi c.

2. Notational Conventions
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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3.

Sol ution Overvi ew

Net wor k applications have finite resources |like CPU cycles, nunmber of
processes or threads they can create and use, nmaxi num nunber of

si nul t aneous connections it can handle, linmted resources of the
control plane, etc. Wen processing network traffic, such an
application uses these resources to offer its intended task in the
nmost efficient fashion. However, an attacker nmay be able to prevent
the application fromperfornmng its intended task by causing the
application to exhaust the finite supply of a specific resource.

The conplexity and the multitude of potential targets result in
maki ng DDoS detection a distributed systemover a network. Flood
attacks can be detected at the entrance of the network, SYN floods
may be detected by firewalls associated to behavioral analysis.
Attacks on the link are carried out by sending enough traffic such
that the Iink becones excessively congested, and legitinmate traffic
suf fers high packet |1oss. Oher possible DDoS attacks are di scussed
in [RFC4732].

In each of the cases described above, if a network resource detects a
potential DDoS attack froma set of |IP addresses, the network
resource informs its servicing router of all suspect |P addresses
that need to be blocked or black-listed for further investigation
That router in-turn propagates the black-listed |IP addresses to the
access network and the access network blocks traffic fromthese IP
addresses to the custoner network thus reducing the effectiveness of
the attack. The network resource, after certain duration, requests
the rules to block traffic fromthese | P addresses be renoved.

If a blacklisted | Pv4 address is shared by multiple subscribers then
the side effect of applying the black-list rule will be that traffic
fromnon-attackers will also be blocked by the access networKk.

Pr ot ocol Requirenents

The protocol requirenments for co-operative DDoS nitigation are the
fol | owi ng:

0 Acknow edgenent for the processing of a filtering request and the
enf orcenent of associated counternmeasures.

Mechanismto delete a configured rule.

Mechani smto convey lifetine of a rule.

Mechani smto extend the validity of a rule.

Mechanismto retrieve a list of filtering rules

Prot ocol needs to support "forward conpatibility" where the
network resource can tell the network entity what version it
supports and vice-versa. Any protocol describing attack

OO0Oo0oo0oo
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mtigations needs forwards conpatibility so that new attacks can
be described while still allow ng ol der peers (who do not yet
understand the new attack) to provide sonme mitigation

o The mechani sm shoul d support the ability to send a request to
mul tiple destinations (e.g., multi-honi ng cases).

0 Because nmultiple clients may be allowed to send requests on behal f
of a downstream node, the nechani smshould allow to signa
conflicting requests.

o The request to install a filter may indicate an action (e.qg.
bl ock, add to a watch list, etc.).

0 The nmechani sm nust be transported over a reliable transport.

The security requirenments for co-operative DDoS nitigation are the
fol | owi ng:

0 There nmust be a mechani smfor nutual authentication between the
network resource that is signaling black-list rules and the
network entity that uses the rules either to propagate the rules
upstream or enforces the rules locally to block traffic from
attackers.

0 Integrity protection is necessary to ensure that a man-in-the-

m ddle (MTM device does not alter the rules.

0 Replay protection is required to ensure that passive attacker does

not replay old rules.

5. Protocol s for Consideration

An access network can advertise support for filtering rules based on
REST APIs. A CPE router should use RESTful APlIs discussed in this
section to informthe access network of any desired IP filtering
rules. |If the access network does not advertise support for REST,
BGP can be used. The means by which an access network can make this
advertisenent is outside the scope of this docunent.

5.1. REST

A network resource could use HTTP to provision and nmanage filters on
the access network. The network resource authenticates itself to the
CPE router, which in turn authenticates itself to a server in the
access network, creating a two-link chain of transitive

aut henti cati on between the network resource and the access network.
The CPE router validates if the network resource is authorized to
signal the black-list rules. Likewi se, the server in the access
network validates if the CPE router is authorized to signal the

bl ack-list rules. To create or purge filters, the network resource
sends HTTP requests to the CPE router. The CPE router acts as HITP
proxy, validates the rules and proxies the HTTP requests contai ning
the black-listed I P addresses to the HITP server in the access

Reddy, et al. Expi res Decenber 31, 2015 [ Page 5]



Internet-Draft Co-operative DDoS Mtigation June 2015

networ k. When the HTTP proxy receives the associated HITP response
fromthe HTTP server, it propagates the response back to the network
resource.

If an attack is detected by the CPE router then it can act as a HTTP
client and signal the black-list rules to the access network. Thus
the CPE router plays the role of both HTTP client and HTTP proxy.

Net wor k

Resour ce CPE router Access network
Fomm e eaaan + Fomm e + Fomm e e + / \
| o [ | ] Internet |
| HTTP dient| | HTTP Proxy| | HTTP Server | [ |
I I I I I I I
R + R + o m e e e oo - + \ /

Figure 1

JSON [ RFC7159] payl oads can be used to convey both filtering rules as
wel | as protocol -specific payl oad nessages that convey request
paraneters and response information such as errors.

5.1.1. Install black-list rules

An HTTP POST request will be used to push black-list rules to the
access networKk.

PCST {schene}://{host}:{port}/.well-known/{version}/{UR suffix}

Accept: application/json

Content-type: application/json

{
"policy-id": number,
"traffic-protocol": string,
"source-protocol -port": string,
"destination-protocol -port": string,
"destination-ip": string,
"source-ip": string,
"l'ifetime": nunber,
"traffic-rate" : nunber,

Figure 2: POST to install black-list rules
The header fields are described bel ow.
policy-id: Identifier of the policy represented using a nunber.

This identifier nust be unique for each policy bound to the sane
downstream network. This identifier nust be generated by the
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client and used as an opaque val ue by the server. This docunent
does not nmke any assunption about how this identifier is

gener at ed.
traffic-protocol: Valid protocol values include tcp and udp
sour ce-protocol -port: For TCP or UDP: the source range of ports

(e.g., 1024-65535).

desti nati on-protocol -port: For TCP or UDP: the destination range of
ports (e.g., 443-443). This information is useful to avoid
di sturbing a group of customers when address sharing is in use

[ RFC6269] .
destination-ip: The destination | P addresses or prefixes.
source-ip: The source | P addresses or prefixes.
lifetime: Lifetime of the policy in seconds. |Indicates the

validity of a rule. Upon the expiry of this lifetime, and if the
request is not reiterated, the rule will be withdrawn at the
upstream network. A null value is not allowed.

traffic-rate: This field carries the rate information in | EEE
floating point [|EEE. 754.1985] format, units being bytes per
second. A traffic-rate of 'O should result on all traffic for
the particular flow to be discarded

The relative order of two rules is determ ned by conparing their
respective policy identifiers. The rule with | ower numeric policy
identifier value has higher precedence (and thus will match before)
than the rule with higher nunmeric policy identifier value.

Note: adnministrative-related clauses may be included as part of the
request (such a contract Identifier or a custoner identifier). Those
cl auses are out of scope of this docunent.

The foll owi ng exanpl e shows POST request to block traffic from

attacker I Pv6 prefix 2001: db8: abcd: 3f01::/64 to network resource
using | Pv6 address 2002: db8: 6401::1 to provide HITPS web servi ce.
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POST https://ww. exanpl e. contf . wel | - known/v1/ ac
Accept: application/json
Content-type: application/json

"policy-id": 123321333242,

"traffic-protocol": "tcp",
"source-protocol -port": "1-65535",
"destination-protocol -port": "443",

"destination-ip": "2001: db8: abcd: 3f 01: : / 64",
"source-ip": "2002: db8: 6401:: 1",

"lifetime": 1800,

"traffic-rate": O,

Figure 3: POST to install black-list rules

5.1.2. Renove black-list rules

An HTTP DELETE request will be used to delete the black-list rules
programed on the access network.

DELETE {schene}://{host}:{port}/.well-known/{URl suffix}
Accept: application/json
Content-type: application/json

"policy-id": nunber
}

Figure 4: DELETE to renove the rules
5.1.3. Retrieving the black-list rules installed

An HTTP GET request will be used to retrieve the black-list rules
programed on the access network.
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1) To retrieve all the black-lists rules progranmed by the CPE router
GET {schene}://{host}:{port}/.well-known/{URl suffix}
2) To retrieve specific black-list rules progranmmed by the CPE router

GET {schene}://{host}:{port}/.well-known/{URl suffix}
Accept: application/json
Content-type: application/json

"policy-id": nunber

Figure 5: GET to retrieve the rules
5.1.4. TBD
TBD

1. A CPE router can optionally convey netadata describing the attack
type and characteristics of the attack to the access network. In
sonme cases, especially with new forns of attack that don't fit
existing mtigation nmechani sns or exceed network or mitigation
capacity, the attack can’t be slowed or stopped. The access
network mght be able to signal its inability to stop the attack
(if it is awmare) or m ght be unaware that the attack continues to
flow In such cases where the attack continues, even after
filters are requested and installed, the CPE may still need to
obtain DDoS nitigation froman external service, outside the
scope of this docunent.

2. The network resource periodically queries the CPE router to check
the counters mitigating the attack and the query is recursively
propagated upstreamtill it reaches the access network that has
bl ocked the attack. |If the network resource receives response
that the counters have not incremented then it can instruct the
bl ack-1ist rules to be renpved.

5.2. BG°

BGP defines a nechani smas described in [RFC5575] that can be used to
automate inter-donmai n coordination of traffic filtering, such as what
is required in order to nmitigate DDoS attacks. However, support for
BGP in an access network does not guarantee that traffic filtering
will always be honored. Since a CPE router will not receive an
acknow edgnent for the filtering request, the CPE router should
monitor and apply simlar rules inits own network in cases where the
upstream network is unable to enforce the filtering rules. In

Reddy, et al. Expi res Decenber 31, 2015 [ Page 9]



Internet-Draft Co-operative DDoS Mtigation June 2015

addition, enforcenent of filtering rules of BGP on Internet routers
are usual ly governed by the maxi num nunber of data elements the
routers can hold as well as the nunmber of events they are able to
process in a given unit of tine.

6. | ANA Consi derations
TODO
7. Security Considerations

If REST is used then HTTPS nmust be used for data integrity and repl ay
protection. TLS based on client certificate or HTTP aut henti cation
must be used to authenticate the network resource signaling the

bl ack-1ist rules.

Speci al care should be taken in order to ensure that the activation
of the proposed nmechani smwon't have an inpact on the stability of
the network (including connectivity and services delivered over that
net wor k) .

I nvol ved functional elenents in the cooperation system nust establish
exchange instructions and notification over a secure and
aut henti cated channel. Adequate filters can be enforced to avoid
that nodes outside a trusted domain can inject request such as
deleting filtering rules. Nevertheless, attacks can be initiated
fromwithin the trusted domain if an entity has been corrupted.
Adequat e neans to nonitor trusted nodes should al so be enabl ed.
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