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standard IPv4 or IPv6 static routing as defined in section 7.4 of
[RFC1812], due to the DTN feature of Late Binding where the IP
address or addresses associated with an Endpoint Identifier may not
be known when a packet is originated. This draft presents a
specification for static routing in the DTN environment.
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Overview
The static routing protocol for Delay-Tolerant Networks (DTN) enables
the forwarding of traffic towards an Endpoint along a path which has
been manually configured by an administrator. The path may be
minimally defined by a combination of Endpoint identifier and a DTN
Convergence Layer, optionally supplemented by other attributes as
available.

2.

Terminology
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
[RFC2119]. This document also uses the following terminology
directly extracted from [RFC5050] and expanded with additional text
as follows:
Bundle
A bundle is a protocol data unit of the DTN Bundle Protocol, which
defines a series of contiguous data blocks as a bundle. Each
bundle serves a different purpose and contains enough semantic and
associated information to permit to application to perform a
transaction, where an individual data block may not. The goal is
to reduce Round-trip exchanges by bundling together all the
information required for a transaction, which is useful in DTN
environment. Multiple instances of the same bundle (the same unit
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of DTN protocol data) might exist concurrently in different parts
of a network - possibly in different representations - in the
local memory of one or more bundle nodes and/or in transit between
nodes. In the context of the operation of the bundle node, a
bundle is an instance of some bundle in the network that is in
that node’s local memory.
Bundle Payload
A bundle payload (or simply "payload") is the application data
whose conveyance to the bundle’s destination is the purpose for
the transmission of a given bundle. The terms "bundle content",
"bundle payload" and "payload" are used interchangeably in this
document. The "nominal" payload for a bundle forwarded in
response to a bundle transmission request is the application data
unit whose location is provided as a parameter to that request.
The nominal payload for a bundle forwarded in response to the
reception of that bundle is the payload of the received bundle.
Bundle Node
A bundle node (or, in the context of this document, simply a
"node") is any entity that can send and/or receive bundles in the
DTN environment based on the store-carry and forward paradigm. In
the most familiar case, a bundle node is instantiated as a single
process running on a general-purpose computer, but in general the
definition is meant to be broader: a bundle node might
alternatively be a thread, an object in an object-oriented
operating system, a special-purpose hardware device, etc. Each
bundle node has three conceptual components, defined below: a
"bundle protocol agent", a set of zero or more "convergence layer
adapters", and an "application agent".
Bundle Protocol Agent
The Bundle Protocol Agent (BPA) of a node is the node component
that offers the BP services and executes the procedures of the
bundle protocol. The manner in which it does so is wholly an
implementation matter. For example, BPA functionality might be
coded into each node individually; it might be implemented as a
shared library that is used in common by any number of bundle
nodes on a single computer; it might be implemented as a daemon
whose services are invoked via interprocess or network
communication by any number of bundle nodes on one or more
computers; it might be implemented in hardware.
Convergence Layer Adaptor
A Convergence Layer Adaptor (CLA) sends and receives bundles on
behalf of the BPA, utilising the services of some ’native’
internet protocol that is supported in one of the internets within
which the node is functionally located. The manner in which a CLA
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sends and receives bundles is wholly an implementation matter,
exactly as described for the BPA.
Bundle Endpoint
A Bundle Endpoint (or simply "endpoint") is a set of zero or more
bundle nodes that all identify themselves for BP purposes by some
single text string, called a "bundle endpoint ID" (or, in this
document, simply "endpoint ID"; endpoint IDs are described in
detail in section 4.4 of [RFC5050]). The special case of an
endpoint that never contains more than one node is termed a
"singleton" endpoint; every bundle node must be a member of at
least one singleton endpoint. Singletons are the most familiar
sort of endpoint, but in general the endpoint notion is meant to
be broader. For example, the nodes in a sensor network might
constitute a set of bundle nodes that identify themselves by a
single common endpoint ID and thus form a single bundle endpoints.
Note also that a given bundle node might identify itself by
multiple endpoint IDs and thus be a member of multiple bundle
endpoints.
Forwarding
When the bundle protocol agent of a node determines that a bundle
must be "forwarded" to an endpoint, it causes the bundle to be
sent to all of the nodes that the bundle protocol agent currently
believes are in the "minimum reception group" of that endpoint.
The minimum reception group of an endpoint may be any of the
following: (a) ALL of the nodes registered in an endpoint that is
permitted to contain multiple nodes (in which case forwarding to
the endpoint is functionally similar to "multicast" operations in
the Internet, though possibly very different in implementation);
(b) ANY N of the nodes registered in an endpoint that is permitted
to contain multiple nodes, where N is the range from zero to the
cardinality of the endpoint (in which case forwarding to the
endpoint is functionally similar to "any cast" operations on the
Internet); or (c) THE SOLE NODE registered in a singleton endpoint
(in which case forwarding to the endpoint is functionally similar
to "unicast" operations on the Internet). The nature of the
minimum reception group for a given endpoint can be determined
from the endpoint’s ID (again, see section 4.4 of [RFC5050]): for
some endpoint ID "schemes", the nature of the minimum reception
group is fixed - in a manner that is defined by the scheme - for
all endpoints identified under the scheme; for other schemes, the
nature of the minimum reception group is indicated by some lexical
feature of the "scheme-specific part" of the endpoint ID, in a
manner that is defined by the scheme.
Transmission
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A transmission is a sustained effort by a node’s bundle protocol
agent to cause a bundle to be sent to all nodes in the minimum
reception group of some endpoint (which may be the bundle’s
destination or may be some intermediate forwarding endpoint) in
response to a transmission request issued by the node’s
application agent. Any number of transmissions may be
concurrently undertaken by the bundle protocol agent of a given
node.
3.

Static Routing

3.1.

Introduction

As stated in section 7.4 of [RFC1812], static routing provides a
means of explicitly defining the next hop from a router for a
particular destination, typically by administrative configuration. A
router SHOULD therefore provide a means for defining a static route
to a destination. However, in Delay Tolerant Networks (DTNs) it may
not be possible to define such a destination by a network prefix,
since the network prefix may not be known at the time of
transmission. In DTNs, the Endpoint is addressed primarily through
the mechanism of the Endpoint Identifier, an identifier based on the
Universal Resource Identifier as tailored to DTNs.
In order to select a path to a distant Endpoint Identifier, the
static routing protocol SHALL establish a set of information
comprising as a minimum the Endpoint Identifier of the next hop and
the Convergence Layer that is available to transport the Bundle to
the next hop.
Additionally, the set of information SHALL also include a metric
where a dynamic routing protocol is also employed on the router to
aid in the process of next hop selection. The set of information MAY
also include additional attributes of the path to the next hop where
such attributes are useful or are provisioned on the Convergence
Layer. One such attribute is Time, or more correctly the time period
between which the connection through the Convergence Layer is
available.
The elements comprising the set of information are further discussed
below.
3.2.

Endpoint Identifier

The concept of Endpoint Identifiers is explained in section 3.3 of
[RFC4838], each Identifier being used to identify a Bundle Endpoint.
Therefore in a DTN router, the processes that enable the static
routing feature require access to a forwarding table that SHALL have
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a means of recording the Endpoint Identifiers that can be reached
through static routing, even if there is not an entry for the
Endpoint Identifier in question.
3.3.

Convergence Layer

It is not uncommon in Delay Tolerant Networks to use transport
protocols other than the well known Transmission Control Protocol
[RFC0793] and User Datagram Protocol [RFC0768], and as stated in
section 6 of [RFC4838] not all those transport protocols provide the
same exact functionality, hence some adaptation or augmentation on a
per-protocol or per-protocol family may be required. The adaptation
or augmentation is accomplished by the Convergence Layer which then
presents a consistent interface to the bundle layer. Examples of
Convergence Layers are described in [RFC7122] and [RFC7242].
Therefore against each Endpoint Identifier that is listed in the
means of explicitly defining the next hop, the Convergence Layer used
to transport the Bundle to the next hop SHALL be identified.
The route lookup algorithm is based upon a comparison of the wanted
distant Endpoint Identifier with those available in the set of
information, but given the complexity of performing a trade-off
between Convergence Layers for approximately matching Endpoint
identifiers, the lookup algorithm is for further study. Where two or
more Convergence Layers are identified for the same distant and next
hop Endpoint Identifiers, the method of choosing between those
Convergence Layers is for further study.
3.4.

Metric

As also stated in [RFC1812], the static routing mechanism SHOULD also
allow for a metric to be defined for each static route. Where two or
more next hops are defined for an Endpoint ID, the metric value will
allow the router to select which next hop to use to forward the
Bundle concerned, based on the state of the presence of the next hop.
Where one or more dynamic routing protocols are also present on the
router supporting static routing, the metric value associated with
each of the static route(s) MAY be taken into account by the dynamic
routing protocol in selecting the next hop, where the preference
between static and dynamic routes MAY be configured administratively.
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Time

Delay Tolerant Networks are typically comprised of mobile nodes, such
that the connection between nodes is limited in time, typically due
to wireless connections being out of range. In some networks,
including networks where energy conservation is a key factor, it is
advantageous to schedule connectivity ’windows’ when it is expected
that Transmission and Reception will occur. How such scheduling
information is acquired is out of scope for this draft. The accuracy
of the locally-known time in relation to some coordinated time is
also out of scope for this draft.
Where present, the Time attribute SHALL be comprised of StartTime and
EndTime, indicating the earliest time that Transmission or Reception
(or both) MAY commence to or from that next hop Endpoint, and the
time by which the Transmission or Reception (or both) SHALL cease.
4.

IANA Considerations
There are no IANA considerations at this time.

5.

Security Considerations
Security considerations for this routing protocol are for further
study. However since this protocol is configured manually, either by
direct access to the router concerned, or by the distribution of
configuration data by remote file transfer or a network management
protocol, standard precautions regarding security of management
access and control apply, including the authentication of management
users and appropriately securing the local or remote access protocol
used to connect to the management agent of the router.

6.

Acknowledgments
The authors are indebted to the DTN Research Group and the wealth of
information that has been published, and for the implementation of
the protocols embodied in DTN2 code including static routing. The
authors also acknowledge the work of NASA JPL in developing the ION
implementation of certain DTN and CCSDS protocols, also including
static routing.

7.

References

Dowdell & Benamar

Expires January 7, 2016

[Page 7]

Internet-Draft

7.1.

DTN Static Routing

July 2015

Normative References

[RFC1812]

Baker, F., "Requirements for IP Version 4 Routers", RFC
1812, June 1995.

[RFC2119]

Bradner, S., "Key words for use in RFCs to Indicate
Requirement Levels", BCP 14, RFC 2119, March 1997.

7.2.

Informative References

[RFC0768]

Postel, J., "User Datagram Protocol", STD 6, RFC 768,
August 1980.

[RFC0793]

Postel, J., "Transmission Control Protocol", STD 7, RFC
793, September 1981.

[RFC4838]

Cerf, V., Burleigh, S., Hooke, A., Torgerson, L., Durst,
R., Scott, K., Fall, K., and H. Weiss, "Delay-Tolerant
Networking Architecture", RFC 4838, April 2007.

[RFC5050]

Scott, K. and S. Burleigh, "Bundle Protocol
Specification", RFC 5050, November 2007.

[RFC7122]

Kruse, H., Jero, S., and S. Ostermann, "Datagram
Convergence Layers for the Delay- and Disruption-Tolerant
Networking (DTN) Bundle Protocol and Licklider
Transmission Protocol (LTP)", RFC 7122, March 2014.

[RFC7242]

Demmer, M., Ott, J., and S. Perreault, "Delay-Tolerant
Networking TCP Convergence-Layer Protocol", RFC 7242, June
2014.

Authors’ Addresses
John Dowdell
Airbus Defence and Space
Celtic Springs
Newport, Wales NP10 8FZ
United Kingdom
Email: john.dowdell.ietf@gmail.com

Dowdell & Benamar

Expires January 7, 2016

[Page 8]

Internet-Draft

DTN Static Routing

July 2015

Nabil Benamar
Universite Moulay Ismail
Presidence, Marjane 2 BP:298
Meknes
Morocco
Email: benamar73@gmail.com

Dowdell & Benamar

Expires January 7, 2016

[Page 9]

Delay-Tolerant Networking Working Group
S. Burleigh
Internet Draft
JPL, Calif. Inst. Of Technology
Intended status: Standards Track
K. Fall
Expires: December 2015
Carnegie Mellon University / SEI
E. Birrane
APL, Johns Hopkins University
June 21, 2015
Bundle Protocol
draft-dtnwg-bp-00.txt

Status of this Memo
This Internet-Draft is submitted in full conformance with the
provisions of BCP 78 and BCP 79.
This document may contain material from IETF Documents or IETF
Contributions published or made publicly available before November
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the IETF Trust the right to allow
modifications of such material outside the IETF Standards Process.
Without obtaining an adequate license from the person(s) controlling
the copyright in such materials, this document may not be modified
outside the IETF Standards Process, and derivative works of it may
not be created outside the IETF Standards Process, except to format
it for publication as an RFC or to translate it into languages other
than English.
Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
other groups may also distribute working documents as InternetDrafts.
Internet-Drafts are draft documents valid for a maximum of six
months and may be updated, replaced, or obsoleted by other documents
at any time. It is inappropriate to use Internet-Drafts as
reference material or to cite them other than as "work in progress."
The list of current Internet-Drafts can be accessed at
http://www.ietf.org/ietf/1id-abstracts.txt
The list of Internet-Draft Shadow Directories can be accessed at
http://www.ietf.org/shadow.html
This Internet-Draft will expire on July 21, 2015.

Burleigh

Expires December 2015

[Page 1]

Internet-Draft

Proposed Revised Bundle Protocol

June 2015

Copyright Notice
Copyright (c) 2015 IETF Trust and the persons identified as the
document authors. All rights reserved.
This document is subject to BCP 78 and the IETF Trust’s Legal
Provisions Relating to IETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these documents
carefully, as they describe your rights and restrictions with
respect to this document.
Abstract
This Internet Draft presents a specification for Bundle Protocol,
adapted from the experimental Bundle Protocol specification
developed by the Delay-Tolerant Networking Research group of the
Internet Research Task Force and documented in RFC 5050.
Table of Contents

1. Introduction...................................................4
2. Conventions used in this document..............................6
3. Service Description............................................6
3.1. Definitions...............................................6
3.2. Implementation Architectures.............................12
3.2.1. Bundle protocol application server..................12
3.2.2. Peer application nodes..............................13
3.2.3. Sensor network nodes................................13
3.2.4. Dedicated bundle router.............................13
3.3. Services Offered by Bundle Protocol Agents...............13
4. Bundle Format.................................................14
4.1. Self-Delimiting Numeric Values (SDNVs)...................14
4.2. Bundle Processing Control Flags..........................16
4.3. Block Processing Control Flags...........................18
4.4. Identifiers..............................................19
4.4.1. Endpoint ID.........................................19
4.4.2. Node ID.............................................20
4.5. Formats of Bundle Blocks.................................21
4.5.1. Primary Bundle Block................................23
4.5.2. Canonical Bundle Block Format.......................25
4.5.3. Bundle Payload Block................................26
4.6. Extension Blocks.........................................27
4.6.1. Current Custodian...................................27
4.6.2. Flow Label..........................................28
4.6.3. Previous Node ID....................................28

Burleigh

Expires December 2015

[Page 2]

Internet-Draft

Proposed Revised Bundle Protocol

June 2015

4.6.4. Bundle Age..........................................28
4.6.5. Hop Count...........................................28
5. Bundle Processing.............................................29
5.1. Generation of Administrative Records.....................29
5.2. Bundle Transmission......................................30
5.3. Bundle Dispatching.......................................30
5.4. Bundle Forwarding........................................31
5.4.1. Forwarding Contraindicated..........................33
5.4.2. Forwarding Failed...................................33
5.5. Bundle Expiration........................................34
5.6. Bundle Reception.........................................34
5.7. Local Bundle Delivery....................................35
5.8. Bundle Fragmentation.....................................36
5.9. Application Data Unit Reassembly.........................37
5.10. Custody Transfer........................................38
5.10.1. Custody Acceptance.................................38
5.10.2. Custody Release....................................39
5.11. Custody Transfer Success................................39
5.12. Custody Transfer Failure................................39
5.13. Bundle Deletion.........................................39
5.14. Discarding a Bundle.....................................40
5.15. Canceling a Transmission................................40
6. Administrative Record Processing..............................40
6.1. Administrative Records...................................40
6.1.1. Bundle Status Reports...............................41
6.1.2. Custody Signals.....................................45
6.2. Generation of Administrative Records.....................47
6.3. Reception of Custody Signals.............................48
7. Services Required of the Convergence Layer....................48
7.1. The Convergence Layer....................................48
7.2. Summary of Convergence Layer Services....................48
8. Security Considerations.......................................49
9. IANA Considerations...........................................50
10. References...................................................50
10.1. Normative References....................................50
10.2. Informative References..................................51
11. Acknowledgments..............................................51
12. Significant Changes From RFC 5050............................52
13. Open Issues..................................................52
13.1. Definitions section structure...........................52
13.2. Payload nomenclature....................................53
13.3. Application Agent.......................................53
13.4. Bundle Endpoint definition..............................53
13.5. Alignment with ICN......................................53
13.6. Implementation Architectures............................53
13.7. Security protocol name..................................54
13.8. Bundle format...........................................54

Burleigh

Expires December 2015

[Page 3]

Internet-Draft

Proposed Revised Bundle Protocol

June 2015

13.9. SDNVs...................................................54
13.10. Bundle Processing Control Flags........................54
13.11. Extended class of service features.....................54
13.12. Primary block CRC type.................................54
13.13. Inventory..............................................54
13.14. Block numbers..........................................55
13.15. Clearing flag..........................................55
13.16. Overriding BP spec.....................................55
13.17. Time of forwarding.....................................55
13.18. Block multiplicity.....................................55
Appendix A. For More Information.................................56
1. Introduction
Since the publication of the Bundle Protocol Specification
(Experimental RFC 5050[RFC5050]) in 2007, the Delay-Tolerant
Networking Bundle Protocol has been implemented in multiple
programming languages and deployed to a wide variety of computing
platforms for a wide range of successful exercises. This
implementation and deployment experience has demonstrated the
general utility of the protocol for challenged network operations.
It has also, as expected, identified opportunities for making the
protocol simpler, more capable, and easier to use. The present
document, standardizing the Bundle Protocol (BP), is adapted from
RFC 5050 in that context.
This document describes version 7 of BP.
Delay Tolerant Networking is a network architecture providing
communications in and/or through highly stressed environments.
Stressed networking environments include those with intermittent
connectivity, large and/or variable delays, and high bit error
rates. To provide its services, BP sits at the application layer of
some number of constituent networks, forming a store-carry-forward
overlay network. Key capabilities of BP include:
. Custodial forwarding
. Ability to cope with intermittent connectivity
. Ability to take advantage of scheduled, predicted, and
opportunistic connectivity (in addition to continuous
connectivity)
. Late binding of overlay network endpoint identifiers to
underlying constituent network addresses
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For descriptions of these capabilities and the rationale for the DTN
architecture, see [ARCH] and [SIGC]. [TUT] contains a tutoriallevel overview of DTN concepts.
BP’s location within the standard protocol stack is as shown in
Figure 1. BP uses underlying "native" network protocols for
communications within a given constituent network.
The interface between the bundle protocol and a specific underlying
protocol is termed a "convergence layer adapter".
Figure 1 shows three distinct transport and network protocols
(denoted T1/N1, T2/N2, and T3/N3).
+-----------+
+-----------+
|
BP app |
|
BP app |
+---------v-|
+->>>>>>>>>>v-+
+->>>>>>>>>>v-+
+-^---------+
|
BP
v |
| ^
BP
v |
| ^
BP
v |
| ^
BP
|
+---------v-+
+-^---------v-+
+-^---------v-+
+-^---------+
| Trans1 v |
+ ^ T1/T2 v |
+ ^ T2/T3 v |
| ^ Trans3 |
+---------v-+
+-^---------v-+
+-^---------v +
+-^---------+
| Net1
v |
| ^ N1/N2 v |
| ^ N2/N3 v |
| ^ Net3
|
+---------v-+
+-^---------v +
+-^---------v-+
+-^---------+
|
>>>>>>>>^
>>>>>>>>>>^
>>>>>>>>^
|
+-----------+
+-------------+
+-------------+
+-----------+
|
|
|
|
|<---- A network ---->|
|<---- A network ---->|
|
|
|
|
Figure 1: The Bundle Protocol Sits at the Application Layer of the
Protocol Stack Model
This document describes the format of the protocol data units
(called bundles) passed between entities participating in BP
communications.
The entities are referred to as "bundle nodes". This document does
not address:
. Operations in the convergence layer adapters that bundle nodes
use to transport data through specific types of internets.
(However, the document does discuss the services that must be
provided by each adapter at the convergence layer.)
. The bundle route computation algorithm.
. Mechanisms for populating the routing or forwarding information
bases of bundle nodes.
. The mechanisms for securing bundles en-route.

Burleigh

Expires December 2015

[Page 5]

Internet-Draft

Proposed Revised Bundle Protocol

June 2015

. The mechanisms for managing bundle nodes.
2. Conventions used in this document
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC-2119 [RFC2119].
In this document, these words will appear with that interpretation
only when in ALL CAPS. Lower case uses of these words are not to be
interpreted as carrying RFC-2119 significance.
3. Service Description
3.1. Definitions
Bundle - A bundle is a protocol data unit of BP, so named because
negotiation of the parameters of a data exchange may be impractical
in a delay-tolerant network: it is often better practice to "bundle"
with a unit of data all metadata that might be needed in order to
make the data immediately usable when delivered to applications.
Each bundle comprises a sequence of two or more "blocks" of protocol
data, which serve various purposes. Multiple instances of the same
bundle (the same unit of DTN protocol data) might exist concurrently
in different parts of a network -- possibly in different
representations and/or differing in some blocks -- in the memory
local to one or more bundle nodes and/or in transit between nodes.
In the context of the operation of a bundle node, a bundle is an
instance of some bundle in the network that is in that node’s local
memory.
Bundle payload - A bundle payload (or simply "payload") is the
application data whose conveyance to the bundle’s destination is the
purpose for the transmission of a given bundle. The terms "bundle
content", "bundle payload", and "payload" are used interchangeably
in this document. The "nominal" payload for a bundle forwarded in
response to a bundle transmission request is the application data
unit whose location is provided as a parameter to that request. The
nominal payload for a bundle forwarded in response to reception of
that bundle is the payload of the received bundle.
Fragment - A fragment is a bundle whose payload block contains a
fragmentary payload. A fragmentary payload is either the first N
bytes or the last N bytes of some other payload -- either a nominal
payload or a fragmentary payload -- of length M, such that 0 < N <
M.
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Bundle node - A bundle node (or, in the context of this document,
simply a "node") is any entity that can send and/or receive bundles.
In the most familiar case, a bundle node is instantiated as a single
process running on a general-purpose computer, but in general the
definition is meant to be broader: a bundle node might alternatively
be a thread, an object in an object-oriented operating system, a
special-purpose hardware device, etc. Each bundle node has three
conceptual components, defined below: a "bundle protocol agent", a
set of zero or more "convergence layer adapters", and an
"application agent".
Bundle protocol agent - The bundle protocol agent (BPA) of a node is
the node component that offers the BP services and executes the
procedures of the bundle protocol. The manner in which it does so is
wholly an implementation matter. For example, BPA functionality
might be coded into each node individually; it might be implemented
as a shared library that is used in common by any number of bundle
nodes on a single computer; it might be implemented as a daemon
whose services are invoked via inter-process or network
communication by any number of bundle nodes on one or more
computers; it might be implemented in hardware.
Convergence layer adapters - A convergence layer adapter (CLA) sends
and receives bundles on behalf of the BPA, utilizing the services
of some ’native’ protocol stack that is supported in one of the
networks within which the node is functionally located. As such,
every CLA implements its own thin layer of protocol, interposed
between BP and the (usually "top") protocol(s) of the underlying
native protocol stack; this "CL protocol" may only serve to
multiplex and de-multiplex bundles to and from the underlying native
protocol, or it may offer additional CL-specific functionality. The
manner in which a CLA sends and receives bundles is wholly an
implementation matter, exactly as described for the BPA. The
definitions of CLAs and CL protocols are beyond the scope of this
specification.
Application agent - The application agent (AA) of a node is the node
component that utilizes the BP services to effect communication for
some purpose. The application agent in turn has two elements, an
administrative element and an application-specific element. The
application-specific element of an AA constructs, requests
transmission of, accepts delivery of, and processes applicationspecific application data units; the only interface between the BPA
and the application-specific element of the AA is the BP service
interface. The administrative element of an AA constructs and
requests transmission of administrative records (including status
reports and custody signals), and it accepts delivery of and
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processes any custody signals that the node receives. In addition to
the BP service interface, there is a (conceptual) private control
interface between the BPA and the administrative element of the AA
that enables each to direct the other to take action under specific
circumstances. In the case of a node that serves simply as a BP
"router", the AA may have no application-specific element at all.
The application-specific elements of other nodes’ AAs may perform
arbitrarily complex application functions, perhaps even offering
multiplexed DTN communication services to a number of other
applications. As with the BPA, the manner in which the AA performs
its functions is wholly an implementation matter.
Administrative record - A BP administrative record is an application
data unit that is exchanged between the administrative elements of
nodes’ application agents for some BP administrative purpose. The
formats of some fundamental administrative records (and of no other
application data units) are defined in this specification.
Bundle endpoint - A bundle endpoint (or simply "endpoint") is a set
of zero or more bundle nodes that all identify themselves for BP
purposes by some common identifier, called a "bundle endpoint ID"
(or, in this document, simply "endpoint ID"; endpoint IDs are
described in detail in Section 4.4.4 below). The special case of an
endpoint that contains exactly one node is termed a "singleton"
endpoint. Singletons are the most familiar sort of endpoint, but in
general the endpoint notion is meant to be broader. For example, the
nodes in a sensor network might constitute a set of bundle nodes
that identify themselves by a single common endpoint ID and thus
form a single bundle endpoint. For a bundle to be considered
"delivered" to an endpoint, a minimum number of receiving nodes may
be required to receive it successfully. This lower limit is called
the minimum reception group, and is defined in the Transmission
discussion below. *Note* too that a given bundle node might
identify itself by multiple endpoint IDs and thus be a member of
multiple bundle endpoints. The destination of every bundle is an
endpoint, which may or may not be singleton. The source of every
bundle is a singleton endpoint.
Transmission - A transmission is an attempt by a node’s BPA to cause
copies of a bundle to be delivered at all nodes in the minimum
reception group of some endpoint (the bundle’s destination) in
response to a transmission request issued by the node’s application
agent. The minimum reception group of an endpoint may be any one of
the following: (a) ALL of the nodes registered (see definition
below) in an endpoint that is permitted to contain multiple nodes
(in which case forwarding to the endpoint is functionally similar to
"multicast" operations in the Internet, though possibly very
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different in implementation); (b) ANY N of the nodes registered in
an endpoint that is permitted to contain multiple nodes, where N is
in the range from zero to the cardinality of the endpoint; or (c)
THE SOLE NODE registered in a singleton endpoint (in which case
forwarding to the endpoint is functionally similar to "unicast"
operations in the Internet). The nature of the minimum reception
group for a given endpoint can be determined from the endpoint’s ID
(again, see Section 4.4 below): for some endpoint ID "schemes", the
nature of the minimum reception group is fixed - in a manner that is
defined by the scheme - for all endpoints identified under the
scheme; for other schemes, the nature of the minimum reception group
is indicated by some lexical feature of the "scheme-specific part"
of the endpoint ID, in a manner that is defined by the scheme. Any
number of transmissions may be concurrently undertaken by the bundle
protocol agent of a given node.
Forwarding - When the bundle protocol agent of a node determines
that a bundle must be "forwarded" to a node (either a node that is a
member of the bundle’s destination endpoint or some intermediate
forwarding node) in the course of completing the successful
transmission of that bundle, it invokes the services of a CLA in a
sustained effort to cause a copy of the bundle to be received by
that node.
Registration - A registration is the state machine characterizing a
given node’s membership in a given endpoint. Any number of
registrations may be concurrently associated with a given endpoint,
and any number of registrations may be concurrently associated with
a given node. Any single registration must at any time be in one of
two states: Active or Passive. A registration always has an
associated "delivery failure action", the action that is to be taken
when a bundle that is "deliverable" (see below) subject to that
registration is received at a time when the registration is in the
Passive state. Delivery failure action must be one of the following:
. defer "delivery" (see below) of the bundle subject to this
registration until (a) this bundle is the least recently
received of all bundles currently deliverable subject to this
registration and (b) either the registration is polled or else
the registration is in the Active state; or
. "abandon" (see below) delivery of the bundle subject to this
registration.
An additional implementation-specific delivery deferral procedure
may optionally be associated with the registration. While the state
of a registration is Active, reception of a bundle that is
deliverable subject to this registration must cause the bundle to be
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delivered automatically as soon as it is the next bundle that is due
for delivery according to the BPA’s bundle delivery scheduling
policy, an implementation matter. While the state of a registration
is Passive, reception of a bundle that is deliverable subject to
this registration must cause delivery of the bundle to be abandoned
or deferred as mandated by the registration’s current delivery
failure action; in the latter case, any additional delivery deferral
procedure associated with the registration must also be performed.
Delivery - Upon reception, the processing of a bundle that has been
received by a given node depends on whether or not the receiving
node is registered in the bundle’s destination endpoint. If it is,
and if the payload of the bundle is non-fragmentary (possibly as a
result of successful payload reassembly from fragmentary payloads,
including the original payload of the received bundle), then the
bundle is normally "delivered" to the node’s application agent
subject to the registration characterizing the node’s membership in
the destination endpoint. A bundle is considered to have been
delivered at a node subject to a registration as soon as the
application data unit that is the payload of the bundle, together
with the value of the bundle’s "Acknowledgement by application is
requested" flag and any other relevant metadata (an implementation
matter), has been presented to the node’s application agent in a
manner consistent with the state of that registration and, as
applicable, the registration’s delivery failure action.
Deliverability, Abandonment - A bundle is considered "deliverable"
subject to a registration if and only if (a) the bundle’s
destination endpoint is the endpoint with which the registration is
associated, (b) the bundle has not yet been delivered subject to
this registration, and (c) delivery of the bundle subject to this
registration has not been abandoned. To "abandon" delivery of a
bundle subject to a registration is simply to declare it no longer
deliverable subject to that registration; normally only
registrations’ registered delivery failure actions cause deliveries
to be abandoned.
Deletion, Discarding - A bundle protocol agent "discards" a bundle
by simply ceasing all operations on the bundle and functionally
erasing all references to it; the specific procedures by which this
is accomplished are an implementation matter. Bundles are discarded
silently; i.e., the discarding of a bundle does not result in
generation of an administrative record. "Retention constraints" are
elements of the bundle state that prevent a bundle from being
discarded; a bundle cannot be discarded while it has any retention
constraints. A bundle protocol agent "deletes" a bundle in response
to some anomalous condition by notifying the bundle’s report-to node
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of the deletion (provided such notification is warranted; see
Section 5.13 for details) and then arbitrarily removing all of the
bundle’s retention constraints, enabling the bundle to be discarded.
Custody - A node "takes custody" of a bundle when it determines that
it will retain a copy of the bundle for some period, forwarding and
possibly re-forwarding the bundle as appropriate and destroying that
retained copy only when custody of that bundle is formally
"released". Custody of a bundle may only be taken if the destination
of the bundle is a singleton endpoint. A "custodial node" (or
"custodian") of a bundle is a node that has taken custody of the
bundle and has not yet released that custody. To "accept custody"
upon receiving a bundle is to take custody of the bundle, mark the
bundle in such a way as to indicate to nodes that subsequently
receive the bundle that it has taken custody, and notify all current
custodians of the bundle that it has taken custody. Custody may only
be released when either (a) notification is received that some other
node has accepted custody of the same bundle; (b) notification is
received that the bundle has been delivered at the (sole) node
registered in the bundle’s destination endpoint; (c) the current
custodian chooses to fragment the bundle, releasing custody of the
original bundle and taking custody of the fragments instead, or (d)
the bundle is explicitly deleted for some reason, such as lifetime
expiration. To "refuse custody" of a bundle is to notify all current
custodians of that bundle that an opportunity to take custody of the
bundle has been declined.
The custody transfer mechanism in BP is primarily intended as a
means of recovering from forwarding failures. When a bundle arrives
at a node from which it cannot be forwarded, BP must recover from
this error. BP can "return" the bundle back toward some node for
forwarding along some different path in the network, or else it can
instead send a small "signal" bundle back to such a node, in the
event that this node has retained a copy of the bundle ("taken
custody") and is therefore able to re-forward the bundle without
receiving a copy. Custody transfer sharply reduces the network
traffic required for recovery from forwarding failures, at the cost
of increased buffer occupancy and state management at the custodial
nodes.
Note that custodial re-forwarding can also be initiated by
expiration of a timer prior to reception of a custody acceptance
signal. Since the absence of a custody acceptance signal might be
caused by failure to receive the bundle, rather than only a
disinclination to take custody, custody transfer can additionally
serve as an automated retransmission mechanism. Because custody
transfer’s only remedy for loss of any part of a bundle is
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retransmission of the entire bundle (not just the lost portion),
custody transfer is a less efficient automated retransmission
mechanism than the reliable transport protocols that are typically
available at the convergence layer; configuring BPAs to use reliable
convergence-layer protocols between nodes is generally the best
means of ensuring bundle delivery at the destination node(s). But
there are some use cases (typically involving unidirectional links)
in which custody transfer in BP may be a more cost-effective
solution for reliable transmission between two BP agents than
operating retransmission protocols at the convergence layer.
Embargo - Forwarding failures are not just operational anomalies;
they may also convey information about the network, i.e., a
forwarding failure may indicate a sustained lapse in forwarding
capability. Since forwarding a bundle to a dead end wastes time and
bandwidth, the bundle protocol agent may choose to manage such a
lapse by imposing a temporary "embargo" on subsequent forwarding
activity that is similar to the forwarding attempt that has been
seen to fail. Mechanisms for motivating, imposing, enforcing, and
lifting embargoes are beyond the scope of this document.
3.2. Implementation Architectures
The above definitions are intended to enable the bundle protocol’s
operations to be specified in a manner that minimizes bias toward
any particular implementation architecture. To illustrate the range
of interoperable implementation models that might conform to this
specification, four example architectures are briefly described
below.
3.2.1. Bundle protocol application server
A single bundle protocol application server, constituting a single
bundle node, runs as a daemon process on each computer. The daemon’s
functionality includes all functions of the bundle protocol agent,
all convergence layer adapters, and both the administrative and
application-specific elements of the application agent. The
application-specific element of the application agent functions as a
server, offering bundle protocol service over a local area network:
it responds to remote procedure calls from application processes (on
the same computer and/or remote computers) that need to communicate
via the bundle protocol. The server supports its clients by creating
a new (conceptual) node for each one and registering each such node
in a client-specified endpoint. The conceptual nodes managed by the
server function as clients’ bundle protocol service access points.
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3.2.2. Peer application nodes
Any number of bundle protocol application processes, each one
constituting a single bundle node, run on each computer. The
functionality of the bundle protocol agent, all convergence layer
adapters, and the administrative element of the application agent is
provided by a library to which each node process is dynamically
linked at run time. The application-specific element of each node’s
application agent is node-specific application code.
3.2.3. Sensor network nodes
Each node of the sensor network is the self-contained implementation
of a single bundle node. All functions of the bundle protocol agent,
all convergence layer adapters, and the administrative element of
the application agent are implemented in simplified form in
hardware, while the application-specific element of each node’s
application agent is implemented in a programmable microcontroller.
Forwarding is rudimentary: all bundles are forwarded on a hard-coded
default route.
3.2.4. Dedicated bundle router
Each computer constitutes a single bundle node that functions solely
as a high-performance bundle forwarder. Many standard functions of
the bundle protocol agent, the convergence layer adapters, and the
administrative element of the application agent are implemented in
specialized hardware, but some functions are implemented in a highspeed processor to enable reprogramming as necessary. The node’s
application agent has no application-specific element. Substantial
non-volatile storage resources are provided, and arbitrarily complex
forwarding algorithms are supported.
3.3. Services Offered by Bundle Protocol Agents
The BPA of each node is expected to provide the following services
to the node’s application agent:
. commencing a registration (registering the node in an
endpoint);
. terminating a registration;
. switching a registration between Active and Passive states;
. transmitting a bundle to an identified bundle endpoint;
. canceling a transmission;
. polling a registration that is in the passive state;
. delivering a received bundle.
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4. Bundle Format
Each bundle shall be a concatenated sequence of at least two block
structures. The first block in the sequence must be a primary bundle
block, and no bundle may have more than one primary bundle block.
Additional bundle protocol blocks of other types may follow the
primary block to support extensions to the bundle protocol, such as
the Bundle Security Protocol [BSP]. Exactly one of the blocks in the
sequence must be a payload block. The last block in the sequence
must have the "last block" flag (in its block processing control
flags) set to 1; for every other block in the bundle after the
primary block, this flag must be set to zero.
4.1. Self-Delimiting Numeric Values (SDNVs)
The design of the bundle protocol attempts to reconcile minimal
consumption of transmission bandwidth with:
. extensibility to address requirements not yet identified, and
. scalability across a wide range of network scales and payload
sizes.
A key strategic element in the design is the use of self-delimiting
numeric values (SDNVs). The SDNV encoding scheme is closely adapted
from the Abstract Syntax Notation One Basic Encoding Rules for subidentifiers within an object identifier value [ASN1]. An SDNV is a
numeric value encoded in N octets, the last of which has its most
significant bit (MSB) set to zero; the MSB of every other octet in
the SDNV must be set to 1. The value encoded in an SDNV is the
unsigned binary number obtained by concatenating into a single bit
string the 7 least significant bits of each octet of the SDNV. The
following examples illustrate the encoding scheme for various
hexadecimal values.
0xABC : 1010 1011 1100
is encoded as
{1 00 10101} {0 0111100}
= 10010101 00111100
0x1234 : 0001 0010 0011 0100
= 1 0010 0011 0100
is encoded as
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{1 0 100100} {0 0110100}
= 10100100 00110100
0x4234 : 0100 0010 0011 0100
= 100 0010 0011 0100
is encoded as
{1 000000 1} {1 0000100} {0 0110100}
= 10000001 10000100 00110100
0x7F : 0111 1111
= 111 1111
is encoded as
{0 1111111}
= 01111111
Figure 2: SDNV Example
Note: Care must be taken to make sure that the value to be encoded
is (in concept) padded with high-order zero bits to make its bitwise
length a multiple of 7 before encoding. Also note that, while there
is no theoretical limit on the size of an SDNV field, the overhead
of the SDNV scheme is 1:7, i.e., one bit of overhead for every 7
bits of actual data to be encoded. Thus, a 7-octet value (a 56-bit
quantity with no leading zeroes) would be encoded in an 8-octet
SDNV; an 8-octet value (a 64-bit quantity with no leading zeroes)
would be encoded in a 10-octet SDNV (one octet containing the highorder bit of the value padded with six leading zero bits, followed
by nine octets containing the remaining 63 bits of the value). 148
bits of overhead would be consumed in encoding a 1024-bit RSA
encryption key directly in an SDNV. In general, an N-bit quantity
with no leading zeroes is encoded in an SDNV occupying ceil(N/7)
octets, where ceil is the integer ceiling function.
Implementations of the bundle protocol may handle as an invalid
numeric value any SDNV that encodes an integer larger than (2^64 1).
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An SDNV can be used to represent both very large and very small
integer values. However, SDNV is clearly not the best way to
represent every numeric value. For example, an SDNV is a poor way to
represent an integer whose value typically falls in the range 128 to
255. In general, though, we believe that SDNV representation of
numeric values in bundle blocks yields the smallest block sizes
without sacrificing scalability.
4.2. Bundle Processing Control Flags
The bundle processing control flags field in the primary bundle
block of each bundle is an SDNV; the value encoded in this SDNV is a
string of bits used to invoke selected bundle processing control
features. The significance of the value in each currently defined
position of this bit string is described here. Note that in the
figure and descriptions, the bit label numbers denote position (from
least significant (’0’) to most significant) within the decoded bit
string, and not within the representation of the bits on the wire.
This is why the descriptions in this section and the next do not
follow standard RFC conventions with bit 0 on the left; if fields
are added in the future, the SDNV will grow to the left, and using
this representation allows the references here to remain valid.
2

1

0

7 6 5 4 3 2 1 0 9 8 7 6 5 4 3 2 1 0 9 8 7 6 5 4 3 2 1 0
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Status Report|Class of Svc.|CRC|

General

|

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
Figure 3: Bundle Processing Control Flags Bit Layout
The bits in positions 0 through 13 of the value of the bundle
processing control flags SDNV are flags that characterize the bundle
as follows:
0 -- Bundle is a fragment.
1 -- Payload is an administrative record.
2 -- Bundle must not be fragmented.
3 -- Custody transfer is requested.
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4 -- Destination endpoint is a singleton.
5 -- Acknowledgement by application is requested.
6 -- Bundle is critical.
7 -- Best-efforts forwarding is requested.
8 -- Reliable forwarding is requested.
9-11 -- Reserved for future use.
The bits in positions 12 through 13 are used to indicate the type of
CRC that is present at the end of the primary block. The options
are:
0 -- No CRC.
1 -- CRC-8.
2 -- CRC-16.
3 -- CRC-32.
The bits in positions 14 through 20 are used to indicate the
bundle’s class of service. They constitute a seven-bit priority
field indicating the bundle’s priority, a value from 0 to 127, with
higher values being of higher priority (greater urgency). Within
this field, bit 20 is the most significant bit.
The bits in positions 21 through 27 are status report request flags.
These flags are used to request status reports as follows:
21 -- Request reporting of bundle reception.
22 -- Request reporting of custody acceptance.
23 -- Request reporting of bundle forwarding.
24 -- Request reporting of bundle delivery.
25 -- Request reporting of bundle deletion.
26 -- Reserved for future use.
27 -- Reserved for future use.
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If the bundle processing control flags indicate that the bundle’s
application data unit is an administrative record, then the custody
transfer requested flag must be zero and all status report request
flags must be zero. If the custody transfer requested flag is 1,
then the source node requests that every receiving node accept
custody of the bundle. If the bundle’s source endpoint is the null
endpoint (see below), then the bundle is not uniquely identifiable
and all bundle protocol features that rely on bundle identity must
therefore be disabled: the bundle’s custody transfer requested flag
must be zero, the "Bundle must not be fragmented" flag must be 1,
and all status report request flags must be zero.
4.3. Block Processing Control Flags
The block processing control flags field in every block other than
the primary bundle block is an SDNV; the value encoded in this SDNV
is a string of bits used to invoke selected block processing control
features. The significance of the values in all currently defined
positions of this bit string, in order from least significant
position in the decoded bit string (labeled ’0’) to most significant
(labeled ’6’), is described here.
0
6 5 4 3 2 1 0
+-+-+-+-+-+-+-+
|

Flags

|

+-+-+-+-+-+-+-+
Figure 4: Block Processing Control Flags Bit Layout
0 - Block must be replicated in every fragment.
1 - Transmit status report if block can’t be processed.
2 - Delete bundle if block can’t be processed.
3 - Last block.
4 - Discard block if it can’t be processed.
5 - Block was forwarded without being processed.
6 - Reserved for future use.

Burleigh

Expires December 2015

[Page 18]

Internet-Draft

Proposed Revised Bundle Protocol

June 2015

For each bundle whose primary block’s bundle processing control
flags (see above) indicate that the bundle’s application data unit
is an administrative record, the "Transmit status report if block
can’t be processed" flag in the block processing flags field of
every other block in the bundle must be zero.
The ’Block must be replicated in every fragment’ bit in the block
processing flags must be set to zero on all blocks that follow the
payload block.
4.4. Identifiers
4.4.1. Endpoint ID
The destinations of bundles are bundle endpoints, identified by text
strings termed "endpoint IDs" (see Section 3.1). Each endpoint ID
(EID) conveyed in any bundle block takes the form of a Uniform
Resource Identifier (URI; [URI]). As such, each endpoint ID can be
characterized as having this general structure:
< scheme name > : < scheme-specific part, or "SSP" >
The scheme identified by the < scheme name > in an endpoint ID is a
set of syntactic and semantic rules that fully explain how to parse
and interpret the SSP. The set of allowable schemes is effectively
unlimited. Any scheme conforming to [URIREG] may be used in a bundle
protocol endpoint ID.
As used for the purposes of the bundle protocol, the length of an
SSP must not exceed 1023 bytes.
Note that, although endpoint IDs are URIs, implementations of the BP
service interface may support expression of endpoint IDs in some
internationalized manner (e.g., Internationalized Resource
Identifiers (IRIs); see [RFC3987]).
The endpoint ID "dtn:none" identifies the "null endpoint", the
endpoint that by definition never has any members.
Whenever an endpoint ID appears in a bundle block, it is encoded not
in its native URI representation but rather in an encoded
representation that reduces consumption of transmission bandwidth.
The encoded representation of an endpoint ID is as follows:
. An SDNV identifying the scheme of the EID (as discussed below),
followed by
. the encoded representation of the EID’s scheme-specific part.
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The encoded representation of the null endpoint ID is scheme
identifier zero, followed by zero octets of scheme-specific part.
Every URI scheme used for forming any other EID is classified as
either "numeric", meaning that all information conveyed in the
scheme-specific part is to be encoded as a sequence of one or more
unsigned integers in SDNV representation, or else "non-numeric"
(otherwise). The scheme identifier numbers used in the encoded
representations of EIDs are assigned as follows:
. Scheme identifier zero is reserved for the null endpoint ID.
. Scheme identifier numbers in the range 1-63 are used
exclusively for numeric EID schemes.
. All other scheme identifier numbers are used exclusively for
non-numeric EID schemes.
Note that scheme of the EID is numeric if and only if the scheme
identifier is non-zero and the two high-order bits of the first
octet of the scheme identifier are both zero.
For each numeric EID scheme, the encoded representation of the EID’s
scheme-specific part shall be a sequence of from 1 to 100 SDNVs as
mandated by the definition of the scheme.
For each non-numeric EID scheme, the encoded representation of the
EID’s scheme-specific part shall comprise:
. a single SDNV indicating the length of the remainder of the
encoded representation of the scheme-specific part of the EID,
followed by
. the remainder of the encoded representation of the schemespecific part of the EID, formed according to the definition of
the scheme. If the scheme’s definition does not include a
specification for encoded representation, then the EID’s native
scheme-specific part appears here without alteration.
It is important to note that not all BP implementations are required
to implement the definitions of all EID schemes. The BP
implementations used to instantiate nodes in a given network must be
chosen with care in order for every node to be able to exchange
bundles with every other node.
4.4.2. Node ID
For many purposes of the Bundle Protocol it is important to identify
the node that is operative in some context.
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As discussed in 3.1 above, nodes are distinct from endpoints;
specifically, an endpoint is a set of zero or more nodes. But
rather than define a separate namespace for node identifiers, we
instead use endpoint identifiers to identify nodes, subject to the
following restrictions:
. Every node must be a member of at least one singleton endpoint.
. The EID of any singleton endpoint of which a node is a member
may be used to identify that node. A "node ID" is an EID that
is used in this way.
. A node’s membership in a given singleton endpoint must be
sustained at least until the nominal operation of the Bundle
Protocol no longer depends on the identification of that node
by that endpoint’s ID.
4.5. Formats of Bundle Blocks
This section describes the formats of the primary block and payload
block. Rules for processing these blocks appear in Section 5 of this
document.
Note that supplementary DTN protocol specifications (including, but
not restricted to, the Bundle Security Protocol [BSP]) may require
that BP implementations conforming to those protocols construct and
process additional blocks.
The format of these two basic BP blocks is shown in Figure 5 below.
Primary Bundle Block
+---------+-----------------------+----------------+---------------+
| Version |

Block length

|

Bundle Processing flags (*) |

+---------+-----------------------+----------------+---------------+
|

Destination EID (*)

|

Source Node ID (*)

|

+----------------+----------------+----------------+---------------+
|

Report-to EID (*)

|

Creation timestamp time (*)

|

+----------------+----------------+----------------+---------------+
|

Creation Timestamp sequence number (*)

|

Lifetime (*) |

+----------------+----------------+----------------+---------------+
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[Fragment offset (*)]

|

+----------------+----------------+----------------+---------------+
|

[Total application data unit length (*)]

|

[CRC (*)]

|

+----------------+----------------+----------------+---------------+
Bundle Payload Block
+----------------+----------------+----------------+---------------+
|

Block type

|Block number (*)| Proc. flags (*)| Blk length(*) |

+----------------+----------------+----------------+---------------+
/ Bundle payload (variable) /
+------------------------------------------------------------------+
Figure 5: Basic Bundle Block Formats
(*) Notes:
The bundle processing control flags field in the Primary Bundle
Block is an SDNV and is therefore of variable length. A two-octet
SDNV is shown here for convenience in representation.
The destination EID, source node ID, and report-to EID in the
Primary Bundle Block are EIDs in encoded representation and are
therefore of variable length. Two-octet fields are shown here for
convenience in representation.
The creation timestamp time in the Primary Bundle Block is an SDNV
and is therefore of variable length. A two-octet SDNV is shown here
for convenience in representation.
The creation timestamp sequence number field in the Primary Bundle
Block is an SDNV and is therefore of variable length. A three-octet
SDNV is shown here for convenience in representation.
The lifetime field in the Primary Bundle Block is an SDNV and is
therefore of variable length. A one-octet SDNV is shown here for
convenience in representation.
The inventory field in the Primary Bundle Block is an array of block
types (one octet each) whose length is given by the value of the
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Inventory Length field and is therefore variable. A one-octet
inventory array is shown here for convenience in representation.
The fragment offset field of the Primary
only if the Fragment flag in the block’s
set to 1. It is an SDNV and is therefore
octet SDNV is shown here for convenience
The total application
Block is present only
flags field is set to
length; a three-octet
representation.

Bundle Block is present
processing flags field is
of variable length; a twoin representation.

data unit length field of the Primary Bundle
if the Fragment flag in the block’s processing
1. It is an SDNV and is therefore of variable
SDNV is shown here for convenience in

The CRC field of the Primary Bundle Block is present only if the CRC
type field in the block’s processing flags field is non-zero. Its
actual length depends on the CRC type; a one-octet CRC is shown here
for convenience in representation.
The block processing control flags ("Proc. flags") field of the
Payload Block is an SDNV and is therefore of variable length. A oneoctet SDNV is shown here for convenience in representation.
The block length ("Blk length") field of the Payload Block is an
SDNV and is therefore of variable length. A one-octet SDNV is shown
here for convenience in representation.
4.5.1. Primary Bundle Block
The primary bundle block contains the basic information needed to
forward bundles to their destinations. The fields of the primary
bundle block are:
Version: A 4-bit field indicating the version of the bundle protocol
that constructed this block. The present document describes version
0x07 of the bundle protocol.
Block Length: a 12-bit field that contains the aggregate length (in
bytes) of all remaining fields of the primary block. Note that,
although many fields of the primary bundle block are variable-length
SDNVs, the lengths of all of these SDNVs are in practice limited;
the lengths of the scheme-specific parts of non-numeric EIDs are
likewise limited. These limitations make it reasonable to limit the
total length of the primary block to 4095 octets.
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Bundle Processing Control Flags: The Bundle Processing Control Flags
field is an SDNV that contains the bundle processing control flags
discussed in Section 4.2 above.
Destination EID: The Destination EID field contains the encoded
representation of the endpoint ID of the bundle’s destination, i.e.,
the endpoint containing the node(s) at which the bundle is to be
delivered.
Source node ID: The Source node ID field contains the encoded
representation of an endpoint ID that identifies the node from which
the bundle was initially transmitted, except that it may contain the
null endpoint ID in the event that the bundle’s source chooses to
remain anonymous.
Report-to EID: The Report-to EID field contains the encoded
representation of the ID of the endpoint to which status reports
pertaining to the forwarding and delivery of this bundle are to be
transmitted.
Creation Timestamp: The creation timestamp is a pair of SDNVs that,
together with the source node ID and (if the bundle is a fragment)
the fragment offset and payload length, serve to identify the
bundle. The first SDNV of the timestamp is the bundle’s creation
time, while the second is the bundle’s creation timestamp sequence
number. Bundle creation time is the time -- expressed in seconds
since the start of the year 2000, on the Coordinated Universal Time
(UTC) scale [UTC] -- at which the transmission request was received
that resulted in the creation of the bundle. Sequence count is the
latest value (as of the time at which that transmission request was
received) of a monotonically increasing positive integer counter
managed by the source node’s bundle protocol agent that may be reset
to zero whenever the current time advances by one second. For nodes
that lack accurate clocks (that is, nodes that are not at all
moments able to determine the current UTC time to within 30
seconds), bundle creation time MUST be set to zero and the counter
used as the source of the bundle sequence count MUST NEVER be reset
to zero. In either case, a source Bundle Protocol Agent must never
create two distinct bundles with the same source node ID and bundle
creation timestamp. The combination of source node ID and bundle
creation timestamp serves to identify a single transmission request,
enabling it to be acknowledged by the receiving application
(provided the source node ID is not the null endpoint ID).
Lifetime: The lifetime field is an SDNV that indicates the time at
which the bundle’s payload will no longer be useful, encoded as a
number of seconds past the creation time. When bundle’s age exceeds
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its lifetime, bundle nodes need no longer retain or forward the
bundle; the bundle SHOULD be deleted from the network.
Inventory: The Primary block may contain an accounting of all blocks
that were in the bundle at the time it was transmitted from the
source node. This accounting comprises an inventory list length (an
SDNV) followed by an inventory list (an array of N octets, where N
is the value of the inventory list length). This feature is
optional: if the inventory is to be omitted, the inventory length
must be set to zero. Otherwise the values of the octets in the
inventory list must be the block types of all of the non-primary
blocks in the bundle as originally transmitted, exactly one list
element per block. Since a bundle may contain multiple instances of
a given block type, multiple elements of the inventory list may have
the same value. The order of block types appearing in the inventory
list is undefined.
Fragment Offset: If the Bundle Processing Control Flags of this
Primary block indicate that the bundle is a fragment, then the
Fragment Offset field is an SDNV indicating the offset from the
start of the original application data unit at which the bytes
comprising the payload of this bundle were located. If not, then the
Fragment Offset field is omitted from the block.
Total Application Data Unit Length: If the Bundle Processing Control
Flags of this Primary block indicate that the bundle is a fragment,
then the Total Application Data Unit Length field is an SDNV
indicating the total length of the original application data unit of
which this bundle’s payload is a part. If not, then the Total
Application Data Unit Length field is omitted from the block.
CRC: If and only if the CRC type in the Bundle Processing Control
Flags of this Primary block is non-zero, a CRC is appended to the
primary block. The length of the CRC is 8 bits, 16 bits, or 32 bits
as indicated by the CRC type. The CRC is computed over the
concatenation of all bytes of the primary block including the CRC
field itself, which for this purpose is temporarily populated with
the value zero.
4.5.2. Canonical Bundle Block Format
Every bundle block of every type other than the primary bundle block
comprises the following fields, in this order:
. Block type code, expressed as an 8-bit unsigned binary integer.
Bundle block type code 1 indicates that the block is a bundle
payload block. Block type codes 2 through 10 are defined as
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noted later in this specification. Block type codes 192
through 255 are not defined in this specification and are
available for private and/or experimental use. All other values
of the block type code are reserved for future use.
Block number, an unsigned integer expressed as an SDNV. The
block number uniquely identifies the block within the bundle,
enabling blocks (notably bundle security protocol blocks) to
explicitly reference other blocks in the same bundle. Block
numbers need not be in continuous sequence, and blocks need not
appear in block number sequence in the bundle. The block number
of the payload block is always zero.
Block processing control flags, an unsigned integer expressed
as an SDNV. The individual bits of this integer are used to
invoke selected block processing control features.
Block data length, an unsigned integer expressed as an SDNV.
The Block data length field contains the aggregate length of
all remaining fields of the block, i.e., the block-typespecific data fields.
Block-type-specific data fields, whose format and order are
type-specific and whose aggregate length in octets is the value
of the block data length field. All multi-byte block-typespecific data fields are represented in network byte order.

+----------------+----------------+----------------+---------------+
|

Block type

|Block number (*)| Proc. Flags (*)| Blk length(*) |

+----------------+----------------+----------------+---------------+
/ Block body data (variable) /
+------------------------------------------------------------------+
Figure 6: Block Layout
4.5.3. Bundle Payload Block
The fields of the bundle payload block are:
Block Type: The Block Type field is a 1-byte field that indicates
the type of the block. For the bundle payload block, this field
contains the value 1.
Block Number: The Block Number field is an SDNV that contains the
unique identifying number of the block. The block number of the
bundle payload block is always zero.
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Block Processing Control Flags: The Block Processing Control Flags
field is an SDNV that contains the block processing control flags
discussed in Section 4.3 above.
Block Data Length: The Block Data Length field is an SDNV that
contains the aggregate length of all remaining fields of the Payload
block - which is to say, the length of the bundle’s payload.
Block-type-specific Data: The Block-type-specific Data field of the
Payload Block contains the "payload", i.e., the application data
carried by this bundle.
That is, bundle payload blocks conform to the canonical format
described in the previous section.
4.6. Extension Blocks
"Extension blocks" are all blocks other than the primary and payload
blocks. Because not all extension blocks are defined in the Bundle
Protocol specification (the present document), not all nodes
conforming to this specification will necessarily instantiate Bundle
Protocol implementations that include procedures for processing
(that is, recognizing, parsing, acting on, and/or producing) all
extension blocks. It is therefore possible for a node to receive a
bundle that includes extension blocks that the node cannot process.
Whenever a bundle is forwarded that contains one or more extension
blocks that could not be processed, the "Block was forwarded without
being processed" flag must be set to 1 within the block processing
flags of each such block. For each block flagged in this way, the
flag may optionally be cleared (i.e., set to zero) by another node
that subsequently receives the bundle and is able to process that
block; the specifications defining the various extension blocks are
expected to define the circumstances under which this flag may be
cleared, if any.
The extension blocks of the Bundle Security Protocol (block types 2,
3, and 4) are defined separately in the Bundle Security Protocol
specification (work in progress).
The following extension blocks are defined in the current document.
4.6.1. Current Custodian
The Current Custodian block, block type 5, identifies a node that is
known to have accepted custody of the bundle. The block-typespecific data of this block is the encoded representation of the
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node ID of a custodian. The bundle MAY contain one or more
occurrences of this type of block.
4.6.2. Flow Label
The Flow Label block, block type 6, indicates the flow label that is
intended to govern transmission of the bundle by convergence-layer
adapters. The syntax and semantics of BP flow labels are beyond the
scope of this document.
4.6.3. Previous Node ID
The Previous Node ID block, block type 7, identifies the node that
forwarded this bundle to the local node; its block-type-specific
data is the encoded representation of the node ID of that node. If
the local node is the source of the bundle, then the bundle MUST NOT
contain any Previous Node ID block. Otherwise the bundle MUST
contain one (1) occurrence of this type of block. If present, the
Previous Node ID block MUST be the FIRST block following the primary
block, as the processing of other extension blocks may depend on its
value.
4.6.4. Bundle Age
The Bundle Age block, block type 9, contains the number of seconds
that have elapsed between the time the bundle was created and time
at which it was most recently forwarded. It is intended for use by
nodes lacking access to an accurate clock, to aid in determining the
time at which a bundle’s lifetime expires. The block-type-specific
data of this block is an SDNV containing the age of the bundle (the
sum of all known intervals of the bundle’s residence at forwarding
nodes, up to the time at which the bundle was most recently
forwarded) in seconds. If the bundle’s creation time is zero, then
the bundle MUST contain exactly one (1) occurrence of this type of
block; otherwise, the bundle MAY contain at most one (1) occurrence
of this type of block.
4.6.5. Hop Count
The Hop Count block, block type 10, contains two SDNVs, hop limit
and hop count, in that order. It is mainly intended as a safety
mechanism, a means of identifying bundles for removal from the
network that can never be delivered due to a persistent forwarding
error: a bundle may be deleted when its hop count exceeds its hop
limit. Procedures for determining the appropriate hop limit for a
block are beyond the scope of this specification. A bundle MAY
contain at most one (1) occurrence of this type of block.
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5. Bundle Processing
The bundle processing procedures mandated in this section and in
Section 6 govern the operation of the Bundle Protocol Agent and the
Application Agent administrative element of each bundle node. They
are neither exhaustive nor exclusive. That is, supplementary DTN
protocol specifications (including, but not restricted to, the
Bundle Security Protocol [BSP]) may require that additional measures
be taken at specified junctures in these procedures. Such additional
measures shall not override or supersede the mandated bundle
protocol procedures, except that they may in some cases make these
procedures moot by requiring, for example, that implementations
conforming to the supplementary protocol terminate the processing of
a given incoming or outgoing bundle due to a fault condition
recognized by that protocol.
5.1. Generation of Administrative Records
All transmission of bundles is in response to bundle transmission
requests presented by nodes’ application agents. When required to
"generate" an administrative record (such as a bundle status report
or a custody signal), the bundle protocol agent itself is
responsible for causing a new bundle to be transmitted, conveying
that record. In concept, the bundle protocol agent discharges this
responsibility by directing the administrative element of the node’s
application agent to construct the record and request its
transmission as detailed in Section 6 below. In practice, the manner
in which administrative record generation is accomplished is an
implementation matter, provided the constraints noted in Section 6
are observed.
Under some circumstances, the requesting of status reports could
result in an unacceptable increase in the bundle traffic in the
network. For this reason, the generation of status reports is
mandatory only in one case, the deletion of a bundle for which
custody transfer is requested. In all other cases, the decision on
whether or not to generate a requested status report is left to the
discretion of the bundle protocol agent. Mechanisms that could
assist in making such decisions, such as pre-placed agreements
authorizing the generation of status reports under specified
circumstances, are beyond the scope of this specification.
Notes on administrative record terminology:
. A "bundle reception status report" is a bundle status report
with the "reporting node received bundle" flag set to 1.
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. A "custody acceptance status report" is a bundle status report
with the "reporting node accepted custody of bundle" flag set
to 1.
. A "bundle forwarding status report" is a bundle status report
with the "reporting node forwarded the bundle" flag set to 1.
. A "bundle delivery status report" is a bundle status report
with the "reporting node delivered the bundle" flag set to 1.
. A "bundle deletion status report" is a bundle status report
with the "reporting node deleted the bundle" flag set to 1.
. A "Succeeded" custody signal is a custody signal with the
"custody transfer succeeded" flag set to 1.
. A "Failed" custody signal is a custody signal with the "custody
transfer succeeded" flag set to zero.
. A "current custodian" of a bundle is a node identified in a
Current Custodian extension block of that bundle.
5.2. Bundle Transmission
The steps in processing a bundle transmission request are:
Step 1: If custody transfer is requested for this bundle
transmission then the destination must be a singleton endpoint. If,
moreover, custody acceptance by the source node is required but the
conditions under which custody of the bundle may be accepted are not
satisfied, then the request cannot be honored and all remaining
steps of this procedure must be skipped.
Step 2: Transmission of the bundle is initiated. An outbound bundle
must be created per the parameters of the bundle transmission
request, with the retention constraint "Dispatch pending". The
source node ID of the bundle must be either the EID of a singleton
endpoint whose only member is the node of which the BPA is a
component or else the null endpoint ID, indicating that the source
of the bundle is anonymous.
Step 3: Processing proceeds from Step 1 of Section 5.4.
5.3. Bundle Dispatching
The steps in dispatching a bundle are:
Step 1: If the bundle’s destination endpoint is an endpoint of which
the node is a member, the bundle delivery procedure defined in
Section 5.7 must be followed.
Step 2: Processing proceeds from Step 1 of Section 5.4.
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5.4. Bundle Forwarding
The steps in forwarding a bundle are:
Step 1: The retention constraint "Forward pending" must be added to
the bundle, and the bundle’s "Dispatch pending" retention constraint
must be removed.
Step 2: The bundle protocol agent must determine whether or not
forwarding is contraindicated for any of the reasons listed in
Figure 12. In particular:
. The bundle protocol agent must determine which node(s) to
forward the bundle to. The bundle protocol agent may choose
either to forward the bundle directly to its destination
node(s) (if possible) or to forward the bundle to some other
node(s) for further forwarding. The manner in which this
decision is made may depend on the scheme name in the
destination endpoint ID and/or other state but in any case is
beyond the scope of this document. If the BPA elects to forward
the bundle to some other node(s) for further forwarding:
o If the "Bundle is critical" flag (in the bundle processing
flags) is set to 1, then ALL nodes that have some
plausible prospect of forwarding the bundle to its
destination node(s) SHOULD be selected for this purpose.
o If the agent finds it impossible to select any node(s) to
forward the bundle to, then forwarding is contraindicated.
. Provided the bundle protocol agent succeeded in selecting the
node(s) to forward the bundle to, the bundle protocol agent
must select the convergence layer adapter(s) whose services
will enable the node to send the bundle to those nodes. If
both the "Best-efforts forwarding requested" and the "Reliable
forwarding is requested" bundle processing flags are set to 1,
then all selected CLAs MUST be for bundle streaming CL
protocols such as the proposed Bundle Streaming Service
Protocol. Otherwise, if only the "Reliable forwarding is
requested" bundle processing flag is set to 1, then all
selected CLAs MUST be for reliable protocols such as TCP/IP.
Otherwise, if only the "Best-efforts forwarding requested"
bundle processing flag is set to 1, then all selected CLAs MUST
be for best-efforts protocols such as UDP/IP. Otherwise, any
available CLAs may be selected. The manner in which specific
appropriate convergence layer adapters are selected is beyond
the scope of this document. If the agent finds it impossible to
select appropriate convergence layer adapters to use in
forwarding this bundle, then forwarding is contraindicated.
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Step 3: If forwarding of the bundle is determined to be
contraindicated for any of the reasons listed in Figure 12, then the
Forwarding Contraindicated procedure defined in Section 5.4.1 must
be followed; the remaining steps of Section 5 are skipped at this
time.
Step 4: If the bundle’s custody transfer requested flag (in the
bundle processing flags field) is set to 1, then the custody
transfer procedure defined in Section 5.10.2 must be followed.
Step 5: For each node selected for forwarding, the bundle protocol
agent must invoke the services of the selected convergence layer
adapter(s) in order to effect the sending of the bundle to that
node. Determining the time at which the bundle is to be sent by each
convergence layer adapter is an implementation matter. Note that:
. The order in which convergence layer adapters send bundles
SHOULD normally conform to the priority indicated in each
bundle’s bundle processing control flags field: all bundles of
priority 255 sent from any single source should be sent before
all bundles of priority 254 sent from the same source and so
on.
. But if the bundle contains a flow label extension block then
that flow label value may identify overriding procedures for
determining the order in which convergence layer adapters must
send bundles, e.g., considering bundle source when determining
the order in which bundles are sent. The definition of such
procedures is beyond the scope of this specification.
. If the bundle has a bundle age block, then at the last possible
moment before the CLA initiates conveyance of the bundle node
via the CL protocol the bundle age value MUST be increased by
the difference between the current time and the time at which
the bundle was received (or, if the local node is the source of
the bundle, created).
Step 6: When all selected convergence layer adapters have informed
the bundle protocol agent that they have concluded their data
sending procedures with regard to this bundle:
. If the "request reporting of bundle forwarding" flag in the
bundle’s status report request field is set to 1, then a bundle
forwarding status report should be generated, destined for the
bundle’s report-to endpoint ID. If the bundle has the retention
constraint "custody accepted" and all of the nodes to which the
bundle was forwarded are known to be unable to send bundles
back to this node, then the reason code on this bundle
forwarding status report must be "forwarded over unidirectional
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link"; otherwise, the reason code must be "no additional
information".
. The bundle’s "Forward pending" retention constraint must be
removed.
5.4.1. Forwarding Contraindicated
The steps in responding to contraindication of forwarding for some
reason are:
Step 1: The bundle protocol agent must determine whether or not to
declare failure in forwarding the bundle for this reason. Note: this
decision is likely to be influenced by the reason for which
forwarding is contraindicated.
Step 2: If forwarding failure is declared, then the Forwarding
Failed procedure defined in Section 5.4.2 MUST be followed.
Otherwise, (a) if the bundle’s custody transfer
the bundle processing flags field) is set to 1,
transfer procedure defined in Section 5.10 MUST
when -- at some future time - the forwarding of
to be contraindicated, processing proceeds from
5.4.

requested flag (in
then the custody
be followed; (b)
this bundle ceases
Step 5 of Section

5.4.2. Forwarding Failed
The steps in responding to a declaration of forwarding failure for
some reason are:
Step 1: If the bundle’s custody transfer requested flag (in the
bundle processing flags field) is set to 1, custody transfer failure
must be handled. The bundle protocol agent MUST handle the custody
transfer failure by generating a "Failed" custody signal for the
bundle, destined for the bundle’s current custodian(s); the custody
signal must contain a reason code corresponding to the reason for
which forwarding was determined to be contraindicated. (Note that
discarding the bundle will not delete it from the network, since
each current custodian still has a copy.)
If the bundle’s custody transfer requested flag (in the bundle
processing flags field) is set to 0, then the bundle protocol agent
MAY forward the bundle back to the node that sent it, as identified
by the Previous Node ID block.
Step 2: If the bundle’s destination endpoint is an endpoint of which
the node is a member, then the bundle’s "Forward pending" retention
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constraint must be removed. Otherwise, the bundle must be deleted:
the bundle deletion procedure defined in Section 5.13 must be
followed, citing the reason for which forwarding was determined to
be contraindicated.
5.5. Bundle Expiration
A bundle expires when the bundle’s age exceeds its lifetime as
specified in the primary bundle block. Bundle age MAY be determined
by subtracting the bundle’s creation timestamp time from the current
time if (a) that timestamp time is not zero and (b) the local node’s
clock is known to be accurate (as discussed in section 4.5.1 above);
otherwise bundle age MUST be obtained from the Bundle Age extension
block. Bundle expiration MAY occur at any point in the processing
of a bundle. When a bundle expires, the bundle protocol agent MUST
delete the bundle for the reason "lifetime expired": the bundle
deletion procedure defined in Section 5.13 MUST be followed.
5.6. Bundle Reception
The steps in processing a bundle received from another node are:
Step 1: The retention constraint "Dispatch pending" must be added to
the bundle.
Step 2: If the "request reporting of bundle reception" flag in the
bundle’s status report request field is set to 1, then a bundle
reception status report with reason code "No additional information"
should be generated, destined for the bundle’s report-to endpoint
ID.
Step 3: For each block in the bundle that is an extension block that
the bundle protocol agent cannot process:
. If the block processing flags in that block indicate that a
status report is requested in this event, then a bundle
reception status report with reason code "Block unintelligible"
should be generated, destined for the bundle’s report-to
endpoint ID.
. If the block processing flags in that block indicate that the
bundle must be deleted in this event, then the bundle protocol
agent must delete the bundle for the reason "Block
unintelligible"; the bundle deletion procedure defined in
Section 5.13 must be followed and all remaining steps of the
bundle reception procedure must be skipped.
. If the block processing flags in that block do NOT indicate
that the bundle must be deleted in this event but do indicate
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that the block must be discarded, then the bundle protocol
agent must remove this block from the bundle.
. If the block processing flags in that block indicate NEITHER
that the bundle must be deleted NOR that the block must be
discarded, then the bundle protocol agent must set to 1 the
"Block was forwarded without being processed" flag in the block
processing flags of the block.
Step 4: If the bundle’s custody transfer requested flag (in the
bundle processing flags field) is set to 1 and the bundle has the
same source node ID, creation timestamp, and (if the bundle is a
fragment) fragment offset and payload length as another bundle that
(a) has not been discarded and (b) currently has the retention
constraint "Custody accepted", custody transfer redundancy must be
handled. Otherwise, processing proceeds from Step 5. The bundle
protocol agent must handle custody transfer redundancy by generating
a "Failed" custody signal for this bundle with reason code
"Redundant reception", destined for this bundle’s current custodian,
and removing this bundle’s "Dispatch pending" retention constraint.
Step 5: Processing proceeds from Step 1 of Section 5.3.
5.7. Local Bundle Delivery
The steps in processing a bundle that is destined for an endpoint of
which this node is a member are:
Step 1: If the received bundle is a fragment, the application data
unit reassembly procedure described in Section 5.9 must be followed.
If this procedure results in reassembly of the entire original
application data unit, processing of this bundle (whose fragmentary
payload has been replaced by the reassembled application data unit)
proceeds from Step 2; otherwise, the retention constraint
"Reassembly pending" must be added to the bundle and all remaining
steps of this procedure must be skipped.
Step 2: Delivery depends on the state of the registration whose
endpoint ID matches that of the destination of the bundle:
. If the registration is in the Active state, then the bundle
must be delivered subject to this registration (see Section 3.1
above) as soon as all previously received bundles that are
deliverable subject to this registration have been delivered.
. If the registration is in the Passive state, then the
registration’s delivery failure action must be taken (see
Section 3.1 above).
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Step 3: As soon as the bundle has been delivered:
. If the "request reporting of bundle delivery" flag in the
bundle’s status report request field is set to 1, then a bundle
delivery status report should be generated, destined for the
bundle’s report-to endpoint ID. Note that this status report
only states that the payload has been delivered to the
application agent, not that the application agent has processed
that payload.
. If the bundle’s custody transfer requested flag (in the bundle
processing flags field) is set to 1, custodial delivery must be
reported. The bundle protocol agent must report custodial
delivery by generating a "Succeeded" custody signal for the
bundle, destined for the bundle’s current custodian(s).
5.8. Bundle Fragmentation
It may at times be advantageous for bundle protocol agents to reduce
the sizes of bundles in order to forward them. This might be the
case, for example, if a node to which a bundle is to be forwarded is
accessible only via intermittent contacts and no upcoming contact is
long enough to enable the forwarding of the entire bundle.
The size of a bundle can be reduced by "fragmenting" the bundle. To
fragment a bundle whose payload is of size M is to replace it with
two "fragments" -- new bundles with the same source node ID and
creation timestamp as the original bundle -- whose payloads are the
first N and the last (M - N) bytes of the original bundle’s payload,
where 0 < N < M. Note that fragments may themselves be fragmented,
so fragmentation may in effect replace the original bundle with more
than two fragments. (However, there is only one ’level’ of
fragmentation, as in IP fragmentation.)
Any bundle that has any Current Custodian extension block citing any
node other than the local node MUST NOT be fragmented. This
restriction aside, any bundle whose primary block’s bundle
processing flags do NOT indicate that it must not be fragmented may
be fragmented at any time, for any purpose, at the discretion of the
bundle protocol agent.
Fragmentation shall be constrained as follows:
. The concatenation of the payloads of all fragments produced by
fragmentation must always be identical to the payload of the
bundle that was fragmented. Note that the payloads of fragments
resulting from different fragmentation episodes, in different
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parts of the network, may be overlapping subsets of the
original bundle’s payload.
The bundle processing flags in the primary block of each
fragment must differ from those of the bundle that is being
fragmented, in that they must indicate that the bundle is a
fragment, and both fragment offset and total application data
unit length must be provided at the end of each fragment’s
primary bundle block. Additionally, the CRC of the bundle that
is being fragmented, if any, must be replaced in each fragment
by a new CRC computed for the primary block of that fragment.
The primary blocks of the fragments will differ from that of
the fragmented bundle as noted above.
The payload blocks of fragments will differ from that of the
fragmented bundle as noted above.
If the bundle being fragmented is not a fragment or is the
fragment with offset zero, then all extension blocks of the
bundle being fragmented MUST be replicated in the fragment
whose offset is zero.
Each extension block whose "Block must be replicated in every
fragment" flag, in the block processing flags, is set to 1 MUST
be replicated in every fragment.
Beyond these rules, replication of extension blocks in the
fragments is an implementation matter.
If the local node had taken custody of the fragmented bundle,
then the BPA MUST release custody of the fragmented bundle
before fragmentation occurs and MUST take custody of every
fragment.

5.9. Application Data Unit Reassembly
If the concatenation -- as informed by fragment offsets and payload
lengths -- of the payloads of all previously received fragments with
the same source node ID and creation timestamp as this fragment,
together with the payload of this fragment, forms a byte array whose
length is equal to the total application data unit length in the
fragment’s primary block, then:
. This byte array -- the reassembled application data unit -must replace the payload of this fragment.
. For each fragmentary bundle whose payload is a subset of the
reassembled application data unit, for which custody transfer
is requested but the BPA has not yet taken custody, the BPA
must take custody of that bundle.
. The BPA must then release custody of all fragments whose
payload is a subset of the reassembled application data unit,
for which it has taken custody.

Burleigh

Expires December 2015

[Page 37]

Internet-Draft

Proposed Revised Bundle Protocol

June 2015

. The "Reassembly pending" retention constraint must be removed
from every other fragment whose payload is a subset of the
reassembled application data unit.
Note: reassembly of application data units from fragments occurs at
the nodes that are members of destination endpoints as necessary; an
application data unit may also be reassembled at some other node on
the path to the destination.
5.10. Custody Transfer
The decision as to whether or not to accept custody of a bundle is
an implementation matter that may involve both resource and policy
considerations.
If the bundle protocol agent elects to accept custody of the bundle,
then it must follow the custody acceptance procedure defined in
Section 5.10.1.
5.10.1. Custody Acceptance
Procedures for acceptance of custody of a bundle are defined as
follows.
The retention constraint "Custody accepted" must be added to the
bundle.
If the "request reporting of custody acceptance" flag in the
bundle’s status report request field is set to 1, a custody
acceptance status report should be generated, destined for the
report-to endpoint ID of the bundle. However, if a bundle reception
status report was generated for this bundle (Step 1 of Section 5.6),
then this report SHOULD be generated by simply turning on the
"Reporting node accepted custody of bundle" flag in that earlier
report’s status flags byte.
The bundle protocol agent must generate a "Succeeded" custody signal
for the bundle, destined for the bundle’s current custodian(s).
The bundle protocol agent must assert the new current custodian for
the bundle. It does so by inserting a new Current Custodian
extension block whose value is the node ID of the local node or by
changing the value of an existing Current Custodian extension block
to the local node ID.
The bundle protocol agent may set a custody transfer countdown timer
for this bundle; upon expiration of this timer prior to expiration
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of the bundle itself and prior to custody transfer success for this
bundle, the custody transfer failure procedure detailed in Section
5.12 may be followed. The manner in which the countdown interval for
such a timer is determined is an implementation matter.
The bundle should be retained in persistent storage if possible.
5.10.2. Custody Release
When custody of a bundle is released, the "Custody accepted"
retention constraint must be removed from the bundle and any custody
transfer timer that has been established for this bundle should be
destroyed.
5.11. Custody Transfer Success
Upon receipt of a "Succeeded" custody signal at a node that is a
custodial node of the bundle identified in the custody signal,
custody of the bundle must be released as described in Section
5.10.2.
5.12. Custody Transfer Failure
Custody transfer is determined to have failed at a custodial node
for that bundle when either (a) that node’s custody transfer timer
for that bundle (if any) expires or (b) a "Failed" custody signal
for that bundle is received at that node.
Upon determination of custody transfer failure, the action taken by
the bundle protocol agent is implementation-specific and may depend
on the nature of the failure. For example, if custody transfer
failure was inferred from expiration of a custody transfer timer or
was asserted by a "Failed" custody signal with the "Depleted
storage" reason code, the bundle protocol agent might choose to reforward the bundle, possibly on a different route (Section 5.4).
Receipt of a "Failed" custody signal with the "Redundant reception"
reason code, on the other hand, might cause the bundle protocol
agent to release custody of the bundle and to revise its algorithm
for computing countdown intervals for custody transfer timers.
5.13. Bundle Deletion
The steps in deleting a bundle are:
Step 1: If the retention constraint "Custody accepted" currently
prevents this bundle from being discarded, then:
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. Custody of the node is released as described in Section 5.10.2.
. A bundle deletion status report citing the reason for deletion
must be generated, destined for the bundle’s report-to endpoint
ID.
Otherwise, if the "request reporting of bundle deletion" flag in the
bundle’s status report request field is set to 1, then a bundle
deletion status report citing the reason for deletion should be
generated, destined for the bundle’s report-to endpoint ID.
Step 2: All of the bundle’s retention constraints must be removed.
5.14. Discarding a Bundle
As soon as a bundle has no remaining retention constraints it may be
discarded.
5.15. Canceling a Transmission
When requested to cancel a specified transmission, where the bundle
created upon initiation of the indicated transmission has not yet
been discarded, the bundle protocol agent must delete that bundle
for the reason "transmission cancelled". For this purpose, the
procedure defined in Section 5.13 must be followed.
6. Administrative Record Processing
6.1. Administrative Records
Administrative records are standard application data units that are
used in providing some of the features of the Bundle Protocol. Two
types of administrative records have been defined to date: bundle
status reports and custody signals. Note that additional types of
administrative records may be defined by supplementary DTN protocol
specification documents.
Every administrative record consists of a five-bit record type code
followed by three bits of administrative record flags, followed by
record content in type-specific format. Record type codes are
defined as follows:
+---------+--------------------------------------------+
|

Value

|

Meaning

|

+=========+============================================+
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|

+---------+--------------------------------------------+
| 00010

| Custody signal.

|

+---------+--------------------------------------------+
| (other) | Reserved for future use.

|

+---------+--------------------------------------------+
Figure 8: Administrative Record Type Codes
+---------+--------------------------------------------+
|

Value

|

Meaning

|

+=========+============================================+
|

0001

|

| Record is for a fragment; fragment

|

| offset and length fields are present.

|

+---------+--------------------------------------------+
| (other) | Reserved for future use.

|

+---------+--------------------------------------------+
Figure 9: Administrative Record Flags
The contents of the two types of administrative records defined in
the present document are described below.
6.1.1. Bundle Status Reports
The transmission of ’bundle status reports’ under specified
conditions is an option that can be invoked when transmission of a
bundle is requested. These reports are intended to provide
information about how bundles are progressing through the system,
including notices of receipt, custody transfer, forwarding, final
delivery, and deletion. They are transmitted to the Report-to
endpoints of bundles.
+----------------+----------------+----------------+---------------+
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| Fragment offset (*) (if

+----------------+----------------+----------------+---------------+
present)

| Fragment length (*) (if present)

|

+----------------+----------------+----------------+---------------+
| Source node ID of bundle X (*)

|

+----------------+----------------+----------------+---------------+
| Copy of bundle X’s Creation Timestamp time (*)

|

+----------------+----------------+----------------+---------------+
| Copy of bundle X’s Creation Timestamp sequence number (*)

|

+----------------+----------------+----------------+---------------+
Figure 10: Bundle Status Report Format
(*) Notes:
The Fragment Offset field, if present, is an SDNV and is therefore
variable length. A three-octet SDNV is shown here for convenience in
representation.
The Fragment Length field, if present, is an SDNV and is therefore
variable length. A three-octet SDNV is shown here for convenience in
representation.
The Source Node ID and Creation Timestamp fields replicate the
Source Node ID and Creation Timestamp fields in the primary block of
the subject bundle. As such they are of variable length. Four-octet
values are shown here for convenience in representation.
The fields in a bundle status report are:
Status Flags: A 1-byte field containing the following flags:
+----------+--------------------------------------------+
|

Value

|

Meaning

|

+==========+============================================+
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| 00000001 | Reporting node received bundle.

|

+----------+--------------------------------------------+
| 00000010 | Reporting node accepted custody of bundle. |
+----------+--------------------------------------------+
| 00000100 | Reporting node forwarded the bundle.

|

+----------+--------------------------------------------+
| 00001000 | Reporting node delivered the bundle.

|

+----------+--------------------------------------------+
| 00010000 | Reporting node deleted the bundle.

|

+----------+--------------------------------------------+
| 00100000 | Unused.

|

+----------+--------------------------------------------+
| 01000000 | Unused.

|

+----------+--------------------------------------------+
| 10000000 | Unused.

|

+----------+--------------------------------------------+
Figure 11: Status Flags for Bundle Status Reports
Reason Code: A 1-byte field explaining the value of the flags in the
status flags byte. The list of status report reason codes provided
here is neither exhaustive nor exclusive; supplementary DTN protocol
specifications (including, but not restricted to, the Bundle
Security Protocol [BSP]) may define additional reason codes. Status
report reason codes are defined as follows:
+---------+--------------------------------------------+
| Value

|

Meaning

|

+=========+============================================+
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|

+---------+--------------------------------------------+
| 0x01

| Lifetime expired.

|

+---------+--------------------------------------------+
| 0x02

| Forwarded over unidirectional link.

|

+---------+--------------------------------------------+
| 0x03

| Transmission canceled.

|

+---------+--------------------------------------------+
| 0x04

| Depleted storage.

|

+---------+--------------------------------------------+
| 0x05

| Destination endpoint ID unintelligible.

|

+---------+--------------------------------------------+
| 0x06

| No known route to destination from here.

|

+---------+--------------------------------------------+
| 0x07

| No timely contact with next node on route. |

+---------+--------------------------------------------+
| 0x08

| Block unintelligible.

|

+---------+--------------------------------------------+
| (other) | Reserved for future use.

|

+---------+--------------------------------------------+
Figure 12: Status Report Reason Codes
Fragment Offset: If the bundle fragment bit is set in the status
flags, then the offset (within the original application data unit)
of the payload of the bundle that caused the status report to be
generated is included here.
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Fragment length: If the bundle fragment bit is set in the status
flags, then the length of the payload of the subject bundle is
included here.
Source Node ID of Subject Bundle: The source node ID of the bundle
that caused the status report to be generated.
Creation Timestamp of Subject Bundle: A copy of the creation
timestamp of the bundle that caused the status report to be
generated.
6.1.2. Custody Signals
Custody signals are administrative records that effect custody
transfer operations. They are transmitted to the nodes that are the
current custodians of bundles.
Custody signals have the following format.
Custody signal regarding bundle ’X’:
+----------------+----------------+----------------+---------------+
| Status

| Fragment offset (*) (if present)

|

+----------------+----------------+----------------+---------------+
| Fragment length (*) (if present)

|

+----------------+----------------+----------------+---------------+
| Source node ID of bundle X (*)

|

+----------------+----------------+----------------+---------------+
| Copy of bundle X’s Creation Timestamp time (*)

|

+----------------+----------------+----------------+---------------+
| Copy of bundle X’s Creation Timestamp sequence number (*)

|

+----------------+----------------+----------------+---------------+
Figure 13: Custody Signal Format
(*) Notes:
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The Fragment Offset field, if present, is an SDNV and is therefore
variable length. A three-octet SDNV is shown here for convenience in
representation.
The Fragment Length field, if present, is an SDNV and is therefore
variable length. A four-octet SDNV is shown here for convenience in
representation.
The Source Node ID and Creation Timestamp fields replicate the
Source Node ID and Creation Timestamp fields in the primary block of
the subject bundle. As such they are of variable length. Four-octet
values are shown here for convenience in representation.
The fields in a custody signal are:
Status: A 1-byte field containing a 1-bit "custody transfer
succeeded" flag followed by a 7-bit reason code explaining the value
of that flag. Custody signal reason codes are defined as follows:
+---------+--------------------------------------------+
| Value

|

Meaning

|

+=========+============================================+
| 0x00

| No additional information.

|

+---------+--------------------------------------------+
| 0x01

| Reserved for future use.

|

+---------+--------------------------------------------+
| 0x02

| Reserved for future use.

|

+---------+--------------------------------------------+
| 0x03

| Redundant (reception by a node that is a

|

|

| custodial node for this bundle).

|

+---------+--------------------------------------------+
| 0x04

| Depleted storage.

|

+---------+--------------------------------------------+
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|

+---------+--------------------------------------------+
| 0x06

| No known route destination from here.

|

+---------+--------------------------------------------+
| 0x07

| No timely contact with next node on route. |

+---------+--------------------------------------------+
| 0x08

| Block unintelligible.

|

+---------+--------------------------------------------+
| (other) | Reserved for future use.

|

+---------+--------------------------------------------+
Figure 14: Custody Signal Reason Codes
Fragment offset: If the bundle fragment bit is set in the status
flags, then the offset (within the original application data unit)
of the payload of the bundle that caused the custody signal to be
generated is included here.
Fragment length: If the bundle fragment bit is set in the status
flags, then the length of the payload of the subject bundle is
included here.
Source Node ID of Subject Bundle: The source node ID of the bundle
that caused the custody signal to be generated.
Creation Timestamp of Subject Bundle: A copy of the creation
timestamp of the bundle to which the signal applies.
6.2. Generation of Administrative Records
Whenever the application agent’s administrative element is directed
by the bundle protocol agent to generate an administrative record
with reference to some bundle, the following procedure must be
followed:
Step 1: The administrative record must be constructed. If the
referenced bundle is a fragment, the administrative record must have
the Fragment flag set and must contain the fragment offset and
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fragment length fields. The value of the fragment offset field must
be the value of the referenced bundle’s fragment offset, and the
value of the fragment length field must be the length of the
referenced bundle’s payload.
Step 2: A request for transmission of a bundle whose payload is this
administrative record must be presented to the bundle protocol
agent.
6.3. Reception of Custody Signals
For each received custody signal that has the "custody transfer
succeeded" flag set to 1, the administrative element of the
application agent must direct the bundle protocol agent to follow
the custody transfer success procedure in Section 5.11.
For each received custody signal that has the "custody transfer
succeeded" flag set to 0, the administrative element of the
application agent must direct the bundle protocol agent to follow
the custody transfer failure procedure in Section 5.12.
7. Services Required of the Convergence Layer
7.1. The Convergence Layer
The successful operation of the end-to-end bundle protocol depends
on the operation of underlying protocols at what is termed the
"convergence layer"; these protocols accomplish communication
between nodes. A wide variety of protocols may serve this purpose,
so long as each convergence layer protocol adapter provides a
defined minimal set of services to the bundle protocol agent. This
convergence layer service specification enumerates those services.
7.2. Summary of Convergence Layer Services
Each convergence layer protocol adapter is expected to provide the
following services to the bundle protocol agent:
. sending a bundle to a bundle node that is reachable via the
convergence layer protocol;
. delivering to the bundle protocol agent a bundle that was sent
by a bundle node via the convergence layer protocol.
The convergence layer service interface specified here is neither
exhaustive nor exclusive. That is, supplementary DTN protocol
specifications (including, but not restricted to, the Bundle
Security Protocol [BSP]) may expect convergence layer adapters that
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serve BP implementations conforming to those protocols to provide
additional services such as retransmitting data that were lost in
transit, discarding bundle-conveying data units that the convergence
layer protocol determines are corrupt or inauthentic, or reporting
on the integrity and/or authenticity of delivered bundles.
8. Security Considerations
The bundle protocol has taken security into concern from the outset
of its design. It was always assumed that security services would be
needed in the use of the bundle protocol. As a result, the bundle
protocol security architecture and the available security services
are specified in an accompanying document, the Bundle Security
Protocol specification [BSP]; an informative overview of this
architecture is provided in [SECO].
The bundle protocol has been designed with the notion that it will
be run over networks with scarce resources. For example, the
networks might have limited bandwidth, limited connectivity,
constrained storage in relay nodes, etc. Therefore, the bundle
protocol must ensure that only those entities authorized to send
bundles over such constrained environments are actually allowed to
do so. All unauthorized entities should be prevented from consuming
valuable resources as soon as practicable.
Likewise, because of the potentially high latencies and delays
involved in the networks that make use of the bundle protocol, data
sources should be concerned with the integrity of the data received
at the intended destination(s) and may also be concerned with
ensuring confidentiality of the data as it traverses the network.
Without integrity, the bundle payload data might be corrupted while
in transit without the destination able to detect it. Similarly, the
data source can be concerned with ensuring that the data can only be
used by those authorized, hence the need for confidentiality.
Internal to the bundle-aware overlay network, the bundle nodes
should be concerned with the authenticity of other bundle nodes as
well as the preservation of bundle payload data integrity as it is
forwarded between bundle nodes.
As a result, bundle security is concerned with the authenticity,
integrity, and confidentiality of bundles conveyed among bundle
nodes. This is accomplished via the use of two independent securityspecific bundle blocks, which may be used together to provide
multiple bundle security services or independently of one another,
depending on perceived security threats, mandated security
requirements, and security policies that must be enforced.
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To provide end-to-end bundle authenticity and integrity, the Block
Integrity Block (BIB) is used. The BIB allows any security-enabled
entity along the delivery path to ensure the integrity of the
bundle’s payload or any other block other than a Block
Confidentiality Block.
To provide payload confidentiality, the use of the Block
Confidentiality Block (BCB) is available. The bundle payload, or any
other block aside from the primary block and the Bundle Security
Protocol blocks, may be encrypted to provide end-to-end payload
confidentiality/privacy.
Additionally, convergence-layer protocols that ensure authenticity
of communication between adjacent nodes in BP network topology
SHOULD be used where available, to minimize the ability of
unauthenticated nodes to introduce inauthentic traffic into the
network.
Bundle security must not be invalidated by forwarding nodes even
though they themselves might not use the Bundle Security Protocol.
In particular, while blocks may be added to bundles transiting
intermediate nodes, removal of blocks with the ’Discard block if it
can’t be processed’ flag unset in the block processing control flags
may cause security to fail.
Inclusion of the Bundle Security Protocol in any Bundle Protocol
implementation is RECOMMENDED. Use of the Bundle Security Protocol
in Bundle Protocol operations is OPTIONAL.
9. IANA Considerations
The "dtn" and "ipn" URI schemes have been provisionally registered
by IANA. See http://www.iana.org/assignments/uri-schemes.html for
the latest details.
Registries of scheme type numbers, extension block type numbers, and
administrative record type numbers will be required.
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12. Significant Changes From RFC 5050
Points on which this draft significantly differs from RFC 5050
include the following:
. Clarify the difference between transmission and forwarding.
. Amplify discussion of custody transfer. Move current custodian
to an extension block, of which there can be multiple
occurrences (possible support for the MITRE idea of multiple
concurrent custodians, from several years ago); define that
block in this specification.
. Introduce the concept of "node ID" as functionally distinct
from endpoint ID, while having the same syntax.
. Introduce a new method of encoding endpoint IDs (including node
IDs) in a transmitted bundle, replacing both the "dictionary"
and the CBHE compression mechanism.
. Add ECOS features to primary block.
. Restrict the scope of bundle prioritization to all bundles from
the same source.
. Restructure primary block, making it immutable. Add optional
CRC and inventory.
. Add optional CRCs to non-primary blocks.
. Add block ID number to canonical block format (to support
streamlined BSP).
. Add bundle age extension block, defined in this specification.
. Add previous node ID extension block, defined in this
specification.
. Add flow label block, *not* defined in this specification.
. Add hop count extension block, defined in this specification.
. Clean up a disconnect between fragmentation and custody
transfer that Ed pointed out.
. Remove "DTN time" values from admin records.
13. Open Issues
13.1. Definitions section structure
Would it be better to restrict the Definitions section to
definitions only, and move description, conceptual operation,
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potential implementation, justification, and commentary to one or
more additional sections? Or would fractionating this information
across multiple sections would make it harder to grasp?
13.2. Payload nomenclature
It has been proposed that (a) there is no need to define "nominal
payload" and (b) "partial" payload would be better than
"fragmentary" payload. (The term "nominal payload" is used in the
definition of fragmentation.)
13.3. Application Agent
Does the discussion of Application Agent functionality need to be in
the BP spec? If so, should there be a diagram explaining how the
various components of the BPA interact?
13.4. Bundle Endpoint definition
Is the source of a bundle always a node, or do we want to define a
way in which a set of nodes (an endpoint) can collectively transmit
a bundle? Does the latter trace back to a use case we need to
support?
Is a bundle custodian always a node, or do we want to define a way
in which a set of nodes (an endpoint) can collectively take custody
of a bundle? Does the latter trace back to a use case we need to
support?.
13.5. Alignment with ICN
Is it necessary to modify the bundle transmission procedure to
enable BP to be used for information-centric networking, i.e.,
delivering data to a node who requests that data after it has
already been transmitted? Specifically, would a DTN ICN cache point
"transmit" data to a client (i.e., source a new bundle) or would it
merely "forward" a previously transmitted bundle of which it has
retained a copy?
13.6. Implementation Architectures
Should the BP spec be divided into two documents? One to talk about
conops and context and one that focuses specifically on the
protocol?

Burleigh

Expires December 2015

[Page 53]

Internet-Draft

Proposed Revised Bundle Protocol

June 2015

13.7. Security protocol name
Will the name of the DTN security protocol be Bundle Security
Protocol or Streamlined Bundle Security Protocol?
13.8. Bundle format
Should the rules for defining block structure be presented at the
start of section 4 or in the discussion of the payload block and the
"last block" flag? Should we require that the payload block always
be the last block of the bundle, so that the "last block" flag is no
longer needed? (This would make reactive fragmentation easier.)
13.9. SDNVs
Should the SDNV discussion in 4.1 be deleted?
13.10. Bundle Processing Control Flags
Should the bit numbering convention described in section 4.2 be
moved to another location in the document?
13.11. Extended class of service features
Should these features (critical bundle, best-efforts forwarding
requested, reliable forwarding requested) be omitted from the
primary block? If they are omitted, should these applicationselected CoS markings be supported in some other way? If the
"critical" CoS feature is retained, should it have a different
name?
Note: a node selection (route computation) procedure might consider
the availability of CLAs that match the bundle’s CoS when selecting
a node to forward to, and that is entirely the business of the route
computation procedure. (Not all route computation procedures will
do so.)
13.12. Primary block CRC type
What are the best CRC options to support here? CRC-16-ARINC, CRC16-CCITT, CRC-16-CDMA2000, CRC-16-DECT, etc.? Are there more than 4?
13.13. Inventory
Is a list of the block types of all blocks in the bundle as
forwarded by the source node a good implementation of the requested
"inventory" feature? If not, what would be better?
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13.14. Block numbers
Should the payload always have block number zero?
13.15. Clearing flag
Should an node that is able to process a given extension block be
permitted to clear block’s "Block was forwarded without being
processed" flag?

13.16. Overriding BP spec
Is a supplementary DTN protocol specification allowed to override or
supersede the BP specification (other than making some BP procedures
moot by requiring that the processing of a bundle be terminated
under fault conditions recognized by that protocol)?
13.17. Time of forwarding
Should the BPA control the time at which a bundle is to be forwarded
to another node, or should that determination be left to the
selected convergence-layer protocol adapter(s)?
13.18. Block multiplicity
Would it be good to restrict BP
per extension per bundle? That
information needed to implement
bundle be contained in a single

extensions to one extension block
is, should we require that all
a given BP extension for a given
extension block?

This would entail encapsulating any necessary multiplicity for a
given extension (for example, multiple Metadata records) within a
single block.
Among the advantages: no need for block numbers (block type would
always be sufficient to identify the block), therefore no need for a
block number generation mechanism; shorter and simpler inventory;
simpler extension implementation (all information is in one block,
no need to search through extension blocks for additional relevant
information).
Among the disadvantages: very different from RFC 5050; would in some
cases require that security blocks operate on data structures that
are internal to extension blocks rather than always operate on
entire extension blocks.
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For More Information

Please refer comments to dtn@ietf.org. The Delay Tolerant Networking
Research Group (DTNRG) Web site is located at http://www.dtnrg.org.
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Introduction
The Delay Tolerant Network (DTN) Bundle Protocol (BP)
[I-D.ietf-dtn-bpbis] uses Uniform Resource Identifiers (URIs)
[RFC3968] as the basis for Endpoint IDs (EIDs) in the following
format:
< scheme name > : < scheme-specific part, or "SSP" >
When the scheme name is "dtn", the SSP is an alphanumeric EID string
up to 1023 octets in length. Since each Bundle may include several
such EIDs, this could result in substantial bandwidth consumption
over constrained links simply to transport EIDs, leading to a desire
for a concise numeric format.
When the scheme name is "ipn", the SSP is a numeric node number
(between 1 and 2^64 - 1) followed by a numeric service number
(between 0 and 2^64 - 1) [RFC6260]. Values for these fields are
registered with the Internet Assigned Numbers Authority (IANA) and/or
delegated to independent registries such as the Space Assigned
Numbers Authority (SANA) [RFC7116].
This document discusses the "ipn" scheme, and presents candidate
requirements for alternate DTN numeric node ID schemes.

2.

Numeric Node ID Alternatives
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IPN Naming Scheme

[RFC6260] and [RFC7116] define a numeric naming scheme used to form
EIDs that in native representation take the form of Uniform Record
Identifiers with scheme name "ipn". The native representation of an
"ipn" EID is: "ipn:<node_number>.<service_number>".
More formally, the "ipn" scheme is defined in the Augmented BackusNaur Form (ABNF) notation of [RFC5234], including the core ABNF
syntax rule for DIGIT defined by that specification. Details are:
o

ipn-uri = "ipn:" ipn-hier-part

o

ipn-hier-part = node-nbr nbr-delim service-nbr ; a path-rootless

o

node-nbr = 1*DIGIT

o

nbr-delim = "."

o

service-nbr = 1*DIGIT.

Because the encoded representation of an ipn-scheme URI’s ipn-hierpart is so compact, EIDs expressed in this scheme are suitable for
resource-constrained links, however administrative entities that are
first to claim the lower node numbers for assignment to their nodes
may have a permanent performance advantage. In particular, [RFC7116]
specifies the initial ipn EID assignments shown below:
+--------------------+---------------------------+---------------+
|
Value | Description
| Reference
|
+--------------------+---------------------------+---------------+
|
0 | Reserved
| This document |
|
1--(2**14)-1 | Unassigned
| This document |
| (2**14)--(2**21)-1 | Allocated to CCSDS (SANA) | This document |
| (2**21)--(2**28)-1 | Private/Experimental Use | This document |
| (2**28)--(2**42)-1 | Unassigned
| This document |
|
>=(2**42) | Reserved
| This document |
+--------------------+---------------------------+---------------+
Using octet-based encodings such as CBOR [I-D.burleigh-dtn-rs-cbor],
this means that EIDs allocated to CCSDS can be represented in 2-3
octets, Private/Experimental Use EIDs can be represented in 3-4
octets and Unassigned/Reserved EIDs require 4 or more octets. This
means that in a first-come, first-served assignment policy the
earliest adopters will receive EIDs that can be represented in fewer
octets than those received by latecomers.The "ipn" scheme further
does not address all of the requirements that would be expected of
addressing schemes such as those defined for the Internet Protocol,
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but it is necessary to consider which (if any) of the additional
requirements would be applicable to DTN. The following section
therefore discusses requirements for alternate numeric naming schemes
for DTN, if indeed an alternate scheme is even necessary.
2.2.

Alternate Numeric Naming Schemes

It is clear that the "ipn" scheme is already operational; hence, if
one or more new scheme names are needed they would require a new
scheme name. Some of the questions that must be taken into
consideration in designing an alternate numeric naming scheme
include:
Q1 (Fixed vs Variable-length): Should an alternate scheme include a
fixed-length EID format, or variable-length to allow efficient
codings for early adopters?
Q2: (Pseudo-Random vs. Consecutive Assignments): Should an alternate
scheme delegate EIDs in a (pseudo) random fashion to ensure
fairness, or as consecutive values beginning with low numbers and
growing proportionally to the number of allocations?
Q3 (Maximum EID Length): "ipn" specifies a maximum EID length of 64
bits. Should an alternate scheme adopt the same maximum length?
Q4 (Unicast EIDs): Should an alternate scheme include a range of
EIDs that correspond to singleton DTN nodes?
Q5 (Multicast EIDs): Should an alternate scheme include a range of
EIDs that correspond to groups of DTN nodes for which all nodes in
the group receive the bundle? If so, should the multicast EIDs be
part of the same naming scheme as unicast EIDs, or should they be
part of a different scheme?
Q6 (Private-use EIDs): Should an alternate scheme include a range of
EIDs that can be administratively assigned within the local DTN,
even though the same EIDs may be assigned in other DTNs? If so,
should the private-use EIDs be assigned from low-numbered values
so that efficient coding compression can be employed?
Q7 (Universal EIDs): Should an alternate scheme include a range of
EIDs that are guaranteed to be unique on a universal basis, e.g.,
in case one or more DTNs merge to form a larger DTN?
Q8 (Block Allocations vs. Individual Allocations): Should an
alternate scheme allow for "block allocations" of EIDs, or only
individual allocations (i.e., one EID at a time)? If block
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allocations are supported, should the blocks include contiguous
EID values, or (pseudo) random values?
It is further worth considering that any DTN numeric naming scheme
(or schemes) would entail compromises that might not be a best-fit
for all applications. For example, the IPv6 addressing architecture
[RFC4291] specifies a fixed 16-octet address length which might
present considerable overhead for transporting addresses across slow
links. In the end, any new DTN numeric naming scheme would need to
be analyzed according to specific use cases.
3.

IANA Considerations
This document introduces no IANA considerations.

4.

Security Considerations
[I-D.ietf-dtn-bpsec] documents the Bundle Protocol Security (BPsec)
specification..

5.
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Introduction
The Delay/Disruption Tolerant Network (DTN) architecture [RFC4838]
introduces a data communications concept in which "bundles" of data
are exchanged in store-and-forward fashion between endpoints that may
be separated by long-delay or intermittently-connected paths. The
Bundle Protocol Specification [RFC5050] provides the bundle message
format and operations, including convergence layer transmission,
fragmentation and custody transfer. Each bundle further may include
extensions, among which may be security parameters designed to ensure
confidentiality, integrity and authentication
[RFC6257][I-D.irtf-dtnrg-sbsp]. These securing mechanisms (termed
"Bundle Security Protocol") operate within the constraints imposed by
various "ciphersuites". Prominent among these are ciphersuites that
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rely on public/private key pairs where the public key is used to
encrypt data and verify signatures while the private key is used to
decrypt data and sign messages. Like any other public/private key
system, however, Delay Tolerant Networks require some form of Public
Key Infrastructure (PKI) to ensure that private key holders are
properly authorized to use them as attested by a trusted Certificate
Authority (CA) [RFC4210].
Public key cryptography in DTNs may be in some ways simpler than in
traditional Internet security approaches. In particular, some BSP
ciphersuites impose no need for peers to establish a long-term secret
"symmetric" session key to be applied across a stream of bundles in
the way that protocols such as the Internet Key Exchange (IKE)
[RFC5996] establish session keys to be applied across a stream of
packets. Instead, per the provisions of these ciphersuites, each
bundle carries its own secret symmetric key in which the bundle is
encrypted (in which case the symmetric key is itself encrypted in the
public key of the receiver) or by which the bundle is signed (in
which case the symmetric key is itself signed in the private key of
the sender).
While the operation of the DTN securing mechanisms themselves can be
applied independently of the key management scheme, in their current
incarnation they can only be used with pre-placed irrevocable keys
since there are no published mechanisms for automated security key
management. On the surface, the use of standard PKI mechanisms would
seem to be a natural fit, but traditional methods are not appropriate
for long-delay and/or disrupted paths. This issue has prompted
earlier IRTF investigations into an automated key management scheme
for DTN [I-D.farrell-dtnrg-km][I-D.irtf-dtnrg-sec-overview], and it
was also highlighted in "A Bundle of Problems" [WOOD08], Section 4.13
and "Security Analysis of DTN Architecture and Bundle Protocol
Specification for Space-Based Networks" [IVAN09].
Therefore, an automated system for the publication and revocation of
public keys will be necessary for many DTN applications, and that
system must be designed to function in the presence of long delays
and/or intermittent connectivity. The system must provide timely
delivery of new public keys and security-key meta-data even though
the delay inherent in the system may result in actual conveyance to
DTN nodes long after transmission. Moreover the improper operation
of this system, whether caused by malfunction or by a deliberate
attack, could have significant impact on the usability of the
network; the system must therefore be highly resistant to operational
failure. In this document, we discuss the problem, provide
requirements and propose a design for a suitable solution.
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Discussion
Traditional automated PKI key management protocols allow for a
subject (aka "end entity") to create a self-generated public/private
key pair and then register the public key with a trusted Certificate
Authority (CA) [RFC4210]. However, in a network based on DTN there
may be significant delays between the time at which an end entity
requests another entity’s certificate and the time at which the
requested certificate is delivered. Also, issues such as the
publication of a new key pair can result in communication failures if
end entities do not discover the new public key until some time after
the old public key is deprecated. Alternatives such as a "web of
trust" (e.g., via Pretty Good Privacy (PGP) [RFC4880]) may have
application in some DTNs, but this is a topic for further study.
An old adage that also needs to be addressed is whether there is a
"one-size-fits-all" solution. DTNs may come in various shapes and
sizes, and various approaches may be better suited to some DTNs than
others. More specifically, in the future there may not be one "DTN"
in the same way that there is one public Internet. But rather, there
may be many DTNs for public or private use - each with its own
operational capabilities and constraints.
There will likely be ways to accomplish public key publication in the
presence of long delays and/or disruptions, since keys can be
published to take effect at some point in the future. However,
timely certificate revocation may be infeasible due to the long
delays inherent in many DTNs. DTN subjects therefore must be
vigilant in ascertaining the degree to which long-delay
correspondents can be trusted. These and many more issues must be
carefully considered in any design.

3.

DTN Security Key Management Core Requirements
A number of fundamental requirements must be satisfied by any
security key management design for DTN. The requirements include the
following:

3.1.

REQ1: Must Provide Keys When Needed

The practical significance of this requirement is that the DTN
security key management design must not rely on timely responses to
queries directed to a Public Key Infrastructure (PKI). Low-delay
online access using standard Internet connections (i.e., TCP/IP) may
never be available. Even if the query is submitted using some delaytolerant protocol, the opportunity to use the key to encrypt or
verify data may have ended by the time the key arrives. In short,
traditional PKIs are considered incompatible with DTN.
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REQ2: Must Be Trustworthy

The design must be based on a trust anchor common to all nodes in the
DTN network. A common trust anchor is needed to ensure that all DTN
nodes will receive public keys from a secured key authority and not
from an anonymous source. In particular, DTN nodes cannot simply
accept public keys directly from one another with no prior trust
basis. Otherwise, the network and all devices that use it could be
compromised. The trust anchor should store and forward only
authentic public keys from DTKA Key Authorities in an authentic
manner so that the unavailability of DTKA Key Authorities will not
prevent or delay communications between any two DTN nodes.
3.3.

REQ3: No Single Point of Failure

The design must not introduce a single point of failure; the system
must not fail in the event that one or more critical infrastructure
elements are damaged. In particular, DTN nodes cannot always depend
on receiving information from any single key authority node, since
that node may not always be reachable over the network, may be
subject to failures such as power outages, or may be compromised by
an attacker. Much like the way RAID disc arrays operate, the system
must be resilient to one or more failures.
3.4.

REQ4: Multiple Points of Authority

The design must not introduce a single point of authority that could
degrade the entire network if hijacked by an attacker. In
particular, DTN nodes must never be forced to trust information
provided by any single key authority node without corroboration by
other key authority nodes.
3.5.

REQ5: No Veto

Correspondingly, the design must never enable any single key
authority node (possibly hijacked by an attacker) to degrade the
network by declining to corroborate the information provided by other
key authority nodes.
3.6.

REQ6: Must Bind Public Key with DTN Node Identity

This requirement is about the claim for binding a public key with the
ID of a DTN node. The key authority must certify the association of
a public key with an identified DTN node when and only when that
association is asserted by some entity that the key authority trusts.
The mechanism by which such assertions are communicated must itself
be secured. This requirement is a generic requirement for all secure
Public Key Infrastructures.
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REQ7: Must Support Secure Bootstrapping of a Node’s Identity and
its Public Key

The Key Authority must authorize the use of the association between a
Node’s identity and its public key, along with other administrative
information, in its DTN. Such association is essentially random and
cannot be verified in an automated manner. Thus, the association
must be verified manually before the Key Authority can approve the
use of the association in its DTN.
3.8.

REQ8: Must Support Revocation

The DTN PKI must provide a mechanism that allows Certificate
Authorities to revoke a certificate even before the certificate
expires.
3.9.

REQ9: Revocations Must Be Delay Tolerant

The propagation of information about revocation of issued and valid
certificates must use DTN only. DTN certificate revocation must not
assume the application will employ low-delay communications to verify
public key certificates as is normal in the terrestrial Internet,
where the Online Certificate Status Protocol (OCSP) is available to
verify the absence of a public key in the revocation list in an ondemand manner.
4.

DTN Security Key Management Design Criteria
We believe these core requirements imply several structural
guidelines on security key management design for DTN. A candidate
DTN security key management design can be formulated according to the
following design criteria:

4.1.

DC1: Must Perform Timely Key Provisioning

The design must ensure that security keys are put in place before
they are actually needed. For example, if a source signs a bundle of
data using its private key, each DTN node in the path may require
access to the public key before the bundle arrives. Otherwise, the
bundle could be rejected due to security policy. This means that DTN
nodes must generate public/private key pairs and assert them to the
key authority long in advance of when they would actually be needed.
4.2.

DC2: Pub/Sub Model

The design must be based on a publish/subscribe model instead of an
online (pull-based, or client/server) directory service, since ondemand retrieval from a traditional server is not possible in many
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DTN environments due to delays/disruptions. One alternative is for
the key authority to publish public key "bulletins" to which all DTN
nodes subscribe. The bulletins must reach all DTN nodes in the
network over the same long-delay links that carry ordinary data
bundles. Bulletins therefore must convey keys to be used at some
point in the future.
4.3.

DC3: Publication Must Be Spread Over Multiple KAs

The key management system’s responsibility for distributing key
information bulletins must be spread across multiple Key Authority
Nodes (KAs); a monolithic bulletin generated by a single KA would
violate requirements 3, 4, and 5. The cooperating KA nodes must
publish fractionated data that can be aggregated to reconstitute the
original bulletin; it must never be possible for the compromise of
any single KA to result in reception of an inauthentic bulletin.
Specifically, the KAs must agree on a bulletin through control
message exchanges, after which each KA publishes a few overlapping
fragments of the bulletin instead of the full bulletin. Each DTN
node then receives the fragments and reassembles them into a complete
bulletin. In this way, it is OK if one or more of the KAs fails
because the fragments are overlapping and DTN nodes will be able to
reconstruct the full bulletin. It is also OK if one or more of the
KAs has been hacked, because the integrity of the bulletin will be
ensured by the consensus agreement of all KAs. However, at least a
few non-compromised KAs (functioning as trust anchors) must be
present and reachable for the system to survive with assured
integrity.
4.4.

DC4: Availability and Security

Like all other critical infrastructure elements, the key management
system must be maintained as highly available and hardened against
compromise. The latter requirement may require strong physical
security, e.g., secured data centers, hardened mobile platforms, etc.
This is no different than for other core network services such as the
Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP)
and many others. As in all other networking operations, nodes depend
on at least occasional contact with critical infrastructure. Where
fully ad-hoc networks are needed, dynamic key distribution may not be
feasible. In that case, permanent Pre-Placed Keys (PPK) and/or
limited-scope pairwise key exchanges may be the only solution
alternatives.
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Candidate DTN Security Key Management Design
We anticipate a security model for DTN that is based on ephemeral
secret keys included on a per-bundle basis, i.e., in a similar manner
as for S/MIME. That is, the symmetric keys used to secure DTN bundle
traffic should normally be single-use (ephemeral) keys carried in
individual bundles rather than persistent session keys. DTN nodes
use public/private key pairs to encrypt/decrypt or sign/verify the
ephemeral keys. The ephemeral keys are used to decrypt/authenticate
bundle data efficiently.
In the design, DTN node public keys are registered with a Key
Management System (KMS) that serves as the trust anchor for all
secured DTN transactions. The KMS is organized as a group of N Key
Authority (KA) nodes that act in an inter-dependent fashion to
distribute public keys to all DTN nodes.
Each DTN node generates its own public/private key pair and registers
the public key with the KMS. The KMS in turn issues key assertions
and revocations in periodic bulletins sent via multicast
transmissions to all DTN nodes. The keys are designated for use at
some time in the future, since delays/disruptions may preclude
immediate delivery.
Each KA node in the KMS has all current public key information for
the DTN, but for each bulletin publication it sends only a subset of
blocks (or "fragments") of the entire bulletin. Each bulletin is
erasure-coded for Forward Error Correction (FEC) in case some
fragments are lost, corrupted, or deemed untrustworthy. The
resulting parity blocks for error detection are also included in the
publication. Receivers then reassemble the bulletin from the union
of fragments and parity blocks received, i.e., even if some fragments
are lost, and extract time-tagged public keys from the bulletin.
In subsequent operation, the public key that a node uses to encrypt
or sign an outbound bundle will be selected based on bundle creation
time. The node must ensure that when it creates a bundle it is using
a key that other nodes have been informed of. This means that each
DTN node must cache keys for sufficiently long times to account for
delays in the path.
DTN nodes must therefore keep track of all recently-received public
keys for each potential peer node in the DTN. A DTN node that
receives a bundle then uses the newest key that is no younger than
the bundle creation time to verify or decrypt the ephemeral key
included with the bundle.
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Since multiple keys are retained at each node with different creation
times, there is no need to synchronize key transmission and
reception; the receiving node has the appropriate key in place long
before the bundle arrives.
Additionally, no information in the key distribution system is kept
secret - it’s all public information. The point of the KMS is to
provide a critical infrastructure trust basis so that DTN nodes can
tell whether a prospective correspondent is authorized to use the
public key it claims.
Security is then based on the DTN node’s trust relationship with the
KMS. As a result, all public keys are distributed securely. The KMS
service is automated, with potential human intervention for
revocation. No multi-message exchanges over long-delay links are
needed (i.e., as for services such as the Internet Key Exchange (IKE)
protocol), since ephemeral keys are used instead of session keys.
The system also provides no single point of failure or compromise.
6.

Limitations and Challenges
The candidate KMS design requires a scalable, reliable multicast
capability. The DTN Bundle Protocol (BP) reliably delivers bundles
to one or more recipients based on convergence layer protocols such
as TCP and LTP. Reliable delivery in the BP is "hop-by-hop", where
each hop needs to receive data reliably from the previous hop to
ensure that end-to-end delivery is reliable. Scalable reliable
multicast delivery is also based on hop-by-hop convergence layers,
but large-scale reliable multicast is an end-to-end consideration
that is not dealt with well in the Internet and needs to be better
understood in the DTN context.
Security of the KMS is a fundamental requirement for service
integrity. Just as for core Internet services (e.g., the DNS, DHCP,
etc.), the KMS must be protected against network-based and physical
security attacks. The system design is resilient to one or more
elements being compromised, but bringing down all nodes essentially
brings down the DTN. History has proven that services of this nature
in the public Internet can be protected against comprehensive
destruction, but measures must be taken to ensure network and
physical security.
Another measure that may be considered in this context is KMS
confederation. The KAs of a "local" KMS might forward bulletins to
the KAs of another KMS as well as to the local node populations they
serve. Such a structure would tend to make the KMS not only more
durable but also more scalable.
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Nodes that (re)enter the DTN after a long time away can present a
challenging bootstrapping situation. Sometimes DTN nodes can go
offline for extended periods of time (days/weeks/months), which would
essentially bring the same consideration as for a new DTN node
entering service for the first time. Upon (re)entering the DTN, the
node has to publish its public key via the KMS. This "first contact"
trust establishment is crucial to the security of the entire system,
i.e., ,there needs to be a way for the new DTN node to trust the KMS,
and for the KMS to validate the identity of the DTN node. In effect,
a trusted entity (a node or a human) must somehow "vouch" for the new
node.
DTN KMS services in fixed networks are not a problem, since the DTN
topology does not change. On the other hand, Mobile Ad-hoc Networks
(MANETs) typically show up in Unmanned Aerial Vehicle (UAV) networks,
tactical military networks, etc. In that case, portions of the DTN
may become detached from the rest of the DTN and re-attach at a
different point of the DTN at a later time. This is more of a
routing issue than a KMS issue, but routing aspects (especially in
MANETs where there is no critical infrastructure) need to be
understood.
Scaling considerations in terms of the size of the public key
database must be analyzed on a per-DTN basis. For example, it may
not be necessary for all DTN nodes to receive the public keys of all
other DTN nodes since only a subset of all public keys may ever be
needed. This is the same scaling consideration that motivated the
design of the public Internet Domain Name System (DNS), when
maintenance and distribution of a single, central repository at the
SRI Network Information Center (SRI-NIC) became too unwieldy to
maintain as the Internet grew exponentially.
7.

IANA Considerations
There are no IANA considerations for this document.

8.

Security Considerations
This document is entirely about security aspects of key management as
a crucial component of DTN security; hence, security considerations
appear throughout the document.
DTN security considerations are discussed in
[RFC6257][I-D.irtf-dtnrg-sbsp].
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