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Abst ract

Thi s docunment describes the use cases of multiple provisioning domain
(MPVD) in honenet. Although nost residential networks nowadays are
connected to a single ISP and normal ly subscribed to standard
internet service, it is expected that nuch wi der range of devices and
services will becone common in home networks. Honenet defines such
home network topol ogies with increasing number of devices with the
assunption that it requires mnimum configuration by residential

user. As described in the honmenet architecture ([ RFC7368]),

mul ti homing and nulti-service residential network will be nore conmmon
in the near future. Nodes in such network may conmonly have nmultiple
interfaces or subscribe to nmultiple services. Potential types of
PVD- awar e nodes concerning interface and service specific

provi sioni ng domains are introduced in this document. Based on this,
di fferent MPVD configuration exanples are given. These exanples
illustrate how PVD may be inplenented in hone network. PVDs provide
i ndependent provisioning domains for different interfaces and

servi ces, which enables robust and flexible network configuration for
t hese networks.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 4, 2016
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1. I nt roducti on

It is believed that future residential network will nore comonly be
mul ti honed, which potentially provides either resilience or nore
flexible services. At the sane tine, nore internal routing and

mul tiple subnets are expected to comonly exist in such networks.

For exanpl e, custoner may want independent subnets for private and
guest usages. Honenet describes such future home network involving
mul tiple routers and subnets ([ RFC7368]).
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Mul ti homi ng and the increasi ng nunber of subnets bring chall enges on
provi sioning of the network. As stated in [RFC6418], such nultihomed
scenarios with nodes attached to nultiple upstream networks may
experience configuration conflicts, leading to a nunber of problens.
To deal with these problem draft-ietf-mf-npvd-arch-10 provides a
framewor k whi ch introduces Provisioning Domain (PvD), which

associ ates a certain interface and its related network configuration
i nformati on. Hence, correspondi ng network configuration can be used
when packets are delivered through a particular interface

Thi s docunent focuses on the MPvD use cases in residential network,
particularly the | PV6-based honenet. Based on the honenet topol ogy,
use cases of MPvD in honenet are described for both singlehonmed and
mul ti honed network configurations.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Term nol ogy and Abbreviations

The terninol ogy and abbreviations used in this docunent are defined
in this section.

0o ISP: Internet Service Provider. A traditional network operator
who provides internet access to custoners.

o0 VSP: Virtual Service Provider. An service provider who typically
provi des over-the-top services including but not limted to
Internet of Things services (10T).

3. Honenet with Miultiple PvDs

In the nmost common mul ti hom ng scenarios, the home network has
mul ti pl e physical connections to the | SP networks. Section 3.2.2.2
and 3.2.2.3 in [RFC7368] give the topol ogy exanpl es of such homenet.
In the exanpl es, homenet hosts are connected to a single or nultiple
custoner edge routers (CE router), the CE routers are then connected
to separate | SP networks. For the particular topology with a single
CE router given in Section 3.2.2.3 in [RFC7368], the CE router is a
nmf node since it has two interfaces connected to individual service
provider routers. Gven that the CE router is a PvD-aware node, it
may have a single PvD as it is connected to only one ISP and an
additional PvD if connected to both.
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Apart fromthe nultihoning resulted from physical connections to
different 1SPs, the future residential network nmay also logically
connected to multiple Over-the-top service providers(i.e. 10T
service providers), who do not directly provide internet access
service to custoners. For exanple, one custoner nmay subscribe to a
traditional service ISP for basic internet service, whilst subscribe
to other providers for Internet of Things service. The latter are
likely to be VSPs as defined in Section 2 of this docunent, who are
not bounded to any of the |ISPs providing basic access service for the
residential network. In this case, a particular VSP nay al so use
PvDs for custoni zed network configurations purposes. This enables
the VSPs to provide independent and fl exi bl e provisioning between on
its subscriber’s network for different services. Meanwhile, VSPs may
al so want to use independent PvDs to avoid the configuration
conflicts between each other as stated in RFC6418.

The followi ng sections outline differenct types of PvD in honenet.
3.1. PvD associating an interface in honmenet

One typical example of a PvD in home network is the one associating
an interface with network configuration. As described in
([RFC7368]), a nultihonmed CE router in honmet connects with nultiple
ISPs. It may have several different uplink interfaces (i.e. PON and
LTE). ISP can use PvDs to associate its network configurations with
specific uplink interface the CE router provides to its subscriber.
PvD information can be delivered by ISP through the correspondi ng
uplink interface of the CE router

Anot her scenario is when the interior routers and hosts in honenet
have nultiple uplink interfaces(i.e. LAN, WFI, Zigbee). Depending
on the actual network inplenentation, PvDs for these interfaces can
be either configured by ISPs or VSPs. Since these devices connect
with the internet through the CE router within homnet, mechani sm
needs to be defined for PvD information delivery within honenet.

3.2. PvD associating a service in honenet

This type of PvD is useful in honenet when a provisioning domain is
needed for a specific service that a honenet user subscribe to.

Unli ke the PvD associating an interface in honenet, this PvD

associ ates the network configuration with a service. The service can
be provided by any ISP or VSP that is available to the user

In honenet, |SPs and VSPs can use this PvD for service-specific
provisioning in CE routers, interior routers and hosts. Service
provi ders coul d deci de the nunber of PvDs they offer depending on the
services a user subscribes to. This enables conpl ete dependency
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bet ween the provisioning of different services provided by either
same or different sources.

A good exanpl e of a device in honenet that may use such PvDis a |oT
box provided by VSP. This box nmay be connected to a CE router as an
interior router as denonstrated in section 3.2.2.1 of [ RFC7368], or
integrated with the CE router or the host in sone circunstances.

Si nce some services may need provisioning domain in nultiple devices
in honmenet(i.e. Both IoT service gateway and host need to be

provi sioned), PvDs associated with the sane service in different

devi ces should ideally be nmanaged by a single provider. Hence,
necessary col | aboration can be taken care of by the VSP/ISP

3.3. PvD for hybrid purposes in hone network

The coexistence of nultiple interfaces and services is possible when
a device in honenet is both nultihomed with nore than one | SPs and
subscribed to nultiple services. Assum ng that a service provider
has access to the interface of the device on which its service is
provi ded, a provisioning dormain associating both the service and
correspondi ng interface can be used for a sinpler set-up. For
exanpl e, instead of separately nmaintaining a WFI interface PvD and
an | oT service PvD, an VSP can nerge the information of these to PvD
and only use a single PvD for hybrid provisioning. It is always
preferred that PvD for hybrid provisioning is used when possi bl e,
since it offers better network configuration flexibility for service
provi der and enabl es seanl ess coordi nati on between interface and the
service runs on it.

4. Exanples of MPvD Configurations in Hone Network

This section gives sone exanpl es of MPvD configurations in hone
net wor K.

4.1. Honenet Connected to a Single | SP
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<----"Internet" PvD of |SP---->
I + e +
[Internet+---+ + +o----- ( ISP )
oo o |« )
<------ "l oT1" PvD of VSPl-------------- >
oo o |« oo +
| 1oTl +---]--+ | ( )------ + VSP1 |
[ SR + | | ) - - - - - +
<------ "loT2" PvD of VSP2-------------- >
SRRt o |« ) Hee--- +
| loT2 +---+ + |« )---+ VSP2 |
oo + | |« ) e +
S "1 oT3" PvD of VSP3------------------ >
+----+ e + | HNCP | ( ) e +
| 10T3+-+ + | | Home | ) |
+----+ | |Interior| | Gat eway| ( ) | |
[-+ HNCP  +------ + | ( )------ + VSP3 |
+----+ | | Router | | |« DI |
| 10Td+-+ + | | ) | |
+--- -+ [ SR + [ SR + () - - - - - +
S "1 oT4" PvD of VSP3------------------ >
Figure 1

A honmenet hone gateway (CE router) is singlehoned with a single ISP
as seen in Figure 1. In this scenario, basic internet service is
provided by this ISP, |0oT services are provided by 3 different VSPs.
Multiple PvDs are created for the CE router for the purpose of
service provisioning. The home gateway, connected with nultiple
service providers, receives basic internet PvD information fromthe
connected ISP, 10Tl PvD information fromVSP1 and |0T2 PvD

i nformation from VSP2

Additionally, an HNCP-enabled interior router is connected to the
hone gateway and provi des another 2 10T services fromVSP3 to the
user. VSP3 may create 2 PvDs associating 10T3 and |0T4 respectively
for the interior router, subject to the user’s subscription

In this exanple, ISP provides basic internet service through a
honenet hone gateway and VSPs provides nmultiple |oT services through
both the HNCP honme gateway and the interior HNCP router. Since none
of the gateway devices are nultihonmed, all of the PvDs associate
correspondi ng network configuration with a specific service. The PvD
information is delivered by ISP and VSPs t hrough the correspondi ng

si ngl ehomed interface.
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4.2. Miltihonmed Honmenet

S "Internetl"” PvD of ISP1--------- >
<-"LTE" PvD of |SP1l---->

Fommmeeeo + oo o + )
[Internet 1+------ + + LTE- - ( ) - - +
R * | |« )| |
[ | ( | SP1 )--+ |
S "l oT1l" PvD of VSP-------------- > | [
I I _ I I
L + | () | |
[ 10T1+-+ + | | | | |
+----+ ] |Interior] | HNCP | | |

[-+ HNCP +---+ Hone | | VSP
+----+ | | Router | | Gat eway| [ [
| 1oT2+-+ + I |l I I
A SR EEEEEEE o | ¢ ) | |
I I _( ) I I
S "l oT2" PvD of VSP-------------- > | [
[ | ( | SP2 )--+ |
oo + | | B |
[Internet2+------ + +- PON- ( ) +----- +
S Ry + Hommma- + ( )
<-"PON' PvD of |SP2---->
S "Internet2" PvD of |ISP2--------- >
Fi gure 2
Figure 2 illustrates an exanple of multihonmed HNCP home gateway. In

this exanple, two | SPs are connected with the HNCP hone gateway and
both provide internet services. The interfaces used by the HNCP hone
gateway for these 2 |SPs are LTE and PON, which are provisioned
within the LTE PvD of |1SP1 and PON PvD of |SP2. Another 2 PvD for

i ndividual internet service are also created by ISPl and | SP2
respectively. In principle, it is preferred in this exanple that the
2 PvDs of the sanme | SP should be nerged as one hybrid PvD, which
associ ates the conplete set of network configuration with both the

i nternet service and the correspondi ng uplink interface.

The interior HNCP router in this exanple are simliar to the one in
the previous exanple, providing 2 |oT services provisioned separately
by VSP. However, it is worth nentioning that the 10Tl and |0T2 PvDs
information is not necessarily delivered froma fixed | SP because of
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the nature of nultihoned gateway. It is upto the VSP to make the
deci sion according to the avail abl e network resources.

Al t hough not shown in Figure 2, the HNCP hone gateway nmay al so
directly provide 10T service fromVSP. Since VSP is nornally honmed
with nultiple I1SPs, the multihomed HNCP hone gateway nay receive PvD
information fromdifferent |SPs for the |oT service. PvD
configuration conflicts need to be avoided in this case.

5. PvD-aware node in honenet

PvD-aware node is the device where the provisioning donmai ns and
associ ated network configuration are set up. In the exanples given
in Section 4, the HNCP hone gateways and Interior HNCP routers are
all PvD aware nodes. The HNCP hone gateway receives MPvD identity
and associ ated network configuration fromthe network and forward the
MPvD information belonging to interior routers. It is worth
nmentioning that a PvD-aware node nmay al so be a host in honenet, which
is not shown in the given exanples. For instance, a nobile device
connected with the interior router may have MPvDs for it’'s Wfi and
cellular interfaces, or for multiple services it subscribed to.

As introduced in RFC7556, typical information a PvD aware node

| earned from network by a provisioning domain including source
address prefixes for use by the connected hosts within the PvD IP
address(es) of the DNS server(s) and default gateway address. Wile
these information is maintained in the PvD-aware node, it needs to
assign prefixes to the connected hosts w thin honenet using honenet -
defined approaches.

6. Conveying PvD information

The PvD associated with an VSP service may be directly provided by
VSP using application |ayer approach, or provided by the the ISPs in
which the VSP is honed if there are col |l aboration between | SPs and
VSPs.

At the time this docunent was witten, the conveying of PvD
informati on was still under discussion in mf working group. Popular
choi ces include DHCP and Route Advertisement. For PvD infornmation
provided from|SPs and VSPs to the CE routers, the approaches for PvD
informati on delivery defined by nmf nmay be directly used. For PvD
information delivery within homenet between HNCP-enabl ed routers and
hosts, HNCP-rel ated approach need to be concerned. The detail of how
honenet could support the delivery of PvD information is subjected to
further discussions and will be addressed in a separate docunent.
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