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Abstract

G ving a hostnane to your conputer and publishing it as you roam from
network to hot spot is the Internet equival ent of wal king around with
a nane tag affixed to your lapel. The practice can significantly
conprom se your privacy, and should stop

There are several possible renedies, such as fixing a variety of
protocol s or avoiding disclosing a hostnane at all. This docunent
studi es anot her possible renedy, which is to replace the static
host names by frequently changi ng randoni zed val ues. This idea
obvi ously needs nore work.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 10, 2015.
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. Introduction

There is a long established practice of giving names to conputers.

In the Internet protocols, these nanes are referred to as

"host names. " hostnanes are nornally used in conjunction with a donain
name prefix to build the "Fully Qualified Domai n Nane" (FCQDN) of a
host. However, it is comon practice to use the hostnanme wi thout
further qualification in a variety of applications fromfile sharing
to network managenment. Hostnames are typically published as part of
domai n nanes, and can be obtained through a variety of nane | ookups
and di scovery protocols.

Host names have to be unique within the domain in which they are
created and used. They do not have to be globally unique
identifiers, but they will always be at least partial identifiers, as
di scussed in Section 3.

The disclosure of information through hostnanmes creates a problemfor
nobi | e devices. Adversaries that nonitor a renote network such as a
W -Fi hot spot can obtain the hostname through passive or active
monitoring of a variety of Internet protocols, such as for exanple
DHCP, or nulticast DNS. They can correlate the hostnane with various
other information extracted fromtraffic analysis, and identify the
device and its user.
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Nami ng practices

There are many reasons to give names to conputers. This is
particularly true when conputers operate on a network. Qperating
systens |like Mcrosoft Wndows or Uni x assune that conputers have a
"host nanme." This enabl e users and admi nistrators to do things such
as ping a conputer, add its nane to an access control list, renptely
mount a conputer disk, or connect to the conputer through tools such
as telnet or renpte desktop.

In nost consuner networks, nanming is pretty nuch left to the fancy of
the user. Sonme will pick names of planets or stars, other nanes of
fruits or flowers, and other will pick whatever suits their nood when
they unwap the device. As long as users are careful to not pick a
nane already in use on the same network, anything goes.

In large organi zations, collisions are nore |likely and a nore
structured approach is necessary. In theory, organizations could use
mul ti pl e DNS subdomains to ease the pressure on uni queness, but in
practice many don’t and insist on unique flat names, if only to
simplify network managenment. To ensure uni que names, organizations
wi Il set nam ng guidelines and enforce sone kind of structured

nam ng. For exanple, within the Mcrosoft corporate network,
conputer names are derived fromthe |ogin name of the main user

| eading to nanmes like "huitema-test2" for a machine that one of the
aut hors uses to test software.

There is | ess pressure to assign nanmes to small devices, including
for exanple smart phones, as these devices typically do not enable
sharing of their disks or renmbte login. As a consequence, these
devi ces often have manufacturer assigned names, which vary fromvery
generic like "Wndows Phone" to conpletely unique |ike "BrandX-
123456- 7890- abcdef . "

Partial identifiers

Suppose an adversary wants to track the people connecting to a
specific W-Fi hot spot, for exanple in a railroad station. Assume
that the adversary is able to retrieve the hostnane used by a
specific laptop. That, initself, is not enough to identify the

| aptop’s owner. Suppose however that the adversary observes that the
| aptop nanme is "huitema-1aptop” and that the | aptop has established a
VPN connection to the Mcrosoft corporate network. The two pieces of
i nformati on, put together, firmy point to Christian Huitens,

enpl oyed by Mcrosoft. The identification is successful

In the exanple, we saw a | ogin nane inside the hostnane, and that
certainly helped identification. But generic names like "jupiter" or
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"rosebud" al so provide partial identification, especially if the
adversary i s capable of maintaining a database recordi ng, anong ot her
i nformati on, the hostnanes of devices used by specific users.

Generic nanes are picked fromvocabul aries that include thousands of
potential choices. Finding the name reduces the scope of the search
by maybe a factor of a thousand. Qher information such as the
visited sites will quickly conplement that data and |l ead to user

i dentification.

O course, unique nanmes assigned by manufacturers are even nore
interesting for such adversari es capabl e of naintaining a database
recordi ng the hostnanes of devices used by specific user. Wth a
uni que name |ike "BrandX-123456-7890-abcdef" identification can be
pretty nuch i mredi at e.

4., Protocols that | eak hostnanes

Many | ETF protocols can | eak the "hostnanme" of a conmputer. A non
exhaustive |list includes DHCP, DNS address to nanme resol ution
Mul ti cast DNS, Link-local Milticast Name Resol ution, and DNS service
di scovery.

4.1. DHCP

Shortly after connecting to a new network, a host can use DHCP

[ RFC2131] to acquire an | Pv4 address and other paraneters [RFC2132].
A DHCP query can disclose the "hostnane." DHCP traffic is sent to
mul ti cast addresses and can be easily nonitored, enabling adversaries
to di scover the hostname associated with a conputer visiting a
particul ar network. DHCPv6 [ RFC3315] shares similar issues.

The problens with the hostnanmes and FQDN paraneters in DHCP are

anal yzed in [I-D.ietf-dhc-dhcp-privacy] and
[I-D.ietf-dhc-dhcpv6e-privacy]. Possible mtigations are described in
[1-D. huitenma-dhc-anonymity-profile].

4.2. DNS address to nane resol ution

The domai n nane service design [ RFC1035] includes the specification
of the special domain "in-addr.arpa" for resolving the name of the
conmputer using a particular |IPv4 address, using the PTR fornat
defined in [RFC1033]. A sinilar domain, "ip6.arpa", is defined in
[ RFC3596] for finding the name of a conmputer using a specific |Pv6
addr ess.

Adver sari es who observe a particular address in use on a specific

network can try to retrieve the PTR record associated with that
address, and thus the hostname of the conputer, or even the fully
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qual i fied domai n nane of that conputer. The retrieval may not be
useful in many | Pv4 networks due to the preval ence of NAT, but it
could work in I Pv6 networks.

4.3. Milticast DNS

Miul ticast DNS (MDNS) is defined in [RFC6762]. It enables hosts to
send DNS queries over a nulticast port, and to elicit responses from
hosts participating in the service.

If an adversary suspects that a particular host is present on a
networ k, the adversary can send MDNS requests to find, for exanple,
the A or AAAA records associated with the hostnane in the ".local"
domain. A positive reply will confirmthe presence of the host.

When a new responder starts, it nust send a set of nulticast queries
to verify that the nane that it advertises is unique on the network,
and al so to popul ate the caches of other MDNS hosts. Adversaries can
monitor this traffic and di scover the hostnanme of conmputers as they
join the nonitored network.

4.4, Link-local Miulticast Nane Resol ution

The Link-local Milticast Name Resolution (LLM\R) is defined in

[ RFCA795]. The specification did not achieve consensus as an | ETF
standard, but is widely deployed. Like MDNS, it enables hosts to
send DNS queries over a nulticast port, and to elicit responses from
conputers inplenmenting the LLM\R service.

Li ke MDNS, LLMNR can be used by adversaries to confirmthe presence
on a network of a specific host, by issuing a nulticast requests to
find the A or AAAA records associated with the hostnanme in the
".local" domain.

When an LLMNR responder starts it sends a set of nulticast queries to
verify that the name that it advertises is unique on the network
Adversaries can nmonitor this traffic and di scover the hostnanme of
computers as they join the nonitored network.

4.5, DNS service discovery
DNS- Based Service discovery (DNS-SD) is described in [RFC6763]. It
enabl es participating host to retrieve the location of services
proposed by other hosts. It can be used with DNS servers, or in
conjunction with MDNS in a server-less environnent.

Partici pating hosts publish a service described by an "instance
nane," typically chosen by the user responsible for the publication

Hui tema & Thal er Expi res Septenber 10, 2015 [ Page 5]



Internet-Draft Har nf ul Host nanme Practice March 2015

While this is obviously an active disclosure of information, privacy
aspects can be mtigated by user control. Services should only be
publ i shed when deciding to do so, and the information disclosed in
the service nanme should be well under the control of the device's
owner .

In theory there should not be any privacy issue, but in practice the
publication of a service also forces the publication of the hostnane,
due to a chain of dependencies. The service nane is used to publish
a PTR record announcing the service. The PTR record typically points
to the service nane in the |local domain. The service names, in turn
are used to publish TXT records describing service paraneters, and
SRV records describing the service location

SRV records are described in [RFC2782]. Each record contains 4
paraneters: priority, weight, port nunber and hostnane. Wile the
service nanme published in the PTR record is chosen by the user, the
"host nane" in the SRV record is indeed the hostnanme of the device.

Adversaries can nonitor the MDNS traffic associated with DNS-SD and
retrieve the host nane of conputers advertising any service with DNS-
SD.

5. Randoni zed Host Nanes as Renedy

There are several ways to renmedy the hostname practices. W could
instruct people to just turn off any protocol that |eaks hostnanes,
at |l east when they visit sone "insecure" place. W could also
exam ne each particular standard that publishes hostnanmes, and
somehow fix the corresponding protocols. O, we could attenpt to
revise the way our devices manage the hostnane paraneter.

There is a lot of merit in "turning off unneeded protocols when
visiting insecure places.” This anmpbunts to attack surface reduction
and is clearly beneficial -- this is an advantage of the stealth node
defined in [ RFC7288]. However, there are two issues with this
advice. First, it relies on recogni zing which networks are secure or
insecure. This is hard to automate, but relying on end-user judgnent
may not al ways provide good results. Second, sonme protocols such as
DHCP cannot be turned off without |osing connectivity, which lints
the value of this option

It may be possible in many cases to exam ne a protocol and prevent it
fromleaking hostnanes. This is for exanple what is attenpted for
DHCP in [I-D. huitenma-dhc-anonymty-profile]. However, it is unclear
that we can identify, revisit an fix all the protocols that publish
host nanes.

Hui tema & Thal er Expi res Septenber 10, 2015 [ Page 6]



Internet-Draft Har nf ul Host nanme Practice March 2015

We may be able to mitigate nost of the effects of hostname | eakage by
revisiting the way platfornms handl e hostnames. This is in a way
simlar to the approach of MAC address random zati on described in
[1-D. huitema-dhc-anonymity-profile]. Let’s assunme that the operating
system at the tine of connecting to a new network, picks a random
host nanme and start publicizing that random nane in protocols such as
DHCP or MDNS, instead of the static value. This will frustrate

moni toring by adversaries, wthout preventing protocols such as DNS
SD from operating as expect ed.

Sone operating systens, including Wndows, support "per network"

host names, but some other operating systenms only support "gl obal "
hostnames. In that case, changing the hostname may be difficult if
the host is multi-homed, as the sane name will be used on severa
networks. Cbviously, further studies are required before the idea of
random zed host nanes can be i npl enent ed

6. Security Considerations

This draft does not introduce any new protocol. It does point to
potential privacy issues in a set of existing protocols.

7. |1 ANA Consi derations
This draft does not require any | ANA action.
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