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Abst ract

Generic Routing Encapsulation (GRE) is regarded as a popul ar

encapsul ati on tunnel technology. Wen a node tries to encapsul ate
the user traffic in GRE, it needs the I P address of the destination
node whi ch decapsul ates the GRE packets. |In practice, the GRE tunnel
destination |IP addresses are mainly configured nmanually. This
configuration nechani sm causes efficiency issues for operators. This
docunent proposes an approach to configure the GRE infornmation

dynami cal | y.
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1. Introduction

Generic Routing Encapsul ation (GRE, [RFC1701], [RFC2784]) is widely
depl oyed in the operators’ networks. Wen a node tries to

encapsul ate the user traffic in a GRE tunnel, it needs the |IP address
of the destination node which decapsul ates the GRE packets.

In practice, the GRE tunnel destination |IP addresses are mainly
configured manual ly on the nodes. This configuration nmechani sm
causes efficiency issues for operators. As an exanple, when GRE
tunneling is used in the access network, there may a | arge anount of
configuration needed at the access side. Also, the configuration is
rigid. It nmay cause nore issues in renunbering scenarios.

Thi s docunent introduces a use case requiring the deploynent of a

| arge anount of GRE tunnels, which notivates a dynam ¢ approach.

Thi s docunment proposes a solution to enable the dynam c di scovery of
the GRE decapsul ation devi ce using Dynam c Host Configuration

Pr ot ocol (DHCP).

Jiang, et al. Expi res May 27, 2016 [ Page 2]



Internet-Draft Dynanmi ¢ GRE Novenber 2015

2. Requirenents Language and Term nol ogy

The key words "MJST", "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] when they appear in ALL CAPS. Wen these words are not in
ALL CAPS (such as "shoul d" or "Should"), they have their usual

Engli sh neanings, and are not to be interpreted as [ RFC2119] key

wor ds.

Access Controller (AC) The network entity that provides Wreless
Term nation Point (WIP) access to the network infrastructure in
the data plane, control plane, managenent plane, or a conbination
t herein.

Custonmer Prem ses Equi pnent (CPE) The box that a provider may
distribute to the custoners. Wen CPE is using DHCP to obtain
networ k address, CPE is acting as "DHCP dient".

Wrel ess Term nation Point (WP) The physical or |ogical network
entity that contains an RF antenna and wi rel ess physical |ayer
(PHY) to transmit and receive station traffic for wirel ess access
net wor ks.

3. CRE Use Case - W.AN Network

Wrel ess Local Area Network (W.AN) has energed as an inportant access
technol ogy for service operators. A typical WAN network contains a
| arge nunber of WIPs, centrally nmanaged and controlled by the Access
Controller (AC). It is desirable to distribute customer data frames
to an endpoint through an Access Router (AR) different fromthe AC
GRE encapsul ation can be used between a WIP and an AR as one of the
optional tunneling technol ogies shown in

[I-D.ietf-opsawg- capwap-alt-tunnel]

An illustration of a WLAN network is shown in Figure 1. |n order for
a WIP to encapsul ate the user traffic in a GRE tunnel, it needs to
know t he Access Router (AR) I P address. This IP address is usually
configured on WIPs manually. An AC may dynamically configure the WP
with the AR address via extended CAPWAP nessage el enments (see
[I-D.ietf-opsawg-capwap-alt-tunnel]).
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CAPWAP 4~ ------- +
+H=—===—=—===+ AC |
/1 R R +
/1
+----- +/ DATA Tunnel (GRE) R +
| WIP | | Access Router|
R + oo +

Figure 1: GRE Use Case - W.AN Network 1

However, this approach does not apply to a WLAN network where the
CAPWAP protocol is not deployed, as the network shown in Figure 2.
In fact, it is quite comon for operators to have their own private
control plane between the WIP and the AC rather than CAPWAP.

Private Control +-------- +
++========+ AC |
/11 Feommem--- +
/11
+----- +/ DATA Tunnel (GRE) T +
| WIP | | Access Router|
+-- - - - + S +

Figure 2: GRE Use Case - W.AN Network 2
Moreover, there are al so W.AN depl oynents without AC, as in the fat
WIPs scenario (see Figure 3). A general approach to resolve this
problemis desirable.

R + DATA Tunnel (GRE) T +

Figure 3: GRE Use Case - W.AN Network 3

4. Dynamic CGRE Tunnel Overview

The DHCP options defined in Section 5 enable an automated way to

i nformthe GRE encapsulator with the GRE destination |P address.
Additionally, sone other GRE tunnel information nay be provided. In
this way, a GRE tunnel can be setup dynam cally.

Figure 4 illustrates the procedure to set up a dynanmic GRE tunnel in
the network (only in I Pv4 network scenario).
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/ \ | Pv4-x. X. X. X I Pv4-y. y.y.y / \
/ \ o m oo - + o m oo - + o m oo - + \
| | | | | | | | | |
| Host +------ + CPE +------- + DHCP +------ + AR A------ +l nt er net
\ / | | | Server| | | \ /
\ / Hommma- + Hommma- + Hommma- + \ /
DHCP d i ent DHCP Server
I I I I
[ | DHCPREQUEST | [
| (1) e g |
[ [ DHCPACK [ [
| B | |
| |_mnth y-y.y.y anq |
| information (optional) |
I I I
| K o o e o e o e e e e e e e e e e e e e e e e e e *
| <-User Packet->+<---User Packet-in-GRE-Encap. ->
| (2) Foe--with XOX XoX =-----mmmamo *
[ [ / \
| | | Tunnel dient |
[ [ \ List Config. /
I I I
| K o o e e e e e e e e e e e e e e e e e .- *
[ (3) [ <---v---- Keepal i ve Packet------ >|
| K e e o e e e e e e e e e e e e e — = - *
Fi gure 4: Dynamic GRE Tunne
The steps to set up a GRE tunnel between the CPE and the AR are as
fol | ows:
1. The CPE, as one endpoint of GRE tunnel, sends the DHCPREQUEST
message to the DHCP server to acquire the AR access. The GRE
DHCP Option should be included in Paraneter List Option, as

defined in Section 6. 2.

When t he DHCP server

receives this

request, it

replies to the CPE the DHCPACK nessage,

cont ai ni ng

the AR address and the tunne

informati on i f needed.

upstream packets are
When the AR gets an

the AR checks whether there is an

If this is a new endpoint

the AR should add this CPE into the tunne

for the correspondent

2. The CPE can encapsul ate the upstream packets fromthe hosts

within GRE tunnel packets. GCenerally,
ei ther data packets or control packets.
encapsul ated CRE tunnel packet,
exi sting GRE tunnel with the CPE
wi t hout GRE record,
client list. This would be mainly used
downst ream packet s.
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3. A keepalive nmechanismmay be required for a GRE tunnel between
the CPE and the AR If there is neither keepalive packet nor
dat a packet, when a keepalive tinmer expires, the AR or the CPE
will tear down the tunnel and rel ease resources.

5. DHCP Options Definition

This section defines the new DHCPv4 and DHCPv6 options that support
the Dynam c statel ess GRE tunnel.

5.1. DHCPv4 GRE Discovery Option

The DHCPv4 GRE Di scovery option provides to a GRE encapsulator a list
of one or nmore | Pv4 addresses of a GRE decapsulator. According to

[ RFC2131], the DHCPv4 GRE Discovery Option is structured as shown in
Fi gure 5.

1 2 3
1234567890123456789012345678901
B R R il ik i I N TR R TR S R T S R ik e SR TR R S R T e e
Option Code | Option Len | AR IPv4 Address |
T i e o e S S S i it S e S e it ot (I SRR R S SR S e
AR | Pv4 Address | AR | Pv4 Address (optional) |
B T e e S e i e i i S T S S e S S i o i TR S N

0
0
+-
|
+-
I
+-
Figure 5: DHCPv4 CRE Discovery Option

opti on- code OPTI ON_V4_GRE_DI SCOVERY ( TBA1).

option-Ilen 4 + 4*n (in octets).

AR | Pv4 Address AR | Pv4 address, an endpoint of GRE tunnel. More than
one AR | Pv4 addresses nmay be provided for redundancy
reasons. The default priority of the listed AR | Pv4
addresses nmay be from hi ghest to | owest.

5.2. DHCPv4 GRE Infornmation Option
The DHCPv4 GRE Information option provides a list of the GRE
informati on as defined in and [ RFC2784] [ RFC2890]. The GRE

i nformati on may include the key. According to [RFC2131], the DHCPv4
GRE Information Option is structured as shown in Figure 6.
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0 1 2 3
01234567890123456789012345678901

B i S S T s i S T st i S S S S S S S S i
| Option Code | Option Len [ GRE Key [
B e i i e o e e S T S e e s i i TR S
| GRE Key (cont.) | Reserved |
B e o i T o S e i T e e e S i s ot o S R TR S

Figure 6: DHCPv4 GRE Information Option
option-code OPTI ON_V4_GRE | NFO ( TBA2).
option-Ilen 6 (in octets).

GRE Key The Key field contains a four octet number which is
inserted by the GRE encapsul ator according to [ RFC2890].

Reserved This field is reserved for future use. These bits MJST
be sent as zero and MJST be ignored on receipt.

5.3. DHCPv6 GRE Di scovery Option

The DHCPv6 GRE Di scovery option provides to a GRE encapsulator a |ist
of one or nore | Pv6 addresses of a GRE decapsulator. According to

[ RFC7227], the DHCPv6 GRE Di scovery Option is structured as shown in
Figure 7.

0 1 2 3

01234567890123456789012345678901

B E e r e s i s i o T T s S S S S 2

[ Opti on Code [ Option Len [

B R i ks i i T o ST B SR SR SR SR S R T S R e it R S e e e e 5
AR | Pv6 Address

R i i T I S N e e i e e et S R R RIS R R R R I S S i el I S

AR | Pv6 Address (Optional)
+++++++++++++++++++++++++++++++++

Figure 7: DHCPv6 CRE Di scovery Option

opti on- code OPTI ON_V6_GRE_DI SCOVERY ( TBA3).

option-Ilen 16 + 16*n (in octets).

AR | Pv4 Address AR | Pv64 address(es), an endpoint of GRE tunnel.
More than one AR | Pv6 addresses may be provided for

redundancy reasons. The default priority of the listed
AR | Pv6 addresses may be from hi ghest to | owest.
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DHCPv6 CRE I nformation Option

The DHCPv6 GRE Information option provides a list of the GRE
informati on as defined in and [ RFC2784] [ RFC2890]. The GRE
i nformati on may include the key.

According to [ RFC7227], the DHCPv6 GRE Information Option is
structured as shown in Figure 8.

0 1 2 3

01234567890123456789012345678901
B o i T e e S e S i T S R S e S e e sl S B T S
[ Option Code | Option Len |
B T o S e i ik S S I i i S Tl i e e
| GRE Key |
B o T T e e e i S L e s ol ST S S S S S S S S
| Reserved |
B o i T e e S e S i T S R S e S e e sl S B T S

Figure 8: DHCPv6 GRE Information Option

option-code
option-len

GRE Key

Reser ved

OPTI ON_V6_GRE_I NFO ( TBA4) .
8 (in octets).

The Key field contains a four octet number which is
inserted by the GRE encapsul ator according to [ RFC2890].

This field is reserved for future use. These bits MJST
be sent as zero and MJUST be ignored on receipt.

6. DHCP/ DHCPv6 server and client behaviors

Thi s section defines the DHCP/ DHCPv6 server and client behaviors
during the procedure of configure GRE options.

6.1. DHCP Server Behavi or

Section 3.5 of [RFC2131] describes how a DHCP client and server
negoti ate configuration val ues using the Paraneter List (55) option

[ RFC2132] .

By default, a server will not reply with a GRE option if

the client has not explicitly enunerated one in its Paranmeter List

option.
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6. 2. DHCP d i ent Behavi or

A WIP/ CPE acting as DHCP client will request DHCP GRE configuration

paraneters fromthe DHCP server located in the IPv4 network. Such a
client MJST request the DHCP CGRE option(s) that it is configured for
in Paraneter List option in its DHCPD SCOVER, DHCPREQUEST, or

DHCPI NFORM nmessages.

The client SHOULD use the recei ved GRE destinati on address and
information to establish GRE tunnels.

6. 3. DHCPv6 Server Behavi or

Section 17.2.2 of [RFC3315] describes how a DHCPv6 client and server
negoti ate configuration val ues using the Option Request (6)

Option[ RFC3315]. By default, a server will not reply with a GRE
option if the client has not explicitly enunerated one in its ORO

6. 4. DHCPv6 Cl i ent Behavi or

A WIP/ CPE acting as DHCPv6 client will request DHCPv6 GRE
configuration paraneters fromthe DHCPv6 server located in the | Pv6
network. Such a client MJST request the GRE option(s) that it is
configured for inits OROin SOLICIT, REQUEST, RENEW REBIND or

| NFORVATI ON- REQUEST nessages.

The client SHOULD use the recei ved GRE destinati on address and
information to establish GRE tunnels.

7. Security Considerations

Section 23 of [RFC3315] discusses DHCPv6-rel ated security issues. As
with all DHCPv6-derived configuration state, it is possible that
configuration is actually being delivered by a third party (Man In
The M ddle). As such, there is no basis on which access over the
statel ess GRE tunnel can be trusted. Therefore, the stateless GRE
tunnel shoul d not bypass any security mechani snms such as IP firewalls
or user authentication.

8. | ANA Consi derations
Thi s docunent defines two new DHCPv4 [ RFC2131] options. The 1ANA is
requested to assign values for these four options fromthe DHCPv4
Option Codes table of the DHCPv4 Paraneters registry maintained in
http://ww. i ana. or g/ assi gnnment s/ boot p- dhcp- parameters. The four
options are:

The GRE Di scovery Option (TBAl), described in Section 5.1
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The GRE Information Option (TBA2), described in Section 5.2.

Thi s docunment defines three new DHCPv6 [ RFC3315] options. The | ANA
is requested to assign values for these three options fromthe DHCPv6
Option Codes table of the DHCPv6 Paraneters registry maintained in
http://ww. i ana. or g/ assi gnment s/ dhcpv6- paraneters. The three options
are:

The GRE Di scovery Option (TBA3), described in Section 5.3.

The GRE Information Option (TBA4), described in described in
Section 5. 4.
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