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1 Introduction

Wth the rapid devel opnent of Internet technol ogy and the increasing
compl exity of broadband network architecture, it is becom ng
difficult to do large scale network neasurenents due to the |ack of
the unified nmeasurenent system and cooperative protocols. Therefore,
t he Large-Scal e Measurenent of Broadband Performance (LMAP) working
group is forned to standardi ze a | arge scal e nmeasurenment system for
the performance neasurenents of all kinds of broadband access

nmet hods.

There are 3 types of entities proposed in the LMAP architecture: [I-
D.ietf-| map-franework]

0 Measurement Agents (MAs), inplenented in network to perform
nmeasur enent tasks;

o Controller, responsible for creating and assigni ng the neasurenent
tasks; and

o Collector, in charge of collecting and storing neasurenent
results.

LMAP's current focus is to specify the information nodel, the

associ ated data nodels, the control protocol for the secure

communi cati on between Controller and MA, and the report protocol for
t he secure communication between MA and Col | ector

On the other hand, for a large network, collaboration between
multiple Controllers may al so be needed for performng |oca

measur enent tasks, either because there is a practical limt on the
nunber of MAs a single Controller can nanage sinultaneously for

scal ability considerations, because that a |ocal task may invol ve
mul ti ple MAs that are speaking different |anguages (i.e. different
control /report protocols), or because different organizations want to
i nterconnect their measurement systens.

Current LMAP protocols are designed under the followi ng assunptions.

o Al the involved entities are under the control of a single
organi zati on.

0 An MA can only be controlled by a single controller at any given
tinme.
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o0 There is no conmunication between Controllers, between Collectors,
or between a Controller and a Col | ector.

However, cross-organi zation coll aborations are increasingly comon.
For exanple, accurate troubl eshooting for nobile services usually

i nvol ves two or nore organi zati ons, and end-to-end performance
measur enent may be conducted across nultiple | SPs. How to utilize
LMAP practice to address these scenarios is still unsol ved.

Thi s docunent di scusses the notivation and use-cases for

col l aborative LMAP practices, where nultiple autononous neasurenent
systens coll aborate together to help with QE enhancenent by | CPs,
net wor k performance nonitoring to guide planning for network

i nfrastructure and cross-boundary troubl eshooting for SLA conplaints

fromend consuners, as well as perform ng regul atory supervision by
nati onal regul ators.

2 Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
The followi ng acronynms are used extensively in this docunent.
o ICP, Internet Content Provider.
0 QE, Quality of Experience
0 Q©S, Quality of Service.
0 ISP, Internet Service Provider, or shortly Operator.
0 SLA, Service Level Agreenent.
0o UE, User Equipnrent.
o MAN, Metro Area Network.
o WAN, Wde Area Network
The followi ng definitions are borrowed from LMAP framework [I-D.ietf-
| map-framework], and used to describe the corresponding entities
within a participating LMAP system

o Controller: A function that provides a Measurenent Agent with its
I nstruction.
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0 Collector: A function that receives a Report froma Measurenent
Agent .

o0 Measurenent Agent (MA): The function that receives Instruction
Messages froma Controller and operates the Instruction by executing
Measur ement Tasks (using protocols outside the initial LMAP work
scope and perhaps in concert with one or nore other Measurenent
Agents or Measurement Peers) and (if part of the Instruction) by
reporting Measurenent Results to a Collector or Collectors.

0 Measurement Method: The process for assessing the value of a
Metric; the process of neasuring some perfornmance or reliability
paraneter associated with the transfer of traffic.

0 Measurenent Task: The action perforned by a particul ar Measurenent
Agent that consists of the single assessnent of a Metric through
operation of a Measurenent Method role at a particular tinme, with all
of the role’s Input Paraneters set to specific val ues.

0 Measurenent Result: The output of a single Measurement Task (the
val ue obtained for the paranmeter of interest or Metric).

o Metric: The quantity related to the performance and reliability of
the network that we’'d Iike to know t he val ue of.

The following definitions are used in this docunent to describe
corresponding entities for a collaborative perfornmance neasurenent
anong nultiple LMAP systens.

o Initiator, the instructor for coll aborative Measurenent Tasks,
potentially on behalf of a regulator, a third party 1CPs or an end
consuner.

0 Reporter, the reporting party that aggregates partial Measurenents
Reports from col | aborati ve LMAP task participants and produces the
ultimate report to the task Initiator.

o0 Region, a geographical area or adm nistrative domain under the
regul ation of a single regulator.

o Domain, a collection of network devices and their interconnections
under the operation of a single adm nistrative entity.

3 Motivations for Coll aborative LMAP

End-to-end performance neasurenent and troubl e-shooting are inportant
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for multiple parties, including: (1) Internet Service Providers, in
solving end user’s QoE issues by better managi ng and optim zing their
networ ks, (2) Internet Content Providers, for enhance its service

| ogi ¢ and application design, (3) regulators in exam ning the status
of and guiding future regul ation.

From | SP's perspective, the inportance of supporting LMAP for its own
networ k construction and operation is w thout doubt. But taken into
account the potential inmpact of introducing third-party LMAP MAs into
key network entities, a sensible ISP would prefer to build its own
LMAP system based on MAs enbedded into its |ocal network devices

It is hence expected that the nmajority of end-to-end performance
measurenents will be conducted in a collaborative manner invol ving
mul ti pl e aut ononbus LMAP systens, for the follow ng reasons:

On one hand, for the regulator, in order to stinulate network

devel opnment, it is necessary to have a clear picture of |ISPs’" peering
performance for interconnection points in addition to their own |oca
networ k construction. Considering the prohibitive cost of a unified
third-party depl oynment for LMAP MAs at various peering |inks anong
ISPs for a | arge geographic area, it may be nore practical to nake
use of | SPs’ autononous LMAP systens for coll aboration

Let us take the example in China for instance. China' s networks are
complex, with nore than 31 provinces and 300 regions cone to

hi erarchi cal networks depl oynents. There are 3 ISP giants (CMCC

CTCC, CUCC) in nainland China, nanaging nationw de hierarchica

net works, each is consisted of 3-4 national center points for

i nterconnecting on the top, nmore than 30 provincial backbone networks
in the mddle, and nore than 300 regions’ |ocal networks on the
bottom In other words, the national regulator must know t he network
status of the 3 networks in each region of a province, of a province,
and finally the whole country. It would be prohibitive for the

nati onal regulator authority, MIT to deploy its own dedi cated probes
nat i onwi de( 900+) .

Furthernmore, regulators in different countries may want to
i nterconnect their neasurenment systens to performcross-border
nmeasur enent s.

On the other hand, for the ICP or user, it does not help much for
service optinization or trouble shooting if the end-to-end
performance neasurenent is conducted via a sinple client-server node
while treating the network as a black box. In the neantinme, for the
pur pose of providing nore val ue-added service to the ICPs as well as
subscribers, there is notive for an ISP to open its LMAP systemto
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sone extent and collaborate with the | CP/user in understanding the
bottl eneck and exploiting better network servicing for end-to-end

QE.

In the followi ng sections, nore specific use-cases and derived
requi renents of collaborative LMAP practices for end-to-end
per f ormance neasurenment are presented

4 Use-cases for Coll aborative LMAP

As stated above, there are notivations fromthe regulator, |SP/ICP
and users to conduct col |l aborative nmeasurenents at the different
levels in order to know if the current network conditions nmeet the
expectations fromthe regulator policy, the ISP s resource provision
agreenment or the ICP' s service provision agreenent. |In particul ar
the follow ng usecases are identified.

4.1 Use-cases for Regul ators

A regulator may want to nonitor the current status and the future
depl oynent of network construction and operation of its region. In
order to pronote network devel opnent, the regul ator needs to nonitor
the status of interconnection between different |SPs as well as the
overal | network status.

4.1.1 within a regulator’s own region

Understanding the current situation of its own region is necessary
for a regulator to formguiding policies for stinulating further
growth in high-speed networks. In order to get a clear picture of a
| arge geographic area, the regulator may choose to not deploy a

dedi cated LMAP systemon its own, while it’s necessary to deploy a

| arge number of MAs. The regul ator may achi eve this goal by nmeans of
the 1SP's LMAP and the third-party LMAPs

In that case, multiple organizations would sinmnultaneously depl oy
their dedicated MAs for private LMAP systens within their network
boundary in the same region, and by conbi ning themtogether a
measur enent system can nainly cover the whole region’s network

i nfrastructure. Through col |l aboration, MAs frommultiple

organi zati ons can perform conprehensi ve nmeasurenent for the whol e
regional network in great depth, which can reflect the network’s
operational state.

4.1.2 peering performance between | SPs
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Low performance of peering links between different | SPs not only has
great inpact on |ICP services, but also on an access | SPs relying on
transit ISPs for Internet connectivity. For exanple, a nobile
operator |acking access to an Internet resource will have to pay

i nterconnections to other operators. The regulator can fornul ate
policies to pronote information sharing between | SP networks and

i nvestigate the user QOE probl em by understanding the interconnection
performance. For the sane reason, an |ISP/ICP can al so benefit froma
nmore cl ear understandi ng of the performance of the interconnection

For exanple, the data flow for a service request froma nobile
termnal to an ICP first goes through the access | SP network and then
into the Internet via a transit ISP network. Simlarly, before
entering the ICP s own private data-center, it nmay traverse anot her
transit ISP network. As shown in Figure 1, the neasurenent can be

i mpl ement ed between | SP#1 MA and | SP#2 MA to understand the

i nterconnection quality.

UE<=>access | SP<=>transit |SP #l<=>Internet<=>transit |SP #2<=>| CP

Figure 1 Cross-Donmin data flow path

In a single adninistrative domain, there are also scenarios for
col | aborative neasurenent.

4.2 Use-cases for the ISP
4.2.1 measurenents within a single donmain

For one side, if the network scale is |arge enough, with nmany MAs,
scalability of the Controller nay becone an issue [I|-D. ooki-I map-

i nternet-neasurenent-systenj. It would be a sinple and scal abl e
manner to construct an effective LMAP system by dividing the huge
nunber of MAs into groups, and assign a Controller separately to
manager each subset of MAs. The size of the MA groups are dependent
on the nunber of MAs that a single Controller can manage at a tine
during the real depl oynent.

On the other hand, even the network scale is small, if there are many
het er ogeneous network devices as functioning MAs, the correspondi ng
LMAP protocol s/interface may be diverse. For exanple, browser built-
in MAs can be conveniently inplenented as HTTP clients, the CPE

devi ces usually support TR 069 as their nanagenent protocol and
networ k devices residing in the core network generally support and
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runs SNMP protocol by default. In other words, different Controllers
speaking different LMAP protocols may be needed to respectively
manage different groups of MAs in the real depl oynent.

If a neasurenent task involves MAs that belong to different groups,
col I aborati on anmong corresponding Controllers is needed for
instructing the MAs with the task configuration and report

col l ecti on.

4.2.2 neasurenents for nmulti-domain | SP networks

For a large ISP, it is commpn practice to divide its global network
into several autononous donains, each operated and managed by a
regional branch. It is therefore, very likely that separate LMAP
systens woul d be depl oyed into these autononobus domains, resulting in
a call for collaborative nmeasurenent scenarios even within the sane

I SP’ s networ k.

Take the case in China for instance, there are nultiple nationw de

| SP networks. Wthin these |ISPs, relatively independent |oca
branches, separated by physical territorial scope such as the

provi nce, operate their |ocal network which has an autononpbus domain
or multiple autononmous domai ns. Each Provincial branch can deploy its
own LMAP systemto nonitor its |ocal network states

4.3 Use-cases for the ICP
4.3.1 QoE-oriented performance enhancenent

New applications or updated applications with new y-added
functions/features are being pushed to the end user every day, with
an increasing requirement for constant performance optinization based
on realistic network utilization resultant from application dynanics.
It is inmportant to understand the practical performance and inpact of
various network segnents (e.g. access network, transit network and
Internet) on the end-to-end traffic path. For the design

experinental and operational phases of a new feature/technol ogy
introduction to an application is also of great inportance. However,
it is expensive and non-econonic for each ICP to build its own

dedi cated LMAP systeminto various |SPs’ networks.

At the sane time, with the transition of |ISPs’ mndset from
subscri ber-centered charging for network access to | CP-centered
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charging, |ISPs are notivated to offer assistance to | CPs’ exploration
for better QOE through nore efficient usage of network resources
provi si oned under the guidance of real-tine performance measuremnents
and optim zation to accomvpdate application dynam cs.

Wth | SPs’ cooperation, various network segnments are no | onger hidden
behind the black box to end-to-end performance neasurenments. By

combi ning inputs fromboth its own end-based LMAP systemw th | SPs’
measurenent data, it is possible for an ICP to identify the

bottl eneck of service provision and devel op correspondi ng enhancenent
via better guided technology introduction to the application as well
as nore targeted SLA negotiation with | SPs.

4.3.2 Troubl e-shooting initiated by end consuners

Wth the growi ng influence of broadband access nowadays, nore and
nmore traditional |ICPs are extending to the market of hone gateways,
as a result of the popularity of intelligent TVs and intelligent
STBs. The services of end users in their hone network are probably
controlled by ICPs which may col | aborate with the broadband access
service providers to guarantee users the prom sed QoE. Wen

mal functi ons influencing user QOE occur in these types of services,
it is necessary to have a mechanismw th which the diagnostic
nmeasur enent can be | aunched fromthe user side and identify the
faulty party.

General ly the hone gateway(such as a home WLAN router) is the border
between the ISP network and the hone network. The | SP network

i ncl udes the access network, MAN and WAN. The hone network incl udes
hone gateway, TV, STB, etc.

For a broadband access user who buys a third-party honme gateway
device, the typical service access path is shown in Figure 2. The
hone networ k between hone gateway and UE is private and is not
controlled by any | SP. However, the user may want to neasure the link
quality between the UE and the honme gateway, the UE and the access
ISP, or the UE to the ICP, separately. Thus in this scenario, it is
difficult to deploy a single LMAP system which conpletely covers the
whol e path for accurate end-to-end QOE neasurenents and assists fault
identification.

UE <=>hone net <=>honme GM=>access | SP<=>transit | SP<=>|nternet <=>| CP

Figure 2 Cross-Donain data traffic from home network to | CP

5 Derived Requirenents

<Deng, et al.> Expires April 20, 2016 [ Page 10]



| NTERNET DRAFT <Use-cases for Coll aborative LNAP> Cct 19, 2015

To make the requirements nore clear, the following terns are defined:

LMAP domain: One LMAP domain is equal to one LMAP system specified
in[i.d-ietf-lmap-framework], where all the MAs are controlled by
a single controller.

This section presents derived requirenents for LMAP protocols to
enabl e t he above col | aborative use-cases across nultiple LMAP
domains. In particular:

* Current LMAP architecture MJUST be extended to allow the MAs of a
LMAP domai n to accept the |egal external neasurenent tasks initiated
out si de of the LMAP donai n.

* When carrying out the outside neasurenent tasks, an LMAP donain
MUST be able to coordinate the rel evant controllers, MAs, and
coll ectors of other LMAP domains for status updating or dynanical
control .

* Current LMAP architecture MJST be extended to have a nmechanismto
gat her and aggregate the neasurenent results from participati ng LMAP
domai ns.

* An LMAP domai n MUST be able to authenticate and authorize the
measur enent requests from outside of the LMAP domai n.

* The extended nechani sns requi red above SHOULD NOT affect the
current LMAP nechanisnms in [i.d-ietf-lmp-franmework]. |If changes have
to be nade, they MJST be kept as snall as possible.

6 Extension D scussions

In general, there are two basic approaches to extend the existing
LMAP franmework for the above requirenents: the first is to add

anot her |ayer of MA managenent and report collection for the

addi tional information exchange; the other is to extend the existing
controller/reporter’s function and nmake one of the rel evant
controller/reporter to take the responsibility of collaborative task
i nstruction/data aggregation.

6. 1 Addi ng Anot her Layer of Managenent/ Aggregation

In particular, two entities for the general coordination of cross-
organi zation interactions for collaborative LMAP tasks are
introduced: the Initiator and the Reporter, for cross-domain
measur enent task assignnent and result aggregation, respectively.
Three protocols for interactions for the new y-introduced entities
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and existing LMAP entities are discussed too.
6.1.1 Initiator-Control |l er exchange for task instruction

The globally trusted and verifiable Initiator instructs each
participating LMAP Controller with correspondi ng Measurenent Tasks to
be perfornmed within the LMAP system indicating the corresponding
Reporter, to whomthe results of the Measurenent Tasks are to be
submitted. A globally unified identifier may be required for each

col | aborative Measurenent Task

6.1.2 Reporter-Collector exchange for data aggregation

A Coll ector fromeach participating LMAP systeminteracts with the
correspondi ng Reporter to report |ocal neasurenent results.

6.1.3 Initiator-Reporter exchange for output instruction

The Initiator also notifies the Reporter with instructions on how to
create the final neasurenent report (e.g. data aggregation nmethods to
be used) as well as the identities of the participating Controllers.

6.2 Extension over Existing Managenent/Aggregation Layer

Anot her straightforward nmanner of extending the current LMAP
framework to support coll aborative nmeasurenents fromnultiple domains
is to break the assunption that "any MA can only be controlled by a
single Controller”, and allow the MA within an LMAP domain to carry
on the instructions fromanother Controller outside the donain,

and/ or report the measurenment results to another outside Collector.

Note that it is expected that such collaborative neasurenent
instructions are not nmeant to change the ownership of the
participating MA to its home LMAP donai n.

As long as there is not conflict of interest or conpetition of |oca
resources at the MA, the outside neasurenent tasks (from an outside
Controller outside the Iocal LMAP donmain) as well as all the inside
measur enent tasks (fromthe inside Controller in the |ocal LMAP
domai n) can be carried on simnultaneously.

O herwi se, the MA nmay refer to static priority policies (e.g. the
i nside tasks have the top priority, etc.) or report to its loca

<Deng, et al.> Expires April 20, 2016 [ Page 12]



| NTERNET DRAFT <Use-cases for Coll aborative LNAP> Cct 19, 2015

Controller/a third party for conflict resolution and task adaptati on.

7 Security Considerations

The security threats elaborated in [I-D.ietf-Imap-use-cases] al so
apply to coll aborative LMAP scenari os.

It is assuned that the security issues within a participating LMAP
system can be addressed by its local security mechani sns, as
specified in [I-D.ietf-1map-framework], and out of scope of this
docunent .

Each participating LMAP system nmay have its own considerati on and
policy regarding its | ocal network and/or subscriber private
information. In performng collaborative task, it is still possible
for a Collector to enforce |ocal protection schenes, e.g. filtering
al gorithms, onto |ocal neasurenent data before subnission to the
Reporter, hence providing protection to sensitive information for
both the subscriber and the network operator

It is inportant for a participating LMAP systemto be able to
authenticate the Initiator/outside-controller and the
Reporter/outside-collector for a given collaborative Measurenent
Task, provide differentiated service provision according to its |oca
policies (e.g. flexible authorization based on the Initiator’s
identity, the type of Measurenent Task, Measurenent Met hod,
frequency, etc.), and protect itself from service abuse of nalicious
Initiators or information | eakage to malicious Reporters.

A task/data verification schene is needed for the Reporter to exclude
un-aut hori zed or non-intended Collectors fromtanpering the
measur enent report or blocking the Reporter/outside-collector from
proper functioning with corrupted/forged/replayed | ocal reports.

8 | ANA Consi derations
There is no | ANA action in this docunent.
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