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This docunent defines a data nodel for Large-Scal e Measur enent
Platforms (LMAP) [RFC7594]. The data nodel is defined using the YANG

[
|

1.1

Thi s docunment uses the LMAP term nology defined in [ RFC7594].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL",

RFC7950] data nodeling | anguage. It is based on

t he LMAP

nformati on Model [I-D.ietf-|map-information-nodel].

Ter m nol ogy

SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and

" OPTI ONAL"

docunent are to be interpreted as described in [RFC2119].
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1.2. Tree Diagrans

A simplified graphical representation of the data nodel is used in
this docunent. The neaning of the synbols in these diagrans is as
fol |l ows:

o Brackets "[" and "]" enclose |ist keys.

0 Abbreviations before data node names: "rw' neans configuration
(read-wite), "ro" neans state data (read-only), and "w' neans RPC
i nput data (wite-only).

0 Synbols after data node names: "?" neans an optional node, "!"
means a presence container, and "*" denotes a list and leaf-Ilist.

o Parentheses encl ose choice and case nodes, and case nodes are al so
marked with a colon (":").

o Ellipsis ("...") stands for contents of subtrees that are not
shown.

2. Data Mddel Overview

The LMAP framework has three basic el enments: Measurenent Agents,
Controllers, and Collectors. Measurement Agents initiate the actual
measurenents, which are called Measurenment Tasks in the LMAP

term nol ogy. The Controller instructs one or nore MAs and

communi cates the set of Measurenent Tasks an MA shoul d perform and
when. The Col |l ector accepts Reports fromthe MAs with the Results
fromtheir Measurenent Tasks.

The YANG data nodel for LMAP has been split into three nodul es:

1. The nodule ietf-|nap-common. yang provi des common definitions such
as LMAP specific data types.

2. The nodul e ietf-lmap-control.yang defines the data structures
exchanged between a Controller and Measurenment Agents.

3. The nodule ietf-Inmap-report.yang defines the data structures
exchanged between Measurenent Agents and Col | ectors.

As shown in Figure 1, a Controller, inplenmenting ietf-Imap-

comon. yang and ietf-lmap-control.yang as a client, will instruct
Measur ement Agents, which inplenent ietf-|mp-comon.yang and ietf-

| map-control.yang as servers. A Measurenent Agent, inplenenting

i etf-I map-common.yang and ietf-Imap-report.yang, will send results to
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a Collector, which inplenments ietf-I|mp-comon.yang and ietf-I| map-
report.yang as a server

I I
| dient: |
I I
I I

i etf-I map-conmon. yang
i etf-1map-control.yang
o e e e e e e e o oo +

R + |

| LMAP Measurenent Agent | [

[ [ <- request [

| Server: I L '

| ietf-1mp-comon.yang | response ->

| ietf-1map-control.yang

I I

| | request ->

| dient: I .

| ietf-1map-comon.yang | <- response |

| ietf-lmp-report.yang | |

T + \V

i etf-I map-comon. yang

I I
I I
| Server: |
| |
| ietf-lmap-report.yang

Figure 1: LMAP Controller, Measurenent Agents, and Collector and the
YANG nodul es they inplement as client or server

The tree di agram bel ow shows the structure of the control data nobdel

nodul e: ietf-Imap-control
+-rw | map
+--ro capabilities
| +--ro version string
+--ro tag* | map:tag
+--ro tasks
+--ro task* [nane]

I

I

I

| +--ro0 hame | map:identifier
| +--ro function* [uri]

[ |  +--ro uri inet:uri

| | +--ro role* string

[ +--ro version? string
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| +--ro progranf string

+--rw agent

| +--rw agent-id? yang: uui d

| +--rw group-id? string

| +--rw neasurenent - point? string

| +--rwreport-agent-id? bool ean

| +--rw report-group-id? bool ean

| +--rw report-neasurenent-point? bool ean

| +--rwcontroller-timeout? ui nt 32

| +--ro last-started yang: dat e-and-ti ne

+--rw tasks

| +--rw task* [nane]

| +--rw nane | map:identifier

| +--rw function* [uri]

| |  +--rwuri inet:uri

[ | +--rwrole* string

| +--rw progranf string

| +--rw option* [id]

| | +--rwid | map:identifier

| | +--rw name? string

| | +--rw val ue? string

[ +--rw tag* | map:identifier

+--rw schedul es

| +--rw schedul e* [ nane]

| +--rw nane | map:identifier

| +--rw start event - r ef

| +--rw (stop)?

I | +--:(end)

| | | +--rwend? event - r ef

| | +--:(duration)

| | +--rw duration? ui nt 32

| +--rw executi on-node? enumrer ati on

| +--rw tag* | map:tag

[ +--rw suppressi on-tag* | map:tag

| +--ro state enurer ation

| +--ro storage yang: gauge64

| +--ro invocations yang: count er 32

| +--ro0 suppressions yang: count er 32

| +--ro overl aps yang: count er 32

[ +--ro failures yang: count er 32

| +--ro | ast-invocation? yang: dat e-and-ti ne

| +--rw action* [nane]

| +--rw nane I map:identifier

| +--rw task t ask-r ef

| +--rw paramneters

[ | +--rw (extension)?

| +--rw option* [id]

| | +--rwid | map:identifier
Schoenwael der & Baj pai Expires Cctober 23, 2017 [ Page 5]
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+--T0
+-T0
+-T0
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+-T0
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+-r0
+-T0
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| +--rw nanme? string
| +--rw val ue? string

destinati on*

tag*
suppressi on-t ag*
state

st or age

i nvocati ons

suppr essi ons

overl aps

failures

| ast-invocation

| ast-conpl eti on

| ast-status

| ast - nessage

| ast-fail ed-conpl etion
| ast-fail ed-status
| ast-fail ed- nessage

+--rw event* [ nane]

+--rw nane

sche
| map
| map

April 2017

dul e-ref
:tag
:tag

enuner ati on

yang:
yang:
yang:
yang:
yang:
yang:
yang:
| map:

stri
yang
| map
stri

--rw suppressions
+--rw suppressi on* [ nane]

+--rw nane | map:identifier
+--rw start? event - r ef
+--rw end? event -r ef
+--rw mat ch* | map: gl ob-pattern
+--rw st op-runni ng? bool ean
+--ro state enuner ati on

--rw events

gauge64
count er 32
count er 32
count er 32
count er 32
date-and-ti ne
date-and-tine
st at us- code
ng
:date-and-tine
:status-code
ng

| map:identifier

+--rw random spread? ui nt 32
+--rw cycle-interval ? ui nt 32
+-rw (event-type)?
+--:(periodic)
| +--rw periodic
| +--rwinterval ui nt 32
| +--rw start? yang: dat e-and-ti ne
| +--rw end? yang: dat e-and-ti ne
+--:(cal endar)
| +--rw cal endar
[ +--rw nont h* | map: nont h- or - al
| +--rw day- of - nont h* | map: day- of - nont hs- or - al
| +--rw day- of - week* | map: weekday- or - al
| +--rw hour* | map: hour - or - al
| +--rw m nut e* | map: m nut e- or - al
| +--rw second* | map: second- or - al
[ +--rw tinmezone-of fset? | map: ti nezone- of f set
| +--rw start? yang: dat e-and-ti ne
| +--rw end? yang: dat e-and-ti ne
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+--:(one-of f)
| +--rw one-off

| +-rwtine yang: dat e-and-ti ne

+--: (i mmedi at e)

|  +--rwimediate

+--:(startup)

| +--rwstartup

+--:(controller-1ost)

| +--rwcontroller-I|ost

+--:(controll er-connected)
+--rw controll er-connected

enpty
enpty
enpty
enpty

April 2017

The tree di agram bel ow shows the structure of the reporting data

nodel .
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nodul e: ietf-Imap-report
rpcs:
+---X report
+---w i nput
+---w date
+---w agent-id?
+---w group-id?
+---w neasur enent - poi nt ?
+---wresult*
+---w schedul e?
+---w action?
+---w task?
+---w paraneters
| +---w (extension)?
+---w option* [id]

| +---wid | ma
| +---w name? str
| +---w val ue? str
+---w tag*

+---w event ?

+---w start

+---w end?
+---w cycl e- nunber ?
+---w status

+---w conflict*

| +---w action-nane?
| +---w task-nanme?
+---w tabl e*
+---w function* [u
|  +---wouri i
| +---wrole* S
+---w col um*
+---w row*
+---w val ue*

+- - -w schedul e- nane?

el for LMAP 2017

Apri

yang: dat e-and-ti ne
yang: uui d

string

string

| map:identifier
| map:identifier
| map:identifier

p:identifier
i ng

i ng

| map
yang
yang
yang
| map
| map

:tag
:date-and-tine
:date-and-tine
:date-and-tine
. cycl e- nunber
:status-code

| map:identifier
| map:identifier
| map:identifier
ri]

net:uri

tring

string

string

tf-1map-information-nodel] is

3. Relationship to the Information Mde
The LMAP information nodel [I-D.ie
divided into six aspects. They ar

as expl ai ned bel ow
0 Pre-Configuration Information

since bootstrapping infornation
nodel . I nplenmentations nmay use
Information al so for bootstrapp

Schoenwael der & Bajpai Expires COctob

e mapped into the YANG data node

This is not nodel ed explicitly
is outside the scope of this data
some of the Configuration

i ng purposes.
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o0 Configuration Information: This is nodeled in the /I map/ agent
subtree, the /|l map/schedul es subtree, and the /| map/tasks subtree
described below. Some itens have been | eft out because they are
expected to be dealt with by the underlying protocol

0 Instruction Information: This is nodeled in the /1| map/ suppressions
subtree, the /| map/schedul es subtree, and the /Il nmap/tasks subtree
descri bed bel ow.

0 Logging Information: Sone of the logging information, in
particul ar 'success/failure/warning nessages in response to
information updates fromthe Controller’, will be handl ed by the
protocol used to manipulate the I map specific configuration. The
LMAP data nodel defined in this docunent assumes that runtime
| ogging information will be comruni cated using protocols that do
not require a formal data nodel, e.g., the Syslog protocol defined
in [ RFC5424].

0 Capability and Status Information: Some of the capability and
status information is nodeled in the /I map/capability subtree.
The list of supported tasks is nodeled in the /| map/capabilities/
task list. Status information about schedul es and actions is

included in the /| map/ schedul es subtree. |nformation about
network interfaces can be obtained fromthe ietf-interfaces YANG
data nodel [RFC7223]. Information about the hardware and the

firmvare can be obtained fromthe ietf-system YANG data node
[RFC7317]. A device identifier can be obtained fromthe ietf-
har dware YANG data nodel [I-D.ietf-netnod-entity].

0 Reporting Information: This is nodeled by the report data nodel to
be inmpl emented by the Collector. Measurenent Agents send results
to the Collector by invoking an RPC on the Coll ector.

These six information nodel aspects use a collection of common

i nformati on objects. These comon infornation objects are

represented in the YANG data nodel as foll ows:

0 Schedul es: Schedul es are nodel ed in the /1 map/schedul es subtree.

0 Channel s: Channel s are not nodel ed since the NETCONF server
configuration data nodel [I-D.ietf-netconf-netconf-client-server]
al ready provides a nechanismto configure NETCONF server channels.

o Task Configurations: Configured tasks are nodeled in the /| map/
tasks subtree.

o Event Information: Event definitions are nodeled in the /1 mp/
events subtree.

Schoenwael der & Baj pai Expires Cctober 23, 2017 [ Page 9]
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4.

4.

1.

YANG Modul es

LMAP Conmon YANG Modul e

This nmodul e inports definitions from[RFC6536] and it references
[1SO 8601] .

<CODE BEG NS> file "ietf-lmp-comon@017-04-21. yang"
nmodul e ietf-| map-comon {

yang-version 1.1;
nanespace "urn:ietf:paranms: xm:ns:yang:ietf-I| mp-comon";
prefix "I map";

inmport ietf-inet-types {
prefix inet;

}

organi zati on
"I ETF Large- Scal e Measurenent Pl atforms Wrking G oup”;

cont act
"WG Web: <http://tools.ietf.org/ wy/l map/>
WG List: <nmmilto:lnmap@etf.org>

Edi t or: Juer gen Schoenwael der
<j . schoenwael der @ acobs- uni versity. de>

Edi t or: Vai bhav Baj pai
<v. baj pai @ acobs-uni versity. de>";

description
"Thi s nodul e provides comon definitions used by the data
nodel s witten for Large-Scal e Measurenent Platforns (LMAP).
Thi s nodul e defines typedefs and groupi ngs but no schena
tree elenents.";

revision "2017-04-21" {
description
“Initial version";
ref erence
"RFC XXXX: A YANG Data Model for LMAP Measurenent Agents";
}

/*
* Typedefs
*/

2017
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typedef identifier {
type string {
length "1.. max";
}
description
"An string value used to nane sonething."

}

typedef tag {
type string {
length "1.. max";
}
description
"A tag consists of at |east one character.";

}

typedef gl ob-pattern {
type string {
length "1.. max";
}
description
"A glob style pattern (following PCSI X 2 fnmatch() wi thout
special treatnent of file paths):

* mat ches a sequence of characters
? mat ches a single character

[ seq] mat ches any character in seq
[!seq] mat ches any character not in seq

A backsl ash foll owed by a character matches the foll ow ng
character. In particular

\ * mat ches *
\? mat ches ?
\\ mat ches \

A sequence seq may be a sequence of characters (e.g., [abc]
or a range of characters (e.g., [a-c]).’

}

typedef wildcard {

type string {
pattern '\ *’;

}

description
"A wildcard for cal endar scheduling entries.";

Schoenwael der & Baj pai Expires Cctober 23, 2017 [ Page 11]
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typedef cycl e- nunber {

type string {
pattern '[0-9]{8}\.[0-9]{6};

description
"A cycle nunber represented in the format YYYYMVDD. HHUWESS
where YYYY represents the year, MMthe nonth (1..12), DD
the day of the nonths (01..31), HH the hour (00..23), MM
the m nute (00..59), and SS the second (00..59). The cycle
nunber is using Coordinated Universal Tine (UTC).";

}

typedef nonth {
type enuneration {
enum j anuary {
val ue 1;
description
"January of the Gregorian cal endar.";
}

enum f ebruary {
val ue 2;
description
"February of the Gregorian cal endar.";

enum mar ch {
val ue 3;
description
"March of the Gregorian cal endar.";

enum april {
val ue 4;
description
"April of the G egorian cal endar.";
}

enum may {
val ue 5;
description
"May of the Gregorian cal endar.";
}

enum june {
val ue 6;
description
"June of the Gregorian cal endar.";
}

enum july {
val ue 7;
description
"July of the Gregorian cal endar.";

Schoenwael der & Baj pai Expires Cctober 23, 2017 [ Page 12]
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}

enum august {
val ue 8;
description
"August of the Gregorian cal endar.";
}

enum sept enber {
val ue 9;
description
"Sept enber of the Gregorian cal endar.";

enum oct ober {
val ue 10;
description
"Cctober of the Gregorian cal endar.”;
}

enum novenber {
val ue 11;
description
"Novenber of the Gregorian cal endar.";

enum decenber {
val ue 12;
description
"Decenber of the Gregorian cal endar.";
}

}

description

"A type nodeling the nonth in the Gregorian cal endar.

typedef nonth-or-all {
type union {
type nonth;
type wil dcard;

description

"A month or a wildcard indicating all twelve nonths."

}

typedef day-of-nonth {
type uint8 { range "1..31"; }
description
"A day of a nonth of the Gregorian cal endar.";

}

typedef day-of-nonths-or-all {
type union {

Schoenwael der & Baj pai Expires Cctober 23, 2017
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type day- of - nont h;
type w | dcard;

description
"A day of a nonths or a wildcard indicating all days
of a nonth.";

}

typedef weekday {
type enuneration {
enum nonday {
val ue 1;
description
"Monday of the Gregorian cal endar.";
}

enum tuesday {
val ue 2;
description
"Tuesday of the Gregorian cal endar.";
}

enum wednesday {
val ue 3;
description
"Wednesday of the Gregorian cal endar.";

enum t hur sday {
val ue 4;
description
"Thursday of the Gregorian cal endar.";

enum friday {
val ue 5;
description
"Friday of the Gregorian cal endar.";
}

enum sat urday {
val ue 6;
description
"Saturday of the Gregorian cal endar.";

enum sunday {
val ue 7;
description
"Sunday of the Gregorian cal endar.";
}
}

description
"A type nodeling the weekdays in the G egorian cal endar.

Schoenwael der & Baj pai Expires Cctober 23, 2017 [ Page 14]
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The nunbering follows the | SO 8601 schene.";
reference
"1 SO 8601: 2004: Data el enents and interchange formats --
Information interchange -- Representation
of dates and times";

}

typedef weekday-or-all {
type union {
type weekday;
type wildcard

description
"A weekday or a wildcard indicating all seven weekdays."
}

typedef hour {
type uint8 { range "0..23"; }
description
"An hour of a day.";
}

typedef hour-or-all {

type union {
type hour;
type wildcard

}

description
"An hour of a day or a wildcard indicating all hours

of a day.";

}

typedef mnute {
type uint8 { range "0..59"; }
description
"A mnute of an hour.";
}

typedef mnute-or-all {
type union {
type mnute;
type wildcard

description

"A minute of an hour or a wldcard indicating all
m nutes of an hour.";
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typedef second {
type uint8 { range "0..59"; }
description
"A second of a mnute.";
}

typedef second-or-all {
type union {
type second;
type wildcard

description
"A second of a mnute or a wildcard indicating all
seconds of a minute.";

}

typedef status-code {
type int32;
description
"A status code returned by the execution of a task. Note
that the actual range is inplementation dependent but it
shoul d be portable to use values in the range 0..127 for
regul ar exit codes. By convention, 0 indicates successfu
term nation. Negative values may be used to indicate
abnormal ternination due to a signal; the absolute val ue
may identify the signal number in this case.";

}

typedef tinmezone-offset {

type string {
pattern ' Z| [\ +\-]1\d{2}:\d{2}’
}

description
"A tinmezone-offset as it is used by the date-and-tine type
defined in the ietf-yang-types nodule. The value Z is
equi val ent to +00: 00. The val ue -00: 00 indicates and
unknown tine-offset.";

reference
"RFC 6991: Common YANG Data Types"

}

/*
* ¥ oupi ngs
*/

groupi ng registry-groupi ng {
description
"This grouping nodels a list of entries in a registry

Schoenwael der & Baj pai Expires Cctober 23, 2017 [ Page 16]
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that identify functions of a tasks.";

list function {
key uri;
description
"Alist of entries in a registry identifying functions.";

| eaf uri {
type inet:uri;
description
"A URl identifying an entry in a registry.";
}

leaf-list role {
type string;
description
"A set of roles for the identified registry entry.";
}

}
}

groupi ng options-grouping {
description
"Alist of options of a task. Each option is a nane/val ue
pair (where the value may be absent).";

list option {
key "id";
order ed- by user;
description
"Alist of options passed to the task. It is a list of
key / value pairs and may be used to nodel options.
Options may be used to identify the role of a task
or to pass a channel nane to a task."

leaf id {
type | map:identifier;
description
"An identifier uniquely identifying an option. This
identifier is required by YANG to uniquely identify
a nane value pair but it otherwi se has no semantic
val ue";

}

| eaf nane {
type string;
description
"The nanme of the option.";
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}

| eaf val ue {
type string;
description
"The val ue of the option.";
}

}
}

}
<CODE ENDS>

4. 2. LMAP Control YANG Modul e

This nodul e inports definitions from|[RFC6536], [RFC6991] and the
common LMAP nodule and it references [ RFC7398].

<CCDE BEG NS> file "ietf-Imap-control @017-04-21. yang"
nmodul e ietf-1mp-control {

yang-version 1.1;
nanespace "urn:ietf:parans: xm:ns:yang:ietf-Ilmap-control";
prefix "I mapc";

i mport ietf-yang-types {
prefix yang;

i mport ietf-netconf-acm {
prefix nacm

}

i mport ietf-lmap-comon {
prefix | map;

}

organi zati on
"I ETF Large-Scal e Measurenent Platfornms Wrking G oup”;

cont act
"WG Web: <http://tools.ietf.org/ wy/l map/>
WG List: <nmailto:lmap@etf.org>

Edi t or: Juer gen Schoenwael der
<j . schoenwael der @ acobs- uni versity. de>

Edi t or: Vai bhav Baj pai
<v. baj pai @ acobs-uni versity. de>";
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description
"This nodul e defines a data nmodel for controlling nmeasurenent
agents that are part of a Large-Scal e Measurenent Platform
(LMAP). This data nodel is expected to be inplenented by a
measur ement agent.";

revision "2017-04-21" {
description
"Initial version';
ref erence
"RFC XXXX: A YANG Data Model for LMAP Measurenent Agents";
}

/*
* Typedefs
*/

typedef event-ref {
type leafref {
path "/| map/ event s/ event/ nane";
}

description
"This type is used by data nodels that need to reference
a configured event source.";

}

typedef task-ref {
type leafref {
path "/l map/tasks/task/ nane";
}

description
"This type is used by data nodels that need to reference
a configured task.";

}

typedef schedul e-ref {
type leafref {
path "/| map/ schedul es/ schedul e/ nane";
}

description
"This type is used by data nodels that need to reference
a configured schedule.";

}

/*
* & oupi ngs
*/
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groupi ng start-end-grouping {
description
"A grouping that provides start and end tinmes for
event objects."”;
| eaf start {
type yang: date-and-ti ne;
description
"The date and time when the event object
starts to create triggers.”

| eaf end {
type yang: date-and-ti ne;
description
"The date and time when the event object
stops to create triggers.

It is generally a good idea to always configure

an end time and to refresh the end tinme as needed

to ensure that agents that |ose connectivity to
their controller do not continue executing schedul es

forever.";
}
}
/*
* Capability, configuration and state data nodes
*/

contai ner Imap {
description
"Configuration and control of an LMAP agent.";

contai ner capabilities {
config fal se
description
"Agent capabilities including a list of supported tasks.";

| eaf version {

type string;

config fal se

mandat ory true

description

"A short description of the software inplenenting the

measur enent agent. This should include the version
nunber of the nmeasurement agent software.”;

}

leaf-list tag {
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type | map:tag;

config fal se

description
"An optional unordered set of tags that provide
additional information about the capabilities of
t he nmeasur enent agent.";

}

cont ai ner tasks {
description
"Alist of tasks that the neasurenent agent supports."”;

list task {
key nane;
description
"The list of tasks supported by the LMAP agent.";

| eaf nane {
type | map:identifier;
description
"The uni que nane of a task capability.”

}
uses | map: regi stry-grouping;

| eaf version {
type string;
description
"A short description of the software inplenenting
the task. This should include the version
nunber of the measurement task software.”;

}
| eaf program {
type string;
description
"The (local) programto invoke in order to execute
the task.";
}
}
}
}
/*
* Agent Configuration
*/

cont ai ner agent {
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description
"Configuration of paraneters affecting the whol e
measur ement agent.";

| eaf agent-id {
type yang: uui d;
description
"The agent-id identifies a neasurenent agent with
a very low probability of collision. In certain
depl oynents, the agent-id nay be consi dered
sensitive and hence this object is optional."

}

| eaf group-id {
type string;
description
"The group-id identifies a group of neasurenent
agents. In certain deploynents, the group-id
may be considered | ess sensitive than the
agent-id.";

}

| eaf measurenent - point {
type string;
description
"The measurenent point indicating where the
measur enent agent is |located on a path.”
ref erence
"RFC 7398: A Reference Path and Measurenent Points
for Large-Scal e Measurenment of Broadband
Per f or mance";

}

| eaf report-agent-id {
type bool ean;
must '. !'= "true" or ../agent-id {
description
"An agent-id nmust exist for this to be set
to true.";

default false
description
"The 'report-agent-id controls whether the
"agent-id is reported to collectors.”;

}

| eaf report-group-id {
type bool ean;
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nmust = "true" or ../group-id {
description
"A group-id nust exist for this to be set
to true. ",
}
default fal se
description
"The 'report-group-id controls whether the
"group-id is reported to collectors.”

| eaf report-neasurenent-point {
type bool ean;
must . !'= "true" or ../ measurenent-point’ {
description
"A measurenent -point nust exist for this to be
set to true.",;

default false
description
"The ’'report-measurenent-point’ controls whether
the 'nmeasurenent-point’ is reported to collectors.™

}

| eaf controller-tinmeout {

type uint32;

units "seconds”

description
"Atimer is started after each successful contact
with a controller. Wen the tinmer reaches the
controller-timeout, an event (controller-lost) is
rai sed indicating that connectivity to the controller
has been lost.";

}

| eaf last-started {
type yang: dat e-and-ti ne;
config fal se
mandat ory true
description
"The date and tinme the neasurenent agent |ast started.";
}

}

/*
* Task Configuration
*/
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cont ai ner tasks {
description
"Configuration of LMAP tasks."

list task {
key nane;
description
"The list of tasks configured on the LMAP agent. Note
that a configured task MJST resolve to a task listed
in the capabilities. Attenpts to execute a configured
task that is not listed in the capabilities result in
a runtinme execution error.";

| eaf nane {
type I map:identifier;
description
"The uni que nane of a task."
}

uses | map: regi stry-groupi ng;

| eaf program {

type string;

nacm def aul t - deny-write;

description
"The (local) programto invoke in order to execute
the task. If this leaf is not set, then the system
will try to identify a suitable program based on
the registry information present.";

}

uses | map: opti ons-groupi ng {
description
"The list of task specific options."
}

leaf-list tag {
type I map:identifier;
description
"A set of task specific tags that are reported
together with the neasurenent results to a collector
A tag can be used, for exanple, to carry the
Measurement Cycle ID.";

/*
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* Schedul e I nstructions
*/

cont ai ner schedul es {
description
"Configuration of LMAP schedul es. Schedul es contro
whi ch tasks are executed by the LMAP inpl ementation.”

list schedule {
key nane;
description
"Configuration of a particular schedule.";

| eaf nane {
type I map:identifier;
description
"The | ocal |l y-uni que, admi nistratively assigned name
for this schedule.";

}

| eaf start {
type event-ref;
mandat ory true
description
"The event source controlling the start of the
schedul ed actions.";

}

choi ce stop {
description

"This choice contains optional leafs that control the
graceful forced term nation of schedul ed acti ons.
When the end has been reached, the schedul ed actions
shoul d be forced to ternminate the neasurenents
This may invol ve being active sone additional tine in
order to properly finish the action’s activity (e.qg.
wai ting for any still outstandi ng nessages).";

| eaf end {
type event-ref;
description
"The event source controlling the gracefu
forced ternmination of the scheduled actions.";

}

| eaf duration {
type uint32;
units "seconds";

Schoenwael der & Baj pai Expires Cctober 23, 2017 [ Page 25]



Internet-Draft YANG Dat a Model for LMAP April 2017

description
"The duration controlling the graceful forced
term nation of the schedul ed actions."
}
}

| eaf execution-node {
type enuneration {
enum sequenti al {
val ue 1;
description
"The actions of the schedul e are executed
sequentially.";
}
enum paral l el {
val ue 2;
description
"The actions of the schedule are executed
concurrently";
}
enum pi pel i ned {
val ue 3;
description
"The actions of the schedule are executed in a
pi pel i ned node. Qutput created by an action is
passed as input to the subsequent action."”;

}

default pipelined;
description
"The execution node of this schedule determnes in
whi ch order the actions of the schedul e are executed."”;

}

leaf-list tag {
type | nap:tag;
description
"A set of schedule specific tags that are reported
together with the nmeasurement results to a collector.”

}

| eaf-1ist suppression-tag {
type | map:tag;
description
"A set of suppression tags that are used to select
schedul es to be suppressed.”

Schoenwael der & Baj pai Expires Cctober 23, 2017 [ Page 26]



Internet-Draft YANG Dat a Model for LMAP April 2017

| eaf state {
type enuneration {
enum enabl ed {
val ue 1;
description
"The val ue 'enabled’ indicates that the
schedule is currently enabled.";
}
enum di sabl ed {
val ue 2;
description
"The val ue ’'disabled indicates that the
schedule is currently disabled.";
}
enum runni ng {
val ue 3;
description
"The value 'running’ indicates that the
schedule is currently running.";
}
enum suppressed {
val ue 4;
description
"The val ue 'suppressed’ indicates that the
schedule is currently suppressed.”;

}

config fal se
mandat ory true
description
"The current state of the schedule."

}

| eaf storage {

t ype yang: gauge64;

units "bytes";

config fal se

mandat ory true;

description
"The anount of secondary storage (e.g., allocated in a
file system) holding tenporary data allocated to the
schedul e in bytes. This object reports the amount of
al | ocat ed physical storage and not the storage used
by | ogical data records.";

}

| eaf invocations {
type yang: count er 32
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config fal se
mandat ory true;
description
"Nunber of invocations of this schedule. This counter
does not include suppressed invocations or invocations
that were prevented due to an overlap with a previous
i nvocation of this schedule."

}

| eaf suppressions {
type yang: count er 32
config fal se
mandat ory true
description
"Number of suppressed executions of this schedule.”
}

| eaf overlaps {
type yang: count er 32
config fal se
mandat ory true
description
"Nurmber of executions prevented due to overlaps with
a previous invocation of this schedule.";

}

| eaf failures {

type yang: counter 32

config fal se

mandat ory true

description
"Nunber of failed executions of this schedule. A
failed execution is an execution where at | east
one action failed.";

}

| eaf |ast-invocation {
type yang: dat e-and-ti ne;
config fal se
description
"The date and tinme of the last invocation of
this schedule.";

}

list action {
key nane;
description
"An action describes a task that is invoked by the
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schedule. Multiple actions are invoked according to
t he execution-node of the schedule.";

| eaf nane {
type I nap:identifier;
description
"The unique identifier for this action.";
}

| eaf task {
type task-ref;
mandat ory true
description
"The task invoked by this action.";
}

cont ai ner paraneters {
description
"This container is a place-holder for run-tine
paraneters defined in task-specific data nodels
augnmenting the base I map control data nodel.”

choi ce extension {
description
"This choice is provided to augnment in different
sets of paraneters.”;
}
}

uses | map: opti ons-groupi ng {
description
"The list of action specific options that are
appended to the list of task specific options."

| eaf-1ist destination {
type schedul e-ref;
description
"A set of schedul es receiving the output produced
by this action. The output is stored tenporarily
since the destination schedules will in genera
not be running when output is passed to them The
behavi our of an action passing data to its own
schedul e is inplenentation specific.

Data passed to a sequential or pipelined schedul e

is received by the schedule's first action. Data
passed to a parallel schedule is received by al
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actions of the schedule.";

}

leaf-list tag {
type | nap:tag;
description
"A set of action specific tags that are reported
together with the measurenment results to a
collector.™;

}

| eaf-1ist suppression-tag {
type | map:tag;
description
"A set of suppression tags that are used to select
actions to be suppressed.”;

}

| eaf state {
type enuneration {
enum enabl ed {
val ue 1;
description
"The val ue 'enabled’ indicates that the
action is currently enabled.";
}
enum di sabl ed {
val ue 2;
description
"The val ue ’'disabled indicates that the
action is currently disabled.";
}
enum runni ng {
val ue 3;
description
"The value 'running’ indicates that the
action is currently runnning.";
}
enum suppressed {
val ue 4;
description
"The val ue 'suppressed’ indicates that the
action is currently suppressed.”;

}

config fal se
mandat ory true
description
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"The current state of the action.";

}

| eaf storage {

t ype yang: gaugeb64;

units "bytes";

config fal se

mandat ory true;

description
"The anount of secondary storage (e.g., allocated in a
file system) holding tenporary data allocated to the
schedul e in bytes. This object reports the amount of
al | ocat ed physical storage and not the storage used
by | ogical data records.";

}

| eaf invocations {

type yang: count er 32

config fal se

mandat ory true;

description

"Nunber of invocations of this action. This counter

does not include suppressed invocations or invocations
that were prevented due to an overlap with a previous
i nvocation of this action.";

}

| eaf suppressions {
type yang: count er 32
config fal se
mandat ory true
description
"Number of suppressed executions of this action.”

}

| eaf overlaps {
type yang: count er 32
config fal se
mandat ory true
description
"Nurmber of executions prevented due to overlaps with
a previous invocation of this action.";

}

| eaf failures {
type yang: counter 32
config fal se
mandat ory true
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description
"Nunber of failed executions of this action.";

}

| eaf | ast-invocation {
type yang: date-and-ti ne;
config fal se
mandat ory true;
description
"The date and tinme of the last invocation of
this action."”;

}

| eaf | ast-conpletion {
type yang: dat e-and-ti ne;
config fal se
mandat ory true
description
"The date and tinme of the last conpletion of
this action.";

}

| eaf last-status {
type | nmap: st at us-code
config fal se
mandat ory true;
description
"The status code returned by the |ast execution of
this action."”;

}
| eaf | ast-nessage {
type string;
config fal se
mandat ory true
description
"The status nessage produced by the |ast execution
of this action.";
}

| eaf last-fail ed-conpletion {
type yang: date-and-ti ne;
config fal se
mandat ory true;
description
"The date and tinme of the last failed conpletion
of this action.";
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| eaf last-failed-status {
type | map: st at us-code
config fal se
mandat ory true
description
"The status code returned by the last failed
execution of this action.”

}

| eaf | ast-fail ed-nessage {
type string;
config fal se
mandat ory true
description

"The status nmessage produced by the last failed
execution of this action.”
}
}
}
}

/*
* Suppression |Instructions
*/

cont ai ner suppressions {
description

"Suppression information to prevent schedul es or
certain actions fromstarting.";

list suppression {
key nane;
description
"Configuration of a particular suppression.”;

| eaf nane {
type | map:identifier;
description
"The | ocal |l y-uni que, adm nistratively assigned name
for this suppression.”;

}

| eaf start {
type event-ref;
description
"The event source controlling the start of the
suppression period.";
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| eaf end {
type event-ref;
description
"The event source controlling the end of the
suppression period. If not present, supression
continues indefinitely.";

}

leaf-1ist match {

type | map: gl ob-pattern;

description
"A set of suppression match pattern. The suppression
will apply to all schedules (and their actions) that
have a matching value in their suppression-tags
and to all actions that have a matching value in
their suppression-tags.";

}

| eaf stop-running {

type bool ean;

default false

description
"If "stop-running’ is true, running schedul es and
actions matching the suppression will be term nated
when suppression is activated. |If 'stop-running is
fal se, running schedul es and actions will not be
affected if suppression is activated.”

}

| eaf state {
type enuneration {
enum enabl ed {
val ue 1;
description
"The val ue ’'enabl ed’ indicates that the
suppression is currently enabled."

enum di sabl ed {
val ue 2;
description
"The val ue ’'disabled indicates that the
suppression is currently disabled."

enum active {
val ue 3;
description
"The value 'active' indicates that the
suppression is currently active.";
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}

config fal se
mandat ory true
description
"The current state of the suppression.”;
}

}
}

/*
* Event Instructions
*/

cont ai ner events {
description
"Configuration of LMAP events.

I mpl ement ati ons may be forced to delay acting
upon t he occurance of events in the face of |oca
constraints. An action triggered by an event
therefore should not rely on the accuracy

provi ded by the schedul er inplenmentation."

list event {
key nane;
description
"The list of event sources configured on the
LMAP agent.";

| eaf nane {
type I map:identifier;
description
"The uni que nane of an event source.";
}

| eaf random spread {
type uint32;
units seconds;
description
"This optional |eaf adds a random spread to the
conputation of the event’s trigger time. The
random spread is a uniformy distributed random
nunber taken fromthe interval [O0:random spread]."

}

| eaf cycle-interval {
type uint32;
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units seconds;

description
"The optional cycle-interval defines the duration
of the time interval in seconds that is used to
cal cul ate cycle nunbers. No cycle nunber is
calculated if the optional cycle-interval does
not exist.";

}

choi ce event-type {
description
"Different types of events are handl ed by
di fferent branches of this choice. Note that
this choice can be extended via augnentations."”

case periodic {
contai ner periodic {
description
"A periodic timng object triggers periodically
according to a regular interval.";

| eaf interval {
type uint32 {
range "1..max";
}

units "seconds";
mandat ory true
description
"The nunber of seconds between two triggers
generated by this periodic timng object.";
}
uses start-end-grouping;
}
}

case cal endar {
cont ai ner cal endar {
description
"A calendar timng object triggers based on the
current cal endar date and tine.";

leaf-1ist month {
type | map: month-or-all;
m n-el enents 1;
description
"A set of nonths at which this cal endar tinng
will trigger. The wildcard neans all nonths.";
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| eaf-1ist day-of-nonth {
type | map: day- of - mont hs-or-al | ;
m n-el enents 1;
description
"A set of days of the nonth at which this
calendar tinmng will trigger. The wildcard means
all days of a nonth.";

}

| eaf -1ist day-of -week {
type | map: weekday-or-all;
m n-el enents 1;
description
"A set of weekdays at which this cal endar timng
will trigger. The wildcard neans all weekdays.";

}

| eaf-1ist hour {
type | map: hour-or-all;
m n-el enents 1;
description
"A set of hours at which this calendar tinmng wll

trigger. The wildcard nmeans all hours of a day.";

}

leaf-list mnute {
type | map: minute-or-all;
m n-el enents 1;
description
"A set of minutes at which this calendar tining
will trigger. The wildcard neans all m nutes of

an hour.";
}

| eaf-1ist second {
type | map: second-or-all;
m n-el enents 1;
description
"A set of seconds at which this calendar timnng
will trigger. The wildcard neans all seconds of

a mnute.";
}

| eaf tinezone-offset {
type | map:ti mezone-of f set;
description
"The timezone in which this cal endar tinng
object will be evaluated. If not present,

Expi res Cctober 23, 2017 [ Page 37]



Internet-Draft YANG Dat a Model for LMAP April 2017

the systens’ local tinezone will be used.";
}
uses start-end-grouping;
}
}

case one-of f {
cont ai ner one-off {
description
"A one-off timng object triggers exactly once."

leaf tine {
type yang: dat e-and-ti ne;
mandat ory true;
description
"This one-of f timng object triggers once at
the configured date and tine.";
}
}
}

case immedi ate {
| eaf i mMmmediate {
type enpty;
mandat ory true
description
"This imedi ate event object triggers i mediately
when it is configured.”;
}
}

case startup {
| eaf startup {
type enpty;
mandat ory true
description
"This startup event object triggers whenever the
LMAP agent (re)starts.”
}
}

case controller-lost {
| eaf controller-1lost {
type enpty;
mandat ory true
description
"The controller-lost event object triggers when
the connectivity to the controller has been | ost
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for at least 'controller-tineout’ seconds."
}
}

case control |l er-connected {
| eaf controller-connected {

type enpty;

mandat ory true;

description
"The controller-connected event object triggers
when the connectivity to the controller has been
restored after it was lost for at |east
"controller-timeout’ seconds.";

}
<CODE ENDS>

LMAP Report YANG Modul e

This nmodul e inports definitions from[RFC6536] and the commobn LMAP
nodul e.

<CCDE BEG NS> file "ietf-Imap-report @017-04-21. yang"
nmodul e ietf-1map-report {

yang-version 1.1;
nanespace "urn:ietf:parans: xm:ns:yang:ietf-I map-report”;
prefix "l mapr";

i mport ietf-yang-types {
prefix yang;

i mport ietf-|map-comon {
prefix | map;

}

organi zati on

"I ETF Large-Scal e Measurenent Pl atfornms Wrking G oup”

cont act
"WG Web: <http://tools.ietf.org/ wy/l map/>
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WG List: <nmilto:lnmap@etf.org>

Edi t or: Juer gen Schoenwael der
<j . schoenwael der @ acobs- uni versity. de>

Edi t or: Vai bhav Baj pa
<v. baj pai @ acobs-uni versity. de>";

description
"This nodul e defines a data nodel for reporting results from
measur enent agents, which are part of a Large-Scal e Measurenent
Platform (LMAP), to result data collectors. This data nodel is
expected to be inplenented by a collector.";

revision "2017-04-21" {
description
"Initial version";
ref erence
"RFC XXXX: A YANG Data Model for LMAP Measurenment Agents";
}

rpc report {
description
"The report operation is used by an LMAP nmeasurement agent to
submit measurenent results produced by neasurenent tasks to
a collector.";

i nput {

| eaf date {
type yang: dat e-and-ti ne;
mandat ory true;
description
"The date and tinme when this result report was sent to
a collector.";

}

| eaf agent-id {
type yang: uui d;
description
"The agent-id of the agent fromwhich this
report originates.";

}

| eaf group-id {
type string;
description
"The group-id of the agent fromwhich this
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}

report originates.";

| eaf measurenent - point {

}

type string;
description
"The measurenent-poi nt of the agent fromwhich this
report originates.";

list result {

description
"The list of tasks for which results are reported.";

| eaf schedul e {
type I map:identifier;
description
"The name of the schedul e that produced the result.";
}

| eaf action {
type I map:identifier;
description
"The name of the action in the schedul e that produced
the result."”;

}

| eaf task {
type I nap:identifier;
description
"The name of the task that produced the result.";
}

cont ai ner paraneters {
description
"This container is a place-holder for run-tine
paraneters defined in task-specific data nodels
augmenting the base I map report data nodel.";

choi ce extension {
description
"This choice is provided to augnment in different
sets of paraneters."”;

}
}

uses | map: opti ons-groupi ng {
description

2017
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"The list of options there were in use then the
measur enent was performed. This list nust include
both the task specific options as well as the action

specific options.";

}

leaf-list tag {

type | map:tag;

description
"A tag contains additional information that is passed
with the result record to the collector. This is the
joined set of tags defined for the task object, the
schedul e obj ect, and the action object. A tag can be
used to carry the Measurenent Cycle ID.";

}

| eaf event {
type yang: date-and-ti ne;
description
"The date and time of the event that triggered the
schedul e of the action that produced the reported
result values. The date and tinme does not include
any added randomni zation.";

}

| eaf start {
type yang: dat e-and-ti ne;
mandat ory true
description
"The date and tinme when the task producing
this result started.”;

}

| eaf end {
type yang: date-and-ti ne;
description
"The date and time when the task producing
this result finished.";

}

| eaf cycl e-nunber {
type | map: cycl e- nunber;
description
"The optional cycle nunber is the time closest to
the tinme reported in the event leaf that is a multiple
of the cycle-interval of the event that triggered the
execution of the schedule. The value is only present
if the event that triggered the execution of the
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schedul e has a defined cycle-interval.";

}

| eaf status {
type | nap: st at us-code
mandat ory true
description
"The status code returned by the execution of this
action.";

}

list conflict {
description
"The names of tasks overlapping with the execution
of the task that has produced this result.”;

| eaf schedul e- name {
type | map:identifier;
description
"The name of a schedul e that m ght have inpacted
the execution of the task that has produced this
result.”;

}

| eaf action-nane {
type I map:identifier;
description
"The name of an action within the schedul e that
m ght have inpacted the execution of the task that
has produced this result.";

}

| eaf task-nane {
type I map:identifier;
description
"The name of the task executed by an action within
the schedul e that m ght have inpacted the execution
of the task that has produced this result.";
}
}

list table {
description
"Alist of result tables."
uses | map: regi stry-grouping;

leaf-list colum {
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type string;

description
"An ordered list of colum |abels. The order is
determ ned by the system and nust nmatch the order
of the columms in the result rows.";

}
list row{
description
"The rows of a result table."

| eaf-1ist value {

type string;
description
"The value of a cell in the result row";
}
}
}
}
}
}
}
<CODE ENDS>

5. Security Considerations

The YANG nodul e defined in this neno is designed to be accessed via
the NETCONF protocol [RFC6241]. The |owest NETCONF | ayer is the
secure transport |ayer, and the mandatory to inplenent secure
transport is SSH [ RFC6242]. The | owest RESTCONF | ayer is HITPS, and
the mandat ory-to-i npl ement secure transport is TLS [ RFC5246].

The NETCONF access control nodel [RFC6536] provides the neans to
restrict access for particular NETCONF or RESTCONF users to a pre-
configured subset of all avail able NETCONF or RESTCONF protoco
operations and content.

There are a nunber of data nodes defined in this YANG nodul e which
are writabl e/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes wi thout proper protection can have a negative

ef fect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

/| map/ agent This subtree configures general properties of
t he nmeasurenent agent such as its identity, its
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measur enent point or controller timeout. This
subtree should only have wite access for the
system responsi ble to configure the measurenent
agent .

/I map/tasks This subtree configures the tasks that can be
i nvoked by a controller. This subtree should
only have wite access for the system
responsi ble to configure the measurenent agent.
Care nust be taken to not expose tasks to a
controller that can cause danmage to the system
or the network

/I map/ schedul es This subtree is used by a controller to define
the schedul es and actions that are executed
when certain events occur. Unauthorized access
can cause unwanted | oad on the device or
network or it mght direct nmeasurenment traffic
to targets that becone victins of an attack

/I map/ suppr essi ons This subtree is used by a controller to define
suppressions that can tenporarily disable the
execution of schedul es or actions.

Unaut hori zed access can either disable

measur enents that should normally take place or
it can cause measurenents to take place during

ti mes when normally no neasurenments shoul d take
pl ace.

/'l map/ event s This subtree is used by a controller to define
events that trigger the execution of schedul es
and actions. Unauthorized access can either
di sabl e nmeasurenments that should normally take
pl ace or it can cause neasurenents to take
pl ace during tines when normally no
nmeasur enents shoul d take place or at frequency
that is higher than normally expected.

Sone of the readable data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

/'l map/ agent This subtree provides information about the

measur enent agent. This information nmay be
used to select specific targets for attacks.
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/1 map/ capabilities Thi s subtree provides information about the
capabilities of the neasurenent agent,
including its software version nunber and the
tasks that it supports. This information may
be used to execute targeted attacks agai nst
speci fic inplenentations.

/I map/ schedul es This subtree provides information about the
schedul es and their associated actions executed
on the nmeasurenent agent. This information nmay
be used to check whether attacks against the
i mpl ementation are effective

/I map/ suppr essi ons This subtree provides information about the
suppressions that can be active on the
measur enent agent. This information nmay be
used to predict time periods where nmeasurenents
take place (or do not take place).

Some of the RPC operations in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environments. It is thus
important to control access to these operations. These are the
operations and their sensitivity/vulnerability:

/report The report operation is used to send locally collected
measurenent results to a renote collector. Unauthorized
access may | eak nmeasurement results, including from passive
neasur enent s.

The data nodel uses a nunmber of identifiers that are set by the
controller. Inplenentors may find these identifiers useful for the
identification of resources, e.g., to identify objects in a
filesystem providing tenporary storage. Since the identifiers used
by the YANG data nodel nmay all ow characters that nay be given specia
interpretation in a specific context, inplenentations nust ensure
that identifiers are properly mapped into safe identifiers.

The data nodel allows to specify options in the form of nane val ue

pairs that are passed to progranms. |Inplenenters ought to take care
that option nanmes and val ues are passed literally to prograns. In

particul ar, shell expansions that may alter option nanes and val ues
nmust not be perforned.

6. | ANA Consi derati ons
This docunent registers three URIs in the "I ETF XM. Regi stry"

[ RFC3688]. Following the format in RFC 3688, the follow ng
regi strati ons have been made.
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7.

URI: urn:ietf:parans:xm:ns:yang:ietf-|mp-common
Regi strant Contact: The | ESG
XM.: N A, the requested URI is an XML nanespace.

URI: urn:ietf:parans:xm:ns:yang:ietf-|nap-control
Regi strant Contact: The | ESG
XML: N A the requested URI is an XM. nanespace.

URI: urn:ietf:parans: xm :ns:yang:ietf-|mp-report
Regi strant Contact: The | ESG
XM.: N A, the requested URI is an XM. nanespace.

Thi s docunment registers three YANG nodul es in the "YANG Mddul e Nanes"
registry [ RFC6020] .

nane: ietf-Inmap-conmon

namespace: urn:ietf:paranms: xm :ns:yang:ietf-I mp-conmon
prefix: | map

ref erence: RFC XXXX

nane: ietf-I1mp-control

nanespace: urn:ietf:parans:xm:ns:yang:ietf-I|map-control
prefix: | mapc

ref erence: RFC XXXX

nane: ietf-|map-report

nanespace: urn:ietf:parans:xm:ns:yang:ietf-I|nmap-report
prefix: | mapr

reference: RFC XXXX
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Appendi x A.  Exanpl e Parameter Extension Mdul e

Sonetinmes tasks may require conplicated paraneters that cannot easily
be fit into options, i.e., a list of name/value pairs. In such a
situation, it is possible to augnent the ietf-Imap-control.yang and
ietf-lmap-report.yang data nodels with definitions for nore conpl ex
paraneters. The followi ng exanpl e nodul e denontrates this idea using
the paraneters of UDP | atency metrics as an exanpl e (although UDP

| atency metric paraneters do not really need such an extension
nmodul e) .

modul e exanpl e-ietf-ippmudp-1atency {

nanespace "urn:exanple:ietf-ippm udp-Iatency”;
prefix "ippmudp-I|atency”;

inmport ietf-inet-types {
prefix inet;
}

import ietf-lmap-control {
prefix "l mapc";
}

import ietf-lmap-report {
prefix "I mapr";
}

groupi ng i ppm udp-1 at ency- par anet er - gr oupi ng {
| eaf src-ip {
type inet:ip-address;
description
"The source | P address of the UDP neasurenent traffic.";
}

| eaf src-port {
type inet: port-nunber;
description
"The source port nunber of the UDP neasurenent traffic.";
}

| eaf dst-ip {
type inet:ip-address;
description
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"The destination | P address of the UDP neasurenent traffic."

}

| eaf dst-port {
type inet: port-nunber;
description
"The destination port nunber of the UDP neasurenent traffic.";
}

| eaf poisson-1anbda {
type deci nmal 64 {
fraction-digits 4,
}

units "seconds";

default 1.0000;

description
"The average interval for the poisson streamw th a resolution
of 0.0001 seconds (0.1 ns).";

}

| eaf poisson-limt {
type deci mal 64 {
fraction-digits 4;
}
units "seconds";
default 30.0000;
description
"The upper limt on the poisson distribution with a resolution
of 0.0001 seconds (0.1 ns).";
}
}

augrment "/1 mapc: | map/ | mapc: schedul es/ | mapc: schedul e/ | mapc: acti on”
+ "/l mapc: par anet er s/ | mapc: ext ensi on" {
description
"Thi s augnentati on adds paraneters specific to | PPM UDP
| atency metrics to actions.";

case "ietf-ippmudp-I|atency” {
uses i ppm udp-| at ency- par anet er - gr oupi ng;

}

augrment "/l mapr:report/| mapr:input/l mapr:result”
+ "/l mapr: paranet ers/| mapr: extensi on" {
description
"Thi s augnentati on adds paraneters specific to | PPM UDP
| atency metrics to reports.”;
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case "ietf-ippmudp-Iatency" {
uses i ppm udp-| at ency- par anet er - gr oupi ng;

Appendi x B. Exanple Configuration

<config xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<lmap xm ns="urn:ietf:params:xm :ns:yang:ietf-|nmp-control ">

<agent >
<agent - i d>550e8400- e29b- 41d4- a716- 446655440000</ agent -i d>
<report-agent-id>true</report-agent-id>

</ agent >

<schedul es>
<!-- The schedule S1 first updates a list of ping targets
and subsequently sends a ping to all targets. -->
<schedul e>
<nane>Sl</ name>
<start>El</start>
<executi on- node>sequenti al </ executi on- node>
<action>
<nanme>Al</ nane>
<t ask>updat e- pi ng-t ar get s</ t ask>
</ action>
<action>
<nanme>A2</ nane>
<t ask>pi ng-al | -t arget s</t ask>
<desti nati on>S3</ desti nati on>
</ action>
<suppr essi on-t ag>neasur enent : pi ng</ suppr essi on-t ag>
</ schedul e>
<!-- The schedul e S2 executes two traceroutes concurrently. -->
<schedul e>
<nanme>S2</ nane>
<start>El</start>
<executi on- node>par al | el </ executi on- node>
<action>
<nanme>Al</ nane>
<t ask>tracerout e</task>
<option>
<id>target</id>
<nane>t ar get </ nane>
<val ue>2001: db8: : 1</ val ue>
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</ opti on>
<desti nati on>S3</ desti nati on>
</ action>
<acti on>
<nanme>A2</ nane>
<t ask>tracerout e</t ask>
<option>
<id>target</id>
<name>t ar get </ name>
<val ue>2001: db8: : 2</ val ue>
</ opti on>
<desti nati on>S3</ desti nati on>
</ action>
<suppr essi on-t ag>neasur enent : t racer out e</ suppr essi on-t ag>
</ schedul e>
<! -- The schedul e S3 sends neasurenent data to a collector. -->
<schedul e>
<nanme>S3</ nane>
<start>E2</start>
<action>
<nane>Al</ nanme>
<t ask>report</task>
<option>
<i d>col | ector</id>
<nane>col | ect or </ nane>
<val ue>https://coll ector. exanpl e. com </ val ue>
</ opti on>
</ acti on>
</ schedul e>
</ schedul es>

<suppressi ons>
<l-- stop all nmeasurements if we got orphaned -->
<suppr essi on>
<nane>or phaned</ nane>
<start>controller-lost</start>
<end>control | er-connect ed</ end>
<mat ch>neasur enent : *</ mat ch>
</ suppr essi on>
</ suppr essi ons>

<t asks>
<!-- configuration of an update-ping-targets task -->
<t ask>
<name>updat e- pi ng-t ar get s</ name>
<pr ogr an®f pi ng- updat e- t ar get s</ pr ogr an»
</ task>
<l-- configuration of a ping-all-targets task -->
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<t ask>
<name>pi ng-al | -t ar get s</ name>
<pr ogr an®f pi ng</ pr ogr ane»
</ task>
<!-- configuration of a traceroute task -->
<t ask>
<nane>t r acer out e</ name>
<progr anent r </ pr ogr anp
<option>
<i d>csv</id>
<nane>- - csv</ nane>
</ opti on>
</ task>
<!-- configuration of a reporter task -->
<t ask>
<nane>r eport </ nane>
<pr ogr an®l map-report </ progranp
</ task>

<t ask>
<name>i ppm udp- | at ency- cl i ent </ nane>
<progr anrti ppm udp- | at ency</ pr ogr anr
<functi on>
<uri>urn: exanpl e: t bd</uri >
<rol e>client</rol e>
</ function>
<t ag>active</tag>

</ task>
</ tasks>
<event s>
<!-- The event E1 triggers every hour during Septenber 2016
with a random spread of one minute. -->
<event >
<nanme>El</ name>
<random spr ead>60</random spread> <!-- seconds -->

<peri odi c>
<i nt erval >3600000</i nt erval >
<start>2016-09- 01T00: 00: 00+00: 00</ start >
<end>2016-11- 01T00: 00: 00+00: 00</ end>
</ peri odi c>
</ event >
<!-- The event E2 triggers on Myndays at 4am UTC -->
<event >
<nane>E2</ nanme>
<cal endar >
<nmont h>* </ ront h>
<day- of - week>nonday</ day- of - week>
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<day- of - nont h>* </ day- of - nont h>

<hour >4</ hour >

<m nut e>0</ m nut e>

<second>0</ second>

<t i mezone- of f set >+00: 00</ ti nezone- of f set >
</ cal endar >

</ event >

<!-- The event contoller-lost triggers when we | ost
connectivity with the controller. -->

<event >

<nane>control | er-1 ost </ nane>
<controller-lost/>

</ event >

<!-- The event contoller-connected triggers when we
(re)established connectivity with the controller. -->

<event >

<nane>control | er- connect ed</ nane>
<control | er-connected/ >
</ event >
</ event s>
</ | map>
</ config>

Appendi x C. Exanpl e Report

<rpc xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0"
nmessage-i d="1">
<report xm ns="urn:ietf:parans:xn:ns:yang:ietf-|nmap-report">
<dat e>2015- 10- 28T13: 27: 42+02: 00</ dat e>
<agent - i d>550e8400- e29b- 41d4- a716- 446655440000</ agent - i d>
<result>
<schedul e>S1</ schedul e>
<action>Al</action>
<t ask>updat e- pi ng-t ar get s</ t ask>
<start>2016- 03-21T10: 48: 55+01: 00</ start>
<end>2016- 03- 21T10: 48: 57+01: 00</ end>
<st at us>0</ st at us>
</result>
<result>
<schedul e>Sl1</ schedul e>
<acti on>A2</ acti on>
<t ask>pi ng-al | -t arget s</task>
<start>2016-03-21T10: 48: 55+01: 00</ start >
<end>2016- 03- 21T10: 48: 57+01: 00</ end>
<st at us>0</ st at us>
<t abl e>
<col um>t ar get </ col unm>
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<col um>rtt</col um>
<r ow>
<val ue>2001: db8: : 1</ val ue>
<val ue>42</val ue>
</ row>
<r ow>
<val ue>2001: db8: : 2</ val ue>
<val ue>24</ val ue>
</row>
</t abl e>
</result>
<result>
<schedul e>S2</ schedul e>
<acti on>Al</ acti on>
<t ask>tracerout e</t ask>
<option>
<id>target</id>
<name>t ar get </ nanme>
<val ue>2001: db8: : 1</ val ue>
</ opti on>
<option>
<i d>csv</i d>
<name>- - csv</ nane>
</ option>

<start>2016-03-21T10: 48: 55+01: 00</ start >
<end>2016- 03-21T10: 48: 57+01: 00</ end>

<st at us>1</ st at us>
<t abl e>
<col um>hop</ col um>
<col um>i p</ col um>
<col um>rtt</col um>
<r ow>
<val ue>1</val ue>

<val ue>2001: 638: 709: 5: : 1</ val ue>

<val ue>10. 5</ val ue>
</ row>
<r ow>
<val ue>2</ val ue>
<val ue>?</val ue>
<val ue></val ue>
</ row>
</t abl e>
</result>
<result>
<schedul e>S2</ schedul e>
<acti on>A2</ acti on>
<t ask>tracerout e</t ask>
<opti on>
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<id>target</id>
<nane>t ar get </ name>
<val ue>2001: db8: : 2</ val ue>
</ opti on>
<option>
<i d>csv</id>
<nane>- - csv</ nane>
</ opti on>
<start>2016-03-21T10: 48: 55+01: 00</ start >
<end>2016- 03-21T10: 48: 57+01: 00</ end>
<st at us>1</ st at us>
<t abl e>
<col um>hop</ col um>
<col um>i p</ col um>
<col um>rtt</col um>
<r ow>
<val ue>1</val ue>
<val ue>2001: 638: 709: 5: : 1</ val ue>
<val ue>11. 8</ val ue>
</row>
<r ow>
<val ue>2</val ue>
<val ue>?</val ue>
<val ue></val ue>
</ row>
</t abl e>
</result>
</report>
</rpc>

Appendi x D. Change History

Note to the RFC Editor: this section should be renoved on publication
as an RFC

D.1. Non-editorial Changes since -07

0 Require yang-version 1.1 since we need |leaf-lists supporting non-
uni que values in the report.

0o Merged the /I map-state tree into the /I map tree.
0 Marked state objects as nandatory.

0 Added /| map/agent/report-group-id.
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D. 2.

(0]

D. 3.

D 4

Non- edi tori al Changes since -06

Renoved /| map/ agent/device-id and /| map- st at e/ agent/ devi ce-id,
added pointer to the ietf-hardware YANG nodel .

Renoved /| map-state/agent/{hardware, firnmvare}, added pointer to
the ietf-system YANG nodel

Non-edi tori al Changes since -05

Update the exanple in an attenpt to aligned it with the exanple in
the i nformati on nodel

Added an extension hook to reports so that task-specific
paraneters can be echoed back to the collector. Updated the
exanpl e extensi on nodul e accordi ngly.

Added text and Figure 1 to describe the function and purpose of
the three YANG nodul es

Added a cycl e-nunber type definition.
Added t he optional cycle-interval to event definitions.

Added tags that report additional capabilities of the nmeasurenent
agent .

Added event time and cycle-nunber to the result report.
Renaned the netrics-grouping to registry-grouping.

Renmoved JSON encodi ng of the examples (they will go into the
RESTCONF docunent).

Non- edi torial Changes since -04
Tagged /| map/tasks/task/ programwi th nacm defaul t-deny-wite.

Added /| map- st at e/ schedul es/ schedul e/ st orage and /| map- st at e/
schedul es/ schedul e/ acti on/ st or age.

Renoved suppress-by-defaul t.

Moved the netric list from/report/result into /report/result/
tabl e.

Conflicts are now reported as a triple (schedule, action, task).
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D. 5.

D. 6.

D. 7.

Repl aced 1 Pv4 address in the exanples with | Pv6 addresses.
Added resul t/status.
Non-edi tori al Changes since -03

Rewor ked the reporting data nodel to align it with the changes in
the i nformati on nodel

Non- edi tori al Changes since -02
Added a nechanismto enforce a runtine |imt for schedul es.

Added security considerations text warni ng about possible shel
expansi ons of options.

Restricted all user-defined nanes and tags to | nap:identifier
Added security considerations text to nmake inplenentors aware of
possi ble security issues if identifiers are naively napped to say
filesystem paths.

Schedul es and actions now have tags (echoed to the collector) and
suppression tags (used for suppression selection).

I ntroduced gl ob-style pattern to match tags.

Added an exanple nmodule for I PPMudp | atency netrics to
denonstrate the usage of the extension nechani sm

I ntroduced paraneters, an extension point for task/nmetric specific
paraneters defined in augnenti ng YANG nodul es.

Introduced the typedefs event-ref, task-ref, and schedul e-ref.

Changed schedul e/ event to schedul e/start and added the optiona
schedul e/ st op and schedul e/ duration |eafs.

Non-edi tori al Changes since -01

Updated and split exanples (config vs state vs report).

Ref actored the definitions so that common definitions used by both
the control and report data nodels are in the new nodule ietf-

| map- conmon.

A report is submtted via an RPC operation instead of using a
notification.
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0 The default execution node is pipelined.

o Cdarified which action consunes data in sequential, pipelines, and
paral | el execution node

0 Added /1 map/ agent/ nmeasur enent -point, /| map/agent/report-
measur enent - poi nt, and /report/neasurenent-point to configure and
report the measurenent point.

0 Turned /| map/ suppression into a list /I nmap/suppressions/
suppression that uses a start and stop event to define the
begi nning and end of a suppression period.

0 Added controller-lost an controller-ok event choices to /1 map/
event s/ event.

0 Added a netrics-grouping to identify entries in a netric registry
and associ ated rol es.

0 Added /I map-state/schedules to report the status of schedul es and
their actions. Refactored /Il map-state/tasks to only report the
task capabilities.

D.8. Non-editorial Changes since -00

0 A task can now reference multiply registry entries.

0 Schedules are triggered by Events instead of Timings; Timngs are
just one of nmany possible event sources.

0 Actions feed into other Schedul es (instead of Actions wthin other
Schedul es) .

0 Renoved the notion of nultiple task outputs.

0 Support for sequential, parallel, and pipelined execution of
Act i ons.
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