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Abst r act

Thi s docunent descri bes how RESTCONF can be used with a YANG dat a
nodel for Large-Scal e Measurenment Pl atfornms (LMAP).
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1. Introduction

Thi s docunent di scusses how a controller can use the RESTCONF
protocol [I-D.ietf-netconf-restconf] to configure Large-Scal e

Measur emrent of Broadband Perfornmance (LMAP) neasurenent agents (MAs)
[I-D.ietf-lImap-framework]. It also discusses how RESTCONF can be
used to report neasurenent results to a collector.

MAs rmay be depl oyed as separate hardware devices or as functions
enbedded in consunmer el ectronic devices and hone routers or as pure
software sol utions that can be installed on off-the-shelf computing
equi prent. Measurenent agents receive instructions froma controller
about when and how to conduct what neasurenents (the neasurenent
schedul e) and how and when to report neasurenent results to a data
collector (the report schedule). Further information about the

i nteraction between MAs and controllers and collectors can be found
in [I-D.ietf-Imap-framework].

The LMAP information nodel [I-D.ietf-Imap-information-nodel] defines
the informati on exchanged between a controller and an MA and the

i nformation exchanged between an MA and a collector. An information
nmodel is conceptual and protocol -i ndependent. A concrete YANG

[ RFC6020] data nodel derived fromthe conceptual information nodel is
defined in [I-D. schoenw | map-yang].

2. Overvi ew of RESTCONF

The RESTCONF protocol [I-D.ietf-netconf-restconf] provides a REST-
like interface to access and mani pul ate a so-called unified YANG

dat astore [ RFC6020]. The basic idea behind RESTCONF i s expose a YANG
datastores as a collection of Wb resources that can be nani pul at ed
usi ng standard HTTP [ RFC7230] DELETE, PATCH, POST, and PUT net hods.
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The resource hierarchy is derived fromthe nesting structure of the
YANG schena tree, leading to a so called data nodel driven REST API

RESTCONF is essentially a convention howto use HTTP over TLS to
access a datastore that has a structure defined by a YANG data nodel
The data is exchanged in XM. encodi ng or JSON encodi ng.

The norrmal node of operation is that the RESTCONF client initiates a
secure transport to the RESTCONF server. For devices | ocated behind
a NAT, a so called 'call-home’ mechani smhas been defined
[I-D.ietf-netconf-call-hone] that enables the RESTCONF server to
establish a secure transport to a RESTCONF client. Note that cal
hone only changes the TCP connection establishnent, the TLS and HTTP
client/server roles do not change. The policy used to call home can
be configured through a configuration data node
[I-D.ietf-netconf-server-nodel]. This nodel provides nechanismto
configure a list of redundant endpoints and it provides control over
call-home policies (e.g, call-hone frequency, idle-tiners, keep-alive
timers).

3. RESTCONF as LMAP Control Protoco

It is straight-forward to user RESTCONF as a control protocol. The
YANG dat a nodel [I-D.schoenw | map-yang] derived fromthe underlying
information nodel [I-D.ietf-Imap-information-nodel] translates into a
coll ection of RESTCONF resources that can be manipul ated at various

| evel s of granularity using DELETE, PATCH, POCST, and PUT net hods.

An exanpl e exchange showing a REST call to create a schedul e obj ect
is shown in Appendix B

4. RESTCONF as LMAP Report Protoco

One way of mapping the informati on nodel parts relevant for reports
into a YANG data nodel is the usage of YANG notifications. This is

t he approach currently used in [I-D. schoenw| map-yang]. This mappi ng
|l eads to report notifications that push nmeasurenment results fromthe
MA to a collector. The RESTCONF protocol uses Server Sent Events as
t he underlying nmechanismto streamnotifications.

A direct mapping of the information nodel |leads to relatively verbose
exchanges and it is possible to define nore space efficient
notifications that suppress information that is only changing rarely.
An exanpl e exchange of a result notification is shown in Appendix C

Note that alternative designs are possible. One option is to nake
the collector a RESTCONF server and to have the MA push results to
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the collector by posting to resources on the controller. Another
option is to have the results reside on the MA and to export the
results as part of the operational state of the MA. The collector(s)
will then use GET requests to fetch the result resources fromthe MNA
Note that all three approaches can be inplenented usi ng RESTCONF and
YANG

5. Concl usi on

Thi s docunent di scusses how RESTCONF can be used as a control
protocol and a report protocol for Large-Scal e Measurenent Platforns
(LMAP). The benefit of using RESTCONF is that no new protocol work
needs to be done. Additional benefits derive fromusing YANG and a
data nodel driven approach. Despite the reuse of existing tools,
using a data nodel driven approach allows to easily reuse other data
nodel s (e.g., network interfaces [ RFC7223], [RFC7277] or general
system services [RFC7317]) in order to export additional status

i nformati on about an MA to a controller.

6. | ANA Consi derati ons
Thi s docunent has no requests for | ANA
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Appendi x A,  Response to Protocol Conparison Criteria
A set of control and report protocol conparison criteria has been
defined in [I-D. starkcarey-| map-protocol -criterial]. This section
compares the usage of RESTCONF against the criteria.

CP-MUST-1  yes (RFC6241 RFC6242, RFC5539),
[I-D.ietf-netconf-restconf]

CP- MUST- 2 yes [I-D.ietf-netconf-call-hone]
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CP- MUST- 3

CP- MUST- 4

CP- DI FF- 1
CP- DI FF-2
CP- DI FF- 3
CP- DI FF- 4
CP- DI FF-5
CP- DI FF- 6
CP- DI FF- 7

CP- DI FF- 8

CP- DI FF-9

CP- DI FF- 10

CP-DI FF- 11

CP-DI FF- 12

CP- DI FF- 13
RP- MUST- 1
RP- MUST- 2
RP- MUST- 3
RP- DI FF- 1
RP- DI FF- 2
RP- DI FF- 3

RP- DI FF- 4
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yes SSH / TLS (NETCONF), TLS (RESTCONF)

yes YANG data nodel s [ RFC6020] have a wel | defined
versi oni ng and extensi on nodel

1

1

yes

yes (NETCONF| RESTCONF) call home

(underspecified - it is JSON or XM. over HTTP/TLS)
(underspecified - it is JSON or XM. over HTTP/ TLS)

HTTP and JSOV XML are pretty nuch everywhere

YANG tools are out there and the rest will devel op, HITP

and TLS are pretty well understood
yes

many tools out there to create REST code, YANG tools
avai l abl e

yes, YANG RFC 6020 data nodel s have a versi on nodel

addi ti onal YANG nodul es can augnent the standard data
nodel

JSON and XML, CBOR in the making

yes [I-D.ietf-netconf-call-hone]

SSH / TLS (NETCONF), TLS ( RESTCONF)

YANG RFC 6020 data nodel s have a version nodel
TCP

yes

(underspecified - it is HITP over TLS)

yes
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RP- DI FF- 5 yes

RP- DI FF- 6 yes (as part of HTTP encodi ng negoti ati ons)

RP- DI FF- 7 (underspecified - it is JSON or XM. over HTTP/ TLS)
RP- DI FF- 8 HTTP and JSOV XML are pretty nuch everywhere

RP- DI FF-9 many tools out there to create REST code, YANG tools
avai |l abl e

RP- DI FF-10 vyes

RP-DI FF-11 many tools out there to create REST code, YANG tools
avai |l abl e

RP-DI FF-12 JSON and XM., CBOR in the making

Appendi x B. Exanpl e RESTCONF Control Protocol Exchange

Below is a YANG tree diagramof a part of the data nodel covering
schedules. This is taken from/[I-D. schoenw | map-yang].

nmodul e: ietf-Imap
+-rw | map
+--rw schedul es
+--rw schedul e* [ nane]

+--rw hame string

+--rw acti on* [nane]

| +--rw nane string
+--rw task | eaf ref
+--rw option* [nane]
| +--rw nane string

I
I
I
| | +--rw val ue? string
| +--rw destination* [nane]
I
I
I
I

+--rw nane string

+--rw out put* uintl16

+--rw schedul e | eaf r ef

+--rw action | eaf r ef
+--rw timng | eaf r ef

Bel ow is an XM. representati on of instance data conforming to the
YANG data nodel is shown below. Note that sonme of the strings are
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references to other portions of the instance data not show here.
This is again taken from|[I-D. schoenw | map-yang].

<Imap xm ns="urn:ietf:parans: xm:ns:yang:ietf-|nmp">
<schedul es>
<schedul e>
<nane>hour | y</ name>
<action>
<nane>i cnp- | at ency- hour | y</ nanme>
<t ask>i cnp-| at ency- neasur enent </ t ask>
<destinati on>
<nane>q- al | </ nane>
<schedul e>dai | y</ schedul e>
<action>report-dail y</action>
</ desti nati on>
</ action>
<tim ng>hourl y</tim ng>
</ schedul e>
</ schedul es>
</ | map>

Bel ow i s an exanpl e showi ng how RESTCONF can be used to create the
above schedule. The prefix C indicates the controller, the prefix
M indicates the nmeasurenment agent. This exanple uses a JSON

encodi ng (and note that much of the white-space can be renoved, this
is only there to help with readability).
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POST /restconf/data/ietf-1map: | map/ schedul es HITP/ 1.1
Host: exanpl e. com
Cont ent - Type: applicati on/yang. dat a+j son

"ietf-lmap: schedul e": {
"name": "hourly",
"action": [

"nanme": "icnp-latency-hourly",
"task": "icnp-Ilatency-neasurenent",
"destination": [
{
"name": "g-all",
"schedul e": "daily",
"action": "report-daily"
}
]
}
1,
"timng": "hourly"

}
}

HTTP/ 1.1 201 Created
Date: Mon, 23 Apr 2012 17:01: 00 GMI
Server: exanpl e-server
Location: https://exanple.comrestconf/data/ietf-I|nmap:| nmap/schedul es/ schedu
| e=hourly
M Last-Mdified: Mon, 23 Apr 2012 17:01:00 GV
M ETag: b3a3e673be2

S 000000000000 00000000000

Appendi x C. Exanpl e RESTCONF Report Protocol Exchange

The first step taken by the collector is to | ookup the event stream
resource.
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C. CET /restconf/datal/ietf-restconf-nonitoring:restconf-state/streans/streancN
ETCONF/ encodi ng=xm / events HTTP/ 1.1
Host: exanpl e. com
Accept: application/yang. dat a+xmi

HTTP/ 1.1 200 K
Cont ent - Type: application/yang. api +xm

<events
xm ns="urn:ietf:parans: xm :ns:yang:ietf-restconf-nonitoring">
htt ps://exanpl e. coni st reans/ NETCONF

</ event s>

LTI 00

Once the event streamresource is known (information m ght be
cached), the collector subscribes to the event streamresource.
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C. CGET /streanms/ NETCONF HTTP/ 1.1

C. Host: exanple.com

C. Accept: text/event-stream

C. Cache-Control: no-cache

C. Connection: keep-alive

M data: <notification

M dat a: xm ns="urn:ietf:params: xm :ns:yang:ietf-restconf">
M dat a: <event-ti me>2013-12-21T00: 01: 00Z</ event-ti me>
M dat a: <report xm ns="urn:ietf:parans:xn:ns:yang:ietf-|nmp">
M dat a: </report>

M dat a:

M data: {

M dat a: "ietf-restconf:notification": {

M dat a: "event-tinme": "2015-02-25T00: 01: 00Z",
M dat a: "ietf-lmap:report":

M data: "date": "2015-02-25T00:01: 002",

M dat a: "agent-id": "xxx",

M dat a: "header": {

M dat a: "colum": "target",

M dat a: “colum": "rtt"

M dat a: }

M dat a: "row': {

M dat a: "start": "2015-02-25T00: 01: 00Z",
M dat a: "val ue": "192.0.2.1",

M dat a: "val ue": 42

M dat a: }

M dat a: "row': {

M data: "start": "2015-02-25T00: 01: 00Z",
M dat a: "val ue": "192.0.2.2",

M dat a: "val ue": 24

M dat a: }

M dat a: }

M dat a: }

M data: }
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