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Abst ract

Thi s di scussi on docunment describes a nethod to indicate a sender
constraint within JWI. It could potentially be incorporated into

Proof - O - Possessi on Semantics for JSON Wb Tokens(JWs) [POPS]. This
docunent was created in response to the WALC of it.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 20, 2016.

Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

QAuth 2.0 Proof - of - Possession (PoP) Security Architecture [POPA]
identifies Sender Constraint and Key Confirmati on as possible threat
mtigation nethods agai nst the use of token by an unauthorized
presenter. Wile Proof-O-Possession Sermantics for JSON Web Tokens
(JWI's) [POPS] touches briefly on the Sender Constraint, it is only
one paragraph within a introductory text and does not discuss it in
detail. Instead, it devotes much of the discussion to the Key
Confirmation method. It also is naking the usage of such token

agai nst the resource server out of scope.

This discussion draft describes a way to express the Sender
Constraint in the JW, as well as one possible way of using it to
access a protected resource.

The initial draft of this docunment was created in response to the

WGELC of the Proof-Cf - Possession Semantics for JSON Web Tokens(JW's)
[ POPS] .
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1.1. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119 [RFC2119].

Unl ess ot herwi se noted, all the protocol paraneter names and val ues
are case sensitive

2. Terns and definitions

For the purpose of this docunent, the terms defined in RFC6749
[ RFC6749] is used. In addition, following termis defined.

Aut hori zed Presenter Party that the token is intended to be used by.
3. Justification

There are scenarios that the bearer token may be stol en, nodified,
reused or replayed. To prevent these threats, resource servers need
to obtain additional assurance that the client is indeed authorized
to present an access token. The detail ed use cases can be found in
QAut h 2.0 Proof-of - Possession (PoP) Security Architecture [ POPA]
specification that sites token reuse by the resource server and
eavesdroppi ng of the resource request anong others. Some additiona
use- cases such as token |l eaking fromthe client’s database or

aut hori zation server’s database is al so conceivabl e.

As described in QAuth 2.0 Proof-of-Possession (PoP) Security
Architecture [ POPA] specification, there are several ways to prevent
these bearer token threats: Confidentiality Protection, Sender
Constraint and Key Confirmation. Key Confirmation mechanismis
described in QAuth 2.0 Proof-Cf - Possession Semantics for JSON Wb
Tokens (JWIs) [POPS] specification in detail, but Sender Constraint
mechani smis not explained in detail.

Sender confirmation nmechani sm has some advantage in sone cases over
the general key confirmati on nechani smexplained in [ POPS] in cases
such as:

(1) The client’s public key is published in a knowmn way in the
ecosystem e.g., in .well-known/jwks and the private key is
stored in a HSM

(2) The resource server wi shes to have sone non-repudiation of the
client.
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These can be achieved with relative ease with sender confirmation.

Key Confirmation nmechanismis nore general in nature. It is
applicable even in the case where client’s privacy is sought or the
client is a public client using QAuth PKCE [ PKCE]. As the downside
of it, it requires a conplete key distribution protocol and can
becone nore conplicated. Sender Confirmation nechani sm should al so
be specified, and it can work as an alternative mechanismto mitigate
the bearer token threats.

4. Sender Constraint Representation

Sender Constraint is expressed by including the foll owi ng nmenber at
the top |l evel of JW payl oad.

azp The dient ID of the Authorized Presenter

Following is an exanple of such JWI payl oad.

{

"iss": "https://server.exanple.cont,
"sub": "joe@xanple.cont,
"azp": "https://client.exanple.org"

"aud": "https://resource. exanple.org"
"exp": "1361398824",
"nbf": "1360189224",

Fi gure 1 Exanpl e of Sender Constrained JWI.

5. dient Authentication
The resource server that supports this specification MJST
authenticate the Cient. |In this docunent a possible nethod is
proposed as foll ows:

(1). The authorized presenter issues a HEAD or CET request to the
resource server.

GET /resource/ 1234 HTTP/ 1.0
Host: server. exanpl e.com

(2). The resource server returns a HITP 401 response wi th "W\
Aut henti cate” header with "Naned" scheme, which includes nonce.
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HTTP/ 1. 0 401 Unaut hori zed

Server: HTTPd/ 0.9

Date: Wed, 14 March 2015 09: 26: 53 GVII

WAV Aut henti cat e: Nanmed nonce="dcd98b7102dd2f 0e8b11d0f 600bf b0Oc093"

(3). The client creates JW5 conpact serialization over the nonce.
(4). The client sends the request to the resource server, this tinme
wi th Aut horization: header with Nanmed schene and access token and the
JW\E.

GET /resource/ 1234 HTTP/ 1.0

Host: server. exanpl e.com

Aut hori zation: Named at ="access.token.jw", s="jws.of.nonce"

(5). The resource server finds the client key corresponding to the

val ue of "azp" in the access token. It nmay have been obtai ned
through client registration at the |Issuer or through .well-known/jwk
et c.

(6). The resource server creates the JWs of the nonce and conpares
it with the value of "s" of the Authorization header. |If it fails,
the process stops here and the resource access MJST be deni ed.

(7). The resource server MJST verify the access token. If it is
valid, the resource SHOULD be returned as HTTP response.

6. Finding the client key
When the resource server authenticates the client, it has to find out
the keys that corresponds to the signing key of the client. There
are several possible ways to do this.

6.1. URI client ID

Wien the dient IDis a URI, then the key can be found fromthe
.wel | -known/j wk UR

6.2. pre-shared key tables
Al ternatively, the collection of the keys can be pre-shared anong the

participants in advance as a key table that lists the client ID -
public key pair.
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6.3. Via client netadata APl of the authorizati on server

Client Metadata can be exposed through a client netadata APl at the
Aut hori zation Server, which can be defined by the authorization
server in a way sinmlar to QAuth 2.0 Token Introspection [TINTRQ .

7. | ANA Consi derati ons
7. 1. Nanmed Aut hentication Schene

A new schene has been registered in the HITP Authenticati on Schene
Regi stry as foll ows:

Aut hentication Schene Name: Naned
Ref erence: Section 5 of this specification

Not es (optional): The Named Authentication schene is intended to be
used only with QAuth Resource Access, and thus does not support proxy
aut henti cati on.

8. Security Considerations

To avoid the situation that the client identifier is fake, the
resource server that supports this specification MIST authenticate
the client.

Integrity protection SHOULD be applied via a keyed nessage di gest or
a digital signature, to prevent an adversary from changi ng any

el ements conveyed within the JWI payl oad. Special care MJST be
appl i ed when carrying client’s secret key inside the JW, since those
not only require integrity protection, but also confidentiality
protection. The client’s secret key nmust be encrypted and kept
securely.

Aclient identifier may be used as a correlation handle if it has
relationship with the user, e.g. nobile phone nunmber. Thus, for
privacy reasons, it is recommended to keep client identifier
confidentially protected.
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Appendi x A.  Document Hi story

-05 Added nore justification. Also, added "Finding the client key"
section.

-04 Added justification section

-03 Renoved nost of the duplication with [ POPS]

-02 Included key confirmation nmethod etc. The first version on the
tools.ietf.org. (Previous versions were sent just as emil
attachnents.)
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