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Abst ract

Thi s docunment gives additional security considerations for QAuth,
beyond those in the QAuth 2.0 specification and in the QAuth 2.0
Threat Model and Security Considerations.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 22, 2016
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I ntroduction

Thi s docunent gives additional security considerations for QAuth,
beyond those in the QAuth 2.0 specification [RFC6749] and in the
QAuth 2.0 Threat Mdel and Security Considerations [ RFC6819]. In
particul ar focuses its attention on the risk of abuse the

Aut hori zation Server (AS) (Section 1.2) as an open redirector.

It contains the follow ng content:

0 Describes the Authorization Server Error Response as defined in
[ RFC6749] .

0 Describes the risk of abuse the Authorization Server as an open
redirector.

0 Gves sone nitigation details on how to hinder the risk of open
redirector in the ?AS?.

Not at i onal Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Unl ess ot herwi se noted, all the protocol paranmeter names and val ues
are case sensitive.

Ter m nol ogy

Aut hori zation Server (AS)

The server issuing access tokens to the client after successfully
aut henticating the resource owner and obtai ning authori zation.

Redi recti on endpoi nt
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Used by the authorization server to return responses containing
aut hori zation credentials to the client via the resource owner
user - agent.

Aut hori zation Server Error Response

The QAuth 2.0 specification [ RFC6749] defines the Error Response
associated with the Authorization Code Grant flow and the Inplicit
Gant flow. Both flows use a redirection endpoint where the resource
owner’s user agent is directed after the resource owner has conpl eted
interacting with the authorization server. The redirection endpoint
is also used in the error response scenario. As per RFC6749

Section 4.1.2.1 and 4.2.2.1 [RFC6749] if the resource owner denies
the access request or if the request fails for reasons other than a
m ssing or invalid redirection URI, the ?AS? redirects the user-agent
by sending the foll owi ng HTTP response:

HTTP/ 1.1 302 Found Location: https://client.exanple.com
cb?error=access_deni ed

1. Abuse: The Authorization Server As Open Redirector

As described in [ RFC6819] an attacker could utilize a user’s trust in
an ?AS? to launch a phishing attack. The attack described here
though is not nitigated using the counterneasures listed in
[RFC6819]. In this scenario the attacker:

o Perforns a client registration as per the core specification
[ RFC6749]. The provided redirection URI is a nalicious one e.g.
https://attacker.com (nanely the one where the victim s user agent
will land without any validation)

0 Prepare a forged URI using the assunption that the ?AS? conplies
with the QAuth 2.0 specification [RFC6749]. In particular with
the ?AS? Error Response described in the previous section (
Section 2 ). As an exanple he can use a wong or not existing
scope e. g.

htt ps:// AUTHORI ZATI ON_SERVER/ aut hori ze?r esponse_t ype=codeé&cl i ent _i
d=s6BhdRkqt 3&st at e=xyz&redi rect uri=htt ps¥8A¥WRFY2Fatt acker Y2Econ®s
cope=I| NVALI D_SCOPE

0o Attenpt the pishing attack trying to have the victimclicking the
forged URI prepared on the previous step. Should the attack
succeeds the victinms user agent is redirected to
https://attacker.com (all with any user interaction) The HITP
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2. 2.

referer header will be set to the AS donmmin perhaps allow ng
mani pul ati on of the user.

Security Conprom se: The Authorization Server As Open Redirector

The attacker can use a redirect error redirection to intercept
redirect based protocol nessages via the Referer header and UR
fragment. In this scenario the attacker:

(0]

Perfornms a registration of a malicious client as per the core
specification [ RFC6749]. The provided redirection URI is a
mal i ci ous one e.g. https://attacker.com (This URl will capture
the fragment and referer header sent as part of the error)

Creates a invalid Authentication request URl for the nalicious
client. As an exanple he can use a wong or not existing scope

e.g.

htt ps:// AUTHORI ZATI ON_SERVER/ aut hori ze?r esponse_t ype=codeé&cl i ent _i
d=mal i ci ous_client & edi rect _uri=https¥%BAYRFY2Fatt acker ¥2Econ&scope
=I NVALI D_SCOPE

If the AS supports sticky grants (not re-pronpting for consent
based on a previous grant) a valid authentication request for the
user may also be used to trigger a 30x redirect.

Performs a QAuth Authorization request using the invalid

Aut hori zation request as the redirect_uri. This works if the AS
is pattern matching redirect_uri and has a public client that
shares the sane domain as the AS

(l'ine breaks for display only)

htt ps:// AUTHORI ZATI ON_SERVER/ aut hori ze?r esponse_t ype=t oken
&cl i ent _i d=good-cl i ent &cope=VALI D_SCOPE

& edi rect _uri =htt ps¥BAYRFY2AUTHORI ZATI ON_SERVER%-aut hori ze
%3Fr esponse_t ype¥3Dcode

o26¢l i ent i d¥@Dattacker-client-id

%26scope%3Dl NVALI D_SCOPE

9R6r edirect _uri ¥3Dht t ps¥253A%R252F%252Fat t acker. com

(0]

Figure 1

Recei ve the response redirected to https://attacker.Com

Bradl ey, et al. Expi res January 22, 2016 [ Page 4]



Internet-Draft QAut h Open Redirector July 2015

The legitimate QAuth Authorization response will include an access
token in the URI fragnent.

Most web browsers will append the fragnent to the URI sent in the
| ocati on header of a 302 response if no fragnment is included in the
| ocation URI.

If the Authorization request is code instead of token, the same
technique is used, but the code is | eaked by the browser in the
referer header rather than the fragnent.

This causes the access token froma successful authorization to be

| eaked across the redirect to the malicious client. This is due to
browser behavi our and not because the AS has included any information
in the redirect URI other than the error code.

Protocols other than QAuth may be particularly vulnerable to this if
they are only verifying the domain of the redirect. Perform ng exact
redirect URI matching in QAuth will protect the AS, but not other

pr ot ocol s.

It should be noted that a legitimate QAuth client registered with a
AS m ght be conpromised and used as a redirect target by an attacker
per haps wi thout the know edge of the client site. This increases a
the attack surface for a ?AS?.

2.3. Mtigation

In order to defend agai nst the attacks described in Section 2.1 and
Section 2.2 the ?AS? can either

0 Respond with an HTTP 400 (Bad Request) status code.

0 Performa redirect to an intermediate URI under the control of the
AS to clear referer information in the browser that nmay contain
security token information. This page SHOULD provide notice to
the resource owner that an error occurred, and request perm ssion
to redirect themto an external site.

If redirected, a fragnent "#" MJST be appended to the error
redirect URI. This prevents the browser fromreattaching the
fragment froma previous URI to the new location URI

Some

When redirecting via 30x a Content Security Policy header SHOULD be
added:
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Content-Security-Policy: referrer origin;
Figure 2

When redirecting via a form post the followi ng tag SHOULD be
i ncl uded:

<meta name="referrer" content="origin"/>
Figure 3
Only newer browsers support these headders, so users with ol der
browsers will be vulnerable to | eaking referer information unless a
intermedi ate redirect is used.s
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Appendi x A.  Docunment Hi story
[[ to be renoved by the RFC Editor before publication as an RFC ]]
-01

0 Added infornmation on HTTP headders to include to set referrer to
origin

-00

o Wote the first draft.
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Changed Docunent nane to conformto WG naning convention
Added Section on redirect |eaking security information
Added Term nol ogy section

fixed file nane

cleaned up mitigations a bit
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