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Abst r act

The work so far on Privacy Enhanced RTP Conferencing, which allows
end-to-end security also in centralized switch RTP based conference
has not considered WbRTC in detail. This docunment | ooks at the use
case of WDRTC based endpoints, it also considers inplications of
usi ng external providers for both conference applications and
centralized media distribution devices. Fromthis a nunber of
chal | enges have been deternined, and requirenments are derived from
these. Finally the draft presents sone straw man for possible
sol uti ons.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 7, 2016.
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents

Westerlund & Mattsson Expi res January 7, 2016 [ Page 1]



Internet-Draft

careful ly,
to this docunent.

WebRTC use cases in PERC

July 2015

as they describe your rights and restrictions with respect
Code Conponents extracted fromthis docunment nust

include Sinplified BSD License text as described in Section 4.e of

the Trust Legal

described in the Sinplified BSD Li cense.

Tabl e of Contents

1.
2.
3

7.
8.
9.

www

[e2e> )]

10.
Aut hors’ Addresses .

Westerl und & Mattsson

DNOURWNEQWN

ArRAABRAAS

I ntroduction .
The Use Case .
Entities and Trust

.1. Trust Domains

Trusted Entities .

Sem -trusted Entities
all enges . . .

Enabl e Del egatl on

Forcing End-to-End Security

Bi ndi ng Aut hori zation to Endpoint

Key Revocation .
Reqw rements . .
Sol ution Straw man .

.1. Hi gh Level Example I\/Essage FI ovvs .
.2. Authentication and Authorization .
. 3. Key Managenent

| ANA Consi derations

Security Considerations
Acknow edgenents . .
Informative References .

Deal ing with JavaScri pt rel ated Attacks

Restricting Usage of the e2e Keyl ng Mit eri aI
Enabl i ng Fl exi bl e Aut hentication . .

Securing Group Menbership Changes

Expi res January 7, 2016

Provi sions and are provided without warranty as

QOO ~N~NoOOOUTOTS DWW

[ Page 2]



Internet-Draft WebRTC use cases in PERC July 2015

1. Introduction

Thi s docunment di scusses the inplications on PERC WG s work on

provi ding end-to-end secure centralized RTP conferencing usi ng WbRTC
browsers as endpoints. The WbRTC environnent contai ns a nunber of
chal l enges that needs to be considered; these may affect how the
final solution is designed. The authors have also have a strong
interest in enabling usages where significant amount of sourcing of
external resources are possible to perform Not only the nedia

di stribution devices (MDD) and STUN TURN resources, but also the core
functionalities of the conference application, such as the find and
connect to establish the conference. However, the control over the
end-to-end security needs to be possible to maintain within a single
organi zation. This organi zation needs to maintain control over both
who is authorized to participate in a particular conference, as well
as having control over the end-to-end keys used in that conference.

It needs to be stressed that the use case presented here is far from
the only one where WDbRTC endpoints could be used to establish a
multiparty end-to-end secured conference. The authors have chose to
focus on use case that combi nes WbRTC endpoi nts, contextua

conmmuni cati on and outsourcing, a use case suitable for a nunber of
enterprises, businesses, and services.

Section 2 goes through a possible use case and its high |eve
nmotivation. Section 3 discusses the different trust donains as well
as the entities that are considered in this use case. Section 4

di scusses a nunber of chall enges where several are unique to WbRTC
conpared to nore native inplenentations of endpoints. Section 5
derives a nunber of requirenents. Finally in Section 6 we present a
straw man solution to sone of the chall enges we raised

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. The Use Case

This section discusses the representative use case in nore detail as
wel | as discussing rel evant background information for this use case.

A use case (Enterprise Real-time contextual comunication) is that an
enterprise has the need for multi-party real-time conferencing with
audi o and video that is conbined with enterprise’s internal data that
can be viewed and nmani pul ated using a web application. The
conferencing is intended to allow nmultiple enployees or externa
consultants to discuss the data and mani pulate its content as well as
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3.

3.

present during the discussion, i.e. a formof contextua
communi cat i on.

The al ready existing web application to view and nmani pul ate the
internal data is desirable to be able to re-use and the conference
participants are already using a web browser for this purpose. Thus,
basi ng the solution on WbRTC appears logical as that will enable
integration of the Real-time communication (RTC) conferencing part
with the existing web application.

The enterprise has no desire to naintain substantial RTC
infrastructure to ensure well working conferencing, and prefers to
source the needed services and conponents from external providers.
However, the enterprise has strong interests in maintaining contro
of the security properties and ensure that its security goals are
meet, it may even have legal requirenents on its comruni cation

The enterprise already has existing nethods for authenticating their
enpl oyees, consultants and other external parties that have sone
access rights to the enterprise’s data. It would be highly desirable
to be able to re-use the existing user database and authorization
verification.

Entities and Trust
This section discusses various entities and the trust in these roles.
1. Trust Donains
The entities belong to three different trust domains:

Trusted: Entities in the trusted domain are fully trusted to perform
the role and actions put on them They nmay have access to
unprotected content and keying naterial used to protect content
end-t o-end.

Sem -trusted: Semi-trusted entities have no access to confidentia
mat eri al such as the content and the keying material used to
protect content end-to-end. They are however trusted to perform
basi ¢ operations for selective forwardi ng of content as well as
session establishnent.

Untrusted: Entities and functions in this domain are not trusted by
the other entities participating in the conference or system
These entities are capabl e of preventing the conference from
functioning, however.
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3.2. Trusted Entities
The trusted entities that we consider in the use case are:

The Service Provider: The service provider is the organization that
establishes the requirenment for the end-to-end security inits RTC
conference. It also has the control over entities that provide
functionalities in the trusted domain for enabling the conference,
such as the Key-Managenent Function and the Core Application
This represents the enterprise in the above use case description

Conference Initiator: A human that schedul es a conference. The
conference contains a nunber of invited conference participants.
These and only these participants shall be able to join this
conf erence.

Conference Participant: A conference participant is a hunman or
possi bly another type of entity, |like a conference roomthat has
one or nore identities that has been invited into the conference.

User Agent: The user agent is the WDRTC enabl ed endpoint that the
conference participant uses to join the conference. In this
docunment this is assuned to be a browser.

Core Application: The web application residing both in the client’s
server as well as the web based application in the User Agent.
Shoul d be able to del egate al nost everything to the Conference
Application. Non RTC content part of a contextual applicationis
generally handl ed by this application

Key Managenent Function: The function within the service provider
that generates, stores and distributes the keys giving access to
the conference to User Agents that can provide identity assertions
that it can be verified and nmatches the invited partici pants.

Aut hori zation Module: A sub-function of the Key Managenent Function
(KMF) that verifies identity assertions according to a particul ar
aut hori zati on net hod.

Conf erence Session Database: A sub-system of the KMF that contains
i nformation about schedul ed conferences and which identities that
have been invited by the Conference Initiator

3.3. Sem-trusted Entities

The senmi-trusted entities that we consider in the use case are:
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Conference Provider: Provides the conferencing service, potentially
fromwithin a separate admi nistrative domain than the service
provider. This service contains find and connect functions to
establish the conference, nedia distribution devices to
selectively forward protected nedia content to the conference
participants as well as support functions for nedia path
establ i shment such as STUN and TURN servi ces.

Conference Application: The web application residing both in the
conference provider’'s servers as well in the User Agent that
perfornms find and connect and other functions to establish and
mai ntai n the conference.

Media Distribution Devices: A device that perforns swtching and
forwardi ng of protected nedia to the various conference
participants’ user agents or to another cascadi ng nedi a
distribution device. The switching is perforned based on neta
i nformati on about the content that has been provided by the user
agent. It applies security policies that prevent forwarding of
traffic not originating with a user agent that is an invited
participant. This protection is through a hop-by-hop security
mechani smthat provides integrity and source authentication as
well as confidentiality of the netadata.

STUN TURN:  Support functions that help establish the transport path
used to send medi a between a user agent and the nedia distribution
devi ce.

4. Chal |l enges

This section discusses a nunber of challenges in neeting the goals as
di scussed in [I-D.jones-perc-private-nedi a-reqts].

4.1. Enabl e Del egation

As described above, the Service Provider del egates the comunication
service to the Conference Provider. The Conference Provider may in
turn del egate functions |like the nmedia distribution device and STUN
TURN services by sourcing themfromother providers. Further, the
infrastructure (servers and network) that these functions are run on
can al so be sourced fromexternal providers. This puts even higher
demands on control and the ability to verify other entities actions
fromthe perspective of the Service Provider.

The main security goal of providing end-to-end confidentiality across

a centralized conferencing infrastructure is the main enabl er of
del egation, as the required trust in large part of the infrastructure
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are significantly reduced by freeing themfrom handl e any content as
pl ai n-text. However, that is not sufficient as not only the content
handl i ng needs to be linmted to only the entities that are required
to handle it. Also the key-nmanagenent and authorization parts of the
solution need to consider how they can linmt the trust. For exanple
the find and connect service is a sem-trusted part as it needs to be
capabl e of establishing the connectivity with the right entities.
However, the key-managenent and authorization systemis the one that
verifies the participants and their right to participate in a
particul ar conference, and first then provides that participant’s
endpoint with the necessary secrets.

The system design needs to mininize the privacy sensitive information
a particular functions needs. Thus, enabling as much functionality
as possible to be outside of the trusted domain. [Inportant functions
in the sem -trusted domai n, when so necessary to ensure secure
operation of the system nust be verified by trusted entities.

4.2. Dealing with JavaScript related Attacks

The application, such as JavaScript application, running in the
browser is a potential attack vector. Using various attacks,
including cross-site scripting, the application can be conprom sed
and performthe actions an attacker dictates. Even if the
application running in the browser is nmalicious it nust not be able
to conprom se the security of the conference, only performdenial of
service attacks such as preventing the user fromjoining the
conference.

A conpromi sed application nmust be prevented fromgetting access to
content. This will nost likely nmean that when using the end-to-end
confidentiality, corresponding nmeasures to prevent forwarding (of
plain text content), access to raw data through APIs etc. that the
medi a confidentiality node defined in [I-D.ietf-rtcweb-al pn] have to
be appli ed.

The conpromi sed application will get access to who the peer(s) are in
the conference. This is unpreventable as the application is the
responsi bl e for establishing the comunication |l egs that is creating
the conference. An attacker will also be able to use a conproni sed
entity to forward protected content to a destination of its choice.

4.3. Forcing End-to-End Security
The Service Provider needs a nethod to ensure that when the
conference provider application | aunches an RTCPeer Connecti ons, they

are forced to use end-to-end security with the keys provided by the
KMF the Service Provider designates, and not the nornal hop-by-hop
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security only. Thus, the service provider needs a way of applying
policies on an web application context. Policies that are inherited
by any child contexts and which can’t be nodified by the application
in the user agent.

4.4. Restricting Usage of the e2e Keying Mteri al

Whi | e t he RTCPeer Connection nmust use end-to-end security with the key
provi ded by the Service Provider, neither the core or conference
applications nust be able to extract the key or even use the e2e key
mat eri al for anything other than encrypted key transport (EKT). The
user-agent will be required to have a secure key-store for the
duration the key-material is present at the user-agent and valid.
When the validity of the key-material expires the key-material needs
to be disposed of to reduce the risk of retrospective attacks.

4.5, Enabling Flexible Authentication

The aut hori zati on nmet hods should be flexible and enabl e different
types of authorization back-ends. It is desirable that the nmethod
for authorization does not need to be inplenmented as part of the user
agent. Requiring user agent nodifications nakes depl oynent of new
aut hori zati on nethod cunbersone and difficult and open up for down
grade attacks due to need for backwards conpatibility support.

4.6. Binding Authorization to Endpoint

As the authorization will be used to retrieve the group key used to
secure the RTP session end-to-end, it is inportant that the

aut horization is bound to the device and user agent where the user
gave the authorization. Oherw se the conference provider would be
able to nove the authorization credentials to another endpoint, use
that endpoint to retrieve the key and export it fromthat endpoint.

4.7. Securing Goup Menbership Changes

Duri ng an ongoi ng conference the set of participants participating in
a conference will vary. 1In sone usages it is inportant that joining
partici pant can not use the received keying material to performa
retrospective attack and decrypt the content of the conference froma
point prior to the participant joining. Nor should the participant
after having left the conference be able continue to decrypt the
content.

The known solution to this issue is to switch keys, both group key as
wel|l as the transport keys each endpoint uses to protect its streans.
This puts certain requirenments on key-nmanagenent system First the

key- managenent system nust track the current set of participants and
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on changes initiate the change of the group key. This results in a
second requirenent that they key distribution nethod for the group
key can handl e asynchronous distribution events in the KMF to
endpoint direction. Thirdly the transport key swi tching and

di stribution needs to handl e non-synchroni zed switching by the

di fferent endpoints to the new group key.

A clear issue is howthe KMF can ensure that a participant that is

|l eaving is correctly accounted for and the key change happens in a
tinely fashion after the user left. First of all users may |eave the
conference abruptly due to severed comuni cation or an endpoi nt that
crashes. Secondly, the conference nmanagenent application is only

sem -trusted. The design will have to nmake choices on how to bal ance
protocol conplexities, resource consunption and achi eved security
properties.

An additional conplexity with this node of operation is that the
conference participant likes to in a secure way know whi ch ot her
participants that currently are part of the conference. This

i nformati on needs to be tinmely updated, and the current rooster needs
to be authenticated to prevent attacks where participants are fooled
to believe a particular participant has left, but is in fact still in
t he conference.

4.8. Key Revocation

The conference e2e group key is only required to reside on an
endpoint for the duration its in use. That use is limted by the
duration of the conference. When the conference ends there are no
reasons to retain the key on the endpoint. Thus, when the conference
ends it is desirable to have the key be revoked and deleted fromthe
endpoint. This should be possible to initiate fromthe KM when it

| earns that the conference has ended.

The user agent shoul d upon the user closing the browsing context
where the application runs deleting the keys to prevent their
| eakage.

5. Requirenents

This section lists a nunber of derived requirenments fromthe above
chal  enges. The requirenents are:

a. The Web application running in the User Agent MJST NOT be able to
conpromi se the content confidentiality.
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1. Including getting access to nedia content (raw or
unencrypted) in the user agent through APl or shared
resour ces

b. The conference provider’s application (server as well as in the
user agent) MUST NOT be able to downgrade the intended security
properties and policies established by the service provider and
the core application

c. The key material for the end-to-end protection MJST NOT be
possi ble to extract fromany web application

1. The user agent MJST protect the key-material against
extraction by user or other software running on the same
devi ce.

2. The key material MJST be bound to the usage its intended to
prevent | eakage.

3. Upon the termination of the conference or the browsing
context containing the application the key material SHALL be
del et ed

d. Different Authorization nmethods MJST be supported.

1. It's preferable that authorization nethods can be supported
wi t hout user agent nodifications.

2. The authorization credentials MJST be bound to endpoi nt where
the participant provided its credentials.

e. The design SHOULD support confidentiality where only the current
set of participants has access to the nedia content.
6. Solution Straw man
6.1. High Level Exanple Message Fl ows
The following figure shows a very high level illustration of an

exanpl e nessage flow for Privacy Enhanced RTP Conferencing using
VebRTC
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oo + oo + o +
| User/UA | | Conf. Prov. | | Service Provider |
Fom e e e e - - + TSRS + Fom e e e e e +

I I
Invitation (Service Provider Conference URI) |
N N .- |
Launch Service Provi der APP
Qoo e e e e e e e e e e e e e e e e e e e e e e e e e e e ee o >
User Aut hentication
o oo o e >

Qe mmmmemeemeemeaeeaeaaaaa >|
Sessi on Set up |
Cemmmmeememecmeae e eaaas >|
Set up Peer Connecti on |

Qo e e e e e e e e oo oo >|
DTLS- SRTP [

Qe mmmmemeemeemeaeeaeaaaaa >|
SRTP |
Cemmmmeememecmeae e eaaas >|

The Conference Initiator schedules a conference and invitations are

sent out to the conference partici pants.

done via e-mil

At a later stage,

Conference Participant enters the conference UR

trusts to launch t

aut henti cati on net
material fromthe

The UA then | aunches the Conference Application

This could for exanple be

when the conference is about to start, the

in a browser it

he core web application. The user then
aut henticates to the Service Provider Authorization Mdule (using a
hod of choice), and downl oads the end-to-end keying

Servi ce Provider KM-.

negoti ates the

session paraneters and sets up the PeerConnection. The Conference

that the participant is authorized by the Service
he conference. The hob-by-hop security is provided
by DTLS- SRTP and SRTP (nodified to handl e end-to-end and hop-by-hop).
The UA enforces the use of end-to-end security with the key provided

provi der validates
Provider to join 't

by the Service Pro

vi der.

Al'l conmmuni cation except the invitation and the PeerConnection is to
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be done over HTTPS.

6.2. Authentication and Authori zation

| User/UA | | Conf. Prov. | | Service Provider |

| HTTPS QAuth 2.0 Access Tokens

R RREEELEETEEEEEEEERPEEEE |
I I I
| HTTPS Key Request (tokenl) |
| >|
[ HTTPS Key Response [ [
R TR P EEEPPEEEE |

One way to make the end-to-end security solution flexible and enable
integration with different types of Service Provider authorization
back-ends is to use a general authorization framework such as QAuth
2.0. The User requests access tokens for all the protected resources
fromthe Service Provider Authorization Mdule. The protected
resources can be hosted by the Service Provider (e.g. the Key
Managenment Function) as well as by the Conference provider. The use
of QAuth 2.0 allows the sane framework to be used in both cases.

6. 3. Key Managenent

Fom e e oo - + S + S +
[ UA [ [ SMF [ KMF
B + o m e e oo o - + o m e e oo o - +
| | |
[ HTTPS POST (Conferencel D, token) [
e R L P EEERTEEES >
[ HTTPS 200 K (Keyl D, e2e Key) [
| <-mmmmmmm e I
| DTLS- SRTP | |
| <o >| |
| SRTP | |
| < > |
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The core web application requests the end-to-end keying nmaterial from
the Service Provider KMF. The successful HTTP response uses the HTTP
Encryption-Key header [I-D.thonmson-http-encryption] to distribute the
end-to-end keying nmaterial to the UA. The new paraneter "usage" and
its value "EKT" instructs the UA that the keying naterial wll be
used with SRTP Encrypted Key Transport (EKT). The UA stores the
keyid and the keying material for usage as the EKT Key. Key materia
received with the "usage=EKT" parameter SHALL NOT be extractable and
SHALL only be used for EKT. The EKT processi ng MIST be handl ed by
the UA

An exanpl e successful HITP response fromthe KMF i s shown bel ow
HTTP/ 1.1 200 K
Encryption-Key: keyi d="pegh"; key="|upDuj HomM j| ut ebghar ghney";
usage=" EKT"
Content-Length: O
The hob-by-hop keying material is negotiated between the UA and the
SMF usi ng DTLS- SRTP
7. |1 ANA Consi derations
Thi s docunent nakes no request of | ANA
Note to RFC Editor: this section may be renoved on publication as an
RFC.
8. Security Considerations
The whol e docunent is about maki ng WebRTC based cl oud- based
conferencing viable and trustworthy froma pervasive nonitoring
perspecti ve.
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