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1. Introduction

Users of multimedia comunication products and services have privacy
expectations that are largely satisfied with the use of SRTP

[ RFC3711] and rel ated technol ogi es when comuni cati ng poi nt-to-point
over the Internet. Wen two or nore endpoints conmuni cate through a
traditional nedia server, it is necessary for those endpoints to
share the SRTP master key and salt information with the traditiona
medi a server so that it can authenticate and decrypt received RTP and
RTCP packets. The key material is needed so that a traditional nedia
server can performvarious operations on the nedia, such as m xing,
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transcoding, and transrating. The traditional nedia server also
needs the master key and salt in order to transmt nedia packets to
other endpoints in the conference. The need for a traditional nedia
server to have the master key represents a security risk

Wthin a corporate or other isolated environment where al
conferenci ng resources, including both call control and nedia
processing functions, are tightly controlled, this security risk can
be effectively nanaged. However, managing this risk is beconi ng
increasing difficult as conferencing resources are deployed in
networks that are not so strictly nmanaged or controlled, including
resources on virtualized servers deployed in third-party cloud

envi ronment s.

There are also existing public voice and video conferencing service
providers in which users nust place full trust by sharing nedia
encryption keys in order to use those services. This exposes
corporations, for exanple, to a higher risk of being subjected to
corporate espionage. VWhile it is not the intent of this draft to
suggest that any existing service provider would pernmit or condone
any illicit use of its service, the fact is that security threats can
cone fromeither internal or external sources and remain undi scovered
for | ong periods of tine.

It is possible to ensure real-tine transport protocol (RTP) nedia
privacy in deploynents using one or nore centrally |ocated nedia
distribution devices (MDDs) with Iimted changes in the security
mechani sns used today. This docunent discusses this possibility in
nore detail and presents a set of requirenents that are neutral with
respect to session signaling protocols.

This docunment is focused on ensuring the privacy of RTP nmedia in
centralized MDD nodels only. Oher types of nedia are out of scope.
O her, non-centralized nedia distribution nodels are al so out of
scope.

2. Requirenents Language

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119]
when they appear in ALL CAPS. These words may al so appear in this
docunent in | ower case as plain English words, absent their normative
meani ngs.

3. Term nol ogy
Adversary - An unauthorized entity that nay attenpt to conpronise the
performance of a nedia distribution device through various neans,

including, but not limted to, the transm ssion of bogus nedia
packets or attenpt to gain access to the plaintext of the media.
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Medi a content - The portion of the RTP (i.e., the encrypted RTP

payl oad) or other packet containing the actual audio, video, or other
mul timedia information that is considered confidential and is subject
to end-to-end encryption. This does not include, for exanple, RTP
headers, RTP header extensions, or RTCP packets.

Swi tching media distribution device - A nedia distribution device
that does not decrypt RTP nedia flows or perform processing on the
medi a payl oad, but instead sinply forwards the received nedia froma
sender to the other endpoints in a nultinedia conference. A

swi tching nmedia distribution device may nodify some portion of the
RTP header and may often consune and create RTCP nessages for
efficient nedia handling.

4. Background

Tradi tional nedia servers used for mnultinmedia conferencing would m x,
transcode, transrate, and/or reconpose nedia flows fromone or nore
conference participants’ endpoints, sending out a different audio and
video flow to each endpoint. For audio, this might entail mxing
some nunber of input flows that appear to contain audio intended to
be heard by the other participants, with each endpoint receiving a
flow that does not contain that participant’s own audio. For video,
the traditional media server may elect to send only video show ng the
current active speaker, a tiled conposition of all participants or
the nmost recent active speakers, a video flow with the active speaker
presented prom nently with other participants presented as thunbnai

i mages, or sone other conposite arrangenent. It is also comon for
audio or video to be transcoded. A typical traditional nedia server
is depicted in Figure 1.

ook (A > |
| Al
+---+ <-{BCD}-

<--{CG-- +--+
| C|
-{ABD}-> +---+

Medi a Conposition

+---+ --{B}-->
| B
+---+ <-{ACD}-

I
I I
I I
| Transcoders |
[ Transraters | <--{D}-- +---+
I I D |
| | -{ABGH-> +---+

Figure 1 - Traditional Media Server

Tradi tional media servers require a significant anmount of processing
power, which in turn translates into a high cost for conferencing
hardware manufacturers. Significantly, too, it is very difficult to
depl oy these servers in a cloud environnent due to the high
processi ng demands, as the specialized hardware found in the
traditional media server does not exist in a cloud environment.
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To enable the traditional nmedia server to performits job, the server
est abli shes one or nore SRTP sessions with each of the conference
endpoints wherein it is given access to the keys required to decrypt
and encrypt nedia flows fromand to each endpoint. This neans that
the traditional nedia server is necessarily a fully trusted entity in
the conmmuni cation path. Any time these servers are deployed in a
network that is not secured, it increases the risk that an adversary
m ght gain access to cryptographic key material, allow ng the
adversary to be able to see and listen to ongoing conferences. In
some i nstances, depending on how the hardware is designed and how
keys and certificates are nmanaged, it m ght be possible for an
adversary to see and listen to previously recorded conferences or
future conferences.

The Secure Real -tinme Transport Protocol (SRTP) [RFC3711] is a profile
of RTP, which can provide confidentiality, nessage authentication

and replay protection to the RTP traffic and to the RTP Contro
Protocol (RTCP). Encryption of header extension in SRTP [ RFC6904]
provi des a nechani sm extendi ng the nechani sns of [RFC3711], to

sel ectively encrypt RTP header extensions in SRTP. [RFC3711] and

[ RFC6904] sol ves end-to-end use cases between two endpoints, and does
not consi der use cases where a sender delivers nedia to a receiver
via a cl oud-based conferencing service.

5. Motivation for Private Media using sw tching MDDs
5.1. Switching Media in Coud Services

There is a trend in the industry for enterprises to use cloud
services to host nulti-party conferences and neet-ne services, either
exclusively or to neet peak |oads on-demand. At the same tinme, there
is shift toward using lightweight, cost-effective switching MDDs in
cl oud services that do not necessarily need to m x audio or
conposite/transcode video. Also fueling the use of such |ightweight
MDDs is the desire to fully exploit virtualized conputing resources
and dynamic scalability potential available in cloud conmputing

envi ronment s.

The increased use of cloud services has exposed a problem There are
two different trust domains froma nedia perspective: endpoints and
other devices in a trusted domain, and MDDs controlled by the cloud
service in an untrusted donmain. O her exanples of conference devices
spread across trusted and untrusted domains are likely, but the cloud
service trend is triggering the urgency to address the need to all ow
for lightweight nedia conference while enabling nedia privacy at the
sane tine.

Wth a switching MDD, each endpoint transmits nmedia as it would with
a traditional nedia server. However, the switching MDD nerely

forwards all or a subset of the nedia to the other endpoints in the
conference (where at | east one other endpoint may be associated with
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a cascaded nedia distribution device), |eaving conposition to the
receiving endpoint. It is also worth noting that, for a switching
MDD nodel to work successfully, each endpoint in the conference nust
support the nedia formats transnmitted by all other endpoints in the
conference. More nodern endpoints support nultiple codecs and
formats, nmaking this comrercially practical

Figure 2 depicts an exanple of a swi tching MDD wherein each endpoi nt
is receiving the nedia flows transmtted by each of the other
endpoints in the conference.

+---+ --{A}--> <-{CG--- +---+

I I
| A] < {B}--- | Swi t chi ng MDD | --{A}-->] C|
| <{G---| | --{B}-->] |
#o-ot < {D}--- | | --{D}--> +---+
| Packet |
+--+ --{B}--> | Aut henti cati on | <-{D}--- +---+
| B <{A---| | --{Al-->| D|
|1 <{g--- | S | --{B}--> ] |
+---+ <-{D}--- | Medi a Privacy | --{CG--> +--+

Figure 2 - Switching Media Distribution Device

Note - The use of nultiple arrows directed toward each endpoint is
not intended to suggest the use of separate RTP sessions.

By using nethods such as those described in [ RFC6464], it is possible
for the switching MDD to transmit the appropriate audi o and vi deo
flows to endpoints w thout having knowl edge of the content of the
encrypted media. The followi ng "Active Speaker Sw tching" exanples
help illustrate this point.

In Figure 3, endpoints A, B and D receive the video streans from
endpoint C, the currently active speaker, which is receiving video
from endpoint A the previous active speaker. Later when endpoint B
becones the active speaker (Figure 4), endpoints A, Cand D w |
start to receive video from B, while endpoint B continues to receive
video fromendpoint C. Finally in Figure 5 endpoint A becones the
active speaker.
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gure 3 - Endpoint "C' is the Active Speaker

+---+ --{A}-->| <--{C}-- +---+

I
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I I
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*| B I I | D
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=

gure 4 - Endpoint "B" is the Active Speaker

+---+ --{A}-->| <--{C}-- +---+

I
A | Swi t chi ng MDD | | C
oo < {B}--- | | (A
I I
+---+ --{B}--> | | <--{D}-- +---+
| B | I I | D
Hoook < (A} | (A >

Figure 5 - Endpoint "A" is the Active Speaker

Swi t ched nedi a can al so enabl e conferences to scale to include nany
nmor e endpoi nts sinultaneously than would be possible with a

tradi tional media server. Like traditional nmedia servers, swtching
MDDs can al so be cascaded or interconnected in a neshed topology to
i ncrease the size of the conference w thout putting undue burden on
any particul ar server.

5.2. Private Media Security through Switching

A traditional nmedia server, or MCU, establishes an SRTP session with
each endpoint separately, and needs to decrypt packets containing
medi a for presentation to other endpoints. By using a switching MDD
it is possible to keep the nmedia encryption keys private to the
endpoi nts such that the MDD does not have access to the keys used for
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nmedi a encryption. The switching MDD just forwards nedia received to
each of the other endpoints in the conference.

This provides for a significantly inproved security nodel, as one
can, for exanple, utilize conferencing resources in the cloud that do
not have to be trusted. That said, there may be situations where the
swi tching MDD needs to nodify the RTP packet received from an
endpoi nt, such as by adding or renoving an RTP header extension

nmodi fyi ng the payl oad type value, etc. It would be the
responsibility of the switching MDD to ensure that nedia of the
expected type and containing the correct information is received by a
reci pi ent.

Thus, there is a need to utilize an end-to-end encryption and

aut hentication key (or pair of keys) and a hop-by-hop encryption and
aut hentication key (or pair of keys). The end-to-end encryption and
aut hentication key(s) is to ensure that nedia remains private to the
trusted endpoints. The hop-by-hop authentication key allows the
switching MDD to authenticate RTP and RTCP packets and to optionally
modi fy certain elenments of those packet. The hop-by-hop encryption
key is to optionally encrypt RTP header extensions and optionally
encrypt RTCP packets. The current SRTP and rel ated specifications do
not define use of a dual -key (hop-by-hop and end-to-end) approach
However, such an approach is possible and would result in ensuring
the privacy of nedia while also enabling the nore scal abl e switched
conf erenci ng nodel

Thi s dual -key nodel does necessitate a change in the way that keys
are nanaged. However, the topic of key nmanagenent is outside the
scope of this requirenents docunent. High-Ilevel assunptions, such as
if the end-to-end context uses a group key as SRTP naster key or if

i ndi vi dual SRTP master keys (that may be derived/ negotiated from

anot her group key), are likely to influence the solution derived from
t hi s docunent.

6. Private Media Trust Model

The architectural nodel suggested in this document enabl es switching
MDDs to be hosted in domains in which the network el ements may have
low trust, or where the trustworthiness is uncertain. This does not
mean that the service provider is conpletely untrusted; it sinply
nmeans that high enough trust with media decryption is not required.
This has the benefit of protecting the endpoint’s nedia in the case
of external attacks against the MDD

In this nodel, certain elenents are considered trusted and others are
considered untrusted. Trust in the context of this document means
that the elenment can be in possession of the nedia encryption key(s)
for a past, current, or potentially future conference (or portion
thereof) used to protect media content.
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In the general case, only the endpoint and an associ ated key
managenent function, which may be integrated with the endpoint or in
a separate stand-alone entity, needs to be trusted. However, it is
recogni zed that in certain deploynents, sone el enents that are
classified as untrusted in this docunment m ght be placed into the
trusted dormain and thus be considered trusted. One exanple m ght be
a gateway, traditional media server or other MDD in a trusted

envi ronnment connecting endpoints to the sanme private nedia
conference. This docunent does not preclude such depl oynent

conbi nations, but does not rely on themin order to keep the exanpl es
and nodel definitions focused on the sinple, nost general case.

Each of the elements discussed bel ow has a direct or indirect

rel ati onship with each other. The follow ng di agram depicts the
trust rel ationships described in the followi ng sub-sections and the
medi a or signaling interfaces that exist between them show ng the
trusted el enents on the left and untrusted el enents on the right.
Note that this is a functional diagramand el enents nay be co-1located
or further divided into nultiple separate physical entities.
Further, it is not necessary that every interface exist between al
el ements, such as both an interface fromthe endpoint and cal
processing function to a key managenent function, though both are
possi bl e opti ons.

I
I
S + | B +
| Endpoint | [ | Call Processing
Fomm e + | Ny +
I
I
B + | o +
| Key Managenent | | | Switching Media |
[ Functi on [ [ [ Server [
e + | Ny +
I
Trusted | Unt r ust ed
El enent s | El enent s
|
I

Figure 6 - Relationship of Trusted and Untrusted El enents
6.1. Trusted El ements

The endpoint is considered a trusted elenent, as it will be sourcing
media flows transmitted to other endpoints and will be receiving
media for rendering. While it is possible for an endpoint to be
conmprom sed and performin unexpected ways, such as transnmitting a
decrypted copy of media content to an adversary, such security issues
and defenses are outside the scope of this docunent.
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The other trusted elenent is a key managenent function (KMF), which
may be integrated with the endpoints or exist standalone. This
function is responsible for providing cryptographic keys to the
endpoints for encrypting and authenticating nedia content. The KM
is also responsible for providing cryptographic keys to the
conferenci ng resources, such as the MDD, to enabl e authentication of
medi a packets received by an endpoint. Interaction between the KM
and untrusted call processing functions may be necessary to ensure
endpoints are delivered the appropriate keys. The KMF needs to be
tightly controlled and nmanaged to prevent exploitation by an
adversary, as any kind of security conprom se of the KMF puts the
security of the conference at risk.

6.2. Untrusted El enents

The call processing function is responsible for such things as

aut henticating the user or endpoint for the purpose of joining a
conference, signing nmessages, and processing call signaling nessages.
This elenent is responsible for ensuring the integrity, and
optionally the confidentiality, of call signaling nmessages between
itself, the endpoint, and other network el enents. However, it is
considered an untrusted el enent for the purposes of this docunent, as
it cannot be trusted to have access to or be able to gain access to
cryptographic key material that provides privacy and integrity of
medi a packets.

There might be several independent call processing functions within
an enterprise, service provider network, or the Internet that are
classified as untrusted. Any signaling information that passes
through these untrusted entities is subject to inspection by that

el ement and night be altered by an adversary.

Li kewi se, there may be certain deployment nodel s where the cal
processing function is considered trusted. 1In such cases, trusted
call processing functions MJST take responsibility for ensuring the
integrity of received messages before delivering those to the
endpoint. How signaling message integrity is ensured is outside the
scope of this document, but m ght use such nethods as defined in

[ RFC4474] .

The final elenent is the switching MDD, which is responsible for
forwardi ng encrypted nedi a packets and conference control infornmation
to endpoints in the conference. It is also responsible for conveying
secured signaling between the endpoints and the key managenent
function, acquiring per-hop authentication keys fromthe KM, and
perform ng per-hop authentication operations for nedia packets. This
function mght al so aggregate conference control infornmation and
initiate various conference control requests. Forwarding of nedia
packets requires that the switching MDD have access to RTP headers or
header extensions and potentially nmodify those nmessage el ements, but
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the actual nedia content MJUST not be deci pherable by the switching
VDD.

Further, the switching MDD does not have the ability to determ ne
whet her an endpoint is authorized to have access to nedia encryption
keys. Merely joining a conference MJST NOT be interpreted as having
authority. Media encryption keys are conveyed to the endpoint by the
KMF in such a way as to prevent the sw tching MDD from havi ng access
to those keys.

It is assuned that an adversary m ght have access to the switching
MDD and have the ability to read any of the contents that pass
through. For this reason, it is untrusted to have access to the
medi a encryption keys.

As with the call processing functions, it is appreciated that there
may be sone depl oynents wherein the switching MDD is trusted
However, for the purposes of this docunent, the switching MDD is
consi dered untrusted so that we can be ensure to devel op a solution
that will work even in the nost hostile environnments.

It is expected that a switching MDD perforns its role in properly
forwardi ng nedi a packets, taking neasures to safeguard agai nst replay
attacks, etc. |If a MDD is exploited, an adversary may do such things
as discard packets, replay packets, or introduce unacceptabl e del ay

i n packet delivery.

7. Goal s and Non-Goal s
7.1. Coals
7.1.1. Ensure End-To-End Confidentiality

The content of the communication and all nedia needs to be
confidential within the group of entities explicitly invited into the
conference. An external nonitoring adversary should not be able to
deduce the human-to-human conmmuni cation that actually occurred from
capturing the nedia packets.

At the sanme tinme, it is necessary to allow switching MDDs to
mani pul ate certain RTP header fields |ike the payl oad type val ue.

7.1.2. Ensure End-To-End Source Authentication of Medi a

In a conference systemwi th nultiple endpoints it is vital that the
medi a content presented to any of the human participants is fromthe
stated endpoint, and not an adversary that attenpts to inject

m sl eadi ng content. Nor should an adversary be able to fool the
systeminto becoming a trusted party in the conference. Only
explicitly invited parties shall be able to contribute content.
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7.1.3. Provide a More Efficient Service than "Full-Mesh"

A multi-party conference that has the goals of confidentiality and
source authentication can be established as a "full nesh" (i.e., each
participating endpoint directly addresses each of the other

endpoi nts). However, this has a significant issue with the anount of
consumned resources in both the uplink and the downlink from each
endpoi nt .

A swi tched conferencing nodel would yield the efficiencies desired.
7.1.4. Support C oud-Based Conferencing

To achieve cost-effective and scal able conferencing, it nust be
possible to run the MDD instances in a cloud-based virtualized
envi ronnent.

From a security standpoint, this is a significant issue since the
virtualized server instance and the underlying hardware and software
upon which it runs mght not be secure from an adversary.

7.1.5. Limting an Endpoint’s Access to Content

Since an invited endpoint will be provided with the content
protection keys, the endpoint can decrypt content fromtine periods
before and after the endpoint joined the conference. However, this
is not always desirable. It should be possible to re-key the content
protection keys every tine a participant joins or |eaves the
conference so each particular set of endpoints uses a uni que key.

This al so changes the trust |level required on the conference roster
handl i ng at any point and how to keep that accurate and secured.

It should be noted that tinely conpletion of the re-keying operations
becone an obstacle in systemdesign and operation. Thus, it is a
goal to allow for this possibility when it is deened essential, but
it should not be a requirenent on a systemto re-key each tine the
participant |ist changes.

7.1.6. Conpatibility with the WebRTC Security Architecture

It is a goal of this work to ensure conpatibility with the WbRTC
security architecture as described in [I.Drtcweb-security-arch]. As
an exanple, local resources that are considered a part of the trusted
computi ng base (TCB), such as keying material derived using DILS-
SRTP, will remain within the TCB and not exposed to untrusted
entities.

The browser is reliant on an external calling service to convey

signaling informati on that may open the door for a nman-in-the-niddle
attack, such as the conveyance of certificate fingerprints over the
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interface between the browser and the calling service. However, as
described in [I.Drtcweb-security-arch], the browser may utilize

addi tional services, such as a trusted identify provider, to mtigate
such ri sks.

Havi ng sai d the foregoing, this docunent does not aimto define
requirenents for end-to-end security for the WDbRTC data channel

7.2. Non-Coal s
7.2.1. Securing the Endpoints

The security of a comunication session requires that the endpoints
are not conprom sed and that the users are trustworthy. |If not,
credentials and decrypted content may be shared with third parties.
However, this is hard to prevent through systemdesign. Thus, it
shoul d be assuned that the endpoint is secure and the user is
trustworthy; how to achieve this is out of scope this document.

7.2.2. Concealing that Communi cation Qccurs

A non-goal is to attenpt to prevent a pervasive nonitoring adversary
from knowi ng that the conmunication session has occurred. The reason
for excluding this as a goal is that it is extrenely difficult to
achi eve, as a pervasive nonitoring adversary can be expected to be
abl e to have know edge of all IP flows that enter or exit |ocal |SPs,
across links that straddl e national borders or internet exchange
points. To hide the fact conmunication occurred, the flows required
to achieve the communicati on session need to be highly difficult to
correl ate between different | egs of the comunication

At this stage this is deemed too difficult to attenpt and will need
to be a subject for further study. Existing attenpts include The
Oni on Router (TOR), against which it has been clained to be possible
to nonitor, at least partially, by an adversary with sufficient
reach.

Al so of consideration is that trying to conceal the fact that
communi cati on occurred actually nmakes it nmore difficult for network
adm nistrators to effectively nanage and troubl eshoot issues with
conference calls.

7.2.3. Individual Media Source Authentication
Al t hough the endpoints in the conference are authenticated, it is not
a goal to provide source authentication of the nedia at the
i ndi vi dual user level, instead being satisfied with being able to
aut henticate media as coning froman invited endpoint or not.

There exi st solutions that can provide individual nedia source
aut hentication (e.g., TESLA). However, they inpact the performance
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or security properties they provide. Thus, further study is required
to determ ne inpact and resulting security properties if desired to
have i ndi vidual source authentication

7.2.4. Milticast -based Conferencing

Using multicast to construct a non-centralized nedia distribution
model is out of scope. This docunent is focused only on nodel s where
endpoi nts, or other devices, participating in a conference unicast
media to a centrally | ocated nedia distribution device.

8. Requirenents

The following are the security solution requirenents for sw tched
conferencing that enabl e end-to-end media privacy between al
endpoi nt s.

Note that while sone switching MDDs might be fully trusted entities,
the intent of this solution and purpose for these requirenments is to
address those servers that are not trusted.

PM01: Switching nedia distribution device MIST be able to switch
the nmedi a between endpoints in a conference without having
access to unencrypted nedia content.

PM 02: Solution MJUST maintain all current SRTP security goal s,
nanely the ability to provide for end-to-end confidentiality,
provi de for hop-by-hop replay protection, and ensure hop-by-
hop and end-to-end nessage integrity.

PM 03: Solution MIST extend replay protection to cover each hop in
the media path, both ensuring that any received packet is
destined for the recipient and not a duplicate.

PM 04: Keys used for end-to-end encryption and aut hentication of RTP
payl oads and ot her infornmation deenmed unsuitable for access
by the switching nedia distribution device MJIST NOT be
generated by or accessible to any component that is not
trust ed.

PM 05: The switching nedia distribution device MJST be allowed to
make changes to the RTP header and the RTP header extensions.

PM 06: A cryptographic context suitable for enabling end-to-end
aut henti cated encrypti on MUST be defi ned.

PM 07: The switching nedia distribution device, or any entity that
is not fully trusted, MJUST NOT be involved in the user or
endpoi nt authentication for the purpose of nedia key
di stribution.

Jones, et al. Expi res January 6, 2016 [ Page 14]



Internet-Draft Private Media Requirenents July 2015

10.

11.

11.

PM 08: The switching nmedia distribution device MIST be able to
switch an already active RTP streamto a new receiver, while
guaranteeing the tinely synchroni zati on between the RTP
security context of the transmitter and its current and new
receivers

PM 09: It MJST be possible for the switching nmedia distribution
device to determne if a received nmedi a packet was
transmtted by an endpoint in possession of a valid hop-by-
hop key for that conference.

PM 10: It MJST be possible for a conference to be optionally re-
keyed as desired, such as each tinme a participant joins or
| eaves the conference.

PM 11: Any solution satisfying this requirenents docunent MJST
provide for a nmeans through which WebRTC- conpli ant endpoi nts
can participate in a switched conference using private nmedia
as outlined herein.

PM12: Al RTP senders, including the switching nedia distribution
device, MJST adhere to all congestion control requirenents
that are required by the RTP profile and topology in use,
including RTP circuit breakers [|I.Dietf-avtcore-rtp-circuit-
breakers]. Since the switching nedia distribution device is
unable to performtranscoding or transrating that requires
access to the unencrypted nedia, its reaction to congestion
signals is often limted to droppi ng packets that would
otherwi se be forwarded in the absence of congestion, and
signaling congestion to the RTP source. This is simlar to
the congestion control behavior of the Media Switching M xer
and Sel ective Forwarding M ddlebox/Unit in [I.Dietf-avtcore-
rtp-topol ogi es-updat e] .

PM 13: It MJST be possible for a nedia distribution device or an
endpoint to authenticate a received RTCP packet.

| ANA Consi derations

There are no | ANA considerations for this docunent.
Security Considerations
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