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Abst ract

Thi s docunment describes a solution framework for ensuring that nedia
confidentiality and integrity are maintained end-to-end within the
context of a switched conferencing environnment where nedi a
distribution devices are not trusted with the end-to-end nedi a
encryption keys. The solution ains to build upon existing security
nmechani snms defined for the real-time transport protocol (RTP)
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1. Introduction

Swi t ched conferencing is an increasingly popul ar nodel

End-t o- End and H.op. by Hop Aut hent| cat ed Encrypt| on.
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for mul tinedi a

conferences with nultiple participants using a conbination of audio,
vi deo, text, and other nedia types. Wth this nodel, real-tinme nedia

flows from conference participants are not mni xed,

Jones & Benham Expi res Septenber 22, 2016

t ranscoded,

[ Page 2]



Internet-Draft Private Medi a Framework March 2016

transrated, reconposed, or otherw se nanipul ated by a nedia
distribution device (MDD), as night be the case with a traditiona
medi a server or multipoint control unit (MU). Instead, nedia flows
transmtted by conference participants are sinply forwarded by the
MDD to each of the other participants, often forwarding only a subset
of flows based on voice activity detection or other criteria. In
some instances, the switching MDDs may make linited nodifications to
RTP [ RFC3550] headers, for exanple, but the actual media content
(e.g., voice or video data) is unaltered

An advant age of switched conferencing is that MDDs can be depl oyed on
gener al - purpose conputing hardware. This, in turn, nmeans that it is
possible to deploy switching MDDs in virtualized environnments,

i ncluding private and public clouds. Deploying conference resources
in a cloud environment nmight introduce a higher security risk
Whereas traditional conference resources were usually deployed in
private networks that were protected, cloud-based conference
resources night be viewed as | ess secure since they are not al ways
physically controlled by those who use the hardware. Additionally,
there are usually several ports open to the public in cloud

depl oynents, such as for renote administration, and so on

Thi s docunent defines a solution framework wherein privacy is ensured
by making it inpossible for an MDD to gain access to keys needed to
decrypt or authenticate the actual nedia content sent between
conference participants. At the sane tine, the franework allows for
the switching MDD to nodify certain RTP headers; add, renove,
encrypt, or decrypt RTP header extensions; and encrypt and decrypt
RTCP packets. The franmework al so prevents replay attacks by

aut henticating each packet transmitted between a given partici pant
and the switching MDD by using a key that is independent fromthe
medi a encryption and aut hentication key(s) and is unique to the
partici pating endpoint and the sw tching MDD.

A goal of this docunent is to define a franework for enhanced privacy
i n RTP-based conferencing environments while utilizing existing
security procedures defined for RTP with m ni mal enhancenents.

2. Conventions Used in This Docunment

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119] when they
appear in ALL CAPS. These words may al so appear in this docunent in
| ower case as plain English words, absent their normative meanings.

Additionally, this solution framework uses the followi ng conventions,
terms and acronyns:
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E2E (End-to-End): Conmunications from one endpoi nt through one or
nmore MDDs to the endpoint at the other end.

HBH ( Hop- by- Hop) : Communi cati ons between an endpoi nt and an MDD or
bet ween MDDs.

Endpoint: An RTP flow ternminating entity that has possession of E2E
medi a encryption keys and term nates end-to-end (E2E) encryption
This may include enbedded user conferencing equi pment or browsers on
conput ers, nedia gateways, MCUs, nedia recording device and nore that
are in the trusted donmain for a given depl oynent.

MDD (Media Distribution Device): An RTP middl ebox that is not allowed
to to have access to E2E encryption keys. |t may operate according
to any of the RTP topologies [I-D.ietf-avtcore-rtp-topol ogi es-updat e]
per the constraints defined by the PERC system which includes, but
not limted to, having no access to RTP nedi a unencrypted and havi ng
limts on what RTP header field it can alter

KMF (Key Managenent Function): An entity that is a logical function
whi ch passes keying nmaterial and related information to endpoints and
MDDs that is appropriate for each. The KMF might be co-resident with
another entity trusted with E2E keying nateri al

Conference: Two or nore participants conmmuni cating via trusted
endpoints to exchange RTP flows through one or nore MDDs.

Third Party: Any entity that is not an Endpoint, MDD, KMF or Cal
Processing entity as described in this docunent.

3. PERC Entities and Trust Nbdel

The following figure depicts the trust relationships, direct or
indirect, between entities described in the subsequent sub-sections.
Note that these entities may be co-located or further divided into
mul tiple, separate physical devices.

Pl ease note that some entities classified as untrusted in the sinple,
general depl oynent scenario used nost commonly in this docunent night
be considered trusted in other deploynents. This docunent does not
precl ude such scenarios, but will keep the definitions and exanpl es
focused by only using the the sinple, npbst general depl oynent
scenari o.
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Figure 1: Trusted and Untrusted Entities in PERC
3.1. Untrusted Entities

The architecture described in this framework docunment enabl es
conferencing infrastructure to be hosted in domains, such as in a
cloud conferencing provider’'s facilities, where the trustworthiness
is belowthe | evel needed to assune the privacy of participant’s
media will not be conpronised. The conferencing infrastructure in
such a domain is still trusted with reliably connecting the
participants together in a conference, but not trusted with keying
mat eri al needed to decrypt any of the participant’s nmedia. Entities
in such | ower trustworthiness domains will sinply be referred to as
untrusted entities fromthis point forward. This does not nean that
they are conpletely untrusted as they may be trusted with nost non-
medi a rel ated aspects of hosting a conference.

3.1.1. MDD

An MDD forwards RTP fl ows between endpoints in the conference while
perform ng per-hop authentication of each RTP packet. The MDD nay
need access to one or nore RTP headers or header extensions,
potentially adding or nodifying a certain subset. The MDD will also
rel ay secured nessagi ng between the endpoints and the key nmanagenent
function and will acquire per-hop key information fromthe KM~. The
actual media content MJUST NOT not be decryptable by an MDD, so it is
untrusted to have access to the E2E media encryption keys, which this
framework’ s key exchange mechani snms will prevent.

An endpoint’s ability to join a conference hosted by an MDD MJUST NOT
al one be interpreted as being authorized to have access to the E2E
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nmedi a encryption keys, as the MDD does not have the ability to
det ermi ne whet her an endpoint is authorized.

An MDD MUST performits role in properly forwardi ng nmedi a packets

whil e taking neasures to nmitigate the adverse effects of denial of
service attacks (refer to Section Section 6), etc, to a level equa
to or better than traditional conferencing (i.e. pre-PERC)

depl oynent s.

An MDD or associated conferencing infrastructure nay also initiate or
term nate various conference control related nessaging, which is
out side the scope of this framework docunent.

3.1.2. Call Processing

The call processing function is untrusted in the sinple, genera

depl oynent scenario. Wen a physical subset of the call processing
function resides in facilities outside the trusted donain, it should
not be trusted to have access to E2E key infornmation.

The call processing function may include the processing of call
signaling nessages, as well as the signing of those nessages. It may
al so authenticate the endpoints for the purpose of call signaling and
subsequently joining of a conference hosted through one or nore NDDs.
Call processing may optionally ensure the privacy of call signaling
messages between itself, the endpoint, and other entities.

In any depl oynent scenari o where the call processing function is
considered trusted, the call processing function MJST ensure the
integrity of received nmessages before forwarding to other entities.

3.2. Trusted Entities

From t he PERC nodel system perspective, entities considered trusted
(refer to Figure 1) can be in possession of the E2E nedi a encryption
key(s) for one or nore conferences.

3.2.1. Endpoint

An endpoint is considered trusted and will have access to E2E key
information. While it is possible for an endpoint to be conproni sed,
subsequently perform ng in undesired ways, defining endpoint

resi stance to conpronm se is outside the scope of this docunent.
Endpoints will take measures to mitigate the adverse effects of
deni al of service attacks (refer to Section 6) fromother entities,

i ncluding fromother endpoints, to a level equal to or better than
traditional conference (i.e., pre-PERC) depl oynents.
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3.2.2. KM

The KMF, which nmay be coll ocated with an endpoi nt or exi st

standal one, is responsible for providing key information to endpoints
for both end-to-end and hop-by-hop security and for providing key
information to MDDs for the hop-by-hop security.

Interaction between the KMF and the call processing function may be
necessary to for proper conference-to-endpoint mappings, which may or
may not be satisfied by getting information directly fromthe
endpoints or via sone other nmeans. [TO DO Revisit this text after
desi gn choi ce(s) are nmade between the alternatives.]

bvi ously, the KMF needs to be closely managed to prevent
expl oitation by an adversary, as any kind of security conprom se of
the KMF puts the security of the conference at risk

4. Framewor k for PERC

The purpose for this franework is to define a means through which
medi a privacy can be ensured when conmunicating within a conferencing
envi ronnent consisting of one or nore MDDs that only sw tch, hence
not termnate, nedia. It does not otherwi se attenpt to hide the fact
that a conference between endpoints is taking place.

This framework reuses several specified RTP security technol ogies,
i ncluding SRTP [ RFC3711], PERC EKT [I-D.jennings-perc-srtp-ekt-diet],
and DTLS- SRTP [ RFC5764] .

4.1. End-to-End and Hop-by-Hop Authenticated Encryption

This solution framework focuses on the end-to-end privacy and
integrity of the participant’s nmedia by limting access to end-to-end
key information to trusted entities. However, this framework does
give an MDD access to RTP headers and all or nobst header extensions,
as well as the ability to nodify a certain subset of those headers
and to add header extensions. Packets received by an MDD or an
endpoi nt are authenti cated hop-by-hop

To enable all of the above, this framework defines the use of two
security contexts and two associ ated encryption keys; an "inner" key
(E2E Key(i); i={a given endpoint}) for authenticated encryption of
RTP nedi a between endpoints and an "outer" key (HBH Key(j); j={a

gi ven hop}) for the hop between an endpoint and an MDD or between
MDDs. Reference the followi ng figure.
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Fommma e - + HBH +----- + HBH  +----- + HBH Foee - +
| | | | :::::::::l | | |
| Endpoi nt | - E2E Key(A)-> MDD |-------- > MDD [------------ >| Endpoi nt |
| A | <eeceiiaio- | X | <e-ece-- | Y |<E2E Key(B)-| B |
| | | | :::::::::l | | |
R RRRREE +Key(AX) ook Key(XY) 4o-o-ot  Key(YB)  -eoeoe- +

E2E and HBH Keys Used for Authenticated Encryption

The PERC Doubl e draft specification [I-D.jennings-perc-double] uses
standard SRTP keying material and recommended cryptographic
transform(s) to first formthe inner, end-to-end SRTP cryptographic
context. That end-to-end SRTP cryptographic context MAY be used to
encrypt some RTP header extensions along with RTP nedia content. The
output of this is treated |like an RTP packet and encrypted again
usi ng the outer hop-by-hop cryptographic context. The endpoint
executes the entire Doubl e operation while the MDD just perforns the
outer, hop-by-hop operation

RTCP can only be encrypted hop-by-hop, not end-to-end. This
framework introduces no additional step for RTCP authenticated
encryption, so the procedures needed are specified in [ RFC3711] and
use the sane outer, hop-by-hop cryptographi c context chosen in the
Doubl e operation described above.

4.2. E2E Key Confidentiality

To ensure the confidentiality of E2E keys shared between endpoints,
endpoints will make use of a common Key Encryption Key (KEK) that is
known only by the trusted entities in a conference. That KEK
defined in the PERC EKT [I-D.jennings-perc-srtp-ekt-diet] as the EKT
Key, will be used to subsequently encrypt SRTP master keys used for
E2E aut henti cated encryption (E2E Key(i); i={a given endpoint}) of
medi a sent by a gi ven endpoint.

T I Fommmean Fommmean I +
| Key / Entity | Endpoint A | MDD X | MDD Y | Endpoint B |
Fom e e e e e e e e oo s B s +
| KEK | Yes | No | No | Yes |
Fom e e e e oo oo Fom e e o Fom e e e oo Fom e e o +
| E2E Key (i) | Yes | No | No | Yes |
T N . . N . +
| HBH Key (A<=>MDD X) | Yes | Yes | No [ No [
Fom e e e e e e e e oo s B s +
| HBH Key (B<=>NMDD Y) | No | No | Yes | Yes |
Fom e e e e oo oo Fom e e o Fom e e e oo Fom e e o +

Fi gure 2: Keys per Entity
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4.3. E2E Keys and Endpoi nt Operations

Any given RTP nedia flow can be identified by its SSRC, and endpoints
m ght send nore than one at a tine and change the nmix of nedia flows
transmitted during the life of a conference.

Thus, endpoints MJUST maintain a list of SSRCs fromreceived RTP fl ows
and each SSRC s associ ated E2E Key(i) information. Follow ng a
change of the KEK (i.e., EKT Key), prior E2E Key(i) information
SHOULD be retained just |ong enough to ensure that late-arriving or
out - of -order packets can be successfully decrypted and rendered.

[ NOTE: Perhaps a separate best practices docunent can recomend
durations after sone real world testing?] The endpoint SHOULD

di scard the E2E Key(i) and KEK i nformati on when it | eaves the
conf er ence.

If there is a need to encrypt one or nore RTP header extensions end-
to-end, an encryption key is derived fromthe end-to-end SRTP naster
key to encrypt header extensions as per [RFC6904]. The MDD will not
be able use the information contained in those header extensions with
E2E encryption. [TO DO Add a list to this doc of RTP Header
Extensions that are off limts to - the MIST NOTs - be E2E
encrypted. ]

4.4. HBH Keys and Hop Operations

To ensure the integrity of transmtted nmedi a packets, this framework
requires that every packet be authenticated hop-by-hop (HBH) between
an endpoint and an MDD, as well between MDDs. The authentication key
used for hop-by-hop authentication is derived froman SRTP naster key
shared only on the respective hop (HBH Key(j); j={a given hop}).

Each HBH Key(j) is distinct per hop and no two hops ever
intentionally use the same SRTP master key.

Usi ng hop-by-hop authentication gives the MDD the ability to change
certain RTP header values. Wich values the MDD can change in the
RTP header are defined in [I-D.jennings-perc-double]. RTCP can only
be encrtpted, giving the MDD the flexibility to forward RTCP content
unchanged, transmit conmpound RTCP packets or to initiate RTCP packets
for reporting statistics or conveying other information. Perforning
hop- by-hop aut hentication for all RTP and RTCP packets al so hel ps
provi de replay protection (see Section 6).

If there is a need to encrypt one or nore RTP header extensions hop-
by-hop, an encryption key is derived fromthe hop-by-hop SRTP master
key to encrypt header extensions as per [RFC6904]. This will still
give the switching MDD visibility into header extensions, such as the
one used to determine audio |l evel [RFC6464] of conference
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participants. Note that when RTP header extensions are encrypted,
all hops - in the untrusted donmain at least - will need to decrypt
and re-encrypt these encrypted header extensions.

4.5, Key Exchange

To facilitate key exchange required to establish or generate an E2E
key and a HBH key for an endpoint and the same HBH key for the MDD
this framework utilizes a DILS- SRTP [ RFC5764] associ ati on between an
endpoint and the KM~. To establish this association, an endpoint
will send DTLS- SRTP nessages to the MDD which will then forward them
to the MDD as defined in DTLS Tunnel for PERC
[1-D.jones-perc-dtls-tunnel]. The KEK (i.e., EKT Key) is also
conveyed by the KMF over the DILS association to endpoints via
procedures defined in PERC EKT [I-D.jennings-perc-srtp-ekt-diet].

MDDs use DTLS- SRTP [ RFC5764] directly with a peer MDD to establish
HBH keys for transmtting RTP and RTCP packets that peer MDD. The
KMF does not facilitate establishing HBH keys for use between MDDs.

4.5.1. Initial Key Exchange and KMF

The procedures defined in DILS Tunnel for PERC
[1-D.jones-perc-dtls-tunnel] establish one or nore DTLS tunnels
between the MDD and KMF, making it is possible for the MDD to
facilitate the establishnent of a secure DTLS associ ati on between
each endpoint and the KMF as shown the following figure. The DTLS
associ ati on between endpoints and the KMF will enabl e each endpoi nt
to receive E2E key information, Key Encryption Key (KEK) information
(i.e., EKT Key), and HBH key information. At the same time, the KMF
can securely provide the HBH key infornmation to the MDD. The key

i nformati on sumari zed here may include the SRTP naster key, SRTP
master salt, and the negoti ated cryptographic transform
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KEK info +--------- + HBH Key info
to endpoints | KM | to endpoints & MDD

o + TP + o +

| Endpoint | DILS | MDD | DTLS | Endpoint
KEK | <-------- | [-------- >| KEK

| HBH Key(j)| to KM= | HBH Keys| to KM= | HBH Key(j)|

o + TP + o +

Fi gure 3: Exchanging Key Information Between Entities

Endpoints will establish a DTLS-SRTP associ ati on over the RTP
session’s nedia ports for the purposes of key infornmation exchange
with the KM. The MDD will not terminate the DTLS signaling, but

will instead forward DTLS packets received froman endpoint on to the
KMF (and vice versa) via a tunnel established between MDD and the
KMF.  This tunnel used to encapsul ate the DILS- SRTP si gnal i ng between
the KMF and endpoints will also be used to convey HBH key infornation
fromthe KMF to the MDD, so no additional protocol or interface is
required.

4.5.2. Key Exchange during a Conference

Following the initial key information exchange with the KMF

endpoints will be able to encrypt nedia end-to-end with their E2E
Key(i), sending that E2E Key(i) to other endpoints encrypted with
KEK, and will be able to encrypt and authenticate RTP packets using

| ocal HBH Key(j). The procedures defined do not allow the MDD to
gain access to the KEK information, preventing it from gai ni ng access
to any endpoint’s E2E key and subsequently decrypting nedi a.

The KEK (i.e., EKT Key) nmay need to change fromtine-to-tine during
the life of a conference, such as when a new participant joins or

| eaves a conference. Dictating if, when or how often a conference is
to be re-keyed is outside the scope of this docunment, but this
framewor k does acconmobdate re-keying during the Iife of a conference.

When a KMF decides to rekey a conference, it transnits a specific
nmessage defined in PERC EKT [I|-D.jennings-perc-srtp-ekt-diet] to each
of the conference participants. The endpoint MJST create a new SRTP
mast er key and prepare to send that key inside a Full EKT Field using
the new EKT Key. Since it may take sone tine for all of the endpoints
in conference to finish re-keying, senders SHOULD delay a short
period of tine before sending nedia encrypted with the new naster
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key, but it MJST be prepared to nmake use of the information froma
new i nbound EKT Key imrediately. [TO DO Either need to pick a short
del ay period for endpoints to use per above, defer to a future best
practi ces docurment or consider having the KMF manage the del ay period
given it knows the size of a given conference.]

5. Entity Trust

It is inmportant to this solution franework that the entities can
trust and validate the authenticity of other entities, especially the
KMF and endpoints. The details of this are outside the scope of
specification but a few possibilities are discussed in the foll ow ng
sections. The key requirenents is that endpoints can verify they are
connected to the correct KMF for the conference and the KMF can
verify the endpoints are the correct endpoints for the conference.

Two possi bl e approaches to solve this are Identity Assertions and
Certificate Fingerprints.

5.1. ldentity Assertions

WebRTC (EDIT: add reference) ldentity assertion can be used to bind
the identity of the user of the endpoint to the fingerprint of the
DTLS- SRTP certificate used for the call. This certificate is unique
for a given call and a conference. This allows the KMF to ensure
that only authorized users participate in the conference. Sinilarly
the KMF can create a WBRTC ldentity assertion bound the fingerprint
of the unique certificate used by the KM for this conference so that
the endpoint can validate it is talking to the correct KM

5.2. Certificate Fingerprints in Session Signaling

Entities managi ng session signaling are generally assunmed to be
untrusted in the PERC franmework. However, there are sone depl oynent
scenari os where parts of the session signaling my be assuned
trustworthy for the purposes of exchanging, in a manner that can be
aut henticated, the fingerprint of an entity’'s certificate.

As a concrete example, SIP [RFC3261] and SDP [ RFC4566] can be used to
convey the fingerprint information per [RFC5763]. An endpoint’s SIP
User Agent woul d send an | NVI TE nmessage contai ning SDP for the nedia
session along with the endpoint’s certificate fingerprint, which can
be signed using the procedures described in [ RFC4474] for the benefit
of forwarding the nmessage to other entities. Oher entities can now
verify the fingerprints match the certificates found in the DILS- SRTP
connections to find the identity of the far end of the DILS-SRTP
connection and check that is the authorized entity.

Jones & Benham Expi res Septenber 22, 2016 [ Page 12]



Internet-Draft Private Medi a Framework March 2016

Utimately, if using session signaling, an endpoint’s certificate
fingerprint would need to be securely mapped to a user and conveyed
to the KMF so that it can check that that user is authorized
Simlarly, the KM s certificate fingerprint can be conveyed to
endpoint in a nmanner that can be authenticated as being an authorized
KMF for this conference.

6. Attacks on Privacy Enhanced RTP Conferencing

This framework, and the individual protocols defined to support it,
must take care to not increase the exposure to Denial of Service
(DoS) attacks by untrusted or third-party entities and should take
measures to mtigate, where possible, nore serious DoS attacks from
on-path and off-path attackers.

The follow ng section enunerates the kind of attacks that will be
considered in the devel opnent of this framework’s solution

6.1. Third Party Attacks

On-path attacks are mtigated by HBH integrity protecti on and
encryption. The integrity protection nmtigates packet nodification
and encryption nmakes sel ective bl ocking of packets harder, but not

i mpossi bl e.

O f-path attackers may try connecting to different PERC entities and
send specifically crafted packets. A successful attacker m ght be
able to get the MDD to forward such packets. |If not making use of
HBH aut henti cation on the MDD, such an attack could only be detected
in the receiving endpoi nts where the forged packets would finally be
dr opped.

Anot her potential attack is a third party claimng to be an MDD,
fooling endpoints in to sending packets to the false MDD instead of
the correct one. The deceived sending endpoints could incorrectly
assunmi ng their packets have been delivered to endpoints when they in
fact have not. Further, the false MDD may cascade to anot her
legitimate MDD creating a fal se version of the real conference. This
attack is mtigated since fal se MDD woul d not be authenicated by the
KMF and be able tunnel the DTLS-SRTP signaling to/fromthe KWV

Since it cannot tunnel the DTLS-SRTP signaling, endpoints will not
get the KEK and the conference will not go on. [TO DO |Include the
exchange valid MDD certficates with the KMF in this doc or not?]

Jones & Benham Expi res Septenber 22, 2016 [ Page 13]



Internet-Draft Private Medi a Framework March 2016

6.2. MDD Attacks
The MDD can attack the session in a nunber of possible ways.
6.2.1. Denial of service

Any mnodification of the end-to-end authenticated data will result in
the receiving endpoint getting an integrity failure when performng
aut hentication on the received packet.

The MDD can al so attenpt to performresource consunption attacks on
the receiving endpoint. One such attack would be to insert random
SSRC/ CSRC val ues in any RTP packet with an inband key-distribution
message attached (i.e., Full EKT Field). Since such a nmessage woul d
trigger the receiver to forma new cryptographic context, the MDD can
attenpt to consune the receiving endpoints resources.

Anot her denial of service attack is where the MDD rewites the PT
field to indicate a different codec. The effect of this attack is
that any payl oad packetized and encoded according to one RTP payl oad
format is then processed using another payload format and codec.
Assumi ng that the inplenentation is robust to randominput, it is
unlikely to cause crashes in the receiving software/hardware.
However, it is not unlikely that such rewiting will cause severe
medi a degradati on.

For audio formats, this attack is likely to cause highly disturbing
audi o and/or can be danmagi ng to hearing and pl ayout equi pnent.

6.2.2. Replay Attack

Replay attack is when an already received packets froma previous
point in the RTP streamis replayed as new packet. This could, for
exanple, allow an MDD to transnmit a sequence of packets identified as
a user saying "yes", instead of the "no" the user actually said.

The mitigation for a replay attack is to prevent old packets beyond a
smal | -to-nodest jitter and network re-ordering sized wi ndow to be
rejected. End-to-end replay protection MIST be provided for the
whol e duration of the conference.

6.2.3. Delayed Playout Attack

The del ayed pl ayout attack is a variant of the replay attack. This
attack is possible even if E2E replay protection is in place.

However, due to fact that the MDD is allowed to select a sub-set of
streans and not forward the rest to a receiver, such as in forwarding
only the nost active speakers, the receiver has to accept gaps in the

Jones & Benham Expi res Septenber 22, 2016 [ Page 14]



Internet-Draft Private Medi a Framework March 2016

E2E packet sequence. The issue with this is that an MDD can sel ect
to not deliver a particular streamfor a while.

Wthin the window fromlast packet forwarded to the receiver and the
| atest received by the VMDD, the MDD can select an arbitrary starting
poi nt when resum ng forwarding packets. Thus what the nedia source

sai d can be substantially delayed at the receiver with the receiver

believing that it is what was said just now, and only del ayed due to
transport del ay.

6.2.4. Splicing Attack

The splicing attack is an attack where an MDD receiving multiple
medi a sources splices one nedia streaminto the other. |If the MDD is
abl e to change the SSRC without the receiver having any nethod for
verifying the original source ID, then the MDD could first deliver
stream A and then later forward stream B under the same SSRC as
stream A was previously using. Not allowing the MOD to change the
SSRC nmitigates this attack.

7. To-Do List
7.1. VWhat is Needed to Realize this Franmework

o Endpoints and KMF nust securely convey their respective
certificate information directly or indirectly via sone other
means or identity service provider

o If as in "Double" draft, the ROC value is no longer in the clear
and associated with the "outer" protection schene, we may need to
require that the MDD naintain a separate ROC value for each SSRC
sent to each separate endpoint. This ROC value should start at O
regardl ess of the sequence number in that first packet sent to an
endpoint. [EDIT: Do we docunment this in this framework or in
Doubl e draft?]

0 Investigate adding ability to enable the transmi ssion of one-way
medi a froma non-trusted device (e.g., announcenents). One
possi ble solution is to have the KM send an "ekt_key" message
that is explicitly |abeled for receive-only and giving that to
announcenent servers. As opposed to nodifying the EKT spec for
this PERC-specific need, we could say in the framework that EKT
Keys with a SPI > 32000, say, are intended for this purpose and
trusted endpoints should only use those EKT Keys to decrypt Ful
EKT Fi el ds received fromsuch transmtters. Thus, trusted
endpoi nts woul d never send nedia with EKT Keys having those SP
val ues.
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8. | ANA Consi derati ons

There are no | ANA considerations for this document.
9. Security Considerations

[ TBD]
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