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Abst ract

In order to support use cases when two or nore end-points conmunicate
via one (or nmore) cloud service (e.g. virtualized cl oud-based
conferencing) that are not trusted to access the nmedia content, this
docunent describes the use of so called end-to-end (inner) and hop-
by-hop (outer) cryptographic transforns within the Secure Real -tine
Transport Protocol (SRTP). One of the main aspects of the transforns
is to make the confidentiality and message aut hentication i ndependent
of the RTP header. Another central aspect is to enable
identification of the cryptographic contexts (keys etc.). Besides
the security of the end-points, also trust assunptions regarding the
cl oud services are addressed.
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1. Introduction

Thi s docunent proposes a solution to achieve End-to-End Security for
an RTP nedia streans and its meta data within the context of PERC
However, the docunent focuses on the RTP e2e protection nmechani sm
It only puts requirenments on the key-managenent, not proposing a
solution for that part. This draft is a conplete rewite, and the
proposal is based on what was sent to the PERC mailing list, but
substantially updated based on feedback and di scussion
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The discussion in this docunent is be based on the analysis of the
RTP fields and how they needs to be handled witten up in

[1-D. westerlund-perc-rtp-field-considerations]. W wll assune that
the reader is fanmiliar with that discussion

Thi s docunent assumes a basic nodel for protection of the data that
consists of the follow ng high level functions. A end-to-end nedia
data protection mechani smas defined belowin Section 3. An inband
key-di stribution nechanismto provide endpoints with RTP stream
specific keys, assuned to be EKT based, whose requirenents are

di scussed in Section 5. An key-managenent function that provides
aut hori zed endpoints with a EKT master key (G oup key) (Section 6).
In addition an hop-by-hop security mechani sm (Section 4) are in use
to protect that not possible to cover end-to-end with protection as
necessary between the endpoints and m ddl boxes (MDD) in the system

2. Definitions
This section provides a set of definitions.

2.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Thi s docunment uses the follow ng terns:

Endpoint: An RTP stream sending and/or receiving entity that is part
of the end-to-end security context.

MDD: Media Delivery Device - An RTP niddl ebox that operates
according to any of the three possible RTP topol ogies
[I-D.ietf-avtcore-rtp-topol ogi es-update] that is possible in the
PERC system

Transport Translator - Rel ay
Switching RTP M xer
Sel ective Forwardi ng M ddl ebox (SFM

Third Party: An entity that is neither an endpoint nor an MDD
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3. End-To-End Security
This section discusses the various conponents of the end-to-end
security for the nedia data, the RTP header fields, RTP header
extensions, and nedia related RTCP nessages and i nfornation.
3.1. End-to-End Payl oad

The end-to-end payl oad consist of a couple of destinct parts that all
needs to be consi dered:

Medi a Payl oad: The Medi a Payl oad containing the information packed
according to the RTP payload format in use.

Padding: O to 256 bytes of padding octets. Used to obfuscate the
RTP payl oad | engt h when necessary.

RTP Header Fields: A nunber of RTP header fields are closely
associated with the nedia payload. They will be discussed bel ow

The RTP header fields can be classified into several different
cat egori ezes:

E2E rel at ed, non-changabl e by MDD
P
M
Header Extensions
E2E rel ated, changabl e by MDD:
PT
Sequence nunber:
Ti mest anp:
SSRC/ CSRC: ldentifying the RTP Stream
Header Extensions:
Hop- by- hop
V.

X
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CC:
Header Extensi ons:

As can be seen there are sone fields that can be closely tied with

t he payl oad and whi ch MUST be forwarded by the MDD unaltered. W
have other fields that needs to be possible to change by the MDD

For some of these it is critical that a receiving endpoint can | earn
the original value to verify that the MDD s actions as acceptabl e
Then there are sonme fields that are fixed in the protocol |ike V or
ot herwi se needs to be handl ed on a hop-by-hop basis. For the X and
CC field their value is dependent on the need to carry sone field in
their corresponding data fields the Extension header and CSRC |i st
respectively.

The nost problenmatic fields are the ones that have to be rewitten,
but still have inportant indicator purposes, |like PT, SSRC CSRC

Ti mest anp and Header Extension |IDs. Sequence number is not included,
just because we know it is so critical to know the relative order of
transmtted packets that this MJST be preserved end-to-end. Oiginal
Timestanp we will discuss belowin Replay Protection (Section 3.3).

Qur proposal for the end-to-end nedia payload is the foll ow ng:

The SSRC i s assigned uniquely by a higher nmanagenent function. For
medi a switching mxers, that original value is preserved using the
CSRC field. Any MDD that receives a RTP streamthat is a sw tched
one, i.e. the SSRC belongs to the MDD, rather than originating
endpoint, and thus contain an CSRC field, will have to copy forward
the CSRC val ue, not the MDD s SSRC value into the produced outgoing
packet’s CSRC fi el d.

Note: We can support MDD that makes SSRC/ CSRC transl ations, but

for that to work we strongly recommend to mirror the original SSRC
into the inband key-nmanagenent protocol. This to ensure that the
ungi ue streamidentifier is preserved and can be verified and tied
to other functions and verifications.

The SSRC/CSRC field will be used by the receiving endpoint as a
reference to the security context established by the conbination of
the RTP packets received and the information fromthe inband key-
managenent protocol. Any on-path SSRC/CSRC translation will be

possi ble as the receiving endpoint will only use the received val ue
as a reference to the context, not part of the protection operation.
The inportant is that the originating SSRC is consistently handl ed by
the system
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Each sent RTP packet fromthe originating endpoint will have in place
of the regular RTP payl oad an security protected end-to-end payl oad.
This payload will consist of 32-bit of end-to-end sequence nunber

foll owed by a variabl e nunber of bytes of security payload. The
security payload is created by applying the cipher (AES-GCM
[I-D.ietf-avtcore-srtp-aes-gcn] assuned) with as plaintext: RTP

payl oad format, Padding, and as associated data: P, M PT (Original),
Timestanp (Original), End-to-end header extensions (both
confidentiality and only authenticated one in plain text).

As Initialization vector (IV) to the cipher the following data is
used: HeaderExtFlag (1 bit) : NullFlags(7 bits) : NullPadding (24
bits) : Stream Specific Key Sequence Nr (32 bits) : End-to-End
Sequence number (32-bit). These values are first concatenated and
then XORed with the e2e session salt to formthe e2e IV. The stream
specific key sequence nunber conbined with the E2E sequence nunber
forns an always increasing value for this particular RTP stream as
identified by the unique streamID (Oignal SSRC). The Header Ext Fl ag
is set to O for protection of the end-to-end payload (this section)
and set to 1 for the confidentiality and integrity operation of any
RTP header Extensions (Section 3.2).

3.2. RTP Header Extensions

There exi st RTP header extensions that needs to be end-to-end

aut henticated. For these we want to ensure two inportant properties.
A MDD shall not be able to renove it wi thout detecting the renoval
secondly, the integrity of the content of the header extension nust
be verified. This is proposed by including the header extensions
that are marked as requiring end-to-end authentication in the e2e
associ ated data for the packet.

This both the advantage and downsi de of being closely tied to the
payl oad of the packet. This is advantageous as it prevents the MDD
frominterfeering with the information and when it is provided.
However, it prevents the MDD to include relevant meta data in header
extensions at its own descretion. One use case for this is Source
description information |li ke CNAME and M D that can be included wth
a stream when a new endpoint joins the conference.

A conplicating factor is that |like the PT (payload type) the ID field
for header extensions are dynamically assigned, and the napping can
be endpoint specific. Wich requires that the MDD can translate them
as needed. This nmakes it difficult for the receiving endpoint to
verify which format the source truly indicated. Preferably one
shoul d have a nechanismto indicate the original ID, so that the
original value can be included in the associated data.
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For RTP header extensions that requires confidentiality each header
extension’s data part is individually encrypted using a stream

ci pher. AES-GCMis not recomended to use due to the expansion that
the internal integrity tag. The key will be the one associated with
the source stream | D crypto context. The IV needs to contain:
HeaderExt Flag (1 bit = 1) : in packet order : Padding : Stream

Speci fic Key Sequence Nr (32 bits) : End-to-End Sequence nunber
(32-bit). The "in packet order" nunber is a counter for each header
extension included in the packet. So the first header extension gets
zero (0), the next one (1), and so on. This results in that an MDD
MUST retain the individual order of the header extensions when
forwarding them W also note that by individually protecting each
header extension, any header extension where the IDis the
information, i.e. without any data there will be no confidentiality.

Note: The reason to initially consider this strucutre is that is
can avoid forcing a nove to 2-byte header extension headers. |If
one defines a new header extension that waps all the header
extensions including their 1D and Lengths then it is likely that
this beconmes |onger than 15 bytes. It also locks in the |IDs which
forces the receiving endpoint to know how the IDs at the
originating source maps to specific extensions.

The aut hentication process for header extension is perfornmed by
taki ng each header extension in the order it was received and
concatenate themtogehter with the ID and length values in the field
formused by two-bytes header extensions, independently which form
they where received in. This avoids authentication errors if an MDD
needs to switch between one and two bytes header extension fornat.
The IDfield is replaced with a null value. Having the original |Ds
woul d be preferable, as it would like for the PT enable verification
of the intended format. This block of data is included as Associ ated
data in the decryption.

Repl ay Protection++

This section is called Replay Protection++ as it is not only replay
protection that is needed. Yes, replay protection is needed agai nst
replay attacks (Section 7.2.2), but also protection against a del ayed
pl ayout attack (Section 7.2.3). In addition the mechani smneeds to
be robust against splicing attacks (Section 7.2.4) where the attacker
attenpts to provide another streamas this source’s one.

The protection nmechani sm agai nst these attacks works as foll ows.
First the receiver tracks the source ID associated with a crypto
context. Every tine a new key is provided by an EKT nessage the
recei ver needs to verify that the source ID matches with the one in
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the context. Next the key sequence number mnust be larger than stored
otherwi se the key in the context is kept.

When an RTP packet is received the crypto context is retrieved. The
context stores the highest end-to-end sequence nunber received, and a
vector indicating which of the last N packets that has been received,
this to accept re-ordered packets that is only slightly delayed. It
al so stores the reception tinme and correspondi ng original tinmestanp
value. First it fornms the extended e2e sequence number concatinating
the key sequence nunber (from EKT nessage if included and verified,

or fromcontext) with the e2e sequence nunber. |If that is greater
than the stored hi ghest seen extended sequence nunber or within the
wi ndow of acceptabl e ol der packets and not previously received, then
the processing continues.

Then the tine based checks are perforned. The reception tine delta
is conpared with the RTP tinmestanp difference. That difference nust
be within a error of margin equal to network jitter boundaries and an
al | oned fudge factor for nedia switching mxers to align content when
switching. The margin of error is no larger than one or two seconds.
If the difference is bigger than this MJST be indicated to the user
if played out, discarding nedia is reconmended.

For this method to be robust clock drift between sender and receiver
needs to be tracked, as the RTP tinestanp is based on the originating
endpoint’s clock and the reception time uses the receivers clock
Clock drift is only expected to be a significant issue if there is
very |long periods when no RTP packets are received with nmedia froma
particul ar sender. Using RTCP SR the receiver can track sanple clock
versus senders general clock. Every time a tinmestanped packet is
received, SR or RTP they can be used to estimate the relative clock
speed difference between endpoints.

Next the decryption including authentication is perforned. If the
received data is validated, then the crypto context is updated with
t he new hi ghest extended sequence nunmber as well as the tine

par amet ers

3.4. RTCP

There exist a need for both end-to-end authenticated RTCP nessages,
as well as end-to-end confidentiality protected ones. Wen it cones
to confidentiality protected ones, these includes end-to-end codec
control [RFC5104], such as region of interest [3GPP TS 26.114,
version 13.1.0]. The RO feedback nmessage is used by a receiver to
request to view a particular region of the total captured frane.
There exist no reason for the MDD to know what region that is
requested by which users. |If some of the defined RTCP SDES itens was
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to be used, like nane, phone, location, and tool, there is
significant privacy concerns around those, and they shoul d be
transported such that the MDD can’'t get access to them O her SDES
itens like CNAME, M D are neta data related to the session. They can
be generated in such a way that there are no privacy concerns wth
them However, one would like to ensure that they are integrity
protected to prevent any nodification on the path fromthe sender to
any receiver.

There al so appears to be need for end-to-end nessages providing vita
i nformati on about each end-points actions, that can’t be nodified by
the MDD. This is to enable auditing of the MDDs and prevent that
they attenpt to fool the users of them For each uni que e2e stream
i d each receiver should know how nuch packets actually was
transmtted, what the current tinestanp value, and correspondi ng wal l
clock tinme, preferably in a tine base that can be tracked.

Bel ow we propose how to address these cases.
3.4.1. End-to-End Authenticated RTCP

The end-to-end authenticated RTCP is a new RTCP packet type used as
aut henti cation wapper. The new RTCP wrapper packet has the RTCP
basi ¢ header identifying the packet type, the originating SSRC, the
original SSRC (Source ID), a sequence nunber and an transmni ssion
timestanp (NTP format) and includes one or nmore regul ar RTCP packets
with the information that needs to be end-to-end authenticated. This
may | ead to that what before would have been nultiple itens in on
RTCP packet, now becones divided on nultiple RTCP packets types based
on its security classification. The whole packet with the exception
of the originating SSRC field is authenticated (associ ated data), and
the tag (AES-GCM out put) |l ocated last in the wapper RTCP packet.

3.4.2. End-to-End Confidential RTCP

Simlar to the e2e authenticated RTCP this packet is also a w apper
for one or nore RTCP packets that need to handl ed confidential end-
to-end. The 64 byte common RTPC packet header is not encrypted.
This is followed by a original SSRC (Source ID) field, a sequence
nunber used to build the IV for the packet. The part that is
confidentiality protected is the transnission tinestanp, the RTCP
packets (in fully), and any RTCP paddi ng.

4. Hop-by-Hop Security
We have considered that two different Hop-by-Hop security protocols

may be used between an end-point and the MDD, as well as between one
MDD and anot her MDD. Those two protocols are SRTP [ RFC3711] and DTLS
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[ RFC6347]. DITLS is included as our analysis

[1-D. westerlund-perc-rtp-field-considerations] puts SRTP' s design of
| eaving the RTP header fields in the clear into question in regards
to use nedia confidentiality. To make third party attacks nore
difficult we would recomrend using DTLS over SRTP for the hop-by-hop
security.

5. Inband Key-Distribution

An EKT like inband key-distribution nechanismis assuned. This
section discusses information that appear necessary to include in
this security |ayer.

The uni que source |ID MIST be provied in EKT to prevent both denial of
service attacks (Section 7.2.1) as well as splicing attacks

(Section 7.2.4). The source ID al so scopes the key sequence nunber.
The key sequence nunber is nonontionically increased each tine the
key distributed is changed. This is to prevent replay attacks

i ncluding the EKT, that woul d update and replace the current key with
an ol d key.

EKT could be used to provide other original field values that are
assuned to have static mappings in MDD. Thus, original PT, Header
Ext ension | Ds coul d be provided.

Whil e the current EKT nmechanismis included in the RTP body of every
packet, with a full EKT field sent periodically (e.g. every 100 ns),
this may not be the optinmal solution for PERC. The MDD will Ilikely
have a nmuch better understandi ng of when an endpoi nt needs the ful
EKT field and may store and forward EKT when needed (new key sequence
number or new receiving endpoint). This would not only save sone
bandwi dth, but also mninize the time endpoints cannot decrypt
because they have not got the |atest key. Further optim zations
could be to let the endpoint ack the reception of full EKT fields.
Letting the control the delivery of full EKT fields can be done with
the current EKT nodel where the full EKT fields are not bound to a
speci fic SRTP packet, but only to a specific stream

When the 32 bits Stream Specific End-to-End Sequence Nr is about to
wrap, the sending end-point will have to rekey its transport key by
sending a new full EKT field with a new transport key and a bunped up
key sequence nunber. Wth easy rekeying, we note that 32-bits are
sufficient also for really high bit-rates. At 3 CGops using 1200
byt es of payl oad one need to rekey approximately every 3 hours.
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6

7

G oup Key- Managenent

In many cases the party controlling the PERC conference will want to
limt the ability of participants to decrypt (and nodify or inject)
medi a produced before the participant joined or after the participant
left. While sone conferences will offer recording and allow all
participants to decrypt the whole conference, participants nodifying
or injecting nmedia after they have officially left the conference is
not acceptable and nust be mitigated. The known solution to this is
to change the group EKT key. Either periodically or in conjunction
with participants joining or |eaving. After each change of the group
EKT key, each sending endpoint needs to rekey also the transport key
and deliver that to all remaining participants encrypted by the new
group key.

Security Considerations

This section discusses various security considerations, especially a
nunber of attacks.

1. Third Party Attacks

While an on-path third party attacker is always able to perform
Deni al of Service (DoS) Attacks by blocking all or sel ected packages,
the PERC sol ution should be take nmeasures to nmitigate nore serious
DoS attacks formon-path and off-path attackers. On-path attacks are
mtigated by hbh integrity protection and encryption. The integrity
protection nitigates packet nodification and encryption nmakes

sel ective bl ocking of packets harder, but not inpossible.

O f-path attackers may perform DoS attacks by connecting to different
PERC entities and deliver Specificly crafted packets. One potentia
attack is if an attacker is able to get packets forwarded by the MDD
replacing a legitimate streamfromone of the trusted endpoints. |If
hbh authentication |Is not used, such an attack would only be detected
in the receiving endpoints where the forged packets woul d be dropped.
It is therefore essential that the MDD (or the call processing node)
aut henti cates the endpoints as being invited nmenbers of the
conf er ence.

Anot her potential attack is a third party claining to be an MDD,
fooling endpoints points to send packets to the fal se MDD instead of
the correct one. The deceived sending endpoint would then think the
packets have been delivered to endpoints when they in fact have not
been. If the false MDD can trick several endpoints to connect (or
connect as an cascading MDD to another legitimate MDD) it may create
a false version of the real conference, giving the connected
endpoints a conpletely distorted view of the conference. To prevent
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this attack all endpoints and MDDs MJST authenticate other MDDs to
ensure that They are legitimte sem -trusted MDDs.

7.2. MDD Attacks
The MDD can attack the session in a number of possible ways.
7.2.1. Denial of service

Any nodification of the end-to-end authenticated data will result in
the receiving endpoint to get an integrity failure when perfornng
aut hentication on the received packet.

The MDD can al so attenpt performresource consunption attacks on the
recei ving endpoint. One such attack would be to provide random SSRC/
CSRC val ue to any RTP packet with an inband key-distribution nessage
(EKT) attached. As the EKT nessage enables the receiver to forma
new crypto context, the MDD can attenpt to consune the receiving
endpoi nts resources. This attack will be possible to detect and
mtigate if the EKT nessages contains the unique e2e streamid.

An deni al of service attack is that the MDD rewites the PT field to
anot her codec. The MDD will usually know whi ch PT corresponds to

whi ch codec. The effect of this attack is that an payl oad packetized
and encoded according to one RTP payload format is then processed
usi ng anot her payl oad format and codec. Assuning that the

i npl ementation is robust to randominput it is unlikely to cause
crashes in the receiving software/ hardware. However, it is not
unlikely that such rewiting will cause severe nedi a degradati ons.

For audio fornmats, especially sanmple based, this attack is likely to
cause highly disturbing audio, that can be damaging to hearing and
the playout equipment. This draft proposes that the original PT is
provi ded end-to-end. However, w thout know edge about the stream
source’'s original nedia format M ME paraenters for each PT one can't
verify correct mapping. Only detect attenpts of remapping during the
sessi on.

7.2.2. Replay Attack

Replay attack is when an already received packets froma previous
point in the RTP Streamis replayed as new packets. This could for
exanple allow an MDD to transmit a sequence of packets identified as
a user saying "yes", instead of the "no" the user actually said.

The mitigation for a replay attack is to prevent old packets beyond a
small jitter and network re-ordering windowto be rejected. The end-
to-end replay protection nust be provided for the whol e duration of
the conference and nust therefore based on a single nonotonically
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i ncreasing nunber. The proposal in this docunent comnbi nes an end-to-
end sequence nunber that is incremented with a key-sequence numnber,
thus preventing that the reseting of the end-to-end sequence nunber
when a re-keying occurs to allow old packets from bei ng repl ayed.

7.2.3. Delayed Playout Attack

The del ayed pl ayout attack is an variant of the replay attack. This
attack is possible even if e2e replay protection is in place.
However, due to that the MDD is allowed to select a sub-set of
streams and not forward the rest to a receiver the receiver has to
accept gaps in the e2e packet sequence. The issue with this is that
an MDD can select to not deliver a particular streamfor a while.
Wthin the wi ndow from|ast packet forward to the receiver and the

| atest received by the MDD, the MDD can select an arbitrary starting
poi nt when resunmi ng forwardi ng packets. Thus what the nedia source
sai d, can be substantially delayed at the receiver with the receiver
believing that it is what was said just now and only del ayed by the
transport del ay.

To prevent this attack, we force the MDD to provide the receiver with
the original RTP tinestanp authenticated. Thus a receiver can
conpare the previously received sanple’s original tinmesanp with the
original tinmestanp of the recently received sanple. The tinestanp

di fference should correspond to the difference in reception tines
with a maxi num al |l owed variation corresponding to network jitter and
a short fudge factor to enable the MDD to align different sources
when acting as nedia switching mixer. Note this calculation will not
function if the used RTP payload fornmat switches and the different
formats has different RTP tinmestanp rates. Thus the rules in

[ RFC7160] MUST be fol | owed.

7.2.4. Splicing Attack

The splicing attack is an attack where a MDD receiving nultiple nedia
sources splices one nedia streaminto the other. |[|f the MDD would be
able to change the SSRC wi t hout the receiver having any nethod for
verifying the orignal source ID, then the MDD could first deliver
stream A And if the sequence nunbers and other information allows
it, the MDD can forward stream B under the same SSRC as stream A was
previously forwarded.

This attack is mitigated by requiring each rtp streamto have uni que

source IDs that are provided to the receiver. That way the receiver
woul d detect when the source ID switches for these streans.
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7.

9.

9.

2.5. Wong Meta Data Attack

In case of several cascading MDDs, a malicious MDD nmay send forged
meta data to another MDD, either giving the endpoints connected to
the second MDD a nodified view of what is happening in the conference
(li ke who is speaking) or just degrading the quality of experience
for endpoints connected to the second MDD. The false nmeta data could
be any other hbh-protected fields. Especially in cases where two
different conference providers or two different vendors of MDDs is
involved in the conference, subtle forgeries neant to | ower the
experience for users of the conpeting service/ MDD mi ght be done.

Simlar effect could result from honest MDDs having different
algorithnms, e.g. for selecting active speaker. Mnor differences
must |ikely be accepted as |ong as endpoints connected to different
MDDs do not get very different view of what happened in the

conf erence.

| ANA Consi derati ons
Thi s docunment makes no request of | ANA

Note to RFC Editor: this section may be renoved on publication as an
RFC.
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