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1. Introduction

1.1. Pr obl em St at enent

The | ETF has produced the Extensible Authentication Protocol (EAP,
[ RFC3748] and numerous EAP nethods (for exanple EAP-TTLS [ RFC5281],
EAP- TLS [ RFC5216] and EAP-pwd [ RFC5931]); the nethods have nany
properties which need to be setup on the EAP server and matched as
configuration itens on the EAP peer for a secure EAP depl oynent.

Setting up these configuration itens is conparatively easy if the
end-user devices which inplement the EAP peer functionality are under
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central administrative control, e.g. in closed enterprise
environments. Goup policies or device provisioning by the IT
departnent can push the settings to user devices.

In other environnents, for exanple "BYOD' scenari os where users bring
their own devices which are not under enterprise control, or in EAP-
based W SP environments (see e.g. [HS20] and

[I-D.wi erenga-ietf-eduroan]) where it is not desired neither for the
I SP nor for his user that the device control is in the |ISPs hands,
configuration of EAP is significantly harder as it has to be done by
potentially very non-technical end users.

Correct configuration of all EAP deploynent paranmeters is required to
make the resulting authentications

o functional (i.e. the end user can authenticate to an EAP server at
all)

0 secure (i.e. the end user device can unanbi guously authenticate
the EAP server prior to releasing any sensitive client-side
credenti al s)

0 privacy-preserving (i.e. the end user is able to conceal his
username fromthe EAP authenticator)

It woul d be desirable to be able to convey the EAP configuration

i nformati on of a deploynent in a machi ne parseable way to the end-
user device, so that all the gory details need not be known/
understood by the user. Instead, the EAP peer software on the device
coul d consunme the configuration information and set up all EAP

aut hentication details automatically.

However, there is currently no standard way of conmmuni cating
configuration paraneters about an EAP setup to the EAP peer

This specification defines such file formats for EAP configuration
net adata. The source definition is a YANG nodul e which allows for
autonmmtic derivation of XML and JSON f or mats.

The specification allows for unique identification of an EAP identity
provi der by scoping it into a nanespace and giving it a uni que name

i nside that namespace. Using this unique identification, other
configuration files (which e.g. detail the wirel ess nedia properties
of an Enterprise W-Fi setup) can then refer to this particul ar
instance of EAP identity information as authentication source. The
contents of the EAP configuration file nmay al so be an enbedded part
of those other configuration files.
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O her Approaches

Devi ce manufacturers sonetimes have devel oped their own proprietary
configuration formats, exanples include Apple’s "nobileconfig" (MM
type application/x-appl e-aspen-config), Mcrosoft’s XM. schemata for
EAP nethods for use with the comuand-line "netsh" tool, or Intel’s
"PRO Set Wreless" binary configuration files. The nultitude of
proprietary file formats and their different levels of richness in
expression of EAP details create a very heterogenous and non-

i nt eroper abl e | andscape.

New devi ces which would Iike to benefit from machi ne-parseabl e EAP
configuration currently either have to choose to follow a
competitor’s approach and use that conpetitor’s file format or have
to develop their own. This situation is very unsatisfactory.

Requi renents Language
In this docunent, several words are used to signify the requirenents
of the specification. The key words "MJST", "MJST NOT", "REQUI RED",
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as described in
RFC 2119. [RFC2119]

Ter i nol ogy
YANG nodul e for EAP Met adat a

Location of the YANG nodul e and derived XM. Schena

The schema files are currently hosted on this | ocation

0 YANG nodul e: https://ww. supplicants. net/site/standardi sation/eap-
met adat a- 02. yang

0 XM Schema: https://ww. supplicants.nnet/site/standardisation/eap-
nmet adat a- 02. xmi

Description of YANG Modul e El ements
1. Overall structure

The root element is the container ' EAPlIdentityProviderList’, which
contains a list of 'EAPlIdentityProvider’ elements; these carry the
actual EAP configuration information for this identity provider. In
nost practical applications, the 'EAPlIdentityProviderList’ wll
contain only a single elenent; a longer list can be used for netadata
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transfers between systens or to allow users to select froma set of
providers in one file.

The gl obal uni queness of each 'EAPIdentityProvider’ is ensured by the
conbi nation of the two | eafs ' Nanel DFornmat’ which provides a
nanespace identifier, and 'ID which specifies the unique name inside
t he nanespace. The other |leafs and containers in the

" EAPlI dentityProvider’ list are:

0 zero or one 'Validuntil’ date-and-tine timestanp with an
i ndi cation of possible expiry of the information in the
configuration file. EAP peers inporting the configuration file
can use this information for exanple to re-assess whether the
account is still valid (e.g. if the Validuntil timestanp has
passed, and authentication attenpts consistently fail, the
suppl i cant shoul d consider the information stale and ask the user
to verify his access authorisation with the EAP identity provider)

0 exactly one 'AuthenticationMethods’ container with a list of EAP
met hods whi ch the EAPI dentityProvider supports. This container is
described in nore detail in section Section 2.2.2

0 zero or one 'Providerlnfo container can provide additiona
i nformati on about the EAPIdentityProvider, e.g. a logo to all ow
visual identification of the provider to the user in a user
interface, or Acceptable Use Policies pertaining to the use of
this EAP identity. This elenment is described in nore detail in
section Section 2.2.3

2.2.2. The 'AuthenticationMthods’ container

" Aut henti cati onMet hods’ contai ns a sequence of ' Authenticati onMet hod
groupi ngs. Each such grouping specifies the properties of one
supported aut hentication nethod of an EAPIdentityProvider. The
content of this grouping is enunerated in section Section 2.2.2.1 The
set of configuration paraneters specified in the grouping depends on
the particular EAP nethod to be confi gured.

For instance, EAP-PW [RFC5931] does not require any server
certificate paraneters; EAP-FAST and TEAP are the only ones nuaking
use of Protected Access Credential (PAC) provisioning. On the other
hand, properties such as outer ("anonynous") identity or the need for
a trusted root Certification Authority are comon to several EAP

met hods. The server- and client-side credential types of EAP nethods
are defined as a flat list of elements to choose from (see

"Server SideCredential’ and "dientSideCredential’ below); see section
Section 6.2 for a rationale.
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Where the sequence of ' AuthenticationMethod groupings contains nore
than one el ement, the order of appearance in the file indicates the
server operator’s preference for the supported EAP types; occurences
earlier inthe file indicate a nore preferred authenticati on nethod.

When a consuming device receives nultiple 'Authenticati onMet hod
groupi ngs inside ’AuthenticationMethods’, it should attenpt to
install more preferred nethods first. During interactive

provi sioning of EAP properties, if the configuration information for
a preferred nmethod is insufficient (e.g. the 'Authenticati onMet hod’
is EAP-TLS, but the configuration file does not contain the client
certificate/private key and the device's credential store is not pre-
| oaded with the client’s certificate), the device should query

whet her this nore preferred nmethod should be used (requiring the user
to supplenment the missing data) or whether a |ess-preferred nethod
shoul d be configured instead. |n non-interactive provisioning
scenarios, all methods should be tried non-interactively in order
until one method can be installed; if no nmethod can be installed in a
fully automated way, provisioning is aborted.

2.2.2.1. Authentication Method Properties
The ' Aut henti cati onMet hod’ groupi ng contains

0 exactly one ' EAPMet hod’ |eaf, which is an enunerated integer of
the EAP nethod identifier as assigned by | ANA (typedef eap-mnethod)

0 zero or one container 'ServerSideCredential’ which defines neans
to authenticate the EAP server to the EAP peer (for a list of the
el ements conprising this container, see section Section 2.2.2.2)

0 zero or one container 'CientSideCredential’ which defines neans
to authenticate the EAP peer to the EAP server (for a list of the
el ements conprising this container, see section Section 2.2.2.3)

0o zero or nore 'InnerAuthenticationMethod |ists. Cccurence of this
list indicates that a tunneled EAP nethod is in use, and that
further server-side and/or client-side credentials are defined

inside the tunnel. The presence of nore than one

"I nner Aut henti cati onMet hod’ indicates that EAP Method Chaining is
in use, i.e. that several inner EAP methods are to be executed in
sequence inside the tunnel. The order of occurence of the inner

EAP net hods defi nes the chai ning order of the methods.

The ' I nner Aut henti cati onMethod’ list itself contains the sane

" EAPMet hod’ , ’ Server Si deCredentials’ and 'dient SideCredential s’
el ements as described in the preceding list, but differs in two
poi nt s:
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o It can optionally contain the | eaf ’'NonEAPAut hMet hod’ (an
enuner at ed i nteger of authentication nmethods not based on EAP)
i nstead of ' EAPMet hod’ because sone tunnel ed EAP types do not
necessarily contain EAP inside the tunnel (e.g. TTLS-PAP, TEAP)
The YANG definition ensures that EAPMet hod and NonEAPAut hMet hod
are nutually exclusive in instantiations of the YANG nodul e.

0o It can NOT contain a further 'InnerAuthenticationMethod because
establishing a secure tunnel inside an already established secure
tunnel is considered a pathol ogical case which needs not be
considered. See section Section 6.3 for a rationale.

2.2.2.2. The 'ServerSideCredential’ container

The server-side authentication of a nutually authenticating EAP

met hod is typically based on X. 509 certificates, which requires the
EAP peer to be pre-provisioned with one or nore trusted root
Certification Authority (CA) prior to authenticating. A server is
uniquely identified by presenting a certificate which is signed by
these trusted CAs, and by the EAP peer verifying that the name of the
server matches the expected one. Consequently, a (set of) CAs and a
(set of) server names make up the Server SideCredentials bl ock

Note that different EAP nethods use different term nol ogy when
referring to trusted CA roots, server certificates, and server nane
identification. They also differ or have inherent ambiguity in their
interpretation on where to extract the server nanme from(e.g. is the
server nane the CN part of the Distingui shedName, or is the server
nane one of the subjectAltNane:DNS entries; what to do if there is a
m smat ch?). This specification introduces one single elenent for CA
trust roots and naning; these notions map into the naming of the
particul ar EAP nethods very naturally. This specification can not
renove the CN vs. sAN:DNS anbiguity in many EAP net hods

0 zero or nore "CA lists: a Certification Authority which is
trusted to sign the expected server certificate. The set of 'CA
occurences SHOULD contain self-signed root certificates to
establish trust, and MAY contain additional intermediate CA
certificates which ultimately root in these self-signed root CAs.
A configuration file can, but SHOULD NOT include only an
intermedi ate CA certificate (i.e. without also including the
correspondi ng sel f-signed root) because trusting only an
intermedi ate CA without being able to verify to a self-signed root
is an unsupported notion in many EAP peers.

0 zero or nore 'ServerlD leafs: these |leafs contain the expected

server nanes in incomng X 509 EAP server certificates. For EAP
met hods not using X 509 certificates for their mnutual

W nt er Expi res January 7, 2016 [ Page 7]



Internet-Draft EAP Metadata Fil e Format July 2015

aut henti cation, these elenents contain other string-based handl es
which identify the server (Exanple: EAP-pwd).

2.2.2.3. The "dientSideCredential’ container

There is a variety of nmeans to identify the EAP peer to the EAP
server. EAP nmethods use a subset of these criteria. As with server-
side credentials, the ternminology for the credential type may differ
slightly between EAP types. The nam ng convention in this
specification maps nicely into the nethod-specific term nology. Not
all the criteria make sense in all contexts; for EAP methods which do
not support a criterion, configuration files SHOULD NOT contain the
corresponding el ements, and consuners of the file MJST ignore these
el ement s.

Speci fying any one of these elenents is optional and they can occur
at nost once. Consuners of configuration files MJUST be able to fal
back to user-interactive configuration for these parts if they are
not specified (e.g. ask for the usernane and password for an EAP
met hod during inport of the EAP configuration data). Configuration
files which contain sensitive elenments such as ' Password’ MJST be
handl ed with due care after the inport on the device (e.g. ensure
mnimal file pernissions, or delete the source file after
installing). See also the |eaf 'allow save’ bel ow

The | eaf ’all owsave' specifies whether consuners should allow the
user to save the credential persistently; if it is set to false,
sensitive parts of the client-side credentials MJST NOT be
persistently saved on the device. See also section Section 4 for
transport security considerations.

Leaf ' Anonynousldentity’ is typically used on the outside of a
tunnel ed EAP nmethod and allows to specify which user identity
shoul d be used outside the tunnel. This string is not used for
actual user authentication, but may contain routing hints to send
the request to the right EAP server

"User Nane’ contains the actual usernane to be used for user

aut hentication. For tunneled EAP nethods, this el enent SHOULD
only occur in the 'InnerAuthenticationMethod s
"CientSideCredentials’ - if differing outer identities are not
desired in the deploynent, the 'Quterldentity’ elenent should be
popul ated for the 'Authenticati onMethod' el enent but be popul ated
with the actual usernane then.

The "CientCertificate’ container holds a X 509 certificate and

private key; if the key is protected, the 'Passphrase’ |eaf MAY be
used to indicate the passphrase, see bel ow
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" Passphrase’ contains the passphrase needed to unlock a
cryptographic credential internally on the device (i.e. it is not
used itself for the actual authentication during the EAP
conversation)

"Password’ contains the user’s password, or an otherw se secret
string which the user needs to authenticate to the EAP server

"PAC contains the Protected Access Credential, typically used in
EAP- FAST and TEAP

" Provi si onPAC is a bool ean which indicates whether a PAC shoul d
be provisioned on the first connection. Note that this
specification allows to use ’'Provisi onPAC w thout a CA nor
ServerI D in ’ServerSideCredential’. Wile this allows the
operation node of "Anonynous PAC Provisioning" as used in many
field depl oynents of EAP-FAST (and is thus supported here), due to
the known security vulnerabilities of anonynmous PAC provi si oni ng,
thi s conbinati on SHOULD NOT be used.

3. The 'Providerlnfo container

This specification needs to consider that user interaction during the
installation tine may be required; the user at the very |east nust be
enpowered to deci de whether the configuration file was issued by a
provi der he has an account with; the provider nay have hints for the
user (e.g. which password to use for the login), or may want to

di splay links to hel pdesk pages in case the user has problens wth
the setup or use of his identity.

The ’* Providerinfo' container allows to specify a range of potentially
useful information for display to the user (sone of which is rel evant
only during installation tine, other pieces of information could be
retai ned by the EAP peer inplenentation and di splayed e.g. in case of
fail ed authentication):

o ’'DisplayNane’ specifies a user-friendly nane for the EAP ldentity
Provider. Consuners of this specification should be aware that
this is sinple text, and self-asserted by the producer of the
configuration file. |If nore authoritative information about the
issuer is available (e.g. if the file is signed with S/M Me and
carries an Organisation nane (O attribute) in the signing
certificate) then the nore authoritative information should be
di spl ayed with nore prom nence than the self-asserted one.

0 ’'Description’ specifies a generic descriptive text which should be
di splayed to the user prior to the installation of the
configuration data.
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3.

0o ’'ProviderLocation specifies the approxi mate geographic

| ocation(s) of the EAP ldentity Provider and/or his Points of
Presence. This can be useful if the configuration file contains
multiple 'EAPlIdentityProvider’ elenents; the user device can then
make an i nformed guess which of the Identity Providers could be a
good match to suggest to the user.

0 ’'ProviderLogo specifies the logo of the EAP Identity Provider.
The sane self-assertion considerations as for ’'DisplayName’ above

apply.

o0 'TernmsOFUse’ contains terns of use to be displayed to and
acknow edged by the user prior to the installation of the
configuration on the user’s system

0 ’'Helpdesk’ is a container with three possible sub-el enents:
" Emai | Address’, ' WebAddress’ and ' Phone’, all of which can be
di spl ayed to the user and possibly retained for future debuggi ng
hints.

Internationalisation / Milti-Ilanguage support

Sone elenents in this specification contain text to be displayed in
User Interfaces; depending on the user’s |anguage preferences, it
woul d be desirable to present the information in a |ocal |anguage.

O her elenents contain contact information, and those contact points
may only be able to handl e requests in a nunber of |anguages; it may
be desirable to present only contact points to the user which are
conmpatible with his | anguage capabilities.

Al'l elements which either contain |localisable text, or which point to
external resources in |ocalised | anguages, use the grouping

"l ocalized-non-interactive or ’'localized-interactive' . These
groupi ngs can occur nore than once in the specification, which
enables an iteration of all applicable |languages. |If the grouping is

omtted or its '"lang’ leaf is set to "C', the instance of the el enent
is considered a default choice which is to be displayed if no other
| anguage is a better match.

If the entire file content consistently uses only one | anguage set,
e.g. all the elenents are to be treated as "default" choices, the

| anguage can al so be set for the entire 'EAPIdentityProvider’ el enent
inits own 'lang-tag’ |eaf.
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3.

5.

5.

5.

Derivation of formats from YANG source

The utility "pyang’ is used to derive XML Schema (XSD) fromthe YANG
source. The Schena for this Internet-Draft was generated with pyang
1.4.1.

| ssuer Authentication, Integrity Protection and Encryption of EAP
Met adat a configuration files

S/'M ME or underlying transport security. Nuff said :-)
XML Farget Format: File Discovery
1. By M Me-Type: application/eap-config-xmn

For transports where the categorisation of file types via M ME types
is possible (e.g. HITP, E-Mail), this docunent assigns the M ME type

appl i cati on/ eap-confi g- xm

Edge devices can associate this MME type to incomng files on such
transports, and register the application which can consune the EAP
Metadata in XM. format as the default handler for this file type. By
doing so, for exanple a single click or tap on alink to the file in
the device's browser will invoke the configuration process.

This method of discovery is anal ogous to the Apple "nobil econfig”
di scovery on recent versions of Mac OS and i CS.

2. By filename extension: .eap-config-xm

In situations where file types can not be determ ned by M ME type
meta-information (e.g. when the file gets stored on a | ocal
filesysten), this docunment RECOMVENDs that EAP Metadata in XM fornmat
files be stored with the extension

. eap-config-xm

to identify the file as containing EAP Metadata configuration
information in XML format. Edge devices can register the application
whi ch can consune the EAP Metadata with this file extension. By
doing so, for exanple a single click or tap on the filename in the
device's User Interface will invoke the configuration process.
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5.3. By network |ocation: SCAD

6. Design Decisions

6.1. Wiy YANG and not directly XM., JSON or $FQOO?
XM. is a popul ar choice for EAP configurations: Mcrosoft’s "netsh"
files, Apple’ s "nobileconfig" files, the W-Fi Alliance’s

" Per Provi der Subscri pti on Managed Obj ect”, and ot her vendor/ SDO
definitions are all using XM.

JSON file formats for EAP configuration exist as well; nobst notable
are Google's nost recent efforts for their Chromebook Operating
system

YANG has a very rich feature set, and can codify restrictions on
which elenment is allowed when in a nuch nore fine-grained way t han
XML Schema coul d. Since YANG nodul es can be converted to XML Schena
and be instantiated as XML or JSON, they can serve as an abstract

noti on of EAP configuration which can be depl oyed on consumer devices
in either of those two nore popul ar formats as needed by the device

i n question.

6.2. Shallow vs. Deep definition of EAP nethod properties

6.3. EAP tunneling inside EAP tunnels

6.4. Placenent of 'Quterldentity’ inside 'AuthenticationMthod
7. Inplenmentation Status

RFC Editor Note: Pl ease renove this section and the reference to
[ RFC6982] prior to publication

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC6982].
The description of inplenentations in this section is intended to
assist the IETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.
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According to [ RFC6982], "this will allow reviewers and working groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have nmade the inplenmented protocols nore nature.

It is up to the individual working groups to use this information as
they see fit".

Al'l of the inplenentations |isted below interoperate from producer-
to consuner-side of the EAP netadata specification

Producers of the configuration files

o eduroam Configuration Assistant Too
Organi sation: Nicol aus Copernicus University, Torun, Poland
| mpl enent ati on Nane: eduroam Configuration Assistant Too
This existing tool already produces EAP configuration files in
various proprietary formats for hundreds of EAP ldentity
Providers. A nodul e which produces configuration files in the
XM. variant as specified in an eralier revision of this draft
(-00) is in production depl oynent.
Li nk to production version: https://cat.eduroamorg

Maturity: production

Coverage: entire specification; XM structure aligns with
version -00 of this draft

Li censing: freely distributable with acknow edgenent (BSD
styl e)

| npl enent ati on experience: given that the specification is XM,
it is easy to produce a configuration file with common XM
libraries. The CAT Franework is witten in PHP, which provides
anpl e procedures to produce well-formed XM

Contact Information: Tonasz Wl niewi cz (see Section 10); the
CAT software honepage at http://forge.geant. net/ CAT/

Consuners of the configuration files
0 Android

Organi sation: Swansea University, Swansea, Wales, UK
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(0]

W nt er

| mpl enent ati on Nane: edur oam CAT app

An Android app, conpatible with APl |evel 18 of Android (i.e.
version 4.3 and above); the app consunes the -00 revision of
this specification. The information in the config files is
used to push settings to the SSID ’eduroan (hard-coded) via
the WfiEnterpriseConfig API. The app is in production

depl oynent, with a 4-four digit amount of downl oads one nonth
after | aunch.

Li nk to production version: https://play.google.conistore/apps/
det ai | s?i d=uk. ac. swansea. edur oantat

Maturity: production

Coverage: entire specification; XM structure aligns with
version -00 of this draft

Li censi ng: Apache 2.0

| mpl enent ati on experience: parsing XM is rather
straightfoward. The ability to verify signatures on XM. files
(SIMMe vs. XMLDSI G as discussed in Section 4) renains unclear
at this point.

Contact Information: eduroam CAT Play Store app contact address
( playstore@duroamorg )

W ndows

Organi sation: Arebis, d.o.o0.i, Kamik, Slovenia
| mpl enent ati on Name: ArnesLink

A Wndows supplicant/Enterprise WFi installer/debugging
assistant. The application consunes the -02 revision of this
specification. The information fromthe XM variant of this
specification is enbedded in a larger XML file. The additiona
parts of the overall configuration file include information
regarding the SSID to configure and other useful, but not EAP-
specific information. The conplete set of information is used
to push settings into the Wndows W-Fi configuration via the
"netsh’ tool. The app is in production depl oynment.

Link to production version: http://ftp.arnes.si/software/
edur oan! Ar nesLi nk/

Maturity: production
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8.

Coverage: entire specification; XM. structure aligns with
version -02 of this draft

Li censing: GPL

I mpl ement ati on experience: parsing XM. is rather
straightfoward. For W-Fi configuration use, the | ack of
802. 11 specific details in the config file is an issue.

Contact Information: info@nebis.s

Li nux: the authors of this specification are currently devel opi ng
an application for UN X-1i ke operating systens which configure
enterprise networks via the NetworkManager daenon; the application
can consune the file format as defined in this draft specification
(XML format) and configure the settings via Networkmanager’s D-BUS
i nterface.

9.

Security Considerations
| ANA Consi derations
I ANA is requested to allocate the M ME type "application/eap-config-
xm" in the MME Media Types / application registry (see section
Section 5.1). The allocation should contain the foll ow ng val ues:
0 Nane: eap-config-xm
o0 Tenplate: see Appendix A (RFC editor note: renobve this appendi x
prior to publication; replace this line with the URL to the
application as posted online)

0 Reference: RFCabcd (RFC editor note: replace with the RFC nunber
of this docunent)

I ANA is requested to allocate the location "TBD' in the "well-known
URI s" registry. The allocation should contain the follow ng val ues:

o URI Suffix: TBD
0 Change Controller: |IETF

0 Reference: RFCabcd (RFC editor note: replace with the RFC nunber
of this docunent)

o0 Related Information: none
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I ANA is requested to register the XM. nanmespace
"urn:ietf:parans: xm :ns:eap-config-xm" in the "I ETF XM. Registry /
ns". The allocation should contain the follow ng val ues:

o |ID eap-config-xm

0 URI: urn:ietf:paranms:xm:ns:eap-config-xn

o Filenane: https://ww.iana.org/assignnents/xm-registry/ns/eap-
config-xm .txt (to be created by | ANA)

0 Reference: RFCabcd (RFC editor note: replace with the RFC nunber
of this docunent)

I ANA is requested to register the XM. schema

"urn:ietf:parans: xn :schema: eap-config-xm" in the "I ETF XM. Registry

/ schema". The allocation should contain the follow ng val ues:

0 |D eap-config-xn

o URI: urn:ietf:parans: xn : schema: eap- confi g- xm

o Filenane: https://ww.iana.org/assignnents/xml-regi stry/schena/
eap-config-xm .xsd (to be created by | ANA; current XSD file is
linked to in section Section 2.1)

0 Reference: RFCabcd (RFC editor note: replace with the RFC nunber
of this docunent)
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Appendi x A.  Appendix A. M ME Type Regi stration Tenpl ate

The followi ng values will be used for the online MM type
registration at https://ww.iana.org/form nedi a-types

Your Name: Stefan Wnter

Your Email Address: stefan.wi nter@estena.lu
Medi a Type Nane: Application

Subt ype nane: (Standards tree) eap-config-xm
Requi red paraneters: (none)

Optional paraneters: (none)

Encodi ng Consi derations: 8-Bit text

Security Considerations: This file type carries configuration

i nformati on for consumer devices. It has the potential to
substantially alter the consuner’s device; particularly to instal
a new trusted Certification Authority. Applications consum ng
files of this type need to be cautious to explain to the end user
what is being altered, so that they understand the consequences.
For further explanations, see Section 8 of draft-w nter-opsawg-
eap-netadata. (Note to RFC Editor: replace this reference with
the RFC nunber of this docunent once known)

Interoperability Considerations: The file content is XM version
1.0 or later. The encoding SHOULD be UTF-8, but inplenentations
consunming the file SHOULD be prepared to encounter different
encodi ngs.

Publ i shed Specification: draft-w nter-opsawg-eap-netadata (Note to
RFC Editor: replace this reference with the RFC nunber of this
docunment once known)

Applications which use this nmedia type: files of this type are

i ntended for consunption by sortware on edge devices; they consune
the information therein to configure authentication paraneters
(EAP protocol and EAP nethod payl oad configurations) which are
then applied to network or application authentication scenari os.

Fragnment ldentifier Considerations: files of this type are

expected to be transmtted in their entirety. |If a reference to a
specific part of the content is to be nade, XM. XPath expressions
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are to be used. I|.e. fragnent identifier formats are not expected
to be used.

Restrictions on Usage: none
Provi sional registration: initial submission of this formw Il be
executed after adoption in the IETF, it will be a provisional
registration. Final registration will be done after |ESG review
Addi tional information:

Deprecated alias types for this nane: none

Magi ¢ nunbers: none

Fil e extensions: eap-config-xn

Maci ntosh File Type Codes: TBD

bject ldentifiers or O Ds: none
I ntended Usage: Common (no further provisions)
O her Information/General Comment: none
Person to contact for further information:

Nanme: Stefan Wnter

E-Mail: stefan.winter@estena.lu

Aut hor/ Change controller: |ETF

DATA

Aut hor

W nt er

s Address
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Stefan Wnter

Fondati on RESTENA

6, rue Richard Coudenhove- Kal ergi
Luxenbourg 1359

LUXEMBOURG

Phone: +352 424409 1

Fax: +352 422473

EMail: stefan.winter@estena.lu
URI : http://ww. restena.l u.
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