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Abstract

In the Resource Public Key Infrastructure (RPKI), certificate
authorities publish certificates, including end entity certificates,
and CRLs to repositories on publication servers. Relying Parties
(RP) retrieve the published information fromthe repository and MAY
store it in a cache. This docunent specifies a delta protocol which
provides relying parties with a mechanismto query a repository for
changes, thus enabling the RP to keep its state in sync with the
repository.
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (http://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Sinplified BSD License text
as described in Section 4.e of the Trust Legal Provisions and are
provi ded without warranty as described in the Sinplified BSD License.
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Requi renments notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

I ntroduction
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3.

3.

In the Resource Public Key Infrastructure (RPKI), certification
authorities (CAs) publish certificates [RFC6487], RPKI signed

obj ects [RFC6488] , manifests [ RFC6486] and CRLs to repositories.
CAs may have an enbedded nechanismto publish to these repositories,
or they may use a separate publication server and comunication
protocol. RPKI repositories are currently accessible using rsync,
allowi ng Relying Parties (RPs) to synchronise a |local copy of the
RPKI repository used for validation with the central repositories
usi ng the rsync protocol [RFC6481].

Thi s docunment specifies an alternative repository access protoco
based on notification, snapshot and delta files that an RP can
retrieve over http(s). This allows RPs to performa ful
(re-)synchroni sation of their |local copy of the repository using
snapshot files. However, typically RPs will use delta files to keep
their local repository updated after initial synchronisation

This protocol is designed to be consistent with the publication
protocol [I-D.ietf-sidr-publication] and treats publication events of
one or nore repository objects as inmutable events that can be
communi cated to relying parties. This approach helps to mnimze the
anount of data that traverses the network and thus hel ps nmininize the
anount of tinme until repository convergence occurs. This protoco

al so provides a standards based way to obtain consistent, point in
time views of a single repository elininating a nunber of consistency
related issues. Finally, this approach allows for caching
infrastructure to be used to serve this inmutable data, and thus
hel ps to reduce the load on a publication server when a large a
nunber of relying parties are querying it.

RPKI Repository Delta Protocol I|nplenentation
1. Informal Overview

Certification Authorities (CA) in the RPKI use a publication server
to publish their RPKI products, such as nmanifests, CRLs, signed
certificates and RPKI signed objects. This publication server may be
renote, or enbedded in the CA engine itself. Certificates in the
RPKI that use a publication server that supports this delta protoco

i nclude a special Subject Information Access (SIA) pointer referring
to a notification file.

The notification file includes a globally unique session_id in the
formof a version 4 UU D, and serial number that can be used by the
Relying Party (RP) to determine if it and the repository are
synchroni sed. Furthernore it includes a link to the nost recent

conpl ete snapshot of current objects that are published by the
publication servers, and a list of links to delta files, for each
revision starting at a point determ ned by the publication server, up
to the current revision of the repository.
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This notification file is intended to be small so that is can easily
be fetched over HTTP(S). The publication server may use HTTP cachi ng
infrastructure to reduce its |load. The publication server should
shoul d avoid using a long caching interval, since the Iength of this
interval determnes when RPs will receive updated notification files,
and t hereby new products produced by Certification Authorities using
this publication server. It is recommended that of no | onger than
five mnutes is used for caching this file. |If the caching
infrastructure supports it another useful approach would be to expire
the cache for the notification file URI as soon as a new notification
file is known to be published.

An RP that first learns about a notification file |ocation can

downl oad it, and then proceed to downl oad the | atest snapshot file,

and thus create a |local copy of the repository that is in sync with
the publication server. The RP should renenber the location of this
notification file, the session_id and current serial nunber.

RPs are encouraged to re-fetch this notification file at regul ar
intervals, but should not try to fetch the sanme file nore frequently
than once per mnute. After re-fetching the notification file, the
RP may find that there are one or nore delta files avail abl e that
allowit to synchronise with the current state.

If no contiguous chain of updates is available, or if the session_id
has changed, the | atest snapshot should be used instead. |In this
case the RP should then add the objects found in the | atest snapshot
to its local repository.

As soon as the RP fetches new content in this way it should start a
val idation process using its local repository. An exanple of a
reason why an RP may not do this imrediately is because it has

| earned of nore than one notification |ocation and it prefers to
complete all its updates before validating.

The publication server may use http caching infrastructure to reduce
its load. It should be noted that snapshots and deltas for any given
session_id and serial nunber contain an inmutable record of the state
of the publication server at a certain point in time. For this
reason these files can be cached indefinitely. To support this the
publication server nust use a globally unique URL for the |ocation of
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each of these snapshot and delta files. It is recomended that old
versions of snapshot and delta files remain avail able for downl oad
for sone tine after they have | ast appeared on a notification file to
provi de sone resiliency in case relying parties are slow to process.

3.2. Update Notification File
3.2.1. Purpose

The update notification file is used by RPs to discover whether any
changes exi st between the state of the publication server’s
repository and the RP's cache. |t describes the |ocation of the
files containing the snapshot and increnental deltas which can be
used by the RP to synchronize with the repository.

3.2.2. Cache Concerns

A repository server MAY use caching infrastructure to cache the
notification file and reduce the |oad of http(s) requests to a
central repository server. However, since this file is used by RPs
to determ ne whether any updates are available it is strongly
RECOMVENDED to use a short interval for caching, to avoid unnecessary
del ays. A maxi mum of delay of 5 minutes after a new notification
file has been published seens |ike a reasonabl e conpronise. This
del ay shoul d not cause major problens for RPs and routing since a
simlar human time scale is expected to be involved in updating the
contents of the RPKI on the one hand, i.e. creating and publishing
new ROAs or router certificates, and updating actual BGP
announcenments in routers on the other. That said, real world

measur enents are needed on this subject, so this recommended maxi num
time may be subject to change in future

There are various ways to ensure that the notification file is only
cached for a certain time in caching infrastructure and different
solutions, such as comercial Content Delivery Networks (CDNs), nmay
provide di fferent ways of achieving this. For exanple sonme CDNs have
custom support to cache a file such as this notification file

i ndefinetely, but allow a central server to notify the CDN through
some protocol that an update is available and trigger the CDN to then
refresh this file. In general a publication server may find certain
HTTP headers to be useful, such as: Cache-Control: nax-age=300

Finally it shoulf be noted that snapshot and delta files are intended
to be cache-able for a nuch longer longer time. In support of this
the URIs for each snapshot and delta file for a given session_id and
serial nunber MJUST be unique and the contents of those files MJST NOT
change.

3.2.3. File Format and Validation

Exanpl e notification file:
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<notification xm ns="HTTP://wwv. ripe.net/rpki/rrdp" version="1" session_id="9
df 4b597- af 9e- 4dca- bdda- 719cce2c4e28" serial ="2">
<snapshot wuri ="HTTP://rpki.ripe.net/rpki-cal/rrdp/ EEEA7TF7ADI6D85BBD1F7274FA7
DA0025984A2AF3D5A0538F77BEC732ECB1B068. xm " hash="EEEA7F7AD96D85BBD1F7274FA7DA0O
25984A2AF3D5A0538F77BEC732ECB1B068" / >
<delta serial ="2" uri="HTTP://rpki.ripe.net/rpki-cal/rrdp/198BD94315E9372D7F
15688A5A61C7BA40D318210CDC799B6D3F9F24831CF21B. xm " hash="198BD94315E9372D7F1568
8A5A61C7BA40D318210CDC799B6D3F9F24831CF21B" / >
<delta serial ="1" uri="HITP://rpki.ripe.net/rpki-cal/rrdp/ 8DE946FDASC6A6E431
DFE3622E2A3E36B8F477B81FAFCC5E7552CC3350C609CC. xm " hash="8DE946FDASC6A6E431DFE3
622E2A3E36B8F477B81FAFCC5E7552CC3350C609CC" / >
</notification>

The follow ng validation rules nmust be observed when creating or
parsing notification files:

0 A RP MJUST NOT process any update notification file that is not
wel | fornmed, or which does not conformto the RELAX NG schema
outlined in Section 5 of this docunent.

o The XML nanmespace MJST be HTTP://waww. ri pe. net/rpki/rrdp

0 The encodi ng MUST be us-asci

0 The version attribute in the notification root el enent MIST be 1

0 The session_id attribute MJST be a random version 4 UU D uni que to
this session

o0 The serial attribute nust be an unbounded, unsigned positive

i nteger indicating the current version of the repository.

o The notification file MJST contain exactly one ’snapshot’ el enent
for the current repository version

o |If delta elements are included they MJST forma conti guous
sequence starting at a revision determ ned by the publication
server, up to the current version of the repository.

0 The hash attribute in snapshot and delta el ements nust be the
hexadeci mal encodi ng of the SHA-256 hash of the referenced file.
The RP SHOULD verify this hash when the file is retrieved and
reject it if it does not match.

3.2. 4. Publication Server Initialisation

When the publication server (re-) initialises it MJST generate a new
random version 4 UU D to be used as the session_id. Furthernore it
MUST then generate a snapshot file for serial nunber ONE for this new
session that includes all currently known published objects that the
publication server is responsible for. This snapshot file MJIST be
made available at a URL that is unique to this session and version

so that it can be cached indefinitely. The format and caching
concerns for snapshot files are explained in nore detail below in
Section 3.3. After the snapshot file has been published the
publication server MJST publish a new notification file that contains
the new session_id, has serial nunber ONE, has one reference to the
snaphot file that was just published, and that contains no delta

ref erences.

3.2.5. Publishing Updates

Whenever the publication server receives updates froma CA it SHOULD
generate an update as foll ows.
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The new repository serial MJST be one greater than the current
repository serial. A newdelta file MJST be generated for this new
serial, that contains all the updates, i.e. new, replaced and

wi t hdrawn obj ects, as a single change set. This delta file MJST be
made available at a URL that is unique to this session and version
so that it can be cached indefinitely. The format and cachi ng
concerns for delta files are explained in nore detail below in
Section 3.4.

The publication server MIST al so generate a new snaphost file for
this new serial, that contains all current objects for this new
serial. In other words it should include all publish elenments found
in this update, and it should exclude all previous publish el enents
for objects that have been w thdrawn or updated. As above this new
file MIUST be made available at a URL that is unique to this
session_id and new versi on before proceeding.

Finally an updated notification file MJUST be created by the
publication server. This new notification file MJST include a
reference to the new snaphot file. The file SHOULD al so incl ude
available delta files for this and previous updates. However, the
server MJST not include nore delta files than, when conbi ned, exceed
the size of the current snapshot.

The publication server MAY al so choose to include fewer delta files
if it is found that the efficiency gain in keeping notification files
smal | outwei ghs the overhead of forcing a small nunber of relying
parties to process full snapshot files. At the tine of this witing
it is not conpletely clear what would constitute reasonabl e
paraneters to deternmine this balance. Real world neasurenents are
needed to help this discussion. Possible approaches are:

o The publication server may learn the retrieval distribution of old
delta files by RPs over tine, and decide to exclude deltas from
the point where less than e.g. 0.1%of RPs would retrieve them

0 The server nmay decide to support deltas only for a linited tine,
e.g. 6 hours. So that RPs can recover easily fromrestart or
reasonably short outage scenarios, and are only forced to do a
full re-sync in case of prol onged outages.

If the publication server is not capable of perform ng the above for
some reason, then it MJST performa full re-initialisation, as
expl ai ned above in Section 3.2.4.

3.3. Snapshot File

3.3.1. Purpose
A snapshot is intended to reflect the conplete and current contents
of the repository. There it MJST contain all objects fromthe
repository current as of the time of the publication

3.3.2. Cache Concerns
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A repository server MAY use caching infrastructure to cache snapshot
files and reduce the |load of http(s) requests to a central repository
server. To support this it is inportant that snaphot files for a
specific session_id and serial have a unique URL. The files
thensel ves reflect the content of the repository at a specific point
intime, and for that reason they never change. Aside from space
concerns this neans that these files MAY therefore be cached
indefinitely.

To support RPs that are slow to process old, possibly cached,
notification files, the publication server SHOULD ensure that old
snapshot files remain available for sone time after have | ast
appeared on a notification file. It is RECOMENDED that these files
are kept for at least two tinmes as long as the notification file

cache period, i.e. 10 mnutes. However, space pernitting, the
publication server is welconme to keep these files available for
| onger.

3.3.3. File Format and Validation

Exanpl e snapshot file:
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<snapshot xm ns="HTTP://www. ri pe.net/rpki/rrdp" version="1" session_id="9df 4b
597- af 9e- 4dca- bdda- 719cce2c4e28" seri al ="5932">

<publish uri="rsync://bandito.ripe.net/repo/ 671570f 06499f bd2d6ab76c4f 22566f

e49d5de60. cer" >
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W AvBgkghki GOWOBCQQX| gQyOUbuFj f SwdaMel gLI Dnir5x1 7D05/ nH6z VETECt Mz WoOWDQYJI K
hvcNAQEBBQAEggEAbhf ERg8r gzy 0GAI PDKj 5k Nk+owpn7WhRDi Uo+6Y30zf KKj Fhh1L+NOEi 7
r 934eqEoac23wycF/ Ale3+d4PolLzvFr min9r | i a4BaD8G U e6FEHI5Nnj S7j O 5Kuej 64yDFC
i pt 8t GFi k4MpvENP5EChZ1cU sEr vl pdEsxQCalsb6JUbl vol HNWGXHES4QXkBv| uc USxy pRo
SnAXOvOoOF1YNr SDe05S03pj j STNHOUFFnxZM a+l | MMWMTFy| bKQINpLI r b9a/ uar f i L9Br GOD

dzh+k3QkTAUoj q+YADL+i x0eg2zpPmreEULF2+bGP2Mbr baUf gngAAAAAAAA==

</ publ i sh>
<publish uri="rsync://bandito.ripe.net/repo/ 77821bal52e5f bd6c46c3e95ac2h27a

910a514d5.crl ">

hcN
huh
s7e
VeD
QAc
430

HRh

M | BnzCBi Al BATANBgkghki GOw0BAQs FADANMs WwCQYDVQQDEWI UQRe NMTQxM Az MIrgwODMy W
MIQxM AOMTgwODMy W AVIVBMCAG uXFwOx NDEy MDIVk CDA4 Mz JaoDAWLj Af BgNVHSVEGDAW BR3g
UuX71s Rs PpW Ky e p EKUUL TAL BgNVHRQEBAI CC5YWDQYJKoZI hvc NAQELBQADggEBAFQH / 2i d
hf nX+PnyePSN2EMLf BMLwuid6dqy BF42i Na8NOH/ j xMAkgni7 SS98TUupZglal wgx LwGak FS6
+z2CnCGEeMUl XTpZal CDxMkJuJLBOVbgP2anPxW 22g0+gTXMBKPAOW Ny Ai MaNUP+nawj yf Mz
Wj | i 1kRHnI hi u9cZWEh9Ns/ sC3adPJ8NVELPpMKQDQVI ynxV/ f bTf / EwRf Ly 1sz GLZSdn

gHohkWaosr 4R2A7sZCc/ PZGt st qpBRTD8RWJIXx0pseC6Zp/ 01VWH Fj zNpXahFPgR1QXy 3qBGE

xA08g0+Q GSz+QX5PPQRABKTRI Y=

</ publ i sh>

</ snapshot >

The followi ng validation rules nust be observed when creating or
par si ng snapshot files:

(0]

O O0OO0Oo

(@]

A RP MUST NOT process any snapshot file that is not well forned,

or which does not conformto the RELAX NG schena outlined in
Section 5 of this docunent.

The XML nanmespace MUST be HTTP://www. ri pe.net/rpki/rrdp

The encodi ng MJST be us-ascii.

The version attribute in the notification root el enent MJST be 1
The session_id attribute MIJST match the expected session_id in the
reference in the notification file.

The serial attribute MJUST match the expected serial in the
reference in the notification file.

The hexadeci mal encoding of the SHA-256 hash of this snapshot file
MJUST match the hash attribute in the reference in the notification
file.



3.4, Delta File

3.4.1. Purpose

Bruijnzeels, Miravskiy, ExpiresAAugust 18, 2015 [ Page 10]



Internet-Draft RPKI Repository Delta Protocol February 2015

An increnental delta file contains all changes for exactly one serial
increment of the publication server. |In other words a single delta
will typically include all the new objects, updated objects and

wi thdrawn objects that a Certification Authority sent to the

publication server. Inits sinplest formthe update could concern
only a single object, but it is recormended that CAs send all changes
for one of their key pairs: i.e. updated objects as well as a new

mani fest and CRL as one atom ¢ update nessage.
3.4.2. Cache Concerns

A repository server MAY use caching infrastructure to cache delta
files and reduce the load of http(s) requests to a central repository
server. To support this it is inportant that delta files for a
specific session_id and serial have a unique URL. The files
thensel ves reflect the content of the repository at a specific point
intime, and for that reason they never change. Aside from space
concerns this neans that these files MAY therefore be cached
indefinitely.

To support RPs that are slow to process old, possibly cached,
notification files, the publication server SHOULD ensure that old
delta files remain available for sone tine after have | ast appeared
on a notification file. 1t is RECOWENDED that these files are kept
for at least two tines as long as the notification file cache period,
i.e. 10 mnutes. However, space permtting, the publication server
is welcome to keep these files available for |onger

3.4.3. File Format and Validation

Exanpl e snapshot file:
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<delta xm ns="HTTP: //waw. ri pe. net/rpki/rrdp" version="1" session_i d="9df 4b597
- af 9e- 4dca- bdda- 719cce2c4e28" seri al ="5932">

<publ i sh uri="rsync://bandito.ripe.net/repo/ 3a87a4bl- 6e22-4a63-ad0f - 06f 83ad

3cal6/ def aul t/671570f 06499f bd2d6ab76c4f 22566f e49d5de60. nft" hash="226AB8CD3C887A
6EBDDDF317F2FAFCOCF3EFC5D43A86347ACOFEFFE4ADCOFG607E" >

| AE
FMw
KzN

oZl

zA4
WAW

i 1B

y5y

YEwW
TYz

TY2

5kS
Ehi
XtJ
JrC
txB

j Ac

M AGCSgGSI b3DQEHAqCAM ACAQWK Dz ANBgl ghk gBZQVEAgEFADCABgSs ghki GOwWOBCRABGqCAJ
gYkwg YYCAguWGASY NDEOMT| wivik E4MDgOMFo YDz | wMIQx M AOMIgwODQMAgYJ Y1 ZI AWUDBAI BM
URYsNj cxNTcwZj A2NDk5Zmi k MR YW 3NMVDZj | yNTY2ZmUJOOWQLZGU2MC5j cnwDl QD1h9ntw
70He/ gl Mxsz Gl | XLh/ TGzkaNTXxLi X mwAAAAAAAKCAM | FG CCBAKgAW BAgl CC5YWDQYJK
hv c NAQEL BQAWMVE Ex MCBGATUEAXMON) cxNTewZj A2NDk5ZmJk M2 YW 3NniVDZj | yNTY2ZmJ0O
ZGU2 MDAe FwOx NDEy MDIVk ODA4 NDBa FwO x NDEy MT'Ax ODA4 NDBa MDIVk MTAv BgNVBAMIKDME MTT 1Y
NEWOWEY OTJ k Yz Qx MAF 1 Mz kwODA2 ZDA4NT MK MR ELMTQaggEi MAOGCSqGS| b3DQEBAQUAA4I BD
ggEKAol BAQCak 1G7912f uez SWPpPqER3aZaP4HShG | i RWeJLOYKpk| AeSOBkRa9R+y DCa9CM
| ewW C5Coonh9t eVZRg31YkpZl XqqNGg8GVesNMI X3r yui zQrWRUcgwl oakqWH7wPu5zdf Fj 4
BpgJ F+6 TBYWXTj Amxf FPOhnDQLWCLx Ed1gBGEdBmOogHgf OZHU95GL| | | zsPRnR13kyh7BbYM
ENJ AqqKBI QvV86x PEDMI KUc OuQDn TPCZBgFwWELxXr gUAUSCF JMJguAE8c| sshOFe8ROF9t 6NI

oxA+PTYCpct hCBt dCFyW/ SLp1pb3gl A6xPO9ESGA RHNUnPL3AgMBAAG ggl 2M | CV AdBgNVH
FgQUMWKJcCGoJopLcQRt Tkl Bt CFMIp ROMHWYDVROj BBgWFOAUZXVWBGSZ+9LW3bESi Vi knV3
Dg YDVROPAQH BAQDAge AMGe GCCs GAQUFBWEBBFs W BXBggr BgEFBQecwAoZLcnNSbmvbLY 9i Y
aXRvLnJpcGUubmvOL3Jl cGBVIMREANZ2EOQY] Et NmUyM 00YTYz LWk MGYt MDZnODNhZDNj YTE2L
ZnF1bHQVM GWBggr ByEFBQe BOWSBI TCBhj CBgwY! KwYBBQUHVAUGH3JzeWsj O 8vYnFuzZd Ob
axXBl Lnbl dC9yZXBvLzNhODdhNG XLTZI M | t NGE2My1hZDBnLTA2Zj gz YWz Y2EXNi 9kZWzZhd
Lz Y3MTUBMGYWN] Q6ONZi ZDIKNnFi NzZj NGYyM U2Nnzl NDI kKNWR Nj AubWZOM GJBgNVHRSEg
f zB9oHugeYZ3cnNsbmvbLy9i YWskaXRvLnJpcGUubmV/OL3Jl c GBBVvIMREAN2EQY] Et NmUyM 00Y
LWFk MGYt MDZnODNhZDNj YTE2L2RI ZnF1bHQVN) cxNTcwZj A2NDKk5ZmIk M2 YW 3NmVDZj | yN
ZmU0ONQLZGUZMC5j ¢ mwGAYDVROgAQH BA4WDDAKBggr BgEFBQe OAj AhBggr BgEFBQ: BBWEB/

MBAWBg QCAAEFADAGBAI AAgUAVBUGCCs GAQUFBWEI AQH BAYWBKACBQAWDQYJKoZI hvcNAQELB
ggEBAEOLdSFDNAwZqt Z0f W5 YVN+nt k6t KhHPFwWX7ydTof nHZkE2pOr CO3XcgPcP4z L UBPt

aH+0vcBxs9Vg/ / 58cHRUEHNI s9Q Xc SBRXCVKNI ga+9NB5s4oi 0+i / gDU3eQUQE/ j gSJAJAS+H
t vNhOLuLr VO2Nr OF bYDk29how3uxK4Jucl AQD5i 631 7TEAeQ3WVel 8nVzBIORSf r kv +PSV+57nEX
/j WiBkyj vsxRj eUL3I nRZ1F48zf VF6pVaDT7i b4YbKOy AQTMpi 4VWNZwgQskda9B8/ 0qV/ d+2
nBOzn0t 2| aoH8X KP/ OC33bBXLCx Uvk Vv B/ Y+TUXF AEAADGCAawwggGoAgEDYBQZ El Wi agni k
GLOQy&0I UxA FDANBgl ghk gBZQVEAgEFAKBr MBoGCSgGSI b3DQEJ Az ENBgs ghki GCOWOBCRABG

Bgkghki GOWOBCQUX DxcNMIQxM Az MIgwODQuV AvBgkghki GOwWOBCQX! gQudNPMop9l JJHNM



58S
XI M
j kY

I TX

00f f 73VKkVFYW2Uf 6/ b4zl zFZucwDQYJKoZI hvc NAQEBBQAEgg EAXHNHMDUD1s 91 Qvew Kso
f XL2j G3yf uGys5x1aldji 3bl KG U+rweHmMP9aoHIUFRLK 6pWLWFOS0+6MB7UD8c UL7WOF10e02
Ip7xHMgbr YgXr X90ucMyi NAM+ThDzy DXnf NAOgws XNJu9KRnNdS9vy XS61 cvD7JTOhkygKsr gH
OpX+r YFt r F2RNj B54veooSkcKGoj XRelt t Zbv VKWKwk Vg2RIy4t t 7MOGU0Q6qa/ J5S7 06X VWP
yCFvr Hn+CgeXoR/ 3Hg/ Rk/ Nds K4K1u5dXhRh3KYv4P/ hnGSD83aFE9t / DTi cvl 6Sj aXFCt Lt J

BgSWwgZ6 Qo LXx WAAAAAAAA==

</ publ i sh>
<publ i sh uri="rsync://bandito.ripe.net/repo/ 3a87a4bl- 6e22-4a63-ad0f - 06f 83ad

3cal6/ def aul t/671570f 06499f bd2d6ab76c4f 22566f e49d5de60. crl " hash="2B551A6C10CCA0
4C174BOCEB3B64652A5534D1385BEAA40AS5A68CB06055E6BB" >

Dzh
w C
AsG
I1d
eBG
zf 4
Sw

pAl

M | BXxTCBr gl BATANBgk ghki GOw0BAQs FADAZ MTEWLwYDVQQDEY g2Nz E1Nz BmvDYOOTI mynQy Z
Yj c2YzRmM | 1Nj ZnZTQBZDVk ZTYwFw0x NDEy MDIVk ODA4 NDBa Fw0 x NDEy MDQx ODA4 NDBa MBUWE
C5UXDTEOMT | wivie E4MDgOMFqg MDAUMBB GALUd I wQYMBaAFCGe Ve PBknf vS1qt 2xPI | Zv5J1d5gM
ALUdFAQEAgI LI j ANBgkghki GOWOBAQs FAAOCCAQEAI bL+8connnKLeypzs/ P6FOHv8el m_p6dF
SDpZT7p6y9xLZkvuow39X0s 6NB1ACA+92ua09hEVIXuEBGP98Nnsx0f r LBHIt KcEnOg5LGqA4Y
n28+Ldvl h4Det i KvFpsKW VYqj RunHcgTdWHESY/ f 9hH3xWsJ CggH5¢c FGFF/ dCsCdGT1v+nb3
D z8KhRDEaok 3UMyc X9 XUWVB5HSW 05Qr ha2Ll Ff 66uk6 AQQRENMVIZi Bq3l dbkdNd90TI VDM/n
p9Xygdx8azaE2+hsCOc9J7+E2kBuu4i sLhvf ZntCht FpxI Ur | j QRD4i Ui | 8/ xnB6MAI pt oF1Esl

aw==

</ publ i sh>
<wi t hdraw uri ="rsync://bandito.ripe.net/repo/3a87a4bl- 6e22- 4a63- adOf - 06f 83a

d3cal6/ def aul t/ exanpl e. roa" hash="2B551A6C10CCA04C174B0CEB3B64652A5534D1385BEAA4
0A55A68CB06055E6BB" / >
</ del t a>
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Note that a formal RELAX NG specification of this file format is
included later in this document. A RP MJST NOT process any update
notification file that is inconplete or not well forned.

The followi ng validation rules nust be observed when creating or
par si ng snapshot files:

0 A RP MIUST NOT process any delta file that is not well formed, or
whi ch does not conformto the RELAX NG schema outlined in Section
5 of this docunent.

0 The XM. nanespace MJUST be HTTP://www. ri pe. net/rpki/rrdp

0 The encodi ng MJST be us-ascii

0 The version attribute in the notification root el enment MJST be 1

0 The session_id attribute MJST be a random version 4 UU D uni que to
this session

0 The session_id attribute MJST match the expected session_id in the

reference in the notification file.

0 The serial attribute MIST match the expected serial in the
reference in the notification file.

o The hexadeci mal encodi ng of the SHA-256 hash of this snapshot file
MUST match the hash attribute in the reference in the notification
file.

0 A publish elenment MJUST include a hash attribute, if the object is
intended to replace another object in the RPKI, and its val ue MJST
be the hexadeci nal encodi ng of the SHA-256 hash of the replaced
object. If the published object does not replace another object
the hash attribute MJUST NOT be included. Note that this is an
extension to the publication protocol that is not, yet, reflected
in[l-Dietf-sidr-publication].

o Simlarly a withdraw el ement MJUST contain a hash attribute with
t he hexadeci mal encodi ng of the SHA-256 hash of the withdrawn
object. Including the hashes in this manner allows relying
parties to identify specific objects by their hash rather than the
URI where they are found.

SIA for CA certificates
Certificate Authorities that use this delta protocol MJST have an
i nstance of an SI A AccessDescription in addition to the ones defined
in [ RFC6487],
AccessDescription ::= SEQUENCE {
accessiMet hod OBJECT | DENTI FI ER,
accesslLocati on General Nane }

Thi s extension MJST use an accessMet hod of id-ad-rpkiNotify, see:
[ 1 ANA- AD- NUMBERS]

id-ad OBJECT IDENTIFIER ::= { id-pkix 48 }
i d-ad-rpki Notify OBJECT IDENTIFIER ::= { id-ad 13 }
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4.

4.

4.

The accesslLocation MUST be a URI [RFC3986], using the 'HTTP or
"HTTPS protocol, that will point to the update notification file for
the publication server that publishes the products of this CA
certificate.

Relying Parties that do not support this delta protocol MJST MJST NOT
reject a CAcertificate nmerely because it has an Sl A extension
containing this new kind of AccessDescription

Relying Party Use
1. Full Synchronisation

When a Relying Party first encounters a notification file URI as an
SIA of a certificate that it has validated it SHOULD retrieve the
notification file and downl oad the | atest snapshot to get in sync
with the current version of the publication server.

The RP SHOULD reject the snapshot file and raise an operator alert,
if its hash does not match the hash listed in the notification file.
However, if the RP does not have any prior state it may choose to
process this snapshot file anyway. It should be noted that the RPK
obj ects are protected by object security, so problens or attacks on
the publication server or transport can result in wtholding or
replaying old objects, but it cannot force the RP to accept invalid
objects. Using the remaining or old objects for validation is
probably better than rejecting everything, since the latter could be
used as a denial of service vector on relying parties.

2. Processing Deltas

It is RECOMWENDED that the RP notes the URI, session_id and seri al
nunber when it first | earns about a notification file. The RP MAY
then poll the file to discover updates. How frequently the RP does
this is largely up to local policy. The polling frequency detern nes
in part what propogation tine that a RPis willing to accept between
the monent that a change is published in the RPKI, and the nonent
that those changes are processed and validated. As discussed in
Section 3.2.2 there does not seemto be a need to have a propogation
time that is below five mnutes. Since the publication server

i nfrastructure MAY cache the notification file for up to five mnutes
a slightly nore frequent polling strategy may be useful, however the
RP SHOULD NOT poll nore frequently than once per nminute. Mre
frequent polling would only result in marginal gains in propagation
whi | e causi ng unnecessary | oad on the caching infrastructure.

If the RP finds that the session_id has changed, or if it cannot find
a contiguous chain of links to delta files fromits current serial to
publication server’s current serial, then it MJST performa ful
synchroni sation instead of continuing to process deltas.
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If the RP finds a contiguous chain of links to delta files fromits
current serial to the publication server’s current serial, and the
session_id has not changed, it should downl oad all mssing delta
files. If any delta file cannot be downl oaded, or its hash does not
mat ch the hash listed on the notification file, or if no such chain
of deltas is avail abe, or the session_id has changed, then the RP
MUST performa full synchronisation instead.

New obj ects found in delta files can be added to the RPs | ocal copy
of the repository. However, it is RECOMVENDED that the RP treats
obj ect updates and withdraws with some skepticism A conpronised
publication server may not have access to the certification
authorities’ keys, but it can pretend valid objects have been

wi thdrawn. Therefore it may be preferred to use a strategy where

| ocal copies of objects are only discarded when the RP is sure that
they are no longer relevant, e.g. the CA has explicitly revoked
them renoved the objects froma valid manifest that it issued, or
t hey have expired.

5. XM, Schema

The following is a RELAX NG conpact form schena describing version 1
of this protocol
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#
# Rel axNG schema for RPKI Repository Delta Protocol (RRDP).
#

default nanmespace = "HTTP://ww. ri pe. net/rpki/rrdp"
version = xsd: positivel nteger { maxlInclusive="1" }
serial = xsd: nonNegati vel nt eger
uri = xsd: anyUR
uui d = xsd:string { pattern = "[\-0-9a-fA-F] +" }
hash = xsd: string { pattern = "[0-9a-fA-F] +" }
base64 = xsd: base64Bi nary
# Notification file: lists current snapshots and deltas
start |= elenment notification {

attribute version { version },

attribute session_id { uuid },

attribute serial { serial },

el ement snapshot {
attribute uri  { uri },
attribute hash { hash }

} 1

el ement delta {
attribute serial { serial },

attribute uri { uri },
attribute hash { hash }
}*
}
# Snapshot segnent: think DNS AXFR
start |= el ement snapshot {
attribute version { version },
attribute session_id { uuid },
attribute serial { serial },
el ement publish {
attribute uri { uri },
base64
}*
}
# Delta segnent: think DNS | XFR
start |= element delta {
attribute version { version },
attribute session_id { uuid },
attribute serial { serial },
del ta_el enent +
}
delta_element |= elenent publish {

attribute uri  { uri },
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attribute hash { hash }?,
base64

}

delta_elenment |= elenment withdraw {
attribute uri  { uri },
attribute hash { hash }

}

# Local Vari abl es:

# i ndent -t abs-node: nil

# comment-start: "# "

# comment-start-skip: "# \t]*"
# End:

6. Security Considerations
TBD
7. 1 ANA Consi derations
Thi s docunent has no actions for | ANA
8. Acknow edgenents
TBD
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