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5
Note Well '

Any submission to the IETF intended by the Contributor for publication as all or part of an IETF Internet-
Draft or RFC and any statement made within the context of an IETF activity is considered an "IETF
Contribution”. Such statements include oral statements in IETF sessions, as well as written and
electronic communications made at any time or place, which are addressed to:

| The IETF plenary session

| The IESG, or any member thereof on behalf of the IESG

T Any IETF mailing list, including the IETF list itself, any working group or design team list, or any other list
functioning under IETF auspices

| Any IETF working group or portion thereof

| Any Birds of a Feather (BOF) session

| The IAB or any member thereof on behalf of the IAB
| The RFC Editor or the Internet-Drafts function

All IETF Contributions are subject to the rules of RFC 5378 and RFC 3979 (updated by RFC 4879).

Statements made outside of an IETF session, mailing list or other function, that are clearly not intended
to be input to an IETF activity, group or function, are not IETF Contributions in the context of this notice.
Please consult RFC 5378 and RFC 3979 for details.

A participant in any IETF activity is deemed to accept all IETF rules of process, as documented in Best
Current Practices RFCs and IESG Statements.

A patrticipant in any IETF activity acknowledges that written, audio and video records of meetings may
be made and may be available to the public.
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Reminder:

Minutes are taken *
This meeting Is recorded **
Presence Is logged ***

* Scribe: please contribute online to the minutes at
http://etherpad.tools.ietf.org:9000/p/notes-ietf-91-6tisch

** Recordings and Minutes are public and may be subject to discovery in the
event of litigation.

*** Please make sure you sign the blue sheets
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Administrivia

A Blue Sheets
A Scribes
A Jabber
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Agenda

Intro and Status (Chairs) [5min]
* Note-Well, Blue Sheets, Scribes, Agenda Bashing
* Drafts progression vs. plan

[13.05]

6 TISCH Plugtests report [15min]
* Organization report (Miguel Angel Reina Ortega)
* Tools:

* <draft-munoz-6tisch-minimal-examples> (Dominique Barthel)

* Golden Device (Tengfei Chang)
* Summary test cases, anonymized success highlights (Maria Rita Palattella)
* Lesson learned (Thomas Watteyne)

[13.20]

Hackathon report [5min]

[13.25]

<draft-ietf-6tisch-architecture-08> [15min]
* INT-DIR review and resolutions (Pascal Thubert)
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13.40 Agenda

<draft-ietf-6tisch-minimal-10>

[30min]
* RPL artifacts and 6LoRH at 6lo (Gabriel Montenegro, 5min)
* Example format and security section (Xavi Vilajosana, 20min)
* Shepherd status and IESG submission (Pascal Thubert,  5min)
[14.10]
<draft-ietf-6tisch-6top-interface-04>
[10min]
* Update on changes (Qin Wang, Xavi alt.)
* Readiness assessment (all)
[14.20]
CoMI News [15min]

* <draft-vanderstok-core-comi-07> and
<draft-vanderstok-core-patch-01> 6 TISCH context (Peter van der Stok, 10min)
* Michel's Proposal to avoid hash collisions (Michel Veillette, 5min)
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Agenda

[14.35]

Distributed scheduling
* <draft-dujovne-6tisch-on-the-fly-06>
* <draft-wang-6tisch-6top-coapie-01>

[14.45]

DetNet and dependencies
* BoF news
* <draft-wang-6tisch-track-use-cases-01>
* <draft-thubert-6tisch-4detnet-01>

[14.55]
Re-chartering kickstart and AOB (chairs)

6TISCH@IETF93
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[10min]
(Diego Dujovne)
(Qin Wang)

[10min]
(Lou Berger)
(Chonggang Wang)
(Pascal Thubert)

[5min]
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Draft Progress

Exp Milestone

Minimal IESG after plugtest IESG by Nov 2014
TSCH RFC 7554 Pub Q by June 2015
Architecture IESG review IESG by Dec 2014
Terminology Stable Dec 2014
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Agenda (20mn)

A 15t 6TiISCH Plugtests report
A draft-munoz-6tisch-minimal-examples-00
A OpenWSN/6TiISCH Hackathon
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1st 6 TISCH Plugtests report

Miguel Angel Reina Ortega
Centre for Testing and Interoperability (CTI)
European Telecommunications Standards Institute (ETSI)
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Agenda

Overview of the event

Plugtests agenda

Test Plan and Tool

Result reporting (ETSI Test Session Report tool)
Test Cases

High-Level Test Results

Global Results for Test Cases

Conclusions

Roadmap

To To T To Po To Io Do Do
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Event organized by:
A ETSI (European Telecommunications Standards Institute)

With support from: -
A OpenMote ( m) (p)pep mgf?
Participants:

A 21 participants

A 12 participating companies

A 3 observer company (4 people)

A 4 independent implementations

Tests:

A 23 total test pairings, each 1:30 hours in duration
A Single-hop configuration (12 test cases)

A Multi-hop configuration (8 teste cases), optional

Preparation calls (2)

A Organized and lead by ETSI and Experts group
A Including all Vendor Participants

6TISCH@IETF93 6TISCH Plugtests report 13
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e #s
I .
Plugtests Agenda ¥
6TiISCH Plugtests Agenda - JULY 2015
Time Friday 17 Saturday 18 Sunday 19
08:30 09:00 6TISCH event Presentations Room Opening Room Opening
09:00 13:00 TEST SESSIONS TEST SESSIONS HACKATHON
13:00 14:00 NETWORKING LUNCH NETWORKING LUNCH NETWORKING LUNCH
14:00 18:00 TEST SESSIONS TEST SESSIONS HACKATHON
18:00 18:30 WRAP UP SESSION Tear Down

6TISCH Plugtests report 14



Test Plan and Tools S

ADevel oped by fAExpert Groupo: Xa viengfeiChamg] aj o ¢
Thomas Watteyne

A Test Plan
T Covers IEEE802.15.4e/6TiSCH in detalil

A Synchronization, Header formats, later-2 security
I Touches upon 6LoOWPAN, RPL, ICMPv6
I 18 test cases, including 10 Single Hop + 8 Multi Hop.
I (details in next slide)

ATools
I Hardware: each participant has received an OpenMote kit
I Fi rmwar e: NRnGol den I mageodo written using Ocg

I Wireshark dissector (Orange Labs)

‘ *‘&-JIIII.'/

o UL\
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Result Reporting

A The results of each interoperability test session have
been recorded in a dedicated web application software:
the ETSI Test Report Tool (TRT)

I After each test execution the interoperability result is
agreed among all participants and then recorded

I After each test session the report is submitted to ETSI
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Single Hop Test List %

TD_6TiSCH_SYN_01

Check that a 6N can synchronize to the EB sent by the DR.

TD_6TiSCH_SYN_02

Checkthata 6N cansynchronizeo DR usingKA messages

TD_6TiSCH_SYN_03

Check that a 6NOs csynohrokizaton.i f t s

TD_6TiSCH_SYN_04

Check that the 6N can recover synchronization aftesytehronization.

TD_6TiSCH_FORMAT 01

Check the format of the IEEE802.15.4e EB packet is correctly assen

TD_6TiSCH_FORMAT_02

Check the timing template of TSCH time slot definednaft-ietf-6tisch
minimal-11iscorrectly implemented.

TD_6TiSCH_FORMAT 03

Check channel hopping is correctly implemented according toigt&ft
6tischminimal-11.

TD_6TiSCH_FORMAT 04

Check the number of retransmissions is implemented following igt#ft
6tischminimal11.

TD_6TiSCH_FORMAT 05

Check the minimal schedule is implemented according to-ehi&i6tisch
minimal11.

TD_6TiSCH_FORMAT 06

Check the 6N sets idotframesize correctly when joining the network.

TD_6TiSCH_SEC_01

Check the 6N is correctly authenticated with K1, when it synchronize
DR with EB.

TD_6TiSCH_SEC 02

Check the data packet sent by 6N is correctly encrypted with K2.

6TISCH@IETF93
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Multi Hop Test List oy

TD_6TiSCH_RPL_01 Check the value of EB join priority of a child 6N an
a parent DR.
TD 6TISCH_RPL_02 Check the rank of 6N is computed correctly accorc

to draftietf-6tischhrminimal-11.

TD 6TiISCH_RPL_03 Check a 6N child changes its timmeurceneighbor
(parent) correctly.

TD 6TiSCH_RPL_04 Check the format of RPL DIO message.
TD 6TiISCH_RPL_05 Check the format of RPL DAO message.
TD 6TISCH_RPL_06 Check IP extension header in 6LoWPAN.

6TISCH@IETF93 6TISCH Plugtests report 18



High level test results

- Not
Interoperability Executed Totals
OK NO NA/OT Run Results
207 (93.7%) | 14 (6.3%) 58 (20.8%) 221 (79.2%) 279

On the 279 mandatory test cases planned, 207 have been executed and 58 not executed.

On the 221 Mandatory TC performed, 207 have been OK, which represents a success rate of 93.7%."
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Global Results per tests

L

Not

Interoperability Executed Totals
OK NO NA/OT Run Results

TD_6TiSCH_SYN_01 18 (85.7%) |3 (14.3%) 0 (0.0%) 21 (100.0%) |21
TD_6TiSCH_SYN_02 16 (94.1%) |1 (5.9%) 2 (10.5%) 17 (89.5%) 19
TD_6TiSCH_SYN_03 17 (100.0%) |0 (0.0%) 2 (10.5%) 17 (89.5%) 19
TD_6TiSCH_SYN_04 16 (94.1%) |1 (5.9%) 2 (10.5%) 17 (89.5%) 19
TD_6TiSCH_FORMAT 01 |17 (100.0%) |0 (0.0%) 2 (10.5%) 17 (89.5%) 19
TD_6TiSCH_FORMAT 02 |16 (94.1%) |1 (5.9%) 2 (10.5%) 17 (89.5%) 19
TD_6TiSCH_FORMAT 03 |16 (100.0%) |0 (0.0%) 3 (15.8%) 16 (84.2%) 19
TD_6TiSCH_FORMAT 04 |17 (100.0%) [0 (0.0%) 2 (10.5%) 17 (89.5%) 19
TD_6TiSCH_FORMAT_05 |14 (100.0%) [0 (0.0%) 5 (26.3%) 14 (73.7%) 19
TD_6TiSCH_FORMAT 06 |14 (100.0%) |0 (0.0%) 3 (17.6%) 14 (82.4%) 17
TD_6TiSCH_RPL_01 4 (50.0%) 4 (50.0%) 7 (46.7%) 8 (53.3%) 15
TD_6TiSCH_RPL_02 2(100.0%) |0 (0.0%) 1 (33.3%) 2 (66.7%) 3
TD_6TiSCH_RPL_03 0 (0.0%) 0 (0.0%) 3(100.0%) o (0.0%)
TD_6TiSCH_RPL_04 15 (100.0%) |0 (0.0%) 3 (16.7%) 15 (83.3%) 18
TD_6TiSCH_RPL_05 7 (100.0%) |0 (0.0%) 6 (46.2%) 7 (53.8%) 13
TD_6TiSCH_RPL_06 0 (0.0%) 0 (0.0%) 3 (100.0%) 0 (0.0%) 3
TD_6TiSCH_SEC 01 10 (83.3%) |2 (16.7%) 6 (33.3%) 12 (66.7%) 18
TD_6TiSCH_SEC_02 8 (80.0%) 2 (20.0%) 6 (37.5%) 10 (62.5%) 16

6TISCH@IETF93
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Conclusions '

o

The event has been successful and gave good interoperability results , especially for
the first interop event on this technology.

I 221 testcases performed with 93.7 % success rate
Running code is the only way of working out all details
Full IEEE802.15.4e TSCH synchronization between all implementations!!

The participants were satisfied and gave very good feedback in the satisfaction
survey

The number of participants allowed that all the vendors met each other in test
sessions during the event

Dissector and golden image are essential tools

o B» Do Do Do
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Roadmap for next A
6 TISCH Plugtests

2015 2016

15t 6TiISCH Plugtests
17-19 July 2015

nd ;
Prague (before 2"d 6TISCH Plugtests

|ETF#93) é':l"izebruary 2016* 3 6TiISCH PlugteStS
- Btisch-minimal . 14-16 July 2016
- multi-hop (before IETF#96)
- security Berlin
- on-the-fly scheduling
- backbone
N J
N

tentative dates/topics
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B 1d Class Standards

THANK YOU!

Miguel Angel Reina Ortega

Centre for Testing and Interoperability
(CTI)

MiguelAngel.ReinaOrtega@etsi.org
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5
Plugtest Feedback to WG

A Lots of clarifications during the preparation process:
I 3 updatesto draft -ietf - 6tisch -minimal (-09,-10, -11)
I publication of draft - munoz- 6tisch - minimal - examples

Question
A Current text states:

For downstream route maintenance, in a minimal configuration, RPL
SHOULDDbe set to operate in the Non - Storing mode as described by
[RFC6550] Section 9.7. Storing mode ([RFC6550] Section 9.8) MAY be
supported in less constrained devices.

Should there be a MUST somewhere?
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draft-munoz-6tisch-minimal-
examples-00

Jonathan Munoz (Ed.)
Guillaume Gaillard
Dominique Barthel (dominique.barthel@orange.com)

6TISCH@IETF93

25


mailto:dominique.barthel@orange.com

Wireshark output for =%
6TISCH-minimal

A we updated the Wireshark IEEE802.15.4
dissector with IEEE802.15.4e TSCH

A ran on OpenWSN implementation of 6 TiISCH-

minimal
Network prefix: bbbb::/64
MAC address: 14-15-92-cc-00-00-00-0x
PDR=100% PDR=100%

+--——- + $-—-——- + T +
T R R — | x=3 |
+--——- + $-—-——- + T +
DAGroot

I EB, DIO, DAO, ACK, Echo requests/replies
A copy-pasted Wireshark output in draft

6TISCH@IETF93 26
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Next Steps / Questions

A Intended as educational/reference document
I To see example frames with all protocols
I For implementers of 6 TISCH-minimal

A Work-in-progress

I Comments welcome! Many details, we expect lots of
comments

A Questions
I Useful?
I Should be published? How?

6TISCH@IETF93



OpenWSN/6TiSCH %
Hackathon

Prague, 19 July 2015

Thanks to:

ETSI(__)
\ 2

' () openmote &1,?/ 2

World Cla St d rds
6TISCH@I ETF93



OpenWSN/6TISCH =
Technologies

1. Distributed blacklisting for 7. 6TiSCH Scheduler-free prototype
improving FHSS in Contiki
I Pedro Henrique Gomes (Univ. A Simon Duquennoy (SICS)

Southern California) _
2. 6top-to-6top 6TiSCH negotiation in 8. Dust Networks/Linear

OpenWSN Technol ogyds Smart
i Tengfei Chang, Qin Wang (Univ. A Thomas Watteyne (Linear
Sc. Techno. Beijing) Technology/Dust)
3. OpenWSN on the loT-lab 9. uPnP: Automatic recognition of
I Nicola Accettura (UC Berkeley) connected sensors
4. Contiki 6TiSCH implementation and A Prof. Danny Hughes (KU
hardcell allocation Leuven)
I Sedat Gormus, YiChao Jin : :
! . 10. Flexible HW/SW CCM* securit
i Jonathan Munoz, Guillaume - o -
Gaillard, Dominique Barthel A Malisa Vucinic (ST Micro)
(Orange Labs) 11. 6TISCH layer-2 security
6. Node Monitoring framework Implementation in OpenWSN
i Dominique Barthel (Orange Labs) A Savio Sciancalepore, Giuseppe
Piro (U. Bari)
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