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Motivation 

• DHCPv6	
  privacy	
  vulnerabili0es	
  
•  Various	
  iden0fiers	
  (dra$-­‐ieI-­‐dhc-­‐dhcpv6-­‐privacy-­‐00)	
  
•  Many	
  aLacks,	
  par0cular	
  pervasive	
  monitoring	
  (RFC7258)	
  

• Current	
  DHCPv6	
  protec0on	
  mechanisms	
  	
  
•  Secure	
  DHCPv6	
  

•  Do	
  not	
  protect	
  message	
  content	
  
•  vulnerable	
  to	
  pervasive	
  monitoring	
  

•  Anonymity	
  Profile	
  
•  Limit	
  the	
  use	
  of	
  certain	
  op0ons	
  
•  Difficult	
  to	
  protect	
  newly	
  defined	
  op0ons	
  

•  This	
  document	
  proposes	
  	
  server	
  authen+ca+on	
  and	
  
encryp+on	
  between	
  DHCPv6	
  client	
  and	
  server	
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Design principles 

• Goal	
  
•  Verify	
  server’s	
  iden0ty	
  
•  Protect	
  all	
  the	
  iden0fiers	
  in	
  the	
  DHCPv6	
  message	
  
•  Prevent	
  pervasive	
  monitoring	
  

•  Two-­‐step	
  process:	
  
•  Server	
  authen0ca0on	
  
•  Encrypt	
  DHCPv6	
  transac0on	
  using	
  public	
  keys	
  

2 



Solution Overview 

DHCPv6 
Client 

DHCPv6  
Server 

Information-request 

Reply 
certificate option signature option 

server identifier option timestamp option 

server authentication 
process 

certificate contains 
server’s public key 

•  Server	
  authen0ca0on	
  
•  Using	
  Informa+on-­‐request	
  to	
  get	
  server	
  informa+on	
  

•  Client	
  mul0casts	
  Informa0on-­‐request	
  message	
  to	
  servers,	
  asking	
  
for	
  the	
  related	
  authen0ca0on	
  op0ons	
  

•  Server	
  sends	
  Reply	
  message	
  containing	
  server’s	
  cer0ficate,	
  
signature,	
  0mestamp,	
  and	
  DUID	
  

•  If	
  verifica0on	
  successful,	
  client	
  stores	
  server’s	
  public	
  key	
  and	
  DUID	
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Solution Overview 

DHCPv6 
Client 

DHCPv6  
Server 

Information-request 

Reply 
certificate option signature option 

server identifier option timestamp option 

Encryption-Query 

Encryption-Response 

server authentication 
process 

encrypted DHCPv6  
transaction process Encryption-Query  

Encryption-Response 

Solicit message 
contains client’s 
public key 

Encrypted-Message option 
(Solicit) server identifier option 

Encrypted-Message option (Request) 
server identifier option 

Encrypted-Message option (Advertise) 

Encrypted-Message option 
(Reply) 

certificate contains 
server’s public key 
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Encrypted DHCPv6 transaction 

• One	
  new	
  op+on:	
  Encrypted-­‐Message	
  op0on	
  
•  Contains	
  encrypted	
  DHCPv6	
  message	
  	
  

•  Two	
  new	
  messages:	
  	
  
•  Encryp0on-­‐Query	
  

•  Contains	
  the	
  encrypted	
  DHCPv6	
  message	
  sent	
  by	
  client	
  
•  Contains	
  the	
  server’s	
  iden0fier	
  op0on,	
  to	
  avoid	
  untargeted	
  servers	
  
from	
  decryp0ng	
  the	
  DHCPv6	
  message	
  

•  Encryp0on-­‐Response	
  
•  Contains	
  the	
  encrypted	
  DHCPv6	
  message	
  sent	
  by	
  server	
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Encrypted Message Format 

encrypted using 
recipient’s public key 

contained in the 
Encrypted-Message option 

message-type transaction-id 

Encrypted-Message option 

DHCPv6	
  message 

Encrypted	
  message 

Solicit, Advertise, Request, Reply… 

• Encrypted-Query/Encrypted-Response message 
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Next Steps 

• Comments	
  and	
  reviews	
  appreciated	
  
• Move	
  forward	
  in	
  WG?	
  
•  Thank	
  you	
  



Appendix: Solution B 
 

DHCPv6 
Client 

DHCPv6  
Server 

Solicit   

Encrypted-Response  

public key option signature option 

signature option 
encrypted message option (Advertise) 

server authentication 
process 

encrypted 
DHCPv6 
transaction 

certificate option 

Encrypted-Query 
encrypted-message option (Request) 

Encrypted-Response 
encrypted-message option (Reply) 

Must not 
contain DUID 

server identifier option 

timestamp option 

•  Authentication with Encrypted DHCPv6 



Comparison 
Solu0on	
  A	
   Solu0on	
  B	
  

No	
  change	
  to	
  RFC3315 Solicit	
  message	
  MUST	
  NOT	
  
contain	
  the	
  DUID	
  op0on	
  

Need	
  to	
  send	
  Informa0on-­‐
request	
  before	
  DHCPv6	
  
transac0on	
  

No	
  change	
  to	
  the	
  DHCPv6	
  
transac0on	
  process	
  

Select	
  one	
  DHCPv6	
  server	
  before	
  	
  
the	
  DHCPv6	
  transac0on	
  

No	
  change	
  to	
  the	
  current	
  server	
  	
  
selec0on	
  

Newly	
  defined	
  DHCPv6	
  messages	
  and	
  op0ons	
  
Encrypted-­‐Query/Encrypted-­‐Response/Encrypted-­‐Message	
  op0on	
  


