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Introduction

The goal of the presentation are:
To agree on the use case that are in scope of DOTS

(to agree on the scope of DOTS)

We assume that DDoS can be mitigated by:
Coordination

Collaboration

Programmability

DDoS Open Threat Signaling (DOTS) is expected to be the communication pro-
tocol that achieves these goals.
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Functional Overview
+−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+
|  DDoS Orchestrator                                 |
|                      +−−−−−−−−−−−−−−−−−−−−−−−−−−−+ |
|                      | DDoS oriented Application | |
|                      +−−−−−−−−−−−−−−−−−−−−−−−−−−−+ |
+−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+
                        ^
                        |  Inter DDoS Orchestrator
                        |  Programming Interface
                        v
+−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+
|  DDoS Orchestrator                                 |
|                      +−−−−−−−−−−−−−−−−−−−−−−−−−−−+ |
|                      | DDoS oriented Application | |
|                      +−−−−−−−−−−−−−−−−−−−−−−−−−−−+ |
+−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+
       DDos       |       ^     |      Network    |
       Programming|       |     |      Programming|
       Interface  |  DDoS |     |      Interface  |
                  |  Alert|     |                 |
                  |       |     |DDos             |
              +−−−−−−+    |     |Programming      |
              |      |    |     |Interface        |
              v      |    |     |                 |
+−−−−−−−−−−−−−−−−−−+ |    |     |                 |
| DDoS Monitoring  |−−−−−−+     v                 |
+−−−−−−−−−−−−−−−−−−+ |    |   +−−−−−−−−−−−−−−−−+  |
  .  (optionnal)     |    +−−−|DDoS Mitigation |  |
  .  IPFIX flows     |    |   +−−−−−−−−−−−−−−−−+  |
  .                  v    |                       |
  .  +−−−−−−−−−−−−−−−−−−+ |                       v
  ..>| Flow Repository  |−+          +−−−−−−−−−−−−−−−−+
     |                  |            |Network Elements|
     +−−−−−−−−−−−−−−−−−−+            +−−−−−−−−−−−−−−−−+
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On-Premise Symetric

+−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+
|                     DDoS Configuration Manager             |
+−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+
Specific      |||
Configuration |||
Interface     |||
              |||
              |||
              |||
              |||    +−−−−−−−−−−−−−−−−−−−−+
              |||   +−−−−−−−−−−−−−−−−−−−−+|
              |||  +−−−−−−−−−−−−−−−−−−−−+||       +−−−−−−−−−−+
              ||+−−|  DDoS Appliance    |||       |          |
              |+−−−|                    |||       |          |
              +−−−>|                    |||       |          |
                   |                    |||       |  DDoS    |
          >***>***>| DDoS Monitoring    |||       |  Target  |
          >ooo>ooo>| DDoS Mitigating    |>ooo>ooo>|          |
                   | DDoS Alert service ||+       |          |
          <ooo<ooo<|                    |<ooo<ooo<|          |
                   +−−−−−−−−−−−−−−−−−−−−+         +−−−−−−−−−−+
***** DDoS traffic
ooooo Legitimate traffic
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On-Premise Symetric (DOTS)

+−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+
|                     DDoS Orchestrator                      |
|  +−−−−−−−−−−−−−−−−−−−−−−−−−−−+                             |
|  | DDoS oriented Application |                             |
|  +−−−−−−−−−−−−−−−−−−−−−−−−−−−+                             |
+−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+
              |||       ^^^
Configuration |||       ||| Programming
Interface     |||       ||| Interface
              |||       |||
              |||       |||
              |||       ||v
              |||    +−−|v−−−−−−−−−−−−−−−−+
              |||   +−−−v−−−−−−−−−−−−−−−−+|
              |||  +−−−−−−−−−−−−−−−−−−−−+||       +−−−−−−−−−−+
              ||+−−|  DDoS Appliance    |||       |          |
              |+−−−|                    |||       |          |
              +−−−>|                    |||       |          |
                   |                    |||       |  DDoS    |
          >***>***>| DDoS Monitoring    |||       |  Target  |
          >ooo>ooo>| DDoS Mitigating    |>ooo>ooo>|          |
                   | DDoS Alert service ||+       |          |
          <ooo<ooo<|                    |<ooo<ooo<|          |
                   +−−−−−−−−−−−−−−−−−−−−+         +−−−−−−−−−−+
***** DDoS traffic
ooooo Legitimate traffic
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On-Premise Asymetric
                     +−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+
                     |              DDoS Orchestrator |
                     | +−−−−−−−−−−−−−−−−−−−−−−−−−−−+  |
                     | | DDoS oriented Application |  |
                     | +−−−−−−−−−−−−−−−−−−−−−−−−−−−+  |
                     +−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+
  +−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+ ^^^    ^
  |   DDoS Configuration Manager | |||    | Network
  +−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+ |||    | Programming
   ||||  Specific                  |||    | Interface
   ||||  Configuration             |||    |
   ||||  Interface                 |||    |
   ||||                            |||    |
   ||||    +−−−−−−−−−−−−−−−−−−−−+  |||    |
   ||||   +−−−−−−−−−−−−−−−−−−−−+|  |||    v
   ||||  +−−−−−−−−−−−−−−−−−−−−+||−−||+  +−−−−−−−−−−+
   |||+−−|  DDoS Monitoring   ||−−−|+   |          |
   ||+−−−|  Appliance         |−−−−+    |  Network |
   |+−−−>|                    |||       |  Element |
   |     |                    |||       |          |
>***>***>| DDoS Monitoring    |>***>***>|          |
>ooo>ooo>|                    |>ooo>ooo>|          |
   |     +−−−−−−−−−−−−−−−−−−−−+         +−−−−−−−−−−+
   |                                      v     v
   |     +−−−−−−−−−−−−−−−−−−−−+           *     o
   +−−−−>|  DDoS Mitigation   |           *     o
         |  Appliance         |<***<***<***     o
         |                    |                 v
<***<***<|                    |         +−−−−−−−−−−+
         | DDoS Mitigation    |         |          |
         +−−−−−−−−−−−−−−−−−−−−+         |  DDoS    |
ooo<ooo<ooo<ooo<ooo<ooo<ooo<ooo<ooo<ooo<|  Target  |
                                        |          |
                                        +−−−−−−−−−−+
***** DDoS traffic
ooooo Legitimate traffic
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On-Premise Asymetric (DOTS)
  +−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+
  |                                 DDoS Orchestrator |
  |     +−−−−−−−−−−−−−−−−−−−−−−−−−−−+                 |
  |     | DDoS oriented Application |                 |
  |     +−−−−−−−−−−−−−−−−−−−−−−−−−−−+                 |
  +−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+
   ||||                 ^^^^              ^
   ||||                 |||| DDoS         | Network
   ||||  Configuration  |||| Programming  | Programming
   ||||  Interface      |||| Interface    | Interface
   ||||                 |||v              |
   ||||    +−−−−−−−−−−−−||v−−−−−+         |
   ||||   +−−−−−−−−−−−−−|v−−−−−+|         v
   ||||  +−−−−−−−−−−−−−−|−−−−−+||       +−−−−−−−−−−+
   |||+−−|  DDoS Monitor|ng   |||       |          |
   ||+−−−|  Appliance   |     |||       |  Network |
   |+−−−>|              |     |||       |  Element |
   |     |              |     |||       |          |
>***>***>| DDoS Monitori|g    |>***>***>|          |
>ooo>ooo>|              |     |>ooo>ooo>|          |
   |     +−−−−−−−−−−−−−−|−−−−−+         +−−−−−−−−−−+
   |                    v                 v     v
   |     +−−−−−−−−−−−−−−−−−−−−+           *     o
   +−−−−>|  DDoS Mitigation   |           *     o
         |  Appliance         |<***<***<***     o
         |                    |                 v
<***<***<|                    |         +−−−−−−−−−−+
         | DDoS Mitigation    |         |          |
         +−−−−−−−−−−−−−−−−−−−−+         |  DDoS    |
ooo<ooo<ooo<ooo<ooo<ooo<ooo<ooo<ooo<ooo<|  Target  |
                                        |          |
                                        +−−−−−−−−−−+
***** DDoS traffic
ooooo Legitimate traffic



Daniel Migault - daniel.migault@ericsson.com 7 draft-mglt-dots-use-cases-00.txt- IETF93, 21/07/2015

Intro Function on-premise sym on-premise asym Cloud Arch

Cloud
                     +−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+
                     |              DDoS Orchestrator |
                     | +−−−−−−−−−−−−−−−−−−−−−−−−−−−+  |
                     | | DDoS oriented Application |  |
                     | +−−−−−−−−−−−−−−−−−−−−−−−−−−−+  |
                     +−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+
  +−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+ ^^^    ^
  |   DDoS Configuration Manager | |||    | Network
  +−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+ |||    | Programming
    |||  Specific                  |||    | Interface
    |||  Configuration             |||    |
    |||  Interface                 |||    |
    |||                            |||    |
    |||    +−−−−−−−−−−−−−−−−−−−−+  |||    |
    |||   +−−−−−−−−−−−−−−−−−−−−+|  |||    v
    |||  +−−−−−−−−−−−−−−−−−−−−+||−−||+  +−−−−−−−−−−+
    ||+−−|  DDoS Monitoring   ||−−−|+   |          |
    |+−−−|  Appliance         |−−−−+    |  Network |
    +−−−>|                    |||       |  Element |
         |                    |||       |          |
>***>***>| DDoS Monitoring    |>***>***>|          |
>ooo>ooo>|                    |>ooo>ooo>|          |
         +−−−−−−−−−−−−−−−−−−−−+         +−−−−−−−−−−+
                                          vv
         +−−−−−−−−−−−−−−−−−−−−+          ,*o−−−−−.
         |  DDoS Mitigation   |<***<***<’**o      ‘.
         |  Cloud             |<ooo<oo/<ooo<        \
         |  Infrastructure    |      (      Internet )
         | DDos Monitoring    |>ooo>oo\>ooo>        /
         | DDoS Mitigation    |        ‘.  o      ,’
         +−−−−−−−−−−−−−−−−−−−−+          ’−v−−−−−’
                                        +−−−−−−−−−−+
                                        |          |
                                        |  DDoS    |
ooo<ooo<ooo<ooo<ooo<ooo<ooo<ooo<ooo<ooo<|  Target  |
                                        |          |
  ***** DDoS traffic                    +−−−−−−−−−−+
  ooooo Legitimate traffic
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Cloud (DOTS)
       +−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+
+−−−−−>|                                 DDoS Orchestrator |
|      |     +−−−−−−−−−−−−−−−−−−−−−−−−−−−+                 |
|      |     | DDoS oriented Application |                 |
|      |     +−−−−−−−−−−−−−−−−−−−−−−−−−−−+                 |
|      +−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+
|        |||                 ^^^^              ^
|        |||                 |||| DDoS         | Network
|        |||  Configuration  |||| Programming  | Programming
|        |||  Interface      |||| Interface    | Interface
|        |||                 |||v              |
|        |||    +−−−−−−−−−−−−||v−−−−−+         |
|        |||   +−−−−−−−−−−−−−|v−−−−−+|         v
|        |||  +−−−−−−−−−−−−−−−−−−−−+||−−||+  +−−−−−−−−−−+
|        ||+−−|  DDoS Monitoring   ||−−−|+   |          |
|        |+−−−|  Appliance         |−−−−+    |  Network |
|        +−−−>|                    |||       |  Element |
|             |                    |||       |          |
|    >***>***>| DDoS Monitoring    |>***>***>|          |
|    >ooo>ooo>|                    |>ooo>ooo>|          |
|             +−−−−−−−−−−−−−−−−−−−−+         +−−−−−−−−−−+
|                                              vv
|             +−−−−−−−−−−−−−−−−−−−−+          ,*o−−−−−.
|             |  DDoS Mitigation   |<***<***<’**o      ‘.
|             |  Cloud             |<ooo<oo/<ooo<        \
+−−−−−−−−−−−−>|  Infrastructure    |      (      Internet )
              | DDos Monitoring    |>ooo>oo\>ooo>        /
              | DDoS Mitigation    |        ‘.  o      ,’
              +−−−−−−−−−−−−−−−−−−−−+          ’−v−−−−−’
                                             +−−−−−−−−−−+
                                             |          |
                                             |  DDoS    |
    <ooo<ooo<ooo<ooo<ooo<ooo<ooo<ooo<ooo<ooo<|  Target  |
                                             |          |
       ***** DDoS traffic                    +−−−−−−−−−−+
       ooooo Legitimate traffic
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Architecture
     +−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+
     |              DDoS Ochestrator     |
     | +−−−−−−−−−−−−−+                   |
     | | DOTS Client |                   |
     | +−−−−−−−−−−−−−+                   |
     +−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+
              ^
              |
 DOTS         |
 Interface    |                     DDoS Orchestrator
              |                     or Flow Repository
              |
              |                             ^
              |                             |
              |                             |
     +−−−−−−−−|−−−−−−−−−−−−−−−−−−−−−−−−−−+  | DDoS Alert
     |        v    DDoS System           |  |
     | +−−−−−−−−−−−−+                    |  |
     | | DOTS Agent |                    |  |
     | +−−−−−−−−−−−−+                    |  |
     |    |    |  |    +−−−−−−−−−−−−−− + |  |
     |    |    |  +−−−>| System        | |  |
     |    |    |       | Configuration | |  |
     |    |    |       +−−−−−−−−−−−−−− + |  |
     |    |    |       +−−−−−−−−−−−−−− + |  |
     |    |    +−−−−−−>|  DDoS         | |  |
     |    |            |  System       | |  |
     |    v            |  States       | |  |
     | +−−−−−−−−−−+    +−−−−−−−−−−−−−− + |  |
     | | DDoS     |                      |  |
     | | Alert    |−−−−−−−−−−−−−−−−−−−−−−−−−+
     | | Service  |                      |
     | +−−−−−−−−−−+                      |
     +−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−+
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Thank you for your attention


