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Origins
» This effort was started at the suggestion of
Russ Housley, Jari Arkko, and Stephen Farrell
of the IETF, to meet the assurance needs of

supporting IETF protocols in an open and
transparent manner.

« But this is NOT an IETF, ISOC, ... project,
though both contribute. As the saying goes,
"We work for the Internet.”
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Goals

* An open-source reference design for
HSMs, not a manufactured product

e Scalable, first cut in an FPGA and CPU,
plan higher speed (ASIC)options later

« Composable, e.g. "Give me a key store
and signer suitable for DNSsec”

« Reasonable assurance by being open,
diverse design team, and an increasingly
assured tool-chain
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CrypTech Project

* An Open Design, not a Product

« Open - everything (docs, design, code)
« BSD, CC license for all we develop

» Diverse engineers and review

« Support for transparency, testing, ...

* Multiple contributors: TETF, Comcast,
Google, .SE, SUNET, PIR, ISOC, Afilias,
RIPE, TANA, Cisco, etc.
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Diverse Engineering

Verilog Goteborg & Moscow

Hardware Adaption Layer (HAL) in Boston
Software, PKCS#11, ... from Boston
TRNG advice from Germany and States
Hardware Design & Build from Stockholm
DNSsec from Goteborg & Stockholm
Engineering coordination from Tokyo
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Novena Development Board Setup

Client
8.9 OpenDNSSEC

'

' pkcs11- »| Cryptech
lIDpKCS 11-proxy.so TLS over IP daemon lIbpkcs11so
Cryptech
et FPGA Cores
Cryptach HSM
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Layer Cake Model

Off-ChipSupport Code

X.509/PGP/ ... Packaging, PKCS#7/10/11/15, Backup

Security
Boundary
&
Tamper
Power
Timing
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Novena Spartan ‘Laptop

Supplemental i.MX6 CPU (1.2 GHz quad Cortex A9 capable)

digital I/0 port  Spartan 6 FPGA 3x UART ports
SATA-II (via CPU) CSG324 pinout DDR3 SO-DIMM PMIC (FTDI pinout)

8x Analog inputs —_—— r———
(up to 12 bit, & ; A IRRRR. 2 . EEEEREREE
200ksps via FPGA y B9y ! —

8x digital 1/0 Battery

(via FPGA) board
interface

Raspberry-Pi

compatible

expansion header .

S
8x PWM headers (crashlogs,
(ESC/servo etc.)
compatible pinout)

(via FPGA)
RTC backup
mPCle supercap
(optional
battery)
UIM (bottom
side) for mobile
data cards ——— ot
port: dual-
channel,
USB wifi EIA-644A
module header plus USB
(AW-NU137) for camera &
LED backlight
(up to
6); l;nter?al QXGA res)
ports
(for KB & direct drive
mouse) for resistive
touchscreen
Internal digital
amplified — = microphone
speaker
drivers
(1.1W into
8 ohms)
USB2.0 ports headphone + USB OTG HDMI 1 Gbit 100 Mbit ff‘;fcctoﬁ?i:jrrations
(high-current capable) ™ (compatible microSD SD card socket ethernet SHITes without battery)

with most mobile
phone kits)

boot FLASH  (bottom side) 3-axis accelerometer
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Alpha Board Blocks

Configuration memory contains

Applications connect
via the Cryptech
PKCS#11 provider

Interface for connecting
Security Officer authenticators and
storage devices for master key backup
(e.g., smartcard reader)

’

the FRGA bltstre?m foocs Client interface v "' Interface for connectin
\ for HSM management PKCS#11 J i s g
“, and for communicating | provider in host 7 , yikeyp
“ with applications T ! /; )
b N / . Tamper switch to
At Jeast one entropy source N . uUsB / / imulate tamper
connected to the FPGA N, hS /! / s sl
. N K / during development
~ \ , s ’
‘\‘ ‘\‘ ’/ /l ,t"
\\ ‘\\ ™, /! /’ 1"
., Ly Ay 4 & ’
4 4 | 4 | 4 y
JTAG port(s) for — ________... S Entropy Config = USB to ART Tamper 5P
testing and debugging >3 Sources Memory -4 UART u 12C Switch
\ / \ / l / Temperature
Tamper
FPGA ARM Detection |«——————— Accelerometer
e \
.
RAM-based Master Key Memory \ E Exterior Shield
contains the symmetric key H
used to encrypt the Keystore = ================cceca=e > M:‘set::oKey E)S:rhr;lal RTC H::rt‘e(mglo) '
(~ 1024 bit) power supply i H  E— c-4
controlled by tamper circuit | s
Batt H
| : Optional tamper
. inputs/outputs
Security Boundary H
:
Tamper detection circuit
rasponsible for erasing Master
Key Memory upon tamper
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Alpha Board EQY 2015

= connected to PSU by
Battery T Setting jumper

reset block

2015-05-27 (JoachimS)

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, usB | ___| USB | ____ DC S
/ connector connector connector
i
3 X X

>
| 2
i usB 2.0 UsB 2.0 8 gé
] =
i v v 44
| Reset of FPGA by CPU aR g
i S PR oy O USB-UART USB-UART %
i i RET] 8 removing jumper interface interface =
! FPGA Analog Switch Pl from CPU G FPGA FT232H LQFP48 FT232H LQFP48
' Config mem < »!
1 R OnSemi and control of switch A [ 32 bit data bus
| MC14551B can be disabled by 26 bit address bus
1 removing jumpers
i ;

One chip for each of the
| Virto Enablo of e sPl o o two SDF;KAM interfaces
! Config Mem On board
be disabled b
! Sermning lumpes. GPU FPaA Reset y y — ) Power Suppy
| 5 SDRAM 512 Mbit block
1 (CPU FPGA Config Mem Switch Contr : ISSI |S458321 GOF
i GPU FPGA Config Mem SPI rero o SDRAM control for TSOP-II
| SPI i each SDRAM IF
| FPGA Events |
! FPGA saros |
i
! )
| i ; CPU o G Micro
: Xilinx Artix-7 200T ARM Cortex-M4 -— SD Card
i FBG484-3 » FPGA chip select and clock 2 GByte
1 - < o sram 0 s so iz | > STM32F429BIT6 12V must be stable,
' FPGA | Resetn Layout compatible with < - low noise since it
1 L reset > 32 bit data bus 208-PIN LQFP feeds the noise
i Block FGG484 26 bit separats adoress bus K
! - eystore mem source.
' - N > Serial Flash
' N At least 64 Mbit
' Cryptech CPU
1 Avalanche Noise | clock
! noise 1GPO | source N
i block Flea’\llI Time hc_;lock
1 12c icrochip
} [ Y 1 o W W Y MCP79412
] M S ™ cru TSSOP
i a’:‘:i’pee":"‘s reset block
1 32.768 kHz
| cPU 3V oo
1 2GPIOs eo] Tarios GPIOs Battery I 1 Crystal
i CPU - Tamper
! Tamper events serial port me_ HcPu
| to CPU via jumpers UTAG
1 FPGA LEDs 2GPIOs to disable
! 4+8GPIOs » Rx, Tx USART with ISO 7816-3
' _ 4 ZwieUARTorzGRIOS ’g Interfaces for possible
! 5 Smart Card reader
‘ H 12C and display/control
i 2 Tamper Detect MCU %B on separate board
i
i » FPGA GPIOs g CAltmil Z‘VR .@ 2.0 MHZI 5GPIOs. amper
| < 8 GPIOS locke U‘SIT]g internal GPIOs
! oscillator
i Xilinx Platform Cable JTAG Tamper
| g‘ izt AT Tiny 828R-AY TTAG
' TQFP-32
H 4 GPIOs Tamper
! LEDs
! Master Key
! MKM Tamper SPI avs
| Memory Analog Switch [+ 16P0 =
! sPl MISO can be Tamper button
1 8 kByte - > X = pulled low P
1 Serial SRAM OnSemi by sting 4 s
! Microchip MC14551B jumper Tamper
I Power Supply
' 23A640 8TSSOP ? can be replaced T
! . by power from  ~
Switch |

i 18 v:':—,cp\; onto PSU by setting
| i MKM Tamper power control jumper
' o et Cryptech Alpha Board
1 wan_1ve power supply can be Rev 0.010
i
i
i
i
.
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Off
Board

ARM

Ethernet / USB

FPGA

150728 CryyplEsth

PKCS#11

Core Selector and Interface

CSPRNG (ChaCha)

ModExp /
BigNum

Mixer (SHA-512)

Entropy Provider Sensing

TRNG
Control

& Test

I Entropy (Ring Oscillators)

Hashes (SHA-1/256/512, SHA-3, GOST)
Symmetric (AES, ChaCha)

Entropy
(noise board)
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General Core Design

Plain Verilog 2001 compliant RTL code

FPGA vendor and FPGA/ASIC agnostic design

- No explicitly instantiated technology
specific macros

All cores are independent co-processors

- Cores do not share resources

- Load data and configure, start core and wait for ready signal

32-bit memory like interface
- Implemented by core wrapper
- APT structured similarly for all cores

 The real functionality is in _core.v and its sub modules
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General Core Structure

foo.v
cs _ )
we__
addresSe——, mux
write_datomly- and foo_core.v

read_data <«
hold-

regs

|
I \ 4

ck —

reset n —»
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API Example

ADDR_NAMEQ = 8'h00;
ADDR_NAME1 — 8'h01;
ADDR_VERSION = 8'h02;
ADDR_CTRL = 8'h08;
CTRL_INIT BIT = 0;
CTRL_NEXT BIT = ¢
ADDR_STATUS = 8'h09;
STATUS READY BIT = O0;
STATUS VALID BIT = 1;
ADDR_BLOCKO = 8'h10
ADDR_BLOCK15 = 8'hlf;
ADDR_DIGESTO = 8'h20;
ADDR_DIGEST? = 8'h27;
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Core Selector

« Current version hard coded for the use
case

. Next version auto generated

- Generate Verilog based on config

. Instantiate types and number of instances of
cores

- SW support for discovery of cores in a given
FPGA bitstream
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Cryptech FPGA system

FPGA noise
‘ > Core O Input
Interface
<to CPU ,system____ core <+ Core 1
IF select
) > Core n
Platform specific Platform independent
Cryptech HW/SW Cryptech HW system
interface
Possible
clock boundary
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Core Walk Through
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SHA1

« Implements SHA-1 as specified in FIPS
180-2

. Iterative, one cycle/round
- 82 cycles/block with setup and finish

. Block expansion (W mem) implemented
using sliding window with 16 separate 32-
bit registers
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SHA256

. Implements SHA-256 as specified in
FIPS 180-4

. Iterative, one cycle/round
- 66 cycles/block with setup and finish

. Block expansion (W mem) implemented
using sliding window with 16 separate 32-
bit registers
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SHAbB12

. Implements SHA-512/x (FIPS 180-4)
- Including SHA-512/224, SHA-512/256, SHA-512/384 and SHA-512

. Iterative, one cycle/round
- 82 cycles/block with setup and finish

. Block expansion (W mem) implemented using sliding window with
16 separate 64-bit registers

. Support for work factor processing with up to 2**32-1
iterations/block

. Testbenches for w_mem, core and top level
- Using NIST test vectors

 Heavily tested with SW on the Novena
« Used in Cryptech as mixer in the TRNG

150728 @wyplEsth Creative Commons: Attribution-NonCommercial-ShareAlike 2.0

22



AES (1)

. As specified in FIPS 197
- Support for 128 and 256 bit keys

. Iterative, four cycles/round

- 42 cycles/block with setup and finish
for AES-128

- 58 cycles/block with setup and finish
for AES-256
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AES (2)

. Key expansion performed before any block
processing

- 10 cycles for 128 bit keys, 14 cycles for 256 bit
keys

. Separate encipher and decipher data paths

- Decipher can be removed for use cases where only
encipher is heeded (CTR mode etc)

- Encipher and decipher share key expansion
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AES (3)

« Four sbox ROMs

- Shared between encipher data path and key
expansion

. Testbenches for key expansion, data
paths, core and and top level

- Using NIST test vectors and vectors by
Sam Trenholme (http://www.samiam.org/
key-schedule html)
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AES (4)

. Heavily tested with SW on the Novena

. Used in Cryptech to implement AES Key
Wrap (RFC 5649, https://tools.ietf.org/
html/rfcb649)
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ChaCha (1)

. Implements the ChaCha stream cipher
- http://cr.yp.to/chacha/chacha-20080128.pdf
- Support for 128 and 256 bit keys
- Support for up to 32 rounds
- Support for settable 64-bit initial counter value

. Iterative, two cycles/double round

- 42 cycles/block with setup and finish for
ChaCha20
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ChaCha (2)

. Testbenches for core and top level

- Using DJB test vectors and generated test
vectors for draft
https://tools.ietf.org/html/draft-
strombergson-chacha-test-vectors-00

. Used in Cryptech as CSPRNG in the
TRNG

- With 256 bit key and 24 rounds
- Key, block, IV and initial counter as seed

150728 @wyplEsth Creative Commons: Attribution-NonCommercial-ShareAlike 2.0

28



FPGA boundary
e N
Cryptech TRNG
e N s a
Avalanche |1t > Entropy se-ot )
noise ! provider 0 Mixer CSPRNG
\ y,
e N
Entropy
provider 1 T o s
bit ol ChaCha bit |  Output 32-bit
32-bit 1024-bit * SHA-512 stream = word . >
> block cipher buffer '
buffer \
L ) !
| Entropy i 32-bit i
B provider 2 - == > :
i \ j N y, E
\ J
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TRNG (1)

. Sub system using multiple cores
- avalanche noise entropy provider core
- ring oscillator entropy provider core

- SHADB12 core used as entropy mixer
- ChaCha core used as CSPRNG
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TRNG (2)

 Modular architecture
- Support for adding more entropy sources
- Support for replacing SHA512 in mixer and ChaCha
in CSPRNG with other cores

. Support for observability and testing and of
all parts and output
- Extract raw noise and entropy from the sources

- Inject test vectors and extract results to allow
verification of functionality

- Planned support for on-line testing and alarms for
entropy sources and CSPRNG
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TRNG (3)

. Scalable performance and security

- Number of rounds (default 24) can be
configured via APT

- Reseed frequency settable and can be
forced via APT

- Can generate ~500 Mbps @50 MHz clock
frequency

- Can instantiate multiple ChaCha cores
(seeded separately) to scale performance to
multiple Gbps performance
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TRNG (4)

. Tested using ent, diehard, dieharder
and several custom tools

- TBytes of data generated and tested
so far

- Test server that provides public
access to continiously generated data
being setup
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Avalanche Noise Bc Boar'd
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Noise Generation

Noise generator Amplifier Digitizer
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Raw noise

RN L0110 ANt =/ D/3- T £@-820mv

Period = #okkkk Vpp = *okkk Avg = Hokkok Freq = #kkkxk

“ ~ 100my ‘_\
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Amplified (yellow)
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ized (yellow)
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Twitterized explanation

» To combat component ageing, measure
time between flanks, use LSB of time
delta as entropy. Do whitening.
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Avalanche Entropy (1)

. Entropy provider using external noise
source

- Used with the Cryptech Avalanche noise
source

- Noise digitized by board using a schmitt-
trigger and provided as single bit stream
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Avalanche Entropy (2)

« Measures time (cycles) between
positive flanks on noise source

- LSB from cycle counter used as
entropy bit

- 32 consecutive bits provided as
entropy data to consumer (mixer)
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Avalanche Entropy (3)

. Heavily tested using ent, several custom
tools

- Good confidence that the entropy provided
has good quality

- Long term stability needs to be evaluated
(and being worked on)

. ~10 kbps data rate
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Adder based Ring
Oscillator

Cryptech digital ring oscillator\

-

(13 EH] ( \ H
OpA = “01 2:bit 1-pit | oscillator_out
carry_out —» 1 (O > d

OpB = “10” _bi

20y, Adder — Slwe

— | carry_in

N J >
we
clk
J
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ROSC Entropy (1)

. Entropy provider using internal
JiTTer source

- Using a novel adder based ring
oscillator (ROSC) suitable for FPGA
implementation.

- Designed by Bernd Paysan
- ~2 kbps data rate



ROSC Entropy (2)

. Generates entropy using jitter between
ring oscillators

- Uses 32 separate ring oscillators (running
at 300+ MHz in Spartan-6)

- Samples the output values from the
oscillators every 256 clock cycles

- The outputs from the oscillators are XOR
combined into a single bit value

- 32 consequtive bits provided as entropy
data to consumer (mixer)
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ROSC Entropy (3)

. Heavily tested using ent, several custom
tools

- Fairly good confidence that the entropy
provides sufficient quality

- ROSC feedback path routing critical to
clock frequency. Should preferrably be
locked down using Place & Route
constraints

- rosc_entropy core should be requalified
when moved to a hew technology (for
example a ggimoFPGA fami C'YI-)hareAlikeZ.O

mmons: Attribution-NonCommer 46
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Mixer (1)

. Combines entropy from providers to
create seeds for the CSPRNG

- Strict round robin extraction from a set of
entropy providers

. Decouples the entropy collection from
the random number generation by the
CSPRNG

150728 @wyplEsth Creative Commons: Attribution-NonCommercial-ShareAlike 2.0

47



Mixer (2)

. Make it hard to predict seed when trying
to control an entropy source

. Make it hard (infeasible) to guess mixer
state and entropy state based on guess
of bits in seed

150728 @wyplEsth Creative Commons: Attribution-NonCommercial-ShareAlike 2.0
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Mixer (3)

. Seeds are intermediate digests for an

arbitrarily long message
« Unless full restart is forced

. With SHA-512 as mixer primitive, 1024
bits of entropy is needed to generate
512 bits of seed

- With the current Cryptech CSPRNG, two
512-bit seed words are needed. In total
2048 bits of entropy is needed to be able to
reseed the CSPRNG
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CSPRNG

. Using the ChaCha stream cipher as
primitive
- 24 rounds by default
896 bits in total
. Cipher initialized by
- 256 bit key
- 512 bit message block
- 64 bit IV
- 64 bit initial counter value
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CSPRNG (2)

 Blocks of B12 bits of stream data
extracted via a FIFO as 32-bit random
words by consumers

. Decouples data generation from
consumption
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