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Progress thus far… 1/5
 Alvaro Retana DISCUSS and COMMENT

 Comments on Scope and Control Plane -> Clarified
 Discuss on Intended Status -> Informational 
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Progress thus far… 2/5
 Benoit Claise DISCUSS and COMMENT

 Many Clarifying comments -> THANK YOU! Greatly improved 
the document

 Editorials throughout
 Notably: Definition of SFC

 and RSP, new Section 2.3.1. 
on SFC/SFP/RSP

 Discuss on Consulting with 
Ops (IESG discussion, 
NOOP for editors) 
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Progress thus far…  3/5
 Kathleen Moriarty DISCUSS and COMMENT

 Privacy
 Updated

Security Considerations
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Progress thus far…
 Stephen Farrell DISCUSS and COMMENT

 Updated the Security Considerations based on Sec-Dir Review
 DISCUSS outstanding
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Progress thus far…
 Comments from Uri Elzur

 Clarification on Logical Components and overlay
 Clarification on Figure 3 and missing Classifier
 Changes in working copy (to be submitted as -10)
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Next Steps
 Outstanding DISCUSS from Stephen Farrell 
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Proposal 1/3
 Working with Chris Inacio (CERT)
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 Boundaries:  Specific requirements may need to be enforced at the
        boundaries of an SFC-enabled domain.  These include, for
        example, to avoid leaking SFC information, and to protect its
        borders against various forms of attacks.  If untrusted parties
        can inject packets which will be treated as being properly
        classified for service chaining, there are a large range of
        attacks which can be mounted against the resulting system.
        Depending upon deployment details, these likely include spoofing
        packets from users and creating DDoS and reflection attacks of
        various kinds.  Thus, when a transport mechanisms are selected
        for use with SFC, they MUST ensure that outside parties can not
        inject SFC packets which will be accepted for processing into
        the domain.  This border security MUST include any tunnels to
        other domains.  If those tunnels are to be used for SFC without
        reclassification, then the tunnel MUST include additional
        techniques to ensure the integrity and validity of such packets.



Proposal 2/3
 Working with Chris Inacio (CERT)
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 SFC Encapsulation:  The SFC Encapsulation provides at a minimum SFP
        identification, and carries metadata.  An operator may consider
        the SFC Metadata as sensitive.  From a privacy perspective, a
        user may be concerned about the operator revealing data about
        (and not belonging to) the customer.  Therefore, solutions
        should consider whether there is a risk of sensitive information
        slipping out of the operators control.  Issues of information
        exposure should also consider flow analysis.  Further, when a
        specific metadata element is defined, it should be carefully
        considered whether origin authentication is needed for it.



Proposal 3/3
 Working with Chris Inacio (CERT)

        Some metadata added to and carried in SFC packets is sensitive
        for various reasons, including potentially revealing personally
        identifying information.  Realizations of the architecture MUST
        protect to ensure that such information is handled with suitable
        care and precautions against inappropriate dissemination of the
        information.  This can have implications to the data plane, the
        control plane, or both.  Data plane protocol definitions for SFC
        can include suitable provision for protect such information for
        use when handling sensitive information, with packet or SFP
        granularity.  Equally, the control mechanisms use with SFC can
        have provisions to determine that such mechanisms are available,
        and to ensure that they are used when needed.  Inability to do
        so needs to result in error indications to appropriate
        management systems.  In particular, when the control systems
        know that sensitive information may potentially be added to
        packets at certain points on certain service chains, the control
        mechanism MUST verify that appropriate protective treatment of
        NSH information is available from the point where the
        information is added to the point where it will be removed.  If
        such mechanisms are unavailable, error notifications SHOULD be
        generated.



Thank you!
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