-dnssec-chain-extension



+DNSSEC —port53

DNSSEC is an OK delegation hierarchy

DNS protocol has last-mile and latency issues
=> pass DNSSEC chain in a TLS extension
(cf. OCSP stapling)



. DNSKEY
|

com. DS RRSIG
struct {
opaque rrset<0..2716-1>;
opaque rrsig<0..2°16-1>; com. DINSKEY RRSIG
} RRset |
example.com. DS RRSIG

// MUST be in auth’n order

// Like cert chain example.com. DNSKEY RRSIG
RRset AuthenticationChain<0..2716-1>; |

_443._tcp.www.example.com. TLSA | RRSIG
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