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1. Introduction

Aut hori zation is the process of deciding what an entity ought to be
all owed to do. Managing authorization information for a | arge nunber
of devices and users is often a conpl ex task where dedi cated servers
are used.

Managi ng aut hori zati on of users, services and their devices with the
hel p of dedi cated authorization servers (AS) is a common task, found
in enterprise networks as well as on the Web. In its sinplest form
the aut horization task can be described as granting access to a
resource hosted on a device, the resource server (RS). This exchange
is mediated by one or nmultiple authorization servers.

We envision that end consuners and enterprises will want to manage
their Internet of Things (10T) devices in the sane style and this
desire will increase with the nunber of devices that need to be
managed and controlled. The |0oT devices may be constrained in
various ways including processing, nenory, code, energy, etc., as
defined in [ RFC7228], and the different |oT depl oynents present a
conti nuous range of device and network capabilities. Taking energy
consunption as an exanple: At one end there are energy-harvesting or
battery powered devices which have a tight power budget, on the other
end there are nmains-connected devices which are not constrained in
terms of power, and all levels in between. Thus |0oT devices are very
different in terms of available processing and nessage exchange
capabilities.

This meno describes howto re-use QAuth 2.0 [RFC6749] to extend

aut hori zation to Internet of Things devices with different kinds of
constrai nedness. At the tine of witing QAuth 2.0 is already used
with certain types of 10T devices and this docunent will provide

i npl ement ers addi ti onal guidance for using it in a secure and
privacy-friendly way. Were possible the basic QAuth 2.0 nechani sns
are used; in sonme circunstances profiles are defined, for exanple to
support | ower the over-the-wire nessage size and snall er code size.
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Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Certain security-related terns such as "authentication",
"aut hori zation", "confidentiality", "(data) integrity", "message
aut henti cation code”, and "verify" are taken from [ RFC4949].

Since we descri be exchanges as RESTful protocol interactions HITP
[ RFC7231] offers useful term nology.

Term nol ogy for entities in the architecture is defined in QAuth 2.0
[ RFC6749] and [I-D.ietf-ace-actors], such as client (C), resource
server (RS), and authorization server (AS). QAuth 2.0 uses the term
"endpoint" to denote HTTP resources such as /token and /authorize at
the AS, but we will use the term"resource" in this meno to avoid
confusion with the CoAP [RFC7252] term "endpoint".

Since this draft focuses on the problem of access control to
resources, we sinplify the actors by assuming that the client
aut hori zation server (CAS) functionality is not stand-al one but
subsuned by either the authorization server or the client (see
section 2.2 in [I-D.ietf-ace-actors]).

Overvi ew

This specification describes a franework for authorization in the
Internet of Things consisting of a set of building bl ocks.

The basic block is the QAuth 2.0 [RFC6749] framework, which enjoys
wi despread deploynment. Many |oT devices can support QAuth 2.0

wi t hout any additional extensions, but for certain constrained
settings additional profiling is needed.

Anot her building block is the Iightweight web transfer protocol CoAP
[ RFC7252] for those comuni cation environnents where HTTP i s not
appropriate. CoAP typically runs on top of UDP which further reduces
over head and nessage exchanges. Wen CoAP is used over UDP

transport layer security is provided by DILS 1.2 [RFC6347] instead of
TLS 1.2 [RFC5246].
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A third building block is CBOR [ RFC7049] for encodi ngs where JSON

[ RFC7159] is not sufficiently conpact. CBOR is a binary encoding
designed for extremely small code size and fairly small nessage size
QAuth 2.0 all ows access tokens to use different encodings and this
docunent defines such an alternative encoding. The COSE nessage
format [I-D.ietf-cose-nsg] is al so based on CBOR

A fourth building block is application |layer security, which is used
where transport |ayer security is insufficient. At the tine of
witing the preferred approach for securing CoAP at the application
|layer is via the use of COSE [I-D.ietf-cose-nsg], which adds object
security to CBOR-encoded data. Mdre details about applying COSE to
CoAP can be found in OSCOAP [I|-D. sel ander - ace- obj ect-security].

Wth the building blocks listed above, solutions satisfying various
| oT device and network constraints are possible. A list of
constraints is described in detail in RFC 7228 [ RFC7228] and a
description of how the building blocks nentioned above relate to the
various constraints can be found in Appendi x A

Luckily, not every |oT device suffers fromall constraints. The
descri bed franmework does, however, takes all these aspects into
account and all ows several different deploynent variants to co-exist
rather than mandating a one-size-fits-all solution. W believe this
is inportant to cover the w de range of possible interworking use
cases and the different requirements froma security point of view
Once | oT deploynments mature, popul ar depl oynent variants will be
docunented in formof profiles

In the subsections bel ow we provide further details about the
di fferent building bl ocks.

3.1. QAuth 2.0

The QAuth 2.0 authorization framework enables a client to obtain
limted access to a resource with the pernission of a resource owner
Aut hori zation related information is passed between the nodes using
access tokens. These access tokens are issued to clients by an

aut hori zation server with the approval of the resource owner. The
client uses the access token to access the protected resources hosted
by the resource server.

A nunber of QAuth 2.0 terns are used within this neno:
Access Tokens:

Access tokens are credentials used to access protected resources.
An access token is a data structure representing authorization
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permi ssions issued to the client. Access tokens are generated by
the aut horization server and consuned by the resource server. The
access token is opaque to the client.

Access tokens can have different formats, and various methods of
utilization (e.g., cryptographic properties) based on the security
requi renents of the given depl oynment.

Proof of Possession Tokens:

Seitz,

An access token nmay be bound to a cryptographic key, which is then
used by an RS to authenticate requests froma client. Such tokens
are call ed proof-of-possession tokens (or PoP tokens)
[1-D.ietf-oauth-pop-architecture].

The proof - of - possessi on (PoP) security concept assunmes that the AS
acts as a trusted third party that binds keys to access tokens.
These so call ed PoP keys are then used by the client to
denonstrate the possession of the secret to the RS when accessing
the resource. The RS, when receiving an access token, needs to
verify that the key used by the client matches the one included in
the access token. Wen this nenp uses the term "access token" it
is assuned to be a PoP token unless specifically stated otherwi se.

The key bound to the access token (aka PoP key) may be based on
symretric as well as on asymetrical cryptography. The
appropriate choice of security depends on the constraints of the
| oT devices as well as on the security requirenments of the use
case.

Symmetric PoP key:

The AS generates a random symetric PoP key, encrypts it for
the RS and includes it inside an access token. The PoP key
is also encrypted for the client and sent together with the
access token to the client.

Asynmmretric PoP key:

An asymmetric key pair is generated on the client and the
public key is sent to the AS (if it does not already have
know edge of the client’s public key). Information about
the public key, which is the PoP key in this case, is then
i ncluded inside the access token and sent back to the
requesting client.

The access token is protected against nodifications using a MAC or
a digital signature of the AS. The choice of PoP key does not
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necessarily inply a specific credential type for the integrity
protection of the token. Modyre information about PoP tokens can be
found in [I-D.ietf-oauth-pop-architecture].

Scopes and Per mi ssi ons:

In QAuth 2.0, the client specifies the type of permissions it is
seeking to obtain (via the scope paraneter) in the access request.
In turn, the AS may use the "scope" response paraneter to inform
the client of the scope of the access token issued. This nenp
uses CBOR encoded nessages defined in Appendix C to request scopes
and to be informed what scopes the access token was actually

aut hori zed for by the AS

The val ues of the scope paraneter are expressed as a |ist of
space- delimted, case-sensitive strings, with a semantic that is
wel | -known to the AS and the RS. Mre details about the concept
of scopes is found under Section 3.3 in [RFC6749].

d ai ns:

The information carried in the access token in the formof type-
value pairs is called clainms. An access token may for exanple

i nclude a claimabout the AS that issued the token (the "iss"
claim and what audi ence the access token is intended for (the
"aud" claim. The audience of an access token can be a specific
resource or one or many resource servers. The resource owner
policies influence the what clains are put into the access token
by the authorization server

Whil e the structure and encodi ng of the access token varies

t hroughout depl oynments, a standardi zed fornmat has been defined
with the JSON Wb Token (JW) [RFC7519] where clains are encoded
as a JSON object. In Appendix D we define a CBOR version of JW
that we call CBOR Wb Token (COAI).

I ntrospection:

3. 2.

Seitz,

Introspection is a method for a resource server to query the

aut hori zation server for the active state and content of a

recei ved access token. This is particularly useful in those cases
where the authorization decisions are very dynam ¢ and/or where
the received access token itself is a reference rather than a

sel f-contai ned token. NMore information about introspection in
QAuth 2.0 can be found in [I-D.ietf-oauth-introspection].

CoAP
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CoAP is an application layer protocol similar to HTTP, but
specifically designed for constrained environnents. CoAP typically
uses datagramoriented transport, such as UDP

Where HTTP uses headers and query-strings to convey additiona
i nformati on about a request, CoAP encodes such information in so-
call ed ’options’

CoAP supports application-layer fragnentati on of the CoAP payl oads
t hrough bl ockwi se transfers [I-D.ietf-core-block]. However, this
met hod does not allow the fragnentation of |arge CoAP options,
therefore data encoded in options has to be kept small.

3.3. (Object Security

Transport |ayer security is not always sufficient and application

| ayer security has to be provided. COSE [|-D.ietf-cose-nmsg] defines
a message format for cryptographic protection of data using CBOR
encoding. There are two mai n approaches for application |ayer
security:

bj ect Security of CoAP ( CSCOAP)

OSCOAP [ | - D. sel ander-ace-obj ect-security] is a nmethod for
protecting CoAP request/response nessage exchanges, including CoAP
payl oads, CoAP header fields as well as CoAP options. OSCCOAP
provi des end-to-end confidentiality, integrity and repl ay
protection, and a secure bindi ng between CoAP request and response
nmessages.

A CoAP nessage protected with OSCOAP contains the CoAP option
"(bj ect-Security" which signals that the CoAP nessage carries a
COSE nmessage ([I-D.ietf-cose-nmsg]). OSCOAP defines a profile of
COSE whi ch includes replay protection

bj ect Security of Content (QOSCON)

For the case of wapping of application |ayer payload data
("content”) only, such as resource representations or clainms of
access tokens, the sane COSE profile can be applied to obtain end-
to-end confidentiality, integrity and replay protection

[1-D. sel ander-ace-object-security] defines this functionality as
bj ect Security of Content (OSCON).

In this case, the nessage is not bound to the underlying
application layer protocol and can therefore be used with HTTP,
CoAP, Bluetooth Smart, etc. Wereas OSCOAP integrity protects
speci fic CoAP nessage neta-data |ike request/response code, and
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4.

bi nds a response to a specific request, since OSCON protects only
payl oad/ content, those security features are lost. The advantages
are that an OSCON nessage can be passed across different

protocols, fromrequest to response, and used to secure group
conmuni cati ons.

Protocol Interactions

This framework is based on the same protocol interactions as QAuth
2.0: Aclient obtains an access token froman AS and presents the
token to an RS to gain access to a protected resource. These
interactions are shown in Figure 1. An overview of various QAuth
concepts is provided in Section 3.1.

The consent of the resource owner, for giving a client access to a
protected resource, can be pre-configured authorization policies or
dynanmically at the tinme when the request is sent. The resource owner
and the requesting party (= client owner) are not shown in Figure 1.

For the description in this docunment we assune that the client has
been registered to an AS. Registration neans that the two share
credentials, configuration paranmeters and that sonme form of

aut hori zati on has taken place. These credentials are used to protect
the token request by the client and the transport of access tokens
and client information fromAS to the client.

It is also assuned that the RS has been registered with the AS

Est abl i shed keying material between the AS and the RS allows the AS
to apply cryptographic protection to the access token to ensure that
the content cannot be nodified, and if needed, that the content is
confidentiality protected.

The keying material necessary for establishing comunication security
between C and RS is dynanmically established as part of the protoco
described in this docunent.

At the start of the protocol there is an optional discovery step
where the client discovers the resource server and the resources this
server hosts. In this step the client mght also determ ne what

perm ssions are needed to access the protected resource. The exact
procedure depends on the protocols being used and the specific

depl oynent environment. |In Bluetooth Smart, for exanple,
adverti senents are broadcasted by a peripheral, including informtion
about the supported services. |In CoAP, as a second exanple, a client

can makes a request to "/.well-known/core" to obtain informtion
about avail abl e resources, which are returned in a standardi zed
format as described in [ RFC6690].
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| Authorization |
<--(B)-- Access Token --------------- [ Server
+ Client Infornmation |

I
|
I
I
|
| I ntrospecti on Request & Response (D)| |(E)
|
I
I
I
I
I

dient | v
S +
---(C-- Token + Request ----------- >| |
[ Resource |
<--(F)-- Protected Resource --------- | Server |
........ . ek

Figure 1: Overview of the basic protocol flow

Requesting an Access Token (A):

The client nakes an access token request to the AS. This neno
assunes the use of PoP tokens (see Section 3.1 for a short
description) wherein the AS binds a key to an access token. The
client may include permssions it seeks to obtain, and information
about the type of credentials it wants to use (i.e., symetric or
asymetric cryptography).

Access Token Response (B)

If the AS successfully processes the request fromthe client, it
returns an access token. It also includes various paraneters,
which we call "Cient Information". |In addition to the response
paraneters defined by QAuth 2.0 and the PoP token extension, we
consi der new ki nds of response paraneters in Section 5, including
i nformati on on which security protocol the client should use with
the resource server(s) that it has just been authorized to access.
Conmruni cati on security between client and RS nmay be based on pre-
provi si oned keys/security contexts or dynamically established to
the RS via the PoP token; and to the client via the client
information as described in Section 5.1

Resour ce Request (O):

Seitz,

The client interacts with the RS to request access to the
protected resource and provides the access token. The protocol to
use between the client and the RS is not restricted to CoAP; HTTP,
HTTP/ 2, Bluetooth Smart etc., are al so possibl e candi dates.
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Depending on the device limtations and the sel ected protocol this
exchange may be split up into two phases:

(1) the client sends the access token to a newy defined

aut hori zati on endpoint at the RS (see Section 5.2) , which
conveys authorization information to the RS that nay be used
for subsequent resource requests, and

(2) the client nakes the resource access request, using the
communi cati on security protocol and other client infornmation
obtai ned fromthe AS

The RS verifies that the token is integrity protected by the AS
and conpares the clainms contained in the access token with the
resource request. |If the RSis online, validation can be handed
over to the AS using token introspection (see nessages D and E)
over HTTP or CoAP, in which case the different parts of step C nay
be interleaved with introspection

Token I ntrospecti on Request (D):

A resource server may be configured to use token introspection to
interact with the AS to obtain the npst recent clains, such as
scope, audience, validity etc. associated with a specific access
token. Token introspection over CoAP is defined in

[1-D.wahl stroem ace-oaut h-i ntrospection] and for HITP in
[I-D.ietf-oauth-introspection].

Note that token introspection is an optional step and can be
omtted if the token is self-contained and the resource server is
prepared to performthe token validation on its own.

Token I ntrospecti on Response (E)
The AS validates the token and returns the clainms associated with
it back to the RS. The RS then uses the received clains to
process the request to either accept or to deny it.

Protected Resource (F):
If the request fromthe client is authorized, the RS fulfills the
request and returns a response with the appropriate response code.
The RS uses the dynanically established keys to protect the
response, according to used commruni cation security protocol

5. QAuth 2.0 Profiling
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This section describes profiles of QAuth 2.0 adjusting it to
constrai ned environnents for use cases where this is necessary.

5.1. Comunication Security Protoco

QAuth 2.0 using bearer tokens, as described in RFC 6749 and in RFC
6750, requires TLS for all conmunication interactions between client,
aut hori zati on server, and resource server. This is possible in the
scope where QAuth 2.0 was originally devel oped, web and nobile
applications. 1In these environnents resources |ike conputationa
power and bandwi dth are not scarce and operating systens as well as
browser platforns are pre-provisioned with trust anchors that enable
clients to authenticate servers based on the Wb PKI. In a nore

het er ogeneous | oT environnent a w der range of use cases needs to be
supported. Therefore, this docunent suggests extensions to QAuth 2.0
that enable the ASto informthe client on how to comunicate
securely with a RS

The client and the RS night not have any prior know edge about each
other, therefore the AS needs to help themto establish a security
context or at |east a key. The AS does this by indicating

communi cati on security protocol ("csp") and additional key paraneters
in the client information.

The "csp" paraneter specifies how client and RS conmmunication is
going to be secured based on returned keys. Currently defined val ues
are "TLS", "DTLS", "OSCOAP' and "OSCON'. Depending on the val ue
different additional paraneters becone nandatory.

TLS with certificates may nake use of pre-established trust anchors
or configured nore tightly with additional client information
paraneters, |ike x5c, x5t or xb5t#S256

CoAP specifies three security "nodes" of DILS: PreSharedKey,
RawPubl i cKey and Certificate. In case of PreSharedKey and
RawPubl i cKey DTLS is based on the use keys distributed in the PoP
token and via the client information. Additional certificate

i nformati on may al so be added, for exanple using the paraneter x5c,
x5t or x5t #S256.

To use OSCOAP and OSCON requires security context to be established,
whi ch can be provisioned with PoP token and client information, or
derived from keys provisioned in this way.

5.2. Authorization Information Resource at the Resource Server

A consequence of allowi ng the use of CoAP as web transfer protocol is
that we cannot rely on HTTP specific nechani sns, such as transferring
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informati on el enents in HITP headers since those are not necessarily
gracefully mapped to CoAP. 1In case the access token is larger then
255 bytes it should not be sent as a CoAP option

For conveying authorization information to the RS we therefore

i ntroduce a new resource to which the PoP tokens can be sent to
convey authorization information before the first resource request is
made by the client. This specification calls this resource "/authz-
info"; the URI may, however, vary in deploynents.

5.3. Authorization Information Fornmat

W introduce a new claimfor describing access rights with a specific
format, the "aif" claim |In this neno we propose to use the conpact
format provided by A F [I-D. bormann-core-ace-aif]. Access rights my
be specified as a list of URIs of resources together with allowed
actions (GET, PCOST, PUT, PATCH, or DELETE).

5.4. CBOR Data Formats

The /token resource (called "endpoint” in QAuth 2.0), defined in
Section 3.2 of [RFC6749], is used by the client to obtain an access
token. Requests sent to the /token resource use the HTTP POST net hod
and t he payl oad includes a query conponent, which is formatted as
appl i cation/ x-ww«+formurl encoded. CoAP payl oads cannot be formatted
in the same way which requires the /token resource on the AS to be
profiled. Appendix C defines a CBOR-based format for sending
paraneters to the /token resource.

5.5. CBOR Wb Token

CBOR Wb Tokens (CW) are defined in Appendi x D as conpact anal ogs of
JSON Wb Tokens (JWI) [RFC7519]. COWs uses CCSE [I-D.ietf-cose-nsg]
to offer simlar, but nore conpact security services. OCW supports
PoP token functionality.

6. Deployment Scenari os
There is a large variety of 10T deployments, as is indicated in
Appendi x A, and this section highlights comon variants. This

section is not normative but illustrates how the franmework can be
appl i ed.
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For each of the depl oynment variants there are a nunmber of possible
security setups between clients, resource servers and authorization
servers. The main focus in the follow ng subsections is on how

aut hori zation of a client request for a resource hosted by a RSis
performed. This requires us to al so consider how these requests and
responses between the clients and the resource servers are secured.

The security protocols between other pairs of nodes in the
architecture, nanely client-to-AS and RS-to-AS, are not detailed in
these exanples. Different security protocols nmay be used on
transport or application |ayer.

Note: W use the CBOR diagnostic notation for exanples of requests
and responses.

6.1. dient and Resource Server are Ofline

In this scenario we consider the case where both the resource server
and the client are offline, i.e., they are not connected to the AS at
the tinme of the resource request. This access procedure involves
steps A, B, C, and F of Figure 1, but assunes that step A and B have
been carried out during a phase when the client had connectivity to
AS.

Since the resource server nust be able to verify the access token
| ocally, self-contained access tokens nmust be used.

This exanpl e shows the interactions between a client, the
aut hori zati on server and a tenperature sensor acting as a resource
server. Message exchanges A and B are shown in Figure 2

A: The client first generates a public-private key pair used for
communi cation security with the RS

The client sends the POST request to /token at AS. The request
contains the public key of the client and the Audi ence paraneter
set to "tenmpSensorl nLivi ngRoom', a value the that the tenperature
sensor identifies itself with. The AS evaluates the request and
aut horizes the client to access the resource.

B: The AS responds with a PoP token and client information. The
PoP token contains the public key of the client, while the client
information contains the public key of the RS. For communication
security this exanple uses DILS with raw public keys between the
client and the RS
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Note: In this exanple we assune that the client knows what
resource it wants to access, and is therefore able to request
speci fic audi ence and scope clains for the access token

Aut hori zati on

dient Server

| |

A A >| Header: POST (Code=0.02)
| POST | Uri-Path:"token"
| | Payl oad: <Request - Payl oad>
I I

B | <-------- + Header: 2.05 Content
| | Content-Type: application/cbor
| 2.05 | Payl oad: <Response- Payl oad>
I I

Fi gure 2: Token Request and Response Using Cient Credentials.

The information contained in the Request-Payl oad and t he Response-
Payl oad is shown in Figure 3.

Request - Payl oad :

{
"grant _type" : "client_credentials",
"aud" : "tenpSensorl nLi vi ngRoont,
"client_id" : "myclient",
"client_secret" : "qwerty"
}
Response- Payl oad :
{
"access_token" : b64’ Sl AV32hkKG ... ",
"token_type" : "pop",
"csp" @ "DILS",
"key" : b64’ eyJhbGeci O JSUOEXXzUi ...’
}

Fi gure 3: Request and Response Payl oad Detail s.

The content of the "key" paraneter and the access token are shown in
Figure 4 and Figure 5.

{
"kid" : b64’ c29t ZSBmdW saWpa2Vsl d k',
n kt yll . n Ecl ,
"crv"' @ "P-256",
" X" : b64" MKBCTNI cKUSDI i 11ySs3526i DZ8Ai To7 Tu6KPAqv7D4’
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"y : b64" 4Et 1 6SRW2Yi LUr Nsvf vVHUhp7x8PxI t mMAW bbMAl FyM
}
Figure 4: Public Key of the RS
{
"aud" : "tempSensorl nLi vi ngRoont,
"iat" : "1360189224",
"cnf" o
"jwk" o
"kid" : b64’ 1Bg8vub9t LelgHVzV76e8’
"kty" : "EC',
"crv' @ "P-256",
"x" : b64’ f 833Q13D2xF1Bg8vub9t LelgHMzV76€8Tus9uPHVRVEU ,
"y" : b64’ x_FEzRu9nB6HLN t ue659LNpXWspCy Sti kY] KI W 5a0
}
}
}

Figure 5: Access Token including Public Key of the dient.
Messages C and F are shown in Figure 6 - Figure 7

C. The client then sends the PoP token to the /authz-info resource
at the RS. This is a plain CoAP request, i.e. no DTLS/ OSCQAP
between client and RS, since the token is integrity protected
between AS and RS. The RS verifies that the PoP token was created
by a known and trusted AS, is valid, and responds to the client.
The RS caches the security context together with authorization

i nformati on about this client contained in the PoP token

The client and resource server run the DILS handshake using the
raw public keys established in step B and C

The client sends the CoAP request GET to /tenperature on RS over
DTLS. The RS verifies that the request is authorized.

F: The RS responds with a resource representation over DTLS.

Resour ce
Cient Server
I I
C  H-------- >| Header: POST (Code=0.02)
POST | Uri-Path:"authz-info"

I

| | Payl oad: Sl AV32hkKG ..
[ [ (access token)
I
I

<-mmm---- + Header: 2.04 Changed
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| 2.04 |
I

Fi gure 6: Access Token provisioning to RS

Resour ce
dient Server
I I
<=======>| DTLS Connection Establi shnent

|
[ [ usi ng Raw Public Keys
I
I

|
e >| Header: CET (Code=0.01)
| GET | Uri-Path: "tenperature"
| |
I I
I I
Frool<-------- + Header: 2.05 Content
| 2.05 | Payload: {"t":"22.7"}
I

Figure 7: Resource Request and Response protected by DTLS
6.2. Resource Server Ofline

In this deployment scenario we consider the case of an RS that may
not be able to access the AS at the tine it receives an access
request froma client. W denote this case "RS offline", it involves
steps A, B, Cand F of Figure 1.

If the RSis offline, then it nust be possible for the RSto locally
val i date the access token. This requires self-contained tokens to be
used.

The validity tinme for the token should al ways be chosen as short as
possible to reduce the possibility that a token contains out-of-date
aut hori zation information. Therefore the value for the Expiration
Time claim ("exp") should be set only slightly larger than the val ue
for the Issuing Time claim ("iss"). A constrained RS with means to
reliably nmeasure tine nust validate the expiration tine of the access
t oken.

The foll owi ng exanpl e shows interactions between a client (AC contro
unit), an offline resource server (tenperature sensor) and an

aut hori zati on server. The nessage exchanges A and B are shown in

Fi gure 8.

Seitz, et al. Expires April 21, 2016 [ Page 17]



Internet-Draft QAuth 2.0 10T Authorization Cct ober 2015

A: The client sends the request POST to /token at AS. The request
contains the Audi ence paraneter set to "tenpSensor109797", a val ue
that the tenperature sensor identifies itself with. The scope the
client want’'s the AS to authorize the access token for is "owner",
whi ch neans that the token can be used to both read tenperature
data and upgrade the firmvare on the RS. The AS eval uates the
request and authorizes the client to access the resource.

B: The AS responds with a PoP token and client information. The
PoP token is wapped in a COSE nessage, object secured content
fromAS to RS. The client infornmation contains a symetric key.
In this case comruni cation security between C and RS i s OSCQOAP
with an authenticated encryption algorithm The client derives
two unidirectional security contexts to use with the resource
request and response messages. The access token includes the
claim"aif" with the authorized access that an owner of the
tenperature device can enjoy. The "aif" claim issued by the AS
informs the RS that the owner of the access token, that can prove
the possession of a key is authorized to make a GET request

agai nst the /tempC resource and a POST request on the /firnware
resource.

Aut hori zati on
dient Server

|

| Header: POST (Code=0.02)
PCOST | Uri-Path: "token"

| Payl oad: <Request - Payl oad>

I

- + Header: 2.05 Content

| Content-Type: application/cbor
2. 05 | Payl oad: <Response- Payl oad>
I
I

Fi gure 8: Token Request and Response

The information contained in the Request-Payl oad and t he Response-
Payl oad is shown in Figure 9.

Seitz,

Request - Payl oad:

"grant _type" : "client_credentials",
"client_id" : "myclient",
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"client_secret" : "qwerty",
"aud" : "tenpSensor109797"
"scope" : "owner"
}
Response- Payl oad:
{
"access_token": b64’ S| AV32hkKG ...,
"token_type" : "pop",
"csp" " OSCQAP',
"key" : b64’ eyJhbGeci O JSUOEXXzUi ...’
}

Fi gure 9: Request and Response Payload for RS offline

Fi gure 10 shows exanples of the key and the access_token paraneters
of the Response-Payl oad, decoded to CBOR

access_t oken:

{
"aud" : "tenpSensor109797"
"exp" : 1311281970,
"iat" : 1311280970,
"aif" : [["/tempC', O], ["“/firmmare", 2]],
"cnf"
"ck":b64 JDLUNTM W21 i wi Y3R5ljoi ...
}
}
key:
{
"alg" : "AES 128 CCM 8",
"kid" : b64’ U29t ZSBLZXkgSWQ ,
"k" : b64’ ZoRSOr FzN_FzUA5XKMYoVHy zf f 50RIxI - | XRt zt J6UE
}

Fi gure 10: Access Token and symmetric key fromthe Response- Payl oad
Message exchanges C and F are shown in Figure 11 and Figure 12

C. The client then sends the PoP token to the /authz-info resource
inthe RS. This is a plain CoAP request, i.e. no DTLS/ OSCCAP
between client and RS, since the token is integrity protected
between AS and RS. The RS verifies that the PoP token was created
by a known and trusted AS, is valid, and responds to the client.
The RS derives and caches the security contexts together with

aut hori zation information about this client contained in the PoP

t oken.
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The client sends the CoAP requests GET to /tenpC on the RS using
OSCOAP. The RS verifies the request and that it is authorized.

F: The RS responds with a protected status code using OSCOAP. The
client verifies the response.

Resour ce
dient Ser ver

| |
>| Header: POST (Code=0.02)
PCOST | Uri-Path:"authz-info"
| Payl oad: <Access Token>
I
I

I
I
|
| <-------- + Header: 2.04 Changed
I
I
I

Figure 11: Access Token provisioning to RS

Resour ce
dient Server
I I
e >| Header: CET (Code=0.01)
| GET | Object-Security:
| | (<seq>,<cid> [Uri-Path:"tempC'], <tag>)
I I
Foo<-------- + Header: 2.05 Content
| 2.05 bj ect-Security:
I
I

I
[ (<seg> <cid>[22.7 (], <tag>)
I

Fi gure 12: Resource request and response protected by OSCOAP

In Figure 12 the CET request contains an Cbject-Security option and
an indication of the content of the COSE object: a sequence nunber
("seq", starting fromO0), a context identifier ("cid") indicating the
security context, the ciphertext containing the encrypted CoAP option
identifying the resource, and the Message Authentication Code ("tag")
whi ch al so covers the Code in the CoAP header

The hject-Security ciphertext in the response [22.7 C] represents an
encrypted tenperature reading. (The COSE object is actually carried
in the CoAP payl oad when possible but that is omtted to sinplify

not ation.)
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6.3. Token Introspection with an Ofline dient

In this deployment scenario we assume that a client is not be able to
access the AS at the time of the access request. Since the RS is,
however, connected to the back-end infrastructure it can nmake use of
token introspection. This access procedure involves steps A F of
Figure 1, but assunes steps A and B have been carried out during a
phase when the client had connectivity to AS.

Since the client is assumed to be offline, at least for a certain
period of tine, a pre-provisioned access token has to be long-Ilived.
The resource server may use its online connectivity to validate the
access token with the authorization server, which is shown in the
exanpl e bel ow.

In the exanple we show the interactions between an offline client
(key fob), a resource server (online |Iock), and an authorization
server. W assune that there is a provisioning step where the client
has access to the AS. This corresponds to nessage exchanges A and B
whi ch are shown in Figure 13

A: The client sends the request using POST to /token at AS. The
request contains the Audi ence paranmeter set to "l ockOf Door4711", a
value the that the online door in question identifies itself wth.
The AS generates an access token as on opaque string, which it can
match to the specific client, a targeted audi ence and a symetric
key security context.

B: The AS responds with the an access token and client

information, the latter containing a symretric key. Communication
security between C and RS will be OSCOAP with authenticated
encrypti on.

Aut hori zati on
dient Server

I

| Header: POST (Code=0.02)
POST | Uri-Path:"token"

| Payl oad: <Request - Payl oad>

I

Cont ent - Type: application/cbor

I
|
B |<-------- + Header: 2.05 Content
I I
| 2.05 | Payl oad: <Response- Payl oad>
I I

Fi gure 13: Token Request and Response using Cient Credentials.
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Aut hori zation consent fromthe resource owner can be pre-configured,
but it can also be provided via an interactive flow with the resource
owner. An exanple of this for the key fob case could be that the
resource owner has a connected car, he buys a generic key that he
wants to use with the car. To authorize the key fob he connects it
to his conmputer that then provides the U for the device. After that
QAuth 2.0 inplicit flowis used to authorize the key for his car at
the the car manufacturers AS

The information contained in the Request-Payl oad and t he Response-
Payl oad is shown in Figure 14.

Request - Payl oad:

"grant _type" : "token",
"aud" : "l ockCOf Door4711",
"client _id" : "myclient",
}
Response- Payl oad:
{
"access_token" : b64’ Sl AV32hkKG . ..
"token_type" : "pop",
"csp" " OSCOAP",
"key" : b64’ eyJhbGeci O JSUOEXXzUi ...’
}

Fi gure 14: Request and Response Payload for C offline

The access token in this case is just an opaque string referencing
the aut horization information at the AS.

C. Next, the client POSTs the access token to the /authz-info
resource in the RS. This is a plain CoAP request, i.e. no DILS/
OSCOAP between client and RS. Since the token is an opaque
string, the RS cannot verify it on its own, and thus defers to
respond the client with a status code until step E and only
acknow edges on the CoAP nessage | ayer (indicated with a dashed

l'ine).
Resour ce
dient Server
I I
C +-------- >| Header: POST (T=CON, Code=0.02
POST | Token 0x2al2)

|

[ | Uri-Path:"authz-info"
[ | Payl oad: Sl AV32hkKG ..
| | (access token)
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I I
| <- - - - + Header: T=ACK

Fi gure 15: Access Token provisioning to RS

D: The RS forwards the token to the /introspect resource on the
AS. Introspection assunmes a secure connection between the AS and
the RS, e.g. using DILS or OSCOAP, which is not detailed in this
exanpl e.

E: The AS provides the introspection response containing clains
about the token. This includes the confirmation key (cnf) claim
that allows the RS to verify the client’s proof of possession in
step F.

After receiving nessage E, the RS responds to the client’s POST in

step Cwith Code 2.04 (Changed), using CoAP Token 0x2al2. This
step is not shown in the figures.

Resource Aut hori zation

Server Server
I I
Db +--------- >| Header: POST (Code=0.02)
| PCOST | Uri-Path: "introspect”
[ | Payl oad: <Request - Payl oad>
I I
E [<--------- + Header: 2.05 Content
| 2.05 Cont ent - Type: application/cbor)
I
|

I
| Payl oad: <Response- Payl oad>
|

Fi gure 16: Token Introspection for C offline

The information contained in the Request-Payl oad and t he Response-
Payl oad is shown in Figure 17.

Request - Payl oad:

"token" : b64’' S| AV32hkKG ..,

"client_id" : "myRS",
"client_secret” : "ytrewg"
}
Response- Payl oad:
{
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"active" : true

"aud" : "lockOf Door4711",
"scope" : "open, close",
"ifat" : 1311280970,

"enf" o {

"ck" : b64' JDLUNTM U21i wi Y3R51joi ...’
}
}

Figure 17: Request and Response Payl oad for Introspection

The client sends the CoAP requests PUT 1 (= "close the lock") to /
I ock on RS using OSCOAP with a security context derived fromthe
key supplied in step B. The RS verifies the request with the key
supplied in step E and that it is authorized by the token supplied
in step C

F: The RS responds with a protected status code using OSCOAP. The
client verifies the response.

Resour ce
Client Server
I I
e >| Header: PUT (Code=0.03)
| PUT | Object-Security:
[ [ (<seq>, <cid> [Uri-Path:"lock", 1], <tag>)
I I
Frool<-------- + Header: 2.04 Changed
| 2.04 bj ect-Security:
I
I

I
I (<seg>, <ci d>, , <t ag>)
I

Fi gure 18: Resource request and response protected by OSCOAP

The nject-Security ciphertext [...] of the PUT request contains CoAP
options that are encrypted, as well as the payload value '1' which is
the value of PUT to the door |ock

In this exanple there is no ciphertext of the PUT response, but "tag"
contains a MAC which covers the request sequence nunber and context
identifier as well as the Code which allows the Cient to verify that
this actuator comand was well received (door is |ocked).
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6.4. Al ways-On Connectivity

A popul ar depl oynent scenario for 10T devices is to have them al ways
be connected to the Internet so that they can be reachable to receive
commands. As a continuation fromthe previous scenari os we assune
that both the client and the RS are online at the tine of the access
request.

If the client and the resource server are online then the AS should
be configured to issue short-lived access tokens for the resource to
the client. The resource server nust then validate sel f-contained
access tokens or otherwi se nust use token introspection to obtain the
up-to-date claiminformation. |If transm ssion costs are high or the
channel is lossy, the CAT token format may be used instead of a JWI
to reduce the volunme of network traffic. In ternms of nmessaging this
depl oynent scenario uses the patterns described in the previous sub-
secti ons.

Note that despite the lack of connectivity constraints there may
still be other restrictions a deployment may face.

6.5. Token-1ess Authorization

In this deploynment scenario we consider the case of an RS which is
severely energy constrai ned, sleeps nost of the tine and need to have
a tight nmessaging budget. It is not only infeasible to access the AS
at the tine of the access request, as in the "RS offline" case
Section 6.2, it nust be of fl oaded as nuch nessage conmuni cation as
possi bl e.

QAuth 2.0 is already an efficient protocol in ternms of nessage
exchanges and can be further optimnmzed by conpact encodi ngs of
tokens. The scenario illustrated in this section goes beyond that
and renoves the access tokens fromthe protocol. This nmay be

consi dered a degenerate case of QAuth 2.0 but it allows us to do two
t hi ngs:

1. The conmmon case where authorization is perforned by neans of
aut hentication fits into the same protocol franework
Aut henti cation protocol and key is specified by client
information, and access token is onmitted.

2. Authentication, and thereby authorization, may even be inplicit,
i.e. anyone with access to the right key is authorized to access
the protected resource.

In case 2., the RS does not need to receive any nessage fromthe
client, and therefore enables offloading recurring resource request
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and response processing to a third party, such as a Message Broker
(MB) in a publish-subscribe setting.

This scenario involves steps A, B, Cand F of Figure 1 and four
parties: a client (subscriber), an offline RS (publisher), a trusted
AS, and a MB, not necessarily trusted with access to the plain text
publications. Message exchange A, B is shown in Figure 19.

A: The client sends the request POST to /token at AS. The request
contains the Audi ence paraneter set to "birchPoll enSensor301", a
val ue that characterizes a certain pollen sensor resource. The AS
eval uates the request and authorizes the client to access the
resource.

B: The AS responds with an enpty token and client information with
a security context to be used by the client. The enpty token
signifies that authorization is performed by neans of

aut henti cation using the comruni cation security protocol indicated
with "csp”. In this case it is object security of content (OSCON)
i.e. protection of CoAP payload only. The security context
contains the symretric decryption key and a public signature
verification key of the RS

Aut hori zati on
dient Server

|

| Header: POST (Code=0.02)
PCOST | Uri-Path:"token"

| Payl oad: <Request - Payl oad>

I

- + Header: 2.05 Content

| Content-Type: application/cbor
2. 05 | Payl oad: <Response- Payl oad>
I
I

Figure 19: Token Request and Response

The information contained in the Request-Payl oad and t he Response-
Payl oad is shown in Figure 20.

Request - Payl oad

"grant _type" : "client_credentials",
"aud" : "birchPol | enSensor 301",
"client_id" : "myclient",
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"client_secret" : "qwerty"
}
Response- Payl oad :
{
"access_token" : NULL,
"token_type" : "none",
"csp" : "OSCON',
"key" : b64’ eyJhbCci O JSUWOEXXzU ...
}

Fi gure 20: Request and Response Payl oad for RS severely constrained

The content of the "key" paraneter is shown in Figure 21

key :
"alg" : "AES 128_CTR _ECDSA",
"Kkid" : b64’ c29t ZSBvdChl ci Br ZXkgaWg ;
" k" : b64’ ZoRSOr FzN_FzUA5XKMYoVHy zf f 50RIxI - | XRt zt J6UE’
“crv" : "P-256",
" X" : b64" MKBCTNI cKUSDI i 11ySs3526i DZ8Ai To7 Tu6KPAqv 7D4’
"yt : b64’ 4Et | 6SRV2Yi LUr N5vf vVHUhp7x8PxI t MAW bbMAl FyM
}

Figure 21: The ’key’ Paraneter

The RS, which sleeps nost of the time, occasionally wakes up
measur es the nunber birch pollens per cubic neters, publishes the
nmeasurenents to the MB, and then returns to sleep. See Figure 22

In this case the birch pollen count stopped at 270, which is
encrypted with the symmetric key and signed with the private key of
the RS. The MB verifies that the nessage origi nates from RS using
the public key of RS, that it is not a replay of an old neasurenent
usi ng the sequence nunber of the OSCON COSE profile, and caches the
obj ect secured content. The MB does not have the secret key so is
unable to read the plain text neasurenent.

Message exchanges C and F are shown in Figure 22
C. Since there is no access token, the client does not address the
[authz-info resource in the RS. The client sends the CoAP request

GET to /birchPollen on MB which is a plain CoAP request.

F: The MB responds with the cached object secured content.
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Message Resour ce

dient Br oker Server

| | |
[ [ <-------- | Header: PUT (Code=0.02)
| | PUT | Uri-Path: "birchPollen"
| | | Payl oad: (<seq>, <cid> ["270"], <tag>)
I I
[ [-------- >| Header: 2.04 Changed
| | 2.04 |
o

C  H-------- >| Header: CET (Code=0.01)
| GET | Uri-Path: "birchPollen"
| |

Frool<-------- + Header: 2.05 Content
| 2.05 | Payl oad: (<seq>, <cid> ["270"], <tag>)
I

Fi gure 22: Sensor neasurenent protected by COSE

The payload is a COSE nessage consi sting of sequence nunber ’'seq
stepped by the RS for each publication, the context identifier 'cid
in this case coinciding with the key identifier 'kid of Figure 21
the encrypted neasurenent and the signhature by the RS

Note that the same COSE nessage fornmat nmay be used as in OSCOAP but
that only CoAP payload is protected in this case

The authorization step is inplicit, so while any client could request
access the COSE object, only authorized clients have access to the
symretric key needed to decrypt the content.

Note that in this case the order of the nessage exchanges A B and C F
could in principle be interchanged, i.e. the client could first
request and obtain the protected resource in steps C F; and after
that request client information containing the keys decrypt and
verify the nessage

6.6. Securing G oup Conmunication
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There are use cases that require securing comunication between a
(group of) senders and a group of receivers. One prom nent exanple
is lighting. Oten, a set of lighting nodes (e.g., lumnaires, wall-
swi tches, sensors) are grouped together and only authorized nenbers
of the group nust be able read and process nessages. Additionally,
receivers of group nessages nust be able to verify the integrity of
recei ved nmessages as being generated within the group

The requirenents for securely conmunicating in such group use cases
efficiently is outlined in [I-D. somaraju-ace-nulticast] along with an
architectural description that aligns with the content of this
docunment. The requirenents for conveying the necessary identifiers
to reference groups and al so the process of conmi ssioning devices can
be acconplished using the protocol described in this docunent. For
details about the lighting-unique use case aspects, the architecture,
as well as other nulticast-specific considerations we refer the
reader to [|-D. somaraju-ace-nulticast].

7. Security Considerations

The entire docunent is about security. Security considerations
applicable to authentication and authorization in RESTful
environnments provided in QAuth 2.0 [ RFC6749] apply to this work, as
well as the security considerations from|[I-D.ietf-ace-actors].

Furt hernmore [ RFC6819] provides additional security considerations for
QAut h which apply to 10T deploynents as well. Finally
[I-D.ietf-oauth-pop-architecture] discusses security and privacy
threats as well as nitigation neasures for Proof-of - Possession

t okens.

8. | ANA Consi derati ons
TBD
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Appendi x A.  Design Justification

This section provides further insight into the design decisions of
the solution docunented in this docunment. Section 3 lists severa
bui |l di ng bl ocks and briefly summarizes their inportance. The
justification for offering sone of those building blocks, as opposed
to using QAuth 2.0 as is, is given bel ow.

Common | oT constraints are:
Low Power Radi o:

Many | oT devices are equipped with a snall battery which needs to
last for a long time. For nany constrained wreless devices the
hi ghest energy cost is associated to transnmitting or receiving
messages. It is therefore inportant to keep the tota

communi cati on overhead | ow, including mnimzing the nunber and
size of nmessages sent and received, which has an inpact of choice
of message format and protocol. By using CoAP over UDP, and CBOR
encoded nessages sone of these aspects are addressed. Security
protocols contribute to the comuni cati on overhead and can in sone
cases can be optim zed. For exanple authentication and key
establishnent may in certain cases where security requirements so
al | ows be replaced by provisioning of security context by a
trusted third party, using transport or application |ayer
security.

Low CPU Speed
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Sone | 0T devices are equipped with processors that are
significantly slower than those found in nobst current devices on
the Internet. This typically has inplications on what tinely
cryptographi c operations a device is capable to perform which in
turn inpacts e.g. protocol latency. Symetric key cryptography
may be used instead of the conputationally nore expensive public
key cryptography where the security requirenents so allows, but
this may al so require support for trusted third party assisted
secret key establishment using transport or application | ayer
security.

Smal | Anount of Menory:

M crocontrol l ers enbedded in 10T devices are often equipped with
smal | amount of RAM and flash nenory, which places limtations
what ki nd of processing can be perforned and how nmuch code can be
put on those devices. To reduce code size fewer and snaller
protocol inplenmentations can be put on the firmvare of such a
device. In this case, CoAP may be used instead of HITP, synmetric
key cryptography instead of public key cryptography, and CBOR
instead of JSON. Authentication and key establishment protocol
e.g. the DILS handshake, in conparison with assisted key
establ i shnent al so has an inpact on nmenory and code.

User Interface Limtations:

Protecting access to resources is both an inportant security as
wel|l as privacy feature. ENnd users and enterprise custoners do
not want to give access to the data collected by their 10T device
or to functions it may offer to third parties. Since the

cl assi cal approach of requesting pernissions fromend users via a
rich user interface does not work in many |oT depl oynment scenari os
these functions need to be del egated to user controlled devices
that are better suitable for such tasks, such as smart phones and
tabl et s.

Communi cati on Constraints:

Seitz,

In certain constrained settings an |1oT device may not be able to
communi cate with a given device at all tinmes. Devices nay be

sl eeping, or just disconnected fromthe Internet because of
general lack of connectivity in the area, for cost reasons, or for
security reasons, e.g. to avoid an entry point for Denial-of-
Service attacks.

The conmuni cation interactions this framework builds upon (as

shown graphically in Figure 1) may be acconplished using a variety
of different protocols, and not all parts of the nmessage flow are
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used in all applications due to the conmuni cati on constraints.
Wil e we envision deploynents to nmake use of CoAP we explicitly
want to support HTTP, HITP/ 2 or specific protocols, such as

Bl uet ooth Smart communi cati on, which does not necessarily use IP
The latter raises the need for application | ayer security over the
various interfaces.

Appendi x B. Optimnizations

Thi
sol

s section sketches sone potential optinizations to the presented
ution.

Access token in DTLS handshake

Ref

Ref

Seitz,

In the case of CSP=DTLS/ TLS, the access token provi soni ng exchange
in step C of the protocol may be enbedded in the security
handshake. Different solutions are possible, where one
standardi zed nmet hod woul d be the use of the TLS suppl enental data
ext ensi on [ RFC4680] for transferring the access token

erence token and introspection

In case of introspection it may be useful with access tokens which
are not self-contained (also known as "reference tokens") that are
used to | ookup detailed informati on about the authorization. The
RS uses the introspection nessage exchange not only for validating
token clainms, but also for obtaining clains that potentially were
not known at the tine when the access token was issued.

A reference token can be nade much nore conpact than a CAM, since
it does not need to contain any of clains that it represents.
This could be very useful in particular if the client is
constrained and offline nost of the tine.

erence token in CoAP option

Whil e | arge access tokens nmust be sent in CoAP payload, if the
access token is known to be of a certain limted size, for exanple
in the case of a reference token, then it would be favorable to
conbi ne the access token provisioning request with the resource
request to the RS

One way to achieve this is to define a new CoAP option for

carrying reference tokens, called "Ref-Token" as shown in the
exanple in Figure 23.
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Resour ce
dient Ser ver

| |
>| Header: PUT (Code=0.02)
PUT | Ref-Token: S| AV32hkKG
| Object-Security:
[ <seq>, <cid>, [ Ui-Path: "l ock", 1],<tag>)
I

i
<-------- + Header: 2.04 Changed

| Object-Security:

| (<seq>, <ci d>, , <t ag>)
I

Fi gure 23: Reference Token in CoAP Option

Appendi x C. CoAP and CBOR profiles for QAuth 2.0
Many | oT devices can support QAuth 2.0 without any additiona
extensions, but for certain constrained settings additional profiling
is needed. In this appendix we define CoAP resources for the HITP
based token and introspection endpoints used in vanilla QAuth 2.0.
We also define a CBOR alternative to the JSON and form based POST
structures used in HITP.

C. 1. Profile for Token resource
The token resource is used by the client to obtain an access token by
presenting its authorization grant or client credentials to the /
token resource the AS.

C.1.1. Token Request

The client nakes a request to the token resource by sending a CBOR
structure with the followi ng attri butes.

grant _type:

REQUI RED. The grant type, "code", "client_credentials",
"password" or others.

client _id:

OPTIONAL. The client identifier issued to the holder of the token
(client or RS) during the registration process.
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client_secret:
OPTI ONAL. The client secret.
scope:

OPTI ONAL. The scope of the access request as described by
Section 3.1.

aud:

OPTI ONAL.  Service-specific string identifier or list of string
identifiers representing the intended audi ence for this token, as
defined in CAT Appendi x D.

al g:

OPTIONAL. The value in the "alg' paraneter together with val ue
fromthe 'token_type’ parameter allow the client to indicate the
supported algorithms for a given token type.

key:

OPTIONAL. This field contains information about the public key
the client would like to bind to the access token in the COSE Key
Structure format.

The paraneters defined above use the followi ng CBOR maj or types.

grant _type |
client_id [
client_secret |
scope |
aud |
alg I
key |

OO WNEO
[cNoNoloNoNoNe]

Fi gure 24: CBOR nappings used in token requests
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C.1.2. Token Response

The AS responds by sending a CBOR structure with the foll ow ng
attributes

access_t oken:
REQUI RED. The access token issued by the authorization server.
t oken_t ype:
REQUI RED. The type of the token issued. "pop" is recomended.
key:
REQUI RED, if symmetric key cryptography is used. A COSE Key
Structure containing the symmetric proof of possession key. The
menbers of the structure can be found in section 7.1 of
[I-D.ietf-cose-nsq].
csp:
REQUI RED. I nfornmati on on what comunication protocol to use in
t he conmuni cation between the client and the RS. Details on
possi bl e val ues can be found in Section 5.1

scope:

OPTIONAL, if identical to the scope requested by the client;
ot herwi se, REQUI RED

al g:

OPTIONAL. The 'al g’ paraneter provides further information about
the algorithm such as whether a symmetric or an asymetric
crypto-systemis used.

The paraneters defined above use the foll owi ng CBOR maj or types.

access_t oken
t oken_t ype
key

csp

scope

al g

GabhwWNREFLO
[cNeololoNoNe)
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Fi gure 25: CBOR mappi ngs used in token responses

C. 2. CoAP Profile for QAuth Introspection
This section defines a way for a hol der of access tokens, nmainly
clients and RS's, to get netadata like validity status, clainms and
scopes found in access token. The QAuth Token Introspection
specification [I-D.ietf-oauth-introspection] defines a way to
val i date the token using HTTP POST or HTTP GET. This docunent reuses
the work done in the QAuth Token Introspection and defines a nmapping
of the request and response to CoAP [ RFC7252] to be used by
const rai ned devi ces.

C.2.1. Introspection Request

The token hol der makes a request to the Introspection CoAP resource
by sending a CBOR structure with the followi ng attributes.

t oken:
REQUI RED. The string val ue of the token
resource_id:

OPTI ONAL. A service-specific string identifying the resource that
the client doing the introspection is asking about.

client_id:

OPTIONAL. The client identifier issued to the holder of the token
(client or RS) during the registration process.

client_secret:
OPTI ONAL. The client secret.

The paraneters defined above use the foll owi ng CBOR maj or types:

[---mmme - - Fomm e e e \
| Val ue | Major Type | Key |
[----------- Fommmmm e eaaaa o e e e emeeeeaeaaaaa |
| O | O | token |
| 1 | O | resource_id |
| 2 | O | client_id [
| 3 | O | client_secret |
Ve - - Fom e R /
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Fi gure 26: CBOR Mappings to Token | ntrospection Request Paraneters.
C.2.2. Introspection Response

If the introspection request is valid and authorized, the

aut hori zati on server returns a CoAP nessage with the response encoded
as a CBOR structure in the payload of the nessage. |f the request
failed client authentication or is invalid, the authorization server

returns an error response using the CoAP 4.00 ' Bad Request’ response
code.

The JSON structure in the payl oad response includes the top-Ieve
menbers defined in Section 2.2 in the QAuth Token Introspection
specification [I-D.ietf-oauth-introspection]. It is RECOMVENDED to
only return the "active attribute considering constrained nature of
CoAP client and server networks.

Introspection responses in CBOR use the foll ow ng mappi ngs:

active:

REQUI RED. The active key is an indicator of whether or not the
presented token is currently active. The specifics of a token's
"active" state will vary depending on the inplenentation of the
aut hori zation server, and the information it keeps about its
tokens, but a "true" value return for the "active" property wll
generally indicate that a given token has been issued by this

aut hori zati on server, has not been revoked by the resource owner,
and is withinits given tine window of validity (e.g., after its
i ssuance tine and before its expiration tine).

scope:
OPTIONAL. A string containing a space-separated |ist of scopes
associated with this token, in the fornat described in Section 3.3
of QAuth 2.0 [RFC6749].

client _id:

OPTIONAL. dient identifier for the client that requested this
t oken.

user nane:

OPTI ONAL. Human-readabl e identifier for the resource owner who
aut hori zed this token

t oken_t ype:
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OPTI ONAL. Type of the token as defined in Section 5.1 of QAuth
2.0 [ RFC6749] or PoP token

exp:
OPTI ONAL. Integer timestanp, neasured in the nunber of seconds

since January 1 1970 UTC, indicating when this token will expire,
as defined in CAM Appendi x D.

iat:
OPTI ONAL. Integer timestanp, neasured in the nunber of seconds
since January 1 1970 UTC, indicating when this token will expire,
as defined in CAM Appendi x D.

nbf :
OPTI ONAL. Integer timestanp, neasured in the nunber of seconds
since January 1 1970 UTC, indicating when this token will expire,
as defined in CAM Appendi x D.

sub:
OPTI ONAL.  Subj ect of the token, as defined in CAT Appendi x D
Usual | y a machi ne-readabl e identifier of the resource owner who
aut hori zed this token.

aud:
OPTI ONAL.  Service-specific string identifier or list of string
identifiers representing the intended audi ence for this token, as
defined in CAT Appendi x D.

i ss:
OPTIONAL. String representing the issuer of this token, as
defined in OAN Appendi x D

cti:

OPTIONAL. String identifier for the token, as defined in CAT
Appendi x D

The paraneters defined above use the foll owi ng CBOR maj or types:

Seitz, et al. Expires April 21, 2016 [ Page 40]



Internet-Draft QAuth 2.0 10T Authorization Cct ober 2015

active
scopes
client _id
user nane
t oken_type
exp

i at

nbf

sub

aud

i ss

cti

PPRPOO~NOUODMWNEO
[cNeololololoNololoNoloNe)

Fi gure 27: CBOR Mappings to Token Introspecti on Response Paraneters.
Appendi x D. CBOR Wb Token (CAI)

CBOR Wb Token (CW) is a conpact means of representing clainms to be
transferred between two parties. OAM is a profile of JSON Web Tokens
that is optimzed for constrained devices. The claims in a OM are
encoded in CBOR and COSE is used for signature and encryption. A
claimis a piece of infornmation asserted about a subject. A claimis
represented as a nane/val ue pair consisting of a CaimNanme and a

Cl ai m Val ue.

The suggested pronunciation of CM is the sanme as the English word
"cot".

The set of clainms that a CAT nust contain to be considered valid is
cont ext dependent and is outside the scope of this specification
Specific applications of CMs will require inplenentations to

under stand and process sone clains in particular ways. However, in
the absence of such requirenents, all clains that are not understood
by i nplenmentations MJST be ignored.

D.1. d ai m Nanes

The following ClaimNanmes are asserted by the AS and interpreted by
the RS. None of the clains defined below are intended to be
mandatory to use or inplenent in all cases, but rather they provide a
starting point for a set of useful, interoperable clains.
Applications using CWMs shoul d define which specific clains they use
and when they are required or optional

D.1.1. iss (Ilssuer) Claim
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The "iss" (issuer) claimidentifies the principal that issued the
CWI. The processing of this claimis generally application specific.
The "iss" value is a case-sensitive string containing a StringO URI
value. Use of this claimis OPTI ONAL.

D.1.2. sub (Subject) daim

The "sub" (subject) claimidentifies the principal that is the
subject of the CW. The clains in a CM are nornmally statenents
about the subject. The subject value MJST either be scoped to be

| ocally unique in the context of the issuer or be globally unique.
The processing of this claimis generally application specific. The
"sub" value is a case-sensitive string containing a StringO URI
value. Use of this claimis OPTI ONAL.

D.1.3. aud (Audience) Caim

The "aud" (audience) claimidentifies the recipients that the CM is
i ntended for. Each principal intended to process the CAMT MJST
identify itself with a value in the audience claim |f the principa
processing the claimdoes not identify itself with a value in the
"aud" claimwhen this claimis present, then the CW MJST be
rejected. |In the general case, the "aud" value is an array of case-
sensitive strings, each containing a StringOrURI value. In the
speci al case when the CAMT has one audi ence, the "aud" val ue MAY be a
singl e case-sensitive string containing a StringOrURI value. The
interpretation of audience values is generally application specific.
Use of this claimis OPTI ONAL.

D.1.4. exp (Expiration Time) Caim

The "exp" (expiration tine) claimidentifies the expiration tinme on
or after which the OAM MJST NOT be accepted for processing. The
processing of the "exp" claimrequires that the current date/tine
MUST be before the expiration date/time listed in the "exp" claim

| mpl ementers MAY provide for some small | eeway, usually no nore than
a few mnutes, to account for clock skew. Its value MJST be a number
containing a NumericDate value. Use of this claimis OPTI ONAL.

D.1.5. nbf (Not Before) Caim

The "nbf" (not before) claimidentifies the time before which the CAT
MUST NOT be accepted for processing. The processing of the "nbf"
claimrequires that the current date/time MJST be after or equal to
the not-before date/tinme listed in the "nbf" claim |nplenenters MAY
provide for sonme small |eeway, usually no nore than a few minutes, to
account for clock skew. Its value MJST be a nunber containing a
Nureri cDate value. Use of this claimis OPTI ONAL.
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D.1.6. iat (lssued At) Claim

The "iat" (issued at) claimidentifies the tinme at which the CM was
issued. This claimcan be used to deternmine the age of the CW. Its
val ue MUST be a nunber containing a NunericDate value. Use of this
claimis OPTI ONAL.

D.1.7. «cti (CWM ID Cdaim

The "cti" (CW ID) claimprovides a unique identifier for the CW.
The identifier value MJST be assigned in a nmanner that ensures that
there is a negligible probability that the sane value will be
accidentally assigned to a different data object; if the application
uses nmultiple issuers, collisions MIST be prevented anong val ues
produced by different issuers as well. The "cti" claimcan be used
to prevent the CWM from being replayed. The "cti" value is a case-
sensitive string. Use of this claimis OPTI ONAL.

D.1.8. c¢nf (Confirmation) Caim

The "cnf" (confirmation) claimis used in the CM to contain nmenbers
used to identify a proof-of-possession key. The "cnf" claimis used
to express a declaration in a CW that a dient of the CM possesses
a particular key and that the recipient can cryptographically confirm
pr oof - of - possessi on of the key by the client.

D.1.9. cks (COSE Key Structure) Caim
The "cks" (COSE Key Structure) claimholds nenbers representing a
COSE Key Structure. The nenbers of the structure can be found in
Section 7.1 of [I-D.ietf-cose-nsg].

D.1.10. aif (Authorization Information Format) Claim
The "aif" (Authorization Information Fornat) claimuses the AlF
format defined in [I-D. bormann-core-ace-aif] to transfer information
about the authorization fromthe AS to the RS

D.2. CBOR mgjor types for Cains

ArWNEFLO
) .
[
o
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o .
XN

Fi gure 28: CBOR Mappi ngs used in COAT Access Tokens.

Note: Cl ains defined by the Openl D Foundation have not yet been
included in the table above.

D.3. CBOR Wb Token Exanpl e

This section illustrates a CM in the CBOR di agnostic notation. This
exanple CM was issued by the AS identified as "coap://

as. exanple.comt in the "iss" (issuer) claim The CM is only valid
at a resource server at "coap://light.example.conf. |It's validity is
2 minutes and it includes a symetric key that will be used to secure
t he communi cation, either using object security, or transport
security, between the client and the resource server. The "aif"
claimincludes AF objects that assert that subject is authorized to
make a PUT request against the "/s/light" resource, a PUT and a GET
against the "/al/led" resource and a POST against the "/dlts"

resour ce.
{
"iss" : "coap://as.exanple.cont,
"aud" : "coap://light.exanpl e.cont,
"exp" : 1444064944,
"iat" : 1443944944,
"aif" ¢ [["/s/light", 1], ["/al/led", 5], ["/dtls", 2]],
"enf" o {
"jwk" : b64’ JDLUhTM U21iwi Y3R5ljoi ...
}
}

Figure 29: CW Exanple in the CBOR Di agnostic Notation
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