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Abst ract

This specification defines PAT, "Privacy-Enhanced- Aut hori zati on-
Tokens", an efficient protocol and an unlinkabl e-token construction
procedure for client authorization in a constrained environnent.

This meno al so specifies a profile for ACE framework for

Aut henti cation and Authorization. The PAT draft uses symretric

crypt ography, proof-of-possession (PoP) for a key owned by the client
that is bound to an QAuth 2.0 access-token
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Three wel | -known problens in constrained environnents are the

aut hori zation of clients to access resources on servers, the
realization of secure conmuni cation between nodes, and the
preservation of privacy. The reader is referred for instance to [I-
D.ietf-ace-actors], [I-D.ietf-ace-oauth-authz] and [KoMa2014]. This
meno describes a way of constructing Tokens froman initial secret
that can be used by clients and resource servers (or in sone cases,
nore generally by arbitrary nodes) to delegate client authentication
and authorization in a constrained environnent to trusted and
unconstrai ned aut horization servers.
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This draft uses the architecture of [draft-ietf-ace-actors] and [I-
D.ietf-ace-oauth-authz], designed to hel p constrai ned nodes in

aut hori zation-rel ated tasks via | ess-constrai ned nodes. Term nol ogy
for constrained nodes is described in [RFC7228]. A device (dient)
that wants to access a protected resource on a constrai ned node
(Resource Server) first has to gain pernission in the formof a token
fromthe Authorization Server. This nenp also specifies a profile of
the ACE franework [I-D.ietf-ace-oauth-authz].

The main goal of the PAT is to present nethods for constructing

aut hori zation tokens efficiently with privacy features such as
unlinkability. The CoAP protocol [RFC7252] MAY be used as the
application layer protocol. The draft uses symetric Proof-of -
Possessi on keys [I-D.ietf-oauth-pop-architecture], CBOR web tokens
(CWI) [draft-ietf-ace-cbor-web-token-05] clains to represent security
clains together with CBOR hject Signing and Encryption (COSE) [I-
D.ietf-cose-nsg] and Concise Binary Object Representation (CBOR) [RFC
7049] .

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

In this docunment, these words will appear with that interpretation
only when in ALL CAPS. Lower case uses of these words are not to be
interpreted as carrying [ RFC2119] significance.

Termi nol ogy for entities in the architecture is defined in QAuth 2.0
[ RFC6749] and [I-D.ietf-ace-actors], such as client (C), resource
server (RS), resource owner (RO, resources (R and the authorization
server (AS).

0 Access-Token (AT): the access token is a token prepared by the AS
for C. It represents the privileges granted by the ROto the Cto
perform actions over the Resources (R) on an RS

o Token (Tk): this token is prepared by the C, presented to the RS
to access the resources (R) on RS. The Tk contains al
i nformati on needed by the RS to verify that it was granted by AS.
The Cient derives Tk fromthe AT.

In version-5 of PAT draft the token names -- AT and Tk -- and their
pur poses were harnonized with [I-D.ietf-ace-oauth-authz].
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3. PAT Overvi ew and Feat ures

The PAT protocol is designed to work with ACE framework [I-D.ietf-
ace-oaut h-aut hz] and ACE actors [I-D.ietf-ace-actors]. In this
specification we assune the foll ow ng:

0 A Resource Server (RS) has one or nore resources (R) and it is
regi stered with an Authorization Server (AS)

0 The Authorization Server (AS) provides access-tokens for the
clients to access resources of RS. The correspondi ng Resource
Ower (RO of the RS MAY assign all owed-perm ssions for the
Clients in the AS

o The RSis offline after comm ssioning, i.e., RS cannot make any
i ntrospective queries to the AS to verify the authorization
i nformati on provided by the C

o0 Adient (C is either registered with an AS or it knows how to
reach the RS for accessing the required resources.

* To access a resource on a Resource Server (RS), a Cient (O
shoul d request an access-token (AT) fromAS, either directly or
using its Client Authorization Server (CAS). For the sake of
sinplicity, this meno does not include the actor CAS

Based on the above assunptions, a sinple PAT nessage flow can be
described as follows: a C nay performa resource-request to RS
without a valid access-token, the RS will reject and it may provide
AS information to the Cin the response. The C perforns an Access-
Request to AS to ask for an AT that allows accessing the required
resource (R) on RS. The AS checks if Cis allowed to access the
resource (R) on RS or not, based on pernissions assigned by the RO

If C has sufficient perm ssions, then AS generates an Access-Token
(AT) plus proof-of-possession (PoP) key bounded to the access-token
and a comon secret (K) between AS and RS. AS sends both the AT and
the PoP key to C via a secure channel. How this secure channel is
created between AS and C is out of the scope of this draft. After
recei ving AT and PoP key, C perforns a resource-request to RS by
constructing token (Tk) from AT or by deriving Token. The RS can
construct its own version of the PoP key fromthe AT and verifies the
received AT. |If it is valid, RS encrypts the response with the PoP
key. At the end of this phase, both C and RS has established a
common derived secret, the PoP key. Later, C can generate unlinkable
tokens (Tk) fromthe initial AT as described in Section 4.9.

In particular, PAT is designed to be used in contexts where
unlinkability (privacy) and efficiency are the nmain goals: the tokens
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(Tk) convey only the assurance of the authorization clains of the
clients. In particular, the procedure described in Section 4.9
enabl es the Tokens (Tk) to be constructed in such a way that they do
not |eak information about the correspondence of nessages to the sane
Client or fromthe same access-token (AT). For exanple, if an
eavesdropper observes the nessages fromdifferent dients to and from
the Resource Servers, the protocol does not give himinformation
about whi ch nessages correspond to the sanme Client. O course, other
information |ike the | P-addresses or the contents thensel ves of the
requests/responses fromlower-|layer protocols may | eak sone
information, and this can be treated separately via other nethods.

The main features of PAT protocol are described bel ow

o0 The PAT nethod allows a RO or an Authorization Server (AS) on its
behal f, to authorize one or several clients (C) to access
resources (R) on a constrai ned Resource Server (RS). The C can
al so be constrai ned devices. The Access-Token (AT) response from
AS to C MIUST be perfornmed via secure channel s.

o0 The ROis able to decide (if he wishes: in a fine-grained way)
whi ch client under which circunstances may access the resources
exposed by the RS. This can be used to provide consent (in terns
of privacy) from RO

0 The Access-Tokens (AT) are crafted in such a way that the client
can derive Tokens (Tk) that allow denmonstrating to RS its
aut hori zation clains. The nessage exchange between C and RS for
the presentation of the tokens MAY be perfornmed via insecure
channel s to enforce efficiency. But the payload content -- if the
Client is perform ng a POST/ PUT/ DELETE request -- fromCto RS or
the response payload fromRS to C MIST be encrypted.

0 The RS can derive the PoP key fromthe AT, which is received
attached to the Resource Request nessage, and it encrypts the
response using it.

o The tokens (Tk) do not provide any information about any
associated identities such as identifiers of the clients, of
access-tokens (AT) and of the resource-server.

0 The tokens (Tk) are supported by a "proof-of-possession" (PoP) key
and the initial access-token (AT). The PoP key allows an
aut hori zed entity (a client) to prove to the verifier (here, the
RS), that Cis indeed the intended authorized owner of the token
and not sinply the bearer of the token
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To be coherent with ACE Authorization franework [I-D.ietf-ace-oauth-
authz], this draft also specifies an ACE profile to use PAT and for
efficient encoding it uses CM and COSE. The PAT profile is signal ed
when the C requests token fromthe AS or via RS in response to

unaut hori zed request response. The PAT profile will cover all the
requirenents described in [I-D.ietf-ace-oauth-authz].

4. PAT Pr ot ocol

The detail ed description of PAT protocol is presented in this
Section 4. The PAT protocol includes three actors: the RS, the C
and the AS. PAT nessage flowis shown in Figure 1. Messages in
[ square brackets] nean they are optional.

| RS | AS|
A |7+

I I
I
I
| N
| 4 Security-Association-Setup
I i R >
I I I
| 5 Access- REQ |
I i e >
I I I
| 6 Access- RSP |
IS e
I I
| 7 Resour ce- REQ | |
o > |
I I I
| 8 Resour ce- RSP | |
| < |
) + ) +-. ) +-
I | RS | A

Figure 1: PAT protocol nessage flow

The followi ng subsections describe the nessage flow in nore detail,
especially how the nessages and tokens with PoP are constructed.
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A PAT nessage sent fromactor Ato actor B is represented using the
followi ng notation: "A -> B : Message Nane"

4.1. RS<->AS:. Security-association-Setup

This meno assunes that the Resource Server (RS) and its

Aut henti cation Server (AS) share a long termshared secret (K), i.e.
a shared key which MAY be inplenmented via USB (out of band nethods)
when devi ce conmi ssioning -- out of scope --. The shared secret (K)

is used both by the AS and the RS to create proof-of-possession keys
(PoP keys or verifiers).

We can al so assune that the CAS and AS share a secure connection if
CAS exist as an actor, e.g., DILS. During the conmi ssioning phase,
RS registers the cryptographic algorithns and the paraneters it
supports. The internal clock of RS can be synchronized with the AS
during the conm ssioning phase. Also, PAT supports the use of

Li ght wei ght Authenticated Tine (LATe) Synchronization Protocol [I.D
draft-navas-ace-secure-tine-synchronization].

4.2. [CG>RS : Resource-Request]

Initially, a C may not have a valid access-token (AT) to access a
protected resource (R) hosted in RS. The C might not also know the
correspondi ng AS-information to request AT fromAS. |In this
scenario, C may send a Resource-Request nessage to RS without a valid
Token (TK).

To enabl e resource di scovery, RS nmay expose the URI "/.well-known/
core" as described in [ RFC6690], but this resource itself MAY be
protected. Thus, C can optionally make a CoAP GET request to the UR
"/.well-known/core".

4.3. [RS->C : Un-Authorized- Request (AS-1nfo)]
Once RS receives a resource request froma C, it checks:

o If Chas attached a valid token (Tk) or not to the request. If C
does not have a valid token (Tk), then RS MJST respond to C with
4.01 (Unauthorized request). Optionally, RS may include
i nformati on about AS (AS-Info) which includes additiona
paraneters (AS address) to reach the /token endpoint exposed by
the AS. Note: this nmessage is sent to any unauthorized Cdient,
therefore it is recormmended to include as |ess information as
possible to identify AS.

o If Chas a valid access token, but not for the requested resource
then RS MUST respond with 4.03 (Forbi dden)
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o If Chas a valid access token, but not for the nmethod requested
then RS MUST respond with 4.05 (Method Not Al | owed)

o If Chas a valid access token, then RS nust follow the procedure
described in Section 4.8 to create a valid response to C

Figure 2 shows the sequence of nessages with detail ed CoAP types
between C and RS for the above Un-Aut hori zed- Request:

| < | RS|

o Cy
| |y mmmmmmm s :
| 1 Res-REQ | |Header:GET |
[----------- > | Type: Confirmabl e [
[ | |URI-Path:.well-known/core
| | |
| |
| | | Header: 4.01 Unauthorized
| 2 Res-RSP | | Type: Acknow edgenent
I

I

I

L | |content-type: [
| |application/cbor [

I

I
| | | Payl oad: { AS- | nf o, par ans}
.+ !
K= | Rs|
Figure 2: C<->RS Resource-Request and Unaut horized as response

The RS MAY send an Unaut hori zed response with additional information
such as AS-Info and paraneters (parans). To mitigate attacks based
on time synchronization, the Lightweight Authenticated Tinme (LATe)
synchroni zati on protocol [I|.D-draft-navas-ace-secure-ti me-
synchroni zati on] MAY be used. 1In section 6.2 of [I.D-draft-navas-
ace-secure-tinme-synchroni zati on] Possible Scenarios, the scenario 1.2
of suits PAT protocol, an exanple of it is shown in figure 3.

The response payl oad MAY include AS information (AS-info) and LATe
time synchronization’s TIC information object such as key-reference
I D (kid) shared secret between RS and AS, a nonce to prevent replay
attacks and t he nessage aut hentication codes (MAC) al gorithm
[optional] used for producing the MAC. It is recommended for RS to
create a MAC tag for TIC paraneters

Fi gure 3 shows RS exanpl e response message to C encoded usi ng CBOR
[ RFC7049] with pat-type="UnAut hReq"
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Header: 4.01 (Unauthori zed)
Cont ent - Type: application/cbor +pat;

pat - t ype="UnAut hReq"
Payl oad:

AS-1 nfo: "coaps://as.exanple.conftoken"
#pr ot ected
TI C par ans:
{
nonce: ’'rs-nonce..’,
kid: *..",
[alg]: ".."
TAG ..’
}
}

Figure 3: AS information + LATe tine synchroni zati on payl oad
4.4. C<->AS : Security-Association-Setup

Bef ore sendi ng an access-request nmessage, C nust establish a secure
channel with the AS. The C may be registered with the AS, as
described in [I-D.ietf.ace-oauth-authz] or the C MAY have received
AS-Info fromRS as the answer to a previous Un-Authori zed- Request.

The AS may have an access-control l|ist defined by the RO for the
authorized clients. Wth this access-control list, AS can verify if
the client is allowed to establish a secure connection or not. |f RO

granted enough privileges to the client to access the requested
resource (R) in RS, then AS establishes a confidential channel with
C. How this secure connection (e.g., a DTLS channel) should be
established is out of the scope of this neno.

Notice that, it is inportant to ensure that the connection between AS
and C MUST be reliable and secure since the PAT protocol relies on
the fact that the nessages exchanged between C and AS are protected
and confidential. |If the dient is also a constrained device, then C
may use DTLS-profile as described in [I.D-draft-gerdes-ace-dtls-

aut horize] to create the secure channel with the AS.

4.5. C>AS : Access-Request
Once C establishes a secure conmuni cation channel with AS, C sends an
access-request (ACC-REQ nessage to AS to the endpoint /token

requesting an access token for RS as described in [I-D.ietf.ace-
oaut h- aut hz] .
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Optionally, the Cincludes as part of the Access-Request Message the
details about the resources (R) or their corresponding URI with the
operations it needs to access or performon RS. |If not AS should
prepare an access token with default perm ssions. Fine grained
access to resources (R) of RS depends on the infrastructure or
services the RS offers. For exanple, if RS exposes different
resources such as tenperature and hunidity, a generic access token
may be granted by AS to Cto access both resources on RS. On the

ot her hand, the application devel oper or adnministrator may decide the
access-rights based on application requirenents.

Figure 4 shows an access-request nessage sent fromCto AS to get an
access token. The "aud" represents a specific resource R
("tenpSensor") and "scope" represents the allowed actions that C ains
to performas described in [I-D.ietf-ace-oauth-authz] using OAT [I-
D.ietf-ace-cbor-web-token]. The Scope paraneter can be designed
based on application requirenents i.e., it can be "read" or "wite"
or methods such as "GET| POST" etc. If RS has included TIC
information for time synchronization, then the C MUST include TIC
object, including the MAC -- if included -- w thout any changes in
the payl oad for access request.

How the client authenticates itself against the AS is out of the
scope of this draft. Nevertheless, in the follow ng exanple, the
client presents the Client_Credentials i.e., password based

aut hentication by presenting its client_secret (see section 2.3.1. of
[ RFC6749]).
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4.6.

Header: POST (Code=0.02)

Uri-Host: "coaps://as.exanple.cont
Uri-Path: "token"

Cont ent - Type: "application/cbor+cwt +l ate ;
| ate-type=tic"

Payl oad:
{
"grant _type" : "client_credentials",
"client _id": "client123",
"client _secret": "Secretl123",
"aud" : "tenpSensor",

"scope": "CET| PCST",
omitted for brevity ...
TI C par ans:
{.. [iIf exist]
nonce:’'rs-nonce..’, # sanme rs-nonce sent by RS
kid: ..’
}
TAG .. # TIC MAC tag produced by RS
using the shared key k with AS
}

Figure 4: Exanple dient Access-Request nessage to AS

C<-AS : Access- Response

When AS receives an access-request nmessage froma C, AS validates it
and performs the foll owi ng actions:

(0]

If the access request fromCis valid (i.e., operations are
covered by the privileges defined by the RO, then AS prepares the
Access- Token (AT) and sends it with COAP response code 2.01
(Created).

If the Access-Request from C contains LATe tinme synchroni zation
TIC informati on object, then an appropriate response with TCC

i nformati on object is included in the response as described in
[1.D-draft-navas-ace-secure-time-synchronization].

If the client request is invalid then AS MIST send appropriate
COAP error response code as specified in [I-D.ietf-ace-oauth-
aut hz] .

The Figure 5 shows the Access-Request fromC to AS and the Access-
Response fromAS to C.
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|4 | AS|
13 1 13 +_ 1
1 DTLS |

Header : POST( code=0. 02)
content-type:

+

I

| <-------e--- >

I

I

I I

I I

appl i cation/ cbor [
I
!

2 Access- REQ
[------------ >
URI - Pat h: t oken
Payl oad: { ACC- REQ}

| Header: Created (code=2.01)

I

[ <-----mmmm-- | content-type: |

| | |application/cbor |

| | | Payl oad: { ACC- RSP} |

, +. B e '
9 7S]

Fi gure 5: Access-Request and Access- Response
The AS constructs the Access-Token (AT) and the verifier (the
symretric PoP key) as the answer for a valid access request from C.
The contents of the access-response (ACC- RSP) payl oad are logically
split into two parts: the Access-Token (AT) and the Verifier
(Symmetric PoP key).
4.6.1. Access-Token construction

0 The Access-Token is constructed by AS using the CM claim
paraneters. It represents the permi ssions granted to the Cient.

* "jss" (issuer): ASidentity

* "aud" (audience): resource server URl or specific resource UR
for a fine-grained procedure.

* "exp" (Expiration Tine): token expiration tinme
* "jat" (lssued At): token issued at tine by AS
* "cti" COWM ID should be unique for every Access- Token.

* "scp" (Scope): Note that scp is not a CW claim It can
specify all owed nmethods such as GET, POST, PUT or DELETE.
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4.

6

O her OAT clains are optional. It is recommended to avoid the CWM
claim"sub" (subject) as it exposes client identity.

2. Verifier or PoP key construction

o Verifier (Symretric PoP key): G (K, Access-Token). The dient
will use the Verifier as the key material to comrunicate with the
RS, i.e., if Cwants to encrypt its payload, it uses the verifier
as the key.

* G the MAC algorithmwhich is used to create the verifier, we
propose Poly1305 [ RFC7539]. Notice that Gis a function which
takes two paraneters (key, data) as input and it produces a
keyed di gest as the output

* K. the shared key between AS and RS
* Access-Token: constructed using CWM clains as expl ai ned before

It is of special inportance that the Access- Response nmessage with the
access token and the verifier MJST be sent to C through a secure
channel -- in our exanple we considered a DILS channel between C and
AS --.

The time-synchronization between AS and RS MAY be inpl emented based
on the application requirenments using [|.D-draft-navas-ace-secure-
ti me-synchronization].

The AS should specify required paraneters as described in [I-D.ietf-
ace- oaut h-aut hz] such as the type of token, etc. Also, if the
Access- Request from C does not include any profile, AS MJST signa
the Cto use appropriate or default profile that is supported by RS

If the access-request nessage includes LATe TIC information, then AS
MUST prepare TOC information and included it in the response. A MAC
tag for TOC is created and appended in the response to prevent the
client fromtanpering TOC information.

Figure 6 shows the exanple of an Access-Response sent fromAS to C
after successful validation of Cs credentials which were presented
usi ng an Access- Request nessage.
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Header: 2.01 (Created)
Cont ent - Type: application/cbor+cw +pat; pat-type="tk"
Locati on-Pat h: token/..

Payl oad:
{
"access token": b64’ S| AV32hkKG ..
{
"iss": https://as.exanple.com
"aud": "tenpSensor",
"scp": "read",
"Tat": 1...,
“cti": "..", # Unique can be a Sequence Number
"exp": 5...
"al g": "chacha20/ pol y1305"
"profile": "ace_pat”
"cnf":
COSE_Key: {
"kty": "symmretric",
"kid": h'..
"k": b64 jb3yjn... #verifier]
}
}
TOC: {
as_ tinme: ..,
nonce: ’'rs-nonce..’,
}
tag: '..’ #TOC tag
}

Fi gure 6: Exanpl e Access- Response nessage sent fromAS to C
with detailed CM parans and payl oad info

.7. GC>RS : Resource-Request

Once C receives the Access-Response from AS, C can construct a token
(Tk) which will denonstrate that C has got the sufficient
aut hori zation to access resources (R) in RS

A new Token (Tk) MJST be attached to each RES-REQ sent to RS by C

I f payl oad data are included, then C should encrypt them using the
verifier as key and optionally it can include an Authentication Hash
(Aut hHash= Hash(verifier+C nonce)). PAT profile provides necessary
recomendat i ons by using AEAD (e.g., chach20/ pol y1305) al gorithm

0 As an exanple if C perforns:
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*

A CoAP GET() without payload. |In this case, the request fromC
MAY be sent un-encrypted since it does not include confidenti al
data, but the response fromRS w th payl oad MJST be al ways
encrypted and only the valid C MJST be able to decrypt it.

A CoAP PCST(), a CoAP PUT() or a CoAP DELETE() request with
payl oad MJST be protected and encrypted by using the AEAD

al gorithm specified in the Access Token (AT). PAT profile
proposes to use ChaCha20- Pol y1305- AEAD aut henti cated encryption
mechani sm while using the Verifier (PoP key) as the key and a
nonce. The AuthHash MAY be protected by using it as Additi onal
Aut hentication Data (AAD) in the AEAD al gorithm

The RS MJST inplement /authz-info endpoint to allow any Client to
transfer the token (Tk) as described in [I-D.ietf-ace-oauth-authz].
The Resour ce- Request nessage with valid Token (Tk) shall be
constructed fromAT by C and it should be sent to RS in the foll ow ng

way':

o Figure 7 shows the exanple of Cient Resource-Request:

Request :
Cont ent - Type: application/cose+cbor +pat;
pat -t ype="Aut hReq";
Message:
{ CoAP request: GET/POST/ PUT/ DELETE
Uri-Host "coap://rs. exanple.cont
uri-path: /authz-info
payl oad:
{
Token:
{
Access Token(AT), # Tk encapsul ates the AT from AS
Aut hHash=Hash(veri fi er+nonce), #optional for GET
nonce,
#Chach20/ Pol y1305( Veri fi er, nonce,
AAD=Aut hHash, payl oad)
Payl oad: {
# if exist

}

}

Figure 7: RES-REQ from C using /authz-info inplenmented at RS

Figure 7 shows the detail ed exanple of GET RES-REQ to the endpoint
[authz-info inplemented at RS as described in [I-D.ietf-ace-oauth-
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authz]. This option enables the Cto transport the token (Tk) to the
RS. After receiving the request, RS verifies the token (Tk): RS can
construct its own version of verifier or PoP-key by performng

G K, AT) fromthe access-token (AT); and RS checks whet her

Aut hHash=Hash(verifier+nonce) is valid or not. |If Tk and Aut hHash
are valid, then RS sends an encrypted response using the verifier
(PoP key).

o0 Figure 8 shows the GET request fromC to RS described in [I-
D.ietf-ace-oauth-authz], with pat-type="Aut hReq".

Header: GET

Cont ent - Type: applicati on/cose+cbor +pat;
pat - t ype="Aut hReq";

Uri-Host: "coap://rs.exanpl e.cont

Ui-Path: /authz-info

Payl oad:
{ token: {
"access token": .. {
"aud": "tenmpSensor"
"scp": "read"
#COWF onmitted for brevity.
}
"nonce": ..
"Aut hHash": .. #[ Aut hHash=hash(verifi er+nonce)]
}
TOC: {

time: as-tine’,
nonce:’rs-nonce’,# rs-nonce from RS TOC obj ect
} tag: ..’ #TOC tag

}

Figure 8: Exanple of valid GET RESSREQ from C to RS
i ncluding tine-sync using endpoint /authz-info.

The C perfornms a GET request to "tenpSensor" using CM claim "aud",
and together C also transfers the Token (Tk) to the RS. PAT all ows
perform ng both RES-REQ and transferring authorization information in
RES-REQ In the next exanple we show how to perform a resource
request if the C perforns a POST request with encrypted payl oad

i nformation.

o Figure 9 shows an exanple of POST Resource-Request fromC to RS
described in [I-D.ietf-ace-oauth-authz], with pat-type="AuthReq".
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Header: POST (Code=0.02)
Cont ent - Type: application/cose+cbor +pat;
cose-type="encrypt0";
"pat -type="Aut hReq";
Uri-Host: "coap://rs. exanpl e"
Ui-Path: /authz-info

Payl oad:
{# COSE
t oken: {
"access token": .. {
"aud": "firmwareUpd"
"scp": "wite"
CW onitted for brevity,
"nonce": .. # nonce
"Aut hHash": .. #[ Aut hHash=hash(verifi er+nonce)]
TOC: {

tinme: as-tine',
nonce:’'rs-nonce’, # rs-nonce fromRS TIC
} tag: ..’ #TOC tag

}
# COSE_Encrypt0 + COSE_MACO Protected
ci phertext:{
#Chacha20/ Pol y1305 AEAD payl oad usi ng
# key=verifier,
# nonce=. .,
# AAD=Aut hHash
1
tag: ..
}

Figure 9: Exanple of valid POST request fromCto RS

Fi gure 9 shows the POST Resource-Request fromC to RS where the Ui -
Path "/authz-info" allows the authorized client to performfirnmiare
upgrade on the RS using the OAT claim"aud: firnmnareUpd". PAT
reconmends protecting sensitive information such as the payl oad using
AEAD al gorithm (chacha20/ pol y1305). The client should use Verifier
or PoP key as the key, a nonce, and Aut hHash as AAD.

4.8. RS->C : Resource-Response
When the RES-REQ with a token (Tk) arrives fromC to RS, RS MJST
eval uate the resource request and the token (Tk) in the follow ng

order:

0 Step 0: Check whether the contents of Tk are derived from an
access-token (AT) or not.
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o Stepl: If Tk contains the access-token (AT) from AS, extract AT.
Extract nonce and Aut hentication Hash (Aut hHash) fromthe request
nessage.

* Stepl.l: (If available) Verify the freshness of the sequence
number (cti) in the access token presented by AS.

* Stepl.2: Generate the verifier by conmputing K, access token)
where K is the shared key between AS and RS

*  Stepl.3: Conpute a verification hash as Hash(verifier+nonce)
and conpare the result with AuthHash for correctness.

* Stepl.4: Check if the access token has valid CM parameters
such as "aud", "scp", "exp", "nbf", etc for the requested
resource or action to be perforned.

* Stepl.5: (IF available) Synchronize RS internal clock using TCC
obj ect as described in [I.D-draft-navas-ace-secure-tine-
synchroni zati on].

0 Step2: If the token is valid, RS should create a tenporary
internal state as shown in table 1 below with details of CW

clains "cti","exp","scp"", and the verifier (PoP key).

The RS internal state table which is shown in Tablel al so includes
"next cti". The next cti (cti x) value is conputed as the Hash of
previous cti (cti x-1) and the verifier. The purpose of this is
explained in the section Section 4.9.

[------------ R R [ - [ - o e e e emeeeeaeaaaaa |
| Verifier | cti_x-1 | exp | scp | next cti (cti_x) |
[------------ S [ SR [ SR S |
| &k, AT) | cti_x0= | of AT | of AT | cti_x1= [

| cti of AT | | | hash(cti_xO, Verifier) |
[------------ Fomm e eaaaa Hommma- Hommma- . |

Table 1: RS Internal state table of access-tokens and RS_nonce

o Step 3: If the token is valid, then RS decrypts the payload from
the client (if exist) Verifier (PoP key).

0 Step 4: After that, RS prepares the response and encrypts the

payl oad with a fresh nonce, PoP key. Only the dient (C) with a
valid key (the Verifier) can decrypt the payl oad:
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4. 8.

(0]

4.9.

1.

RS Response-codes to C RES- REQ

If the token (Tk) is valid -- as discussed above --, then RS MJST
respond with payl oad-data as descri bed above with the appropriate
response code as described in [ RFC7252]. For exanple, to a POST
request with 2.01 (created) or 2.04 (changed).

If the token (Tk) is invalid, then RS MIJST respond with code 4.01
(Unaut hori zed)

If the token (Tk) is valid but does not match the "aud" or
resource Cis requesting for then RS MJUST respond with code 4.03
( For bi dden)

Construction of Derived-Tokens (DT)

The objectives to create Derived-Tokens (DT) are:

(0]

4.9.

1.

To produce Unlinkable Tokens (Tk). It is not efficient for the
client to request a new access-token (AT) from AS everyti ne.

Also, if C uses the same access-token (AT) fromAS, the identity
of the client can be identified via the AT CWI claim"cti" (token
identity).

To reduce token (Tk) size (efficiency in transport) that the
client must send to RS /authz-info in every resource request.

To create tokens (Tk) that may have linited access to protected-
resources -- fine-grained resource access tokens -- fromthe
ori gi nal access-tokens (AT) that could grant nore privileges to
protected-resources on RS. For exanple, an access-token (AT)
coul d provide pernissions to access all protected-resources on RS
via CW cl ai rs audi ence "aud" and scope "scp". The client could
derive a Token (Tk) providing access to a reduced set of
protected-resources available on RS fromthe initial AT.

C->RS: Resource-Request via DT

The Cient receives an encrypted response fromRS after its first
RES- REQ with the access-token (AT) from AS.

The Cient creates a new Derived-Token(DT) using CAM clainms as
described below. In order to mininmze the data size, we use only the
cl ainms which are required

(0]

Client MAY prepare a DT with a subset of scope "scp" operations
that the client received fromthe initial Access-Token (AT). It
creates the first derived "cti_x1" by Hash("cti_x0 + verifier")
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fromthe CM claim"cti" of the original access-token (AT). The
subsequent derivation of "cti_x" can be perfornmed by a generic

function "cti_x = Hash(cti_x-1 + verifier)". Note that the
derived-token (DT) MJUST include all the necessary CW clainms such
as "cti_x", "aud", "exp", "scp". Al other CW clains are
optional.

Client creates the AuthHash=(verifer+nonce).

Client prepares encrypted content using verifier as the key -- if
there is any payload --.

Note: in the Additional Authenticated data (AAD), the C includes
Aut hHash and the derived-token (DT), so that the payl oad cannot be
m sused/ exchanged w th anot her RES- REQ or nonce.

Header: POST (Code=0.02)
Cont ent - Type: appli cation/cbor+cwt +cose++pat ;
cose-type="encrypt0";
"pat -type="Aut hReq";
Uri-Host: "coap://rs. exanpl e”
Ui-Path: /firmare

Payl oad:
{# COSE
token: {derived-token(DT):
"aud": "firmwareUpd",
"exp": ..
"scp": "wite",
"cti": Hash(cti_x+verifier)
# cti_x=Hash(cti_x-1+verifier).
}
"nonce": .. # new nonce

"Aut hHash": h’ bfa03.. #[Hash=(verifier+nonce)]
# COSE_Encrypt0 + COSE_MACO Protected
ci phertext:{
#Chacha20/ Pol y1305 AEAD payl oad usi ng
# key=verifier,

# nonce=. .,
# AAD=Aut hHash, DT
h'....omtted for brevity
}1
tag: h'... omitted for brevity

}

Figure 12: Exanple of valid Resource-Request
fromC to RS using a derived-token(DT)
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4.9.2. RS->C : Resource-Response to DT

After receiving the Token (Tk) which encapsul ates the derived Token
(DT) fromC, RS perforns the following Steps. |If any of themfails,
then RS nust send an UnAut horized response to C, and C nust use the
first AT, which was received fromthe AS, or request a new AT based
on the resource owner (RO configuration:

0 RS extracts CWM claimcti (cti_x) fromthe Derived-Token (DT) and
checks if it exists inits internal state table. If RS finds the
cti_x, then RS uses the corresponding verifier, "cti_x-1, "exp",
and "scp" to performthe validation of next steps.

0 RS checks that cti_x= Hash (cti_x-1+verifier)

0 RS checks that Aut hHash == Hash(verifier+nonce)

0 RS checks that the permissions are valid using "scp" and
expiration time "exp"

0 RS updates the newcti_x-1, cti_x inits internal state table

0 RS creates an encrypted response to be sent to C with a payl oad
i ncl udi ng payl oad- dat a.

| --------- B T [ o m oo - o m oo - o |
| nmeg# | Verifier (V) | cti_x-1] exp | scp | cti_x= |
[ [ [ [ [ | Hash(cti_x-1+V) |
[--------- S S Foemmmmaas S RS S RS Ny |
| O | &K, AT) [ 0x00 | of AT | of AT | OxAB = [
I I I I I | Hash(0x00+V) I
| --------- B T [ o m oo - o m oo - o |
| 1 (upd) | Qk, AT) | OxAB | of AT | of AT | OxFF = |
I I I I | Hash(0xAB+V) I
[--------- S S Foemmmmaas S RS S RS Ny |

Table 2: RS updating only two paraneters inits
internal stating table 1

The Table 2 shows the RS internal state table with an exanple.
5. Security Considerations

TBD
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5.1. Privacy Considerations

The CoAP nessagi ng | ayer paraneters such as token and message-id can
be used for matching a specific request and response. TBD

6. | ANA Consi derations
TBD
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Appendi x A.  ACE profile Registration

TBD
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|- oo
| ACE profile tenmplate | PAT |
| oo oo
| Profile nane | TBD |
| Profile Description | TBD |
| Profile ID | TBD |
---------------------- +-----

Tabl e2: ACE profile registration tenplate
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Enmai | : jorge.cuell ar @i enens. com
Prabhakar an Kasi nat han
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Emai | : prabhakar an. kasi nat han@i emens. com
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Emai | : dani el . cal vo@t os. net
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