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Abst r act

Simlar to HTTP, the existing Constrained Application Protocol (CoAP)
GET nethod only allows the specification of a URI and request
paraneters in CoAP options, not the transfer of a request payl oad
detailing the request. This |leads to sone applications to using POST
where actually a cacheabl e, idenpotent, safe request is desired.

The present proposal adds a new CoAP nethod, FETCH, to performthe
equi val ent of a GET with a request body.

This specification is inspired by I-D.snell-search-method, which
updates the definition and semantics of the HITP SEARCH request

met hod previously defined by RFC5323. However, there is no intention
tolimt FETCH to search-type operations, and the resulting
properties may not be the sane as those of HITP SEARCH. For now, we
therefore prefer to discuss the proposal under a different nanme, for
whi ch we have chosen the GET synonym FETCH

Status of This Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 21, 2016
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1. Introduction

The CoAP GET nethod [RFC7252] is used to obtain the representation of
a resource, where the resource is specified by a URI and additi onal
request paraneters can additionally shape the representation. This
has been nodell ed after the HITP GET operation and the REST nodel in
general .

In HTTP, a resource is often used to search for information, and

exi sting systens varyingly use the HITP GET and POST net hods to
performa search. Oten a POST nmethod is used solely to enable
supplying a larger set of paraneters to the search than can be
confortably transferred in the URl with a GET request.
[1-D.snell-search-method] proposes a SEARCH nethod that is simlar to
GET in nost properties but enables sending a request body as with
POST.

A major problemwith GET is that the information that controls the
request needs to be bundled up in sone unspecified way into the URI.
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Using the request body for this information has a nunber of
advant ages:

0 The client can specify a nedia type (and a content encoding),
enabling the server to unanbi guously interpret the request
paraneters in the context of that nmedia type. Also, the request
body is not limted by the character set limtations of URlSs,
enabling a nore natural (and nore efficient) representation of
certain domai n-specific parameters

0 The request paraneters are not limted by the nmaxi mum size of the
URI. In HTTP, that is a problemas the practical limt for this
size varies. |In CoAP, another problemis that the bl ock-w se
transfer is not available for transferring large URl options in
mul ti pl e rounds.

As an alternative to using GET, nany inplenentations nake use of the
PCST nethod to perform extended requests, even if they are
semantically idenpotent, safe, and even cacheable, to be able to pass
al ong the input paranmeters within the request payl oad as opposed to
usi ng the request URI.

The FETCH net hod provides a solution that spans the gap between the
use of GET and POST. As with POST, the input to the FETCH operation
is passed along within the payl oad of the request rather than as part
of the request URI. Unlike POST, however the semantics of the FETCH
met hod are nore specifically defined.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .

2. FETCH

The CoAP FETCH nethod is used to obtain a representation of a
resource, giving a nunber of request paraneters. Unlike the CoAP GET
met hod, which requests that a server return a representation of the
resource identified by the effective request UR (as defined by

[ RFC7252]), the FETCH nethod is used by a client to ask the server to
produce a representati on based on the request paraneters (described
by the request options and payl oad) based on the resource specified
by the effective request URI. The payload returned in response to a
FETCH cannot be assumed to be a conplete representation of the
resource identified by the effective request URI

The body of the request defines the request paraneters.
| mpl enent ati ons MAY use a request body of any content type with the
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FETCH met hod; it is outside the scope of this docunent how

i nformati on about adm ssible content types is obtained by the client
(al though we can hint that formrelations ([I-D. hartke-core-apps])
m ght be the preferred way).

FETCH requests are both safe and idenpotent with regards to the
resource identified by the request URI. That is, the performance of
a fetch is not expected to alter the state of the targeted resource.
(However, while processing a search request, a server can be expected
to allocate conputing and nenory resources or even create additiona
server resources through which the response to the search can be
retrieved.)

A successful response to a FETCH request is expected to provide sone
indication as to the final disposition of the requested operation

If the response includes a body payl oad, the payload is expected to
describe the results of the FETCH operation

Dependi ng on the response code as defined by [ RFC7252] the response
to a FETCH request is cacheable; the request payload is part of the
cache key. Specifically, 2.05 "Content"” response codes, the
responses for which are cacheable, are a usual way to respond to a
FETCH request. (Note that this aspect differs narkedly from
[I-D.snell-search-nmethod].) (Note also that caches that cannot use
the request payload as part of the request key will not be able to
cache responses to FETCH requests at all.) The Max-Age option in the
response has equival ent semantics to its use in a CGET

The senmantics of the FETCH nethod change to a "conditional FETCH' if
the request nessage includes an If-Match, or |f-None-Match option
([RFC7252]). A conditional FETCH requests that the query be
performed only under the circunstances described by the conditiona
option(s). It is inportant to note, however, that such conditions
are eval uated against the state of the target resource itself as
opposed to the results of the FETCH operation. [[This needs sone
addi tional text on what an ETag on a FETCH result neans.]]

2.1. The Content-Format Option

A FETCH request MUST include a Content-Format option to specify the
medi a type and content encodi ng of the request body.

2.2. Wrking with Cbserve

The Qbserve option [ RFC7641] can be used with a FETCH request as it
can be used with a GET request.
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2.3. Wrking with Bl ock
The Bl ockl option [I-D.ietf-core-block] can be used with a FETCH
request as it would be used with a POST request; the Block2 option
can then be used as with GET or POST.

2.4. Discussion
One property of FETCH that may be non-obvious is that a FETCH request
cannot be generated froma |link alone, but also needs a way to
generate the request payload. Again, formrelations
([1-D. hartke-core-apps]) may be able to fill parts of this gap.

3. Security Considerations

The FETCH nethod is subject to the sane general security
considerations as all CoAP nethods as described in [ RFC7252].

4. | ANA Consi derations

I ANA is requested to add an entry to the sub-registry "CoAP Mt hod
Codes":

| Code | Name | Reference |

| 0.07 | FETCH | [RFCthis] |
The FETCH nethod is idenpotent and safe, and it returns the sane
response codes that GET can return, plus 4.15 "Unsupported Content-
Format" with the same semantics as with POST.
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