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Abst ract

This meno defines Cbject Security of CoAP (OSCOAP), a nethod for
protection of request and response nessage exchanges of the
Constrai ned Application Protocol (CoAP) using data object security.
OSCOAP provi des end-to-end encryption, integrity and replay
protection to CoAP payl oad, options and header fields, and a secure
bi ndi ng bet ween CoAP request and response messages. The use of

OSCOAP is signaled with the Onject-Security option, also defined in
thi s nmeno.
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1. Introduction

The Constrained Application Protocol CoAP [ RFC7252] was designed with
a constrained RESTful environment in mnd. CoAP references DILS

[ RFC6347] for securing the nmessage exchanges. Two prom nent features
of CoAP, store-and-forward and publish-subscri be exchanges, are
problematic to secure with DILS and transport |ayer security. As
DTLS offers hop-by-hop security, in case of store-and-forward
exchanges it necessitates a trusted internediary. Securing publish-
subscri be CoAP exchanges with DTLS requires the use of the keep-alive
mechani sm whi ch i ncurs additional overhead and actually takes away
nost of the benefits of asynchronous conmunication

The pervasive nonitoring debate has illustrated the need to protect
data also fromtrustworthy internediary nodes as they can be
conmprom sed. The community has reacted strongly to the revel ations,
and new sol utions nmust consider this attack [RFC7258] and incl ude
encryption by default.

This meno defines Object Security of CoAP (OSCOAP) a data object
based conmmuni cation security solution conpl ementing DTLS and
supporting secure messagi ng end-to-end across internediary nodes.
OSCOAP may be used in very constrained settings where DILS cannot be
supported. OSCOAP can al so be conbined with DILS thus enabling, for
exanpl e, end-to-end security of CoAP payl oad in conbination with hop-
by-hop protection of the entire CoAP nessage during transport between
end- point and intermediary node.

OSCQAP provi des end-to-end encryption, integrity and repl ay
protection to CoAP payl oad, options and header fields, and a secure
bi ndi ng bet ween CoAP request and response nmessages. Using this

met hod t he unprotected CoAP nessage is transformed into a protected

Sel ander, et al. Expires April 21, 2016 [ Page 3]



Internet-Draft bj ect Security of CoAP ( CSCOAP) Cct ober 2015

1.

1.

CoAP nessage, which contains a secure data object protecting the
unpr ot ect ed nessage, and which is sent instead of the unprotected
message. The use of OSCOAP is signaled with the Object-Security
option, also defined in this neno.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]. These words
may al so appear in this docunent in |owercase, absent their nornative
nmeani ngs.

Certain security-related terns are to be understood in the sense
defined in [RFC4949]. These terns include, but are not limted to,
"aut hentication", "authorization", "confidentiality", "(data)
integrity", "message authentication code", and "verify". For
"signature", see bel ow.

RESTful terms, such as "resource" or "representation”, are to be
under stood as used in HITP [ RFC7231] and CoAP.

Term nol ogy for constrai ned environnments, such as "constrained
devi ce", "constrai ned-node network", is defined in [ RFC7228].

Term nol ogy for authentication and authorization in constrained
environments, such as "Authorization Server", "Resource Server", etc,
is defined in [I-D.ietf-ace-actors].

The CoAP option Object-Security and the Secure Message (SM fornmat
are defined in this neno.

Two different scopes of object security are defined:

0 OSCOAP = object security of CoAP, signaled with the Object-
Security option

0 OSCON = object security of content, signaled with Content Format/
Medi a Type set to application/oscon.

OSCON is defined in Appendi x C and included for conparison with
OSCQAP.

The COSE nmessage format is defined in [I-D.ietf-cose-nsg].
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2

Backgr ound

The background for this work is provided by the use cases and
architecture in [I-D.ietf-ace-usecases] and [I-D.ietf-ace-actors].
The focus of this nmeno is on end-to-end security in constrained
environnents in the presence of intermediary nodes.

For constrai ned-node networks there may be several reasons for
messages to be cached or stored in one node and | ater forwarded.

For exanple, connectivity between the nodes nay be intermttent, or
some node may be sleeping at the tine when the nessage shoul d have
been forwarded (see e.g. [I-D.ietf-ace-usecases] sections 2.1.1, and
2.5.1). Also, the architectural nodel or protocol applied may
require an intermedi ary node which breaks security on transport |ayer
(see e.g. [I-D.ietf-ace-usecases] sections 2.1.1, and 2.5.2).
Exanpl es of internedi ary nodes include forward proxies, reverse

proxi es, pub-sub brokers, HTTP-CoAP cross-proxies, and SM5 servers.

Based on these exanples the follow ng security requirenments have been
identified:

1. The payload shall be integrity protected and shoul d be encrypted
end-to-end from sender to receiver

2. It shall be possible for an intended receiver to detect if it has
received this nmessage previously, i.e. replay protection

3. The CoAP options which are not intended to be changed by an
i ntermedi ary node shall be integrity protected between Cient and
Server.

4. The CoAP options which are not intended to be read by an
i ntermedi ary node shall be encrypted between dient and Server

5. The CoAP header fields "Code" and "Version" shall be integrity
protected between Cient and Server

6. A dient shall be able to verify that a nmessage is the response
to a particular request the dient nade.

In this list above, requirements 1-2 deals essentially with
protecting the CoAP payl oad only, whereas 3-6 deals with protecting
an entire CoOAP request-response exchange, including also CoAP options
and header fields.

bj ect Security of CoAP (OSCOAP), which is the main focus of this
meno, addresses all requirenments above by defining a method for
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encryption, integrity protection and replay protection of CoAP
payl oad, options and header fields, and a secure binding between CoAP
request and response nmessages. OSCOAP consists of:

0 the bject-Security option, indicating that OSCOAP i s being used;

0 a conpact cryptographic nessage format called "Secure Message"
based on the COSE nmessage format ([I-D.ietf-cose-nsg]); and

0 a schene for transform ng an unprotected CoAP nessage into a
protected CoAP nessage, which contains the Cbject-Security option
and a Secure Message protecting CoAP payl oad, options and header
fields.

The sane nethod can be applied to payl oad only of individua
messages, targeting only requirenents 1-2 above. W call this object
security of content (OSCON) and it is defined in Appendix C

Exanpl es of the use of OSCOAP and OSCON are given in Appendi x D
3. The bject-Security Option

In order to end-to-end protect CoAP nessage exchanges i ncl udi ng
options and headers, a new CoAP option is introduced: the Object-
Security option. The Cbject-Security option indicates that OSCOAP is
used, i.e. that certain CoAP Header fields, Options and Payl oad (if
present) are integrity and replay protected and potentially
encrypted, using a cryptographic nmessage format called the Secure
Message format Section 4.

This option is critical, safe to forward, it is not part of a cache
key, and it is not repeatable. Figure 1 illustrates the structure of
this option.

+ommm - e e T Fommeea - Fommeea - +
| No. | C| U] N| R] Nane | Format | Length
[ B T T e IR IR |
| TBD | x | | x| | Object-Security | opaque | 0, TBD
H-- - - - B T IR, ST Yy Fom e e e - - Fom e e e - - +

C=Critical, U=Unsafe, N=NoCacheKey, R=Repeatabl e
Figure 1: The hject-Security Option
The I ength of the option depends on the specific choice of the Secure
Message format. Length O indicates that the Secure Message is the

CoAP Payl oad of the nessage, and is used when the CoAP nessage type
used supports payl oad.
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4.

4.

Secure Message For mat

There exi st already standardi zed and draft content formats for
encryption and integrity protection of data such as CVM5 [ RFC5652],
JWS [ RFC7515], JWE [ RFC7516], and COSE [I-D.ietf-cose-nsg].

Current CMS and JWk objects are undesirably large for very
constrai ned devices. Large nmessages has a negative inpact on menory
and storage in constrained devices, packet fragmentation in

constrai ned-node networks due to limted franme sizes, and increased
energy consunption due to nore data transnission and reception. The
candidate for use with object security of CoAP nessages is the COSE
nmessage format [I-D.ietf-cose-nsg].

Pendi ng an optim zed and stable version of the COSE nessage format
this neno defines the SMformat to refer to a content format for
encrypted and integrity protected data, and al so includes a uni que
transaction identifier for replay protection. Appendix A shows a
profile of the COSE nessage format which conplies with the Secure
Message format.

A Secure Message (SM SHALL consi st of Header, Body and Tag.
1. Secure Message Header
The follow ng paranmeters SHALL be included in the SM Header:

0 Context ldentifier (CID). This paraneter identifies the sender
security context including the cipher suite, key(s) and additiona
al gorithm specific paranmeters used to protect the nmessage. Each
client and server conmuni cating using OSCOAP has two contexts, one
for sending and one for receiving.

0 Sequence Nunber (SEQ. The Sequence Number paraneter enunerates
the Secure Messages sent associated to a Context ldentifier, and
is used for replay protection and uni queness of nonce. The start
sequence nunber SHALL be 0. For a given key, any Sequence Number
MUST NOT be used nore than once.

The granularity of "sender" - what is being identified with the
Context ldentifier - is defined by the application. Wth OSCOAP the
Context ldentifier typically identifies the sending party and
different resources may be identified by the Ui-Path in the request.
(Conpare Appendix C.)

The ordered sequence (SEQ CID) is called Transaction ldentifier
(TID), and SHALL be uni que for each SM
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4.2. Secure Message Body and Tag

The use cases require support for two message types, one for
Encryption and Integrity Protection, and another for integrity
protection only. The SM Body and the SM Tag are different depending
on message type.

For Integrity Protection Only we denote by Authenticated Data (AD)
the data which is integrity protected in the Secure Message. For
Encryption and Integrity Protection we denote by Plaintext and
Addi tional Authenticated Data (AAD), the data which is encrypted and
integrity protected, and integrity protected only, respectively, in
the Secure Message.

The message type SHALL be explicit to allow an internmedi ate node to
di stingui sh between the two types and read the SM Body of an
Integrity Protected Only nessage.

4.2.1. Integrity Protection Only

In the case of integrity protection only, the SM Body SHALL consi st
of the payl oad of the CoAP nessage.

The SM Tag SHALL consist of the Signature / Message Aut hentication
Code (MAC) as defined by the cipher suite cal cul ated over the

Aut henticated Data (AD). The AD for OSCOAP is defined in

Section 5.1.2.

4.2.2. Encryption and Integrity Protection

The use cases require support for two kinds of cipher suites:
Aut henti cated Encryption with Additional Data (AEAD) as well as
Synmetric Encryption and Asynmetric Signature (SEAS).

In case of AEAD, the SM Body and SM Tag SHALL consi st of the
Ci phertext as defined by the cipher suite cal cul ated over the
Pl ai ntext and the Additional Authenticated Data (AAD).

In case of SEAS, the SM Body SHALL be the Ciphertext as defined by
the symmetric encryption algorithm given by the cipher suite,
cal cul ated over the Plaintext. The SM Tag SHALL be the Signature
defined by the cipher suite cal cul ated over Ci phertext and AAD.

The Pl ai ntext and the AAD for OSCOAP are defined in Section 5.2.2.
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5. CoAP Message Protection

This section presents how OSCOAP protects individual CoAP nessages
i ncludi ng payl oad, options and header fields, as well as request-
response nessage exchanges, using the Object-Security option
(Section 3) and the Secure Message format (Section 4).

The basic idea is that the significant parts of an unprotected CoAP
message - including payload, certain header field and options - are
protected using the Secure Message format and sent in a CoAP nessage
with the Object-Security option, in what we then call a "protected"
CoAP nmessage. As nuch a possible of the CoAP nessage shoul d be
protected, but not all CoAP header fields or options can be encrypted
and integrity protected, because sone are intended to be read or
changed by an internediary node, see Section 6.1 and Section 6. 2.

The use of OSCOAP is signaled with the Cbject-Security option

Endpoi nts supporting the Object-Security option MIST verify the SM as
described in this section before accepting a nmessage as valid. An
endpoi nt receiving a CoAP request with the Object-Security option
MUST respond with a CoAP nessage with the Object-Security option

The di fferences between Encryption and Integrity Protection vs
Integrity Protection Only is described below Encryption and
Integrity Protection SHALL be used by default.

5.1. Integrity Protection Only

5.1.1. Protected CoAP nessage formatting
The protected CoAP nessage is formatted as an ordi nary CoAP nessage
with the foll owing Header, Options and Payl oad based on the
unpr ot ect ed CoAP nessage:
0 The CoAP header SHALL be the sane as the unprotected CoAP nessage.

0 The CoAP options SHALL consist of the sanme options as the
unpr ot ect ed CoAP nessage, and the Object-Security option

o |If the unprotected CoAP nessage has no Payl oad then the Object-
Security option SHALL contain the SM |If the unprotected CoAP
message has Payl oad, then the Object-Security option SHALL be
enpty and the Payl oad of the CoAP nessage SHALL be the SM
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5.

5.

5.

5.

1.2. Secure Message formatting

The SM Header, Body and Tag are specified in Section 4.1 and
Section 4. 2.

The Aut henticated Data SHALL consist of the following data, in this
or der:

o the SM Header

o the two first bytes of the CoAP header (including Version and
Code) with Type and Token Length bits set to O;

o all CoAP options present which are marked as IP in Figure 2
(Section 6.2), in the order as given by the option nunber (each
Option with Option Header including delta to previous |P-narked
Option which is present);

o the CoAP Payload (if any); and

o the Transaction Identifier of the associated CoAP Request, if the
message i s a CoAP Response (see Section 4.1).

1.3. Integrity Protection and Verification

A CoAP endpoint protecting a CoAP nessage with the Object-Security
option using a cipher suite for integrity protection only SHALL
generate a protected CoAP nessage and SM based on the unprotected
CoAP nessage as described in Section 5.1.1 and Section 5.1.2. In
addition, the sending endpoint SHALL process the Sequence Nunber as
described in Section 7.

A CoAP endpoi nt receiving a nmessage containing the Qbject-Security
option SHALL first recreate the Authenticated Data as described in
Section 5.1.2, and then verify the SM Tag as defined by the cipher
suite associated to the Context ldentifier. |In addition, the

recei ving endpoint SHALL process the Sequence Number as described in
Section 7.

2. Encryption and Integrity Protection

2.1. Protected CoAP nessage formatting

The protected CoAP nessage is formatted as an ordi nary CoAP nessage
with the foll owing Header, Options and Payl oad based on the

unpr ot ect ed CoAP nessage:

0 The CoAP header SHALL be the sane as the unprotected CoAP nessage.
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0 The CoAP options SHALL consist of the unencrypted options of the
unpr ot ect ed CoAP nessage (those not narked as E in Figure 2
(Section 6.2)), and the (bject-Security option. The options shal
be formatted as in a CoAP nessage (each Option with Options Header
including delta to previous unencrypted Option).

o |f the unprotected CoAP nessage has no Payl oad then the Object-
Security option SHALL contain the SM |If the unprotected CoAP
message has Payl oad, then the Object-Security option SHALL be
enpty and the Payl oad of the CoAP nessage SHALL be the SM

5.2.2. Secure Message formatting

The SM Header, Body and Tag are specified in Section 4.1 and
Section 4. 2.

The Additional Authenticated Data SHALL consist of the follow ng
data, in this order:

o the SM Header;

o the two first bytes of the CoAP header (including Version and
Code) with Type and Token Length bits set to O;

o all CoAP options present which are narked as | P but not marked as
Ein Figure 2 (Section 6.2), in the order as given by the option
nunber (each Option with Option Header including delta to previous
| P-marked Option which is present); and

o the Transaction ldentifier of the associated CoAP Request, if the
message i s a CoAP Response (see Section 4.1).

The Pl ai ntext SHALL consist of the following data, formatted as a
CoAP nmessage w t hout Header consisting of:

o all CoAP Options present which are marked as E in Figure 2 (see
Section 6.2), in the order as given by the Option nunber (each
Option with Option Header including delta to previous E-nmarked
Option); and

o the CoAP Payload, if present, and in that case prefixed by the
one-byte Payl oad Marker (OxFF).

5.2.2.1. Encryption and Decryption
A CoAP endpoint protecting a CoAP nessage with the (bject-Security

option using a cipher suite for encryption and integrity protection
SHALL generate a protected CoAP nessage and SM based on the
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unpr ot ect ed CoAP nessage as described in Section 5.2.1 and
Section 5.2.2. In addition, the sending endpoint SHALL process the
Sequence Nunber as described in Section 7

A CoAP endpoi nt receiving a nessage containing the Qoject-Security
option SHALL recreate the Additional Authenticated Data as descri bed
in Section 5.1.2 and verify the integrity of, and decrypt the nessage
as defined by the cipher suite associated to the Context ldentifier.
In addition, the receiving endpoint SHALL process the Sequence Nunber
as described in Section 7.

6. Protected CoAP Message Fi el ds

The CoAP payl oad SHALL be integrity protected. The CoAP payl oad
SHOULD be encrypted by default.

How CoAP Options and Header Fields shall be protected is described in
the renmai nder of this section

6. 1. Pr ot ect ed CoAP Header Fi el ds

This section describes which CoAP header fields are encrypted or
integrity protected end-to-end i n OSCOAP.

The CoAP Message Layer paraneters, Type and Message ID, as well as
Token and Token Length rmay be changed by a proxy and thus SHALL
neither be integrity protected nor encrypted.

The Version and Code fields SHALL be integrity protected, see
security considerations.

6.2. Protected CoAP Options

This section describes which CoAP options are encrypted and integrity
protected, if present in the unprotected CoAP nessage.

Al'l CoAP options SHALL be encrypted by default, unless intended to be
read by an intermedi ate node; and SHALL be integrity protected,
unl ess intended to be changed by an internedi ate node.

However, sonme special considerations are necessary because CoAP
defines certain legitinmate proxy operations, because the security
information itself may be transported as an option, and because
different processing is perforned dependi ng on whet her encryption is
applied or not.

The details are presented in Section 6.2.1 and Section 6.2.2, and
sunmari zed in Figure 2
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e kT L L s T T oo oo I
| No. | C| U] N| R] Nane | Format | Length | E| IP |
+----- B T [ SR [ SR R |
[ 1] x| [ | x| If-Match | opaque | 0-8 | x| x |
| 3| x| x| - | | Uri-Host | string | 1-255 | | a |
| 41 | | | x| ETag | opaque | 1-8 | x| x |
| 5] x| | | | I'f-None-Match | enpty | O | x| x |
| 6 | | x| - | | Cbserve | uint | 0-3 | | |
[ 7] x| x| - | | Uri-Port | uint | 0-2 [ | a |
[ 8 | [ [ | x| Location-Path | string | 0-255 | x | X

| 11 ] x| x| - | x| Ui-Path | string | 0-255 | x| b |
| 12 | [ [ [ | Content-Format | uint | 0-2 | x| x |
| 14 | | x| - | | Max- Age | uint | 0-4 [ [ [
| 15| x| x| - | x| Ui-Query | string | 0-255 | x| b |
| 17 | x| | | | Accept | uint | 0-2 | x| x |
| 20 | [ [ | x| Location-Query | string | 0-255 | x | x |
| 23 | x| x| - | | Bl ock2 | uint | 0-3 | | |
| 27 x| x| - | | Bl ockl | uint | 0-3 [ [ |
| 28 | [ | x| | Size2 | uint | 0-4 | x| x |
| 35| x| x| - | | Proxy-Uri | string | 1-1034 | | i
| 39| x| x| - | | Proxy-Schene | string | 1-255 | | i
| 60 | [ | x| | Sizel | uint | 0-4 | x| x |
S S T e Fommnaann Fommnaann e

C=Critical, U=Unsafe, N=NoCacheKey, R=Repeatabl e,
E=Encrypt, |P=Integrity Protect.

Figure 2: Protected CoAP options in OSCOAP
CoAP options marked "i" indicate that they are used as invariants in
the aut henticated data (AD/ AAD) as described in Section 6.2.1.1 and
Section 6.2.1.2.

In case of Integrity Protection Only, options marked with "a" and "b"
are conposed into a URI as described in Section 6.2.1.2 and incl uded
as invariant in the Proxy-Uri option in the Authenticated Data.

In case of Encryption and Integrity Protection, options marked "a"
are conposed into a URI as described in Section 6.2.2 and included as
the Proxy-Uri option in the Additional Authenticated Data. (Options
mar ked "b" are included in the Plaintext.)

6.2.1. Integrity Protection

CoAP options which are not intended to be changed by an internediate
node MJST be integrity protected.

0 CoAP options of the unprotected nessage which are Safe-to-Forward
SHALL be integrity protected. See Figure 2
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Note: The (bject-Security option in itself is Safe-to-Forward but is
added to the protected nmessage.

CoAP options which are intended to be nodified by a proxy can be
divided into two categories, those that are intended to change in a
predi ctabl e way, and those which are not. The follow ng options are
of the latter kind and SHALL NOT be integrity protected:

o Max-Age, Observe, Blockl, Block2: These options may be nodified by
a proxy in a way that is not predictable for client and server.

The renaining options nmay be nodified by a proxy, but when they are,
the change is predictable. Therefore it is possible to define
"invariants" which can be integrity protected.

6.2.1.1. Proxy-Schene

A Forward Proxy is intended to replace the URI schenme with the
content of the Proxy-Scheme option. The Proxy-Schenme option is
defined in this meno to be an invariant with respect to the foll ow ng
processi ng

o If there is a Proxy-Schene present in the unprotected nessage,
then the client SHALL integrity protect the Proxy-Schene option

o If there is no Proxy-Scheme option present the client SHALL
i nclude the Proxy-Schenme option in the authenticated data (AD AAD)
set to the URI schene. (The sent nessage does not include the
Pr oxy- Schene option.)

0 The server SHALL insert the Proxy-Scheme option with the nane of
the URI scheme the nessage was received in the authenticated data
(AD/ AAD) .

6.2.1.2. Ui-*

For options related to URI of resource (Uri-Host, Uri-Port, Uri-Path,
Uri-Query, Proxy-Uri) a Forward Proxy is intended to replace the Uri-
* options with the content of the Proxy-Uri option

The Proxy-Uri option is defined in this neno to be an invariant with
respect to the followi ng processing (applied to Integrity Protection
only, for Encryption see next section):

o If there is a Proxy-Ui present, then the client MIJST integrity

protect the Proxy-Uri option and the Uri-* options MJST NOT be
integrity protected.
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6

7

o If there is no Proxy-Uri option present, then the client SHALL
compose the full URI from Uri-* options according to the method
described in section 6.5 of [RFC7252]. The Authenticated Data
contains the follow ng options, nodified conpared to what is sent:

o Al Ui-* options renoved
0 A Proxy-Ui option with the full UR included

0 The server SHALL conpose the URI fromthe Uri-* options according
to the nethod described in section 6.5 of [RFC7252]. The so
obtained URI is placed into a Proxy-Uri option, which is included
in the Authenticated Data.

2.2. Encryption

Al'l CoAP options MJIST be encrypted, except the options bel ow which
MUST NOT be encrypted:

0 Max-Age, Observe, Blockl, Block2, Proxy-Uri, Proxy-Schene: This
information is intended to be read by a proxy.

0 Uri-Host, Ui-Port: This information can be inferred from
destination | P address and port.

0 Object-Security: This is the security-providing option.

In the case of encryption, the Proxy-Ui of the Additiona

Aut henticated Data MJUST only contain Uri-Host and Uri-Port and MJUST
NOT contain Uri-Path and Uri-Query because the latter options are not
necessarily available to a Forward Proxy.

Repl ay Protection and Freshness

In order to protect fromreplay of nessages and verify freshness of
responses, a CoAP endpoi nt using object security SHALL maintain
Sequence Nunbers (SEQs) of sent and received Secure Messages (see
Section 4.1), associated to the respective security context
identified with the Context ldentifier (CD).

1. Replay Protection

An endpoint SHALL maintain a SEQ for each security context it uses to
recei ve messages, and one SEQ for each security context for
protecting sent messages. Depending on use case, an endpoi nt MAY

mai ntain a sliding receive wi ndow for Sequence Nunbers in received
nmessages associated to each CID, equivalent to the functionality
described in section 4.1.2.6 of [RFC6347].
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Bef ore conposi ng a new nessage a sendi ng endpoi nt SHALL step the SEQ
of the associated CID. However, if the Sequence Nunber counter
wraps, the endpoint nust first acquire a new Cl D and associ at ed
security context/key(s). The latter is out of scope of this neno.

A receiving endpoint SHALL verify that the Sequence Number received
in the SM Header is greater than the Sequence Nunber of the
associated CID (or within the sliding window and not previously
recei ved) and update the SEQ (w ndow) accordingly.

7.2. Freshness

OSCQOAP i s a chal l enge-response protocol, where the response is
verified to match a prior request by including the unique transaction
identifier TID (concatenation of SEQ and CI D) of the request in the
integrity calculation of the response nessage.

If a CoAP server receives a request with the Object-Security option
then the authenticated data (AD or AAD) of the response SHALL include
the TID of the request as described in Section 5.1.2 and

Section 5.2.2.

If the CoAP client receives a response with the oject-Security
option, then the client SHALL verify the integrity of the response
using the TID of its own associ ated request in the authenticated data
(AD or AAD) as described in Section 5.1.2 and Section 5.2.2.

8. Security Considerations

In scenarios with proxies, gateways, or caching, DILS only protects
data hop-by-hop nmeani ng that these internediary nodes can read and
modi fy information. The trust nodel where all participating nodes
are considered trustworthy is problematic not only froma privacy
perspective but also froma security perspective as the
intermediaries are free to delete resources on sensors and falsify
commands to actuators (such as "unl ock door", "start fire alarnt,
"raise bridge"). Even in the rare cases where all the owners of the
intermedi ary nodes are fully trusted, attacks and data breaches nake
such an architecture weak.

DTLS protects the entire CoAP nessage including Header, Options and
Payl oad, whereas OSCOAP protects the payl oad and nessage fields
described in Section 6.1 and Section 6.2. The cost for DTLS
providing this protection is the overhead in e.g. additiona
messages, processing, nmenory incurred by the DTLS Handshake protocol
which can be onmtted in use cases where key establishnment can be
provi ded by ot her neans.
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CoAP speci fi es how nessages shoul d be acknow edged on nessage | ayer
The CoAP nessage | ayer, however, cannot be protected by application

| ayer security end-to-end since the paraneters Type and Message | D
as well as Token and Token Length may be changed by a proxy.

Mor eover, nessages that are not possible to verify should for
security reasons not always be acknow edged but in sone cases be
silently dropped. This would not conply with CoAP nessage | ayer, but
does not have an inpact on the object security solution, since
message | ayer is excluded fromthat.

The CoAP Header field Code needs to be integrity protected end-to-
end. For exanple, if a malicous man-in-the-m ddl e would replace the
client requested CET with a DELETE, this nust be detected by the
server. The CoAP Header field Version needs also to be integrity
protected to prevent frompotential cross-version attacks, such as
bi ddi ng- down.

Bl ockwi se transfers as defined [I-D.ietf-core-block] cannot be
protected with application layer security end-to-end because the
Bl ockl/ Bl ock2 options nmay be changed in an unpredictable way by an
i ntermedi at e node

However, it is possible to define end-to-end bl ock options anal ogous
to Bl ockl and Bl ock2 which are safe-to-forward, integrity protected
and not supposed to be changed by internedi ate devices. Wth such an
option each individual block can be securely verified by the

recei ver, retransm ssion securely requested etc. Since the bl ocks
are enunerated sequentially and carry information about |ast bl ock
when all bl ocks have been securely received, this proves that the
entire message has been securely transferred.

The Observe option cannot be integrity protected since it is allowed
to change in an unpredictable way. But since nmessage sequence
nunbers are integrity protected a client

can verifies that a GET response has not been received before.

The use of sequence nunbers for replay protection introduces the
problemrelated to wapping of the counter. The alternatives also
have issues: very constrained devices may not be able to support
accurate tinme or generate and store |large nunbers of random nonces.
The requirenent to change key at counter wap is a conplication, but
it also forces the user of this specification to think about

i mpl ementi ng key renewal .

This specification needs to be conplenented with a procedure whereby
the client and the server establish the keys used for wappi ng and
unwr appi ng the Secure Message. One way to address key establishnent
is to assunme that there is a trusted third party which can support
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10.

client and server, such as the Authorization Server in
[I-D.ietf-ace-actors]. The Authorization Server may, for exanple,

aut henticate the client on behalf of the server, or provide

crypt ographi c keys or credentials to the client and/or server which
can be use to derive the keys used in the Secure Message exchange.
Simlarly, the Authorization Server may, on behalf of the server
notify the client of server supported ciphers, in order to facilitate
the usage of OSCOAP in deploynents with nultiple supported
cryptographi c al gorithns.

The security contexts required are different for different cipher
suites. For an AEAD or SEAS it is required to have a unique
Initialization Vector for each nessage, for which the Sequence Nunber
is used. The Initialization Vector SHALL be the concatenation of a
Salt (4 bytes unsigned integer) and the Sequence Nunber. The Salt
SHOULD be established between sender and receiver before the nessage
is sent, to avoid the overhead of sending it in each nessage. For
exanple, the Salt may be established by the sane neans as keys are
est abl i shed.

Privacy Consi derations

End-to-end integrity protection provides certain privacy properties,
e.g. protection of comunication with sensor and actuator from
mani pul ati on which may affect the personal sphere. End-to-end
encryption of payload and certain CoAP options provides additiona
protection as to the content and nature of the nmessage exchange.

The headers sent in plaintext allow for exanple natching of CON and
ACK (CoAP Message ldentifier), matching of request and response
(Token). Plaintext options could also reveal information, e.g.
lifetime of neasurenent (Max-age), or that this nmessage contains one
data point in a sequence (Cbserve).

| ANA Consi der ati ons

Note to RFC Editor: Please replace all occurrences of "[this
docunent]" with the RFC nunber of this specification

The following entry is added to the CoAP Option Nunbers registry:

o m e e oo o e e e oo - e e e e oo +
| Nunber | Name [ Ref er ence [
[ S, o B +
| TBD | Object-Security | [[this document]] |
[ S S S +
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11.

12.

12.

Thi s docunent registers the follow ng value in the CoAP Content
Format registry established by [ RFC7252].

Medi a Type: application/oscon

Encodi ng: -

Id: 70

Ref erence: [this docunent]
Acknowl edgrent s

Kl aus Hartke has independently been working on the same problemand a
simlar solution: establishing end-to-end security across proxies by
addi ng a CoAP option. W are grateful to Malisa Vucinic for
providing hel pful and tinely reviews of new versions of the draft.
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Appendi x A.  COSE Profile of SM

This section defines a profile of the 05-version of CCSE
[I-D.ietf-cose-nsg] conplying with the Secure Message fornmat (see
Section 4) and supporting the two scopes of object security OSCOAP
and OSCON (Appendix C). In the |last subsection we el aborate on
possi bl e optini zati ons.

o0 The "COSE_MSG' top | evel object as defined in COSE corresponds to
the Secure Message object.

o The "nmsg_type" paraneter corresponds to the Secure Message type,
as defined in Section 4.2. Depending on the use case, this field
can take the values nsg_type_mac, nsg_type_signed or
nsg_t ype_encrypt Dat a.

0 The "Header" field of the COSE object corresponds to the Header
field of the Secure Message.

*  The "protected" field includes:

+ the new "seq" paraneter corresponding to the paraneter
Sequence Nunber of the Secure Message (see Section 4.1).

* The "unprotected" field is enpty.

A.l. Integrity Protection Only
When Integrity Protection only needs to be provided, the Secure
Message obj ect corresponds to a COSE MSG with nmsg_type equal to
nmsg_type_signed (COSE_Sign) or nsg_type_mac (COSE_nac).
The Externally Supplied Data ("external _aad" field), as defined in
Section 4.1 of [I-D.ietf-cose-nsg] include the Authenticated Data as
defined in Section 5.1.2 with the exception of SM Header and CoAP
Payl oad.

A 1.1. COSE_Sign

A COSE_MSG of type COSE Sign is a Secure Message if its fields are
defined as foll ows (see exanple in Appendi x B.2).

The "Headers" field of COSE_Sign as defined in Appendix A.
The "payl oad" field contains the CoAP Payl oad (if any).

The "signatures" array contains one "COSE signhature" item The
"Headers" field of the COSE signature object is defined as follows:
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o0 The "protected" field includes:

* the new "cid" paraneter which corresponds to the paraneter
Context ldentifier of the Secure Message (see Section 4.1);

0 The "unprotected" field is enpty.

The "signature" field contains the conputed signature val ue as
described in Section 4.2 of [I-D.ietf-cose-nsg].

A Secure Message with digital signature and Detached Content
corresponds to COSE sign with "Headers" and "signatures" fields; i.e.
no "payl oad" field.

A 1.2. COSE_nac

A COSE_MSG of type COSE nac is a Secure Message if its fields are
defined as follows (see exanmple in Appendix B.1).

The "Headers" field of COSE mac as defined in Appendi x A
The "payl oad" field contains the CoAP Payl oad (if any).

The "tag" field contains the MAC val ue, conputed as defined in
Section 6.1 of [I-D.ietf-cose-nsg].

The "recipients" array contains one "COSE recipient” item(section 5
of [I-D.ietf-cose-nsg]). The "COSE recipient” itemcontains one
"COSE_encrypt _fields" object. The "Headers" field of the

COSE _encrypt _fields object is defined as foll ows:

o0 The "protected" field includes:

* the new "cid" paraneter which corresponds to the paraneter
Context ldentifier of the Secure Message (see Section 4.1);

0 The "unprotected" field is empty.
A Secure Message with MAC and Detached Content corresponds to a
COSE sign with "Headers", "recipients" and "tag" fields; i.e. no
"payl oad" field.

A.2. Encryption and Integrity Protection: COSE _envel oped
When Encryption and Integrity Protection need to be provided, the

Secure Message object corresponds to a COSE MSG with nsg_type equal
to nsg_type_envel oped (COSE_envel oped).
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The Additional Authenticated Data ("Enc_structure") as described is
Section 5.3 of [I-D.ietf-cose-nsg] is defined in Section 5.2.2: * the
"protected” paraneters includes the SM Header; * the "external _aad”

i ncludes the other fields (CoAP Version, Code, Options to integrity
protect and TID).

The plain text, as nentioned in Sections 5.3 and 5.4 of
[I-D.ietf-cose-nsg] is defined in Section 5.2.2 and cont ai ns CoAP
Options to encrypt and the CoAP Payl oad.

A COSE_MSG of type COSE enveloped [I-D.ietf-cose-nmsg] is a Secure
Message if its fields are defined as follows (see exanple in
Appendi x B. 3).

The "Headers" field of COSE encrypt _fields itemas defined in
Appendi x A

The "ciphertext" field is encoded as a nil type, follow ng the
specifications in Section 5.1 of [I-D.ietf-cose-nsg].

The "recipients" array contains one "COSE recipient” item
(Section 5.1 of [I-D.ietf-cose-nsg]). The "COSE recipient" item
contains one "COSE encrypt fields" object. The "Headers" field of
the COSE encrypt fields object is defined as foll ows:

o0 The "protected" field includes:

* the new "cid" paraneter which corresponds to the paraneter
Context ldentifier of the Secure Message (see Section 4.1);

0 The "unprotected" field is enmpty.

The "ciphertext” field of the COSE encrypt_fiel ds object contains the
encrypted plain text, as defined in section 5 of [I-D.ietf-cose-nsq].

A. 3. COSE Optimzations

For constrained environnents it is inportant that the nessage
expansi on due to security overhead is kept at a m ni mum

This section lists potential optimzations of COSE
[I-D.ietf-cose-nsg] for the purpose of reducing nessage size and

i mprovi ng performance in constrai ned node networks. The nmessage
sizes resulting fromthe first four optimzations are presented in
Appendi x B (as "nodified COSE").

1. The first inprovenent proposed is to flatten the structure of the
COSE nsg, following the Encrypted COSE structure defined in
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Section 5.2 of [I-D.ietf-cose-nmsg]. |In fact, thereis little
need to support multiple signhatures or recipients in the use
cases targeting the nost constrained devices. Two different
structures inspired by the COSE encryptData are defined: COSE.ip
and COSE en. COSE ip is used for the Integrity Protection Only
use case (Section 5.1), COSE en is used for Encryption

(Section 5.2).

In general, the security context defines uniquely the cipher
suite, and hence the "al g" paraneter of COSE nsg can be renoved.

The "unprotected" field is not used since it is assumed that al
paraneters shoul d be protected when possible. Thus the "Headers"
structure can be flattened into a "protectedHeader" field,
containing the "cid" paraneter and the "seq" paraneter

Anal ogous to ot her key val ues, one-byte keys/I|abels can be
assigned to the new paraneters defined in this docunent and
ci pher suites adapted to constrai ned device processing. For
exanple: "cid" = 11 and "seq" = 12.

Digitally signed nessages have the | argest absol ute overhead due
to the size of the signature (see Appendix B.2 and Appendi x B. 4).
Whereas certain MACs can be securely truncated, signatures
cannot. Signature schemes with nessage recovery allow some
renedy since they allow part of the nessage to be recovered from
the signature itself and thus need not be sent. The effective
size of the signature could in this way be considerably reduced,
whi ch woul d have a large inpact on the nessage size (conpare size
of signature and total overhead in Figure 5 and Figure 6). A
val uabl e optim zation woul d thus be to support signature schenes
wi th message recovery.

Conbining the first 4 points, the resulting structures and their
fields are defined as follows: COSE ip top | evel object corresponds
to the Secure Message object.

0

The "msg_type" paraneter takes a new val ue
nmsg_type_integrityprotection=5.

The "protectedHeader" field, anal ogous to the "protected" field of
the "Headers", includes:

* the new "cid" paraneter which corresponds to the paraneter
Context ldentifier of the Secure Message (see Section 4.1);

* the new "seq" paraneter corresponding to the paraneter Sequence
Nunber of the Secure Message (see Section 4.1).
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o The "payload" field (as described in Appendix A 1.1 and
Appendi x A 1.2).

o The "tag" field (as described in Appendix A 1.1 and
Appendi x A 1.2).

COSE en top | evel object corresponds to the Secure Message object.
o The "nmsg_type" paraneter takes a new val ue, nsg_type_encrypti on=6

0 The "protectedHeader" field, anal ogous to the "protected" field of
the "Headers", includes:

* the new "cid" paraneter which corresponds to the paraneter
Context ldentifier of the Secure Message (see Section 4.1);

* the new "seq" paraneter corresponding to the paraneter Sequence
Nunber of the Secure Message (see Section 4.1).

o The "ciphertext" field (as described in Appendix A 2).

o The "tag" field contains the tag value in case Integrity
Protection is al so provided.

Appendi x B. Conparison of nessage sizes

This section gives sone exanpl es of overhead incurred with the
current proposal for COSE at the tine of witing [I-D.ietf-cose-nsq].
Message sizes are also listed for a nodified version of COSE

i mpl ementing sone of the optinizations described in Appendix A 3 and
for a lower bound CBOR encoding of the Secure Message with structure
[seq, cid, body, tag].

Motivated by the use cases, there are four different kinds of
protected nessages that need to be supported: nessage authentication
code, digital signature, authenticated encryption, and symretric
encryption + digital signature. The latter is relevant e.g. for

pr oxy-cachi ng and publish-subscribe with untrusted internediary (see
Appendix D.2). The sizes estimated for selected algorithns are
detailed in the subsections.

The size of the header is shown separately fromthe size of the MAC
signature. An 8-byte Context Identifier and a 3-byte Sequence Number
are used throughout all exanples, with these val ue:

0 cid: 0xal534e3c5fdc09hd

0 seq: 0x112233

Sel ander, et al. Expires April 21, 2016 [ Page 25]



Internet-Draft bj ect Security of CoAP ( CSCOAP) Cct ober 2015

For each schene, we indicate the fixed I ength of these two parameters
("seq+cid" columm) and of the tag ("MAC'/"SIG'/"TAG'). The "Tota

Si ze" columm shows the total Secure Message size, while the
"Overhead" columm is calculated fromthe previous columms foll ow ng
this equation:

Overhead = Total Size - (MAC + seqg+cid)

This means that overhead incurring from CBOR encoding is al so
included in the Overhead count.

To make it easier to read, COSE objects are represented using CBOR s
di agnostic notation rather than a binary dunp.

B.1. MAC Only
This exanple is based on HVAC- SHA256, with truncation to 16 bytes

The object in COSE encodi ng gives:
[

3, # nmeg_type
h’ a201046373657143112233" , # protected:
{1. 4,
"seq": h’112233'}
{1}, # unprotected
h ", # payl oad
MAC, # truncated 16-byte MAC
[ # recipients
[ # recipient structure
h ", # protected
{1:-6, "cid":h"al534e3c5fdc09bd’ }, # unprotected
h’ # ci phertext

]
]
]

The COSE obj ect encodes to a total size of 53 bytes.

In the nodified version of COSE defined in Appendix A 3, the
equi val ent COSE obj ect woul d be:
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5, # nsg_type
h’ a20b48a1534e3c5f dc09bd0c43112233’ # protected:
{11: h’ a1534e3c5f dc09bd’
12: h’ 112233’ }
h ', # payl oad
MAC # truncated 16-byte MAC
]

This nodi fied COSE object encodes to a total size of 37 bytes.

The | ow bound CBOR encoding of this same object is encoded by:

[

h' 112233, # seq

h’ a1534e3c5f dc09bd’ , # cid

h ", # payl oad

MAC # truncated 16-byte MAC

]

This object encodes to a total size of 32 bytes.

Fi gure 3 summari zes these results.

oo I e R e +
| Scheme | seq+cid | MAC | Total Size | Overhead
Fom e e e - - Fomm e o Homm - - Fom e e o Fom e - +
| CCsE | 11 B | 16 B| 53 bytes | 26 bytes
Fommnaann N . . . +
| mod- COSE| 11 B | 16 B| 37 bytes | 10 bytes
oo - N e - ommemea +
| bound | 11 B | 16 B| 32 bytes | 5 bytes
Fom e e e - - Fomm e o Homm - - Fom e e o Fom e - +

Fi gure 3: Conparison of COSE, nodified COSE and CBOR | ower bound for
HVAC- SHA256

B.2. Signature Only
This exanple is based on ECDSA, with a signature of 64 bytes.

The object in COSE encoding gives:
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msg_type

pr ot ect ed:

{"seq": h'112233'}
unpr ot ect ed

1, #
h’ a16373657143112233’ #
#
# payl oad
#
#
#

)

— 5

si gnat ur es

signature structure

pr ot ect ed:

{1. -7,
"cid":h al534e3c5f dc09bd’ }
, # unprotected
G # 64-byte signature

h’ a201266363696448a1534e3c5f dc09bd’

{}
S
]
]
]

The COSE obj ect encodes to a total size of 100 bytes.

In the nodified version of COSE defined in Appendix A 3, the
equi val ent COSE obj ect woul d be:

[
5, # msg_type
h’ a20b48a1534e3c5f dc09bd0c43112233’ # protected:
{11: h’ a1534e3c5f dc09bd’
12: h’ 112233'}
h ", # payl oad
SI G # 64-byte signature
]

The COSE obj ect encodes to a total size of 86 bytes.

The | ow bound CBOR encoding of this sane object is encoded bhy:

[

h' 112233, # seq

h’ al534e3c5f dc09bd’ # cid

h ", # payl oad

SI G # 64-byte signature

]

This object encodes to a total size of 81 bytes.

Figure 4 summari zes these results.
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oo I e R e +
| Scheme | seq+cid | SIG| Total Size | Overhead
Fom e e e - - Fomm e o Homm - - Fom e e o Fom e - +
| CCsE | 11 B | 64 B| 100 bytes | 25 bytes
Fommnaann N . . . +
| mod- COSE| 11 B | 64 B| 86 bytes | 11 bytes
oo - N e - ommemea +
| bound | 11 B | 64 B| 81 bytes | 6 bytes
Fom e e e - - Fomm e o Homm - - Fom e e o Fom e - +

Fi gure 4: Conparison of COSE, nodified COSE and CBOR | ower bound for
64 byte ECDSA signature.

B.3. Authenticated Encryption with Additional Data (AEAD)
This exanple is based on AES-128- CCM 8.
It is assumed that the IV is generated fromthe Sequence Number and
some previously agreed upon Salt. This neans it is not required to

explicitly send the whole IV in the nmessage.

The object in COSE encodi ng gives:
[

2, # nmsg_type
h' a201046373657143112233" # protected:
{1: 4,
"seq": h’'112233'}
{1}, # unprotected
TAG # 8byte authentication tag
[ # recipients
[ # recipient structure
h ", # protected
{1:-6, "cid":h"al534e3c5fdc09bd’ }, # unprotected
h'’ # ci phertext

]
]
]

The COSE obj ect encodes to a total size of 44 bytes.

In the nodified version of COSE defined in Appendix A 3, the
equi val ent COSE obj ect woul d be:
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h:a20b48a1534e3c5fdC09bd0C43112233’

h, ' 1
TAG
]

The nodi fi ed COSE obj ect encodes to a total

The | ow bound CBOR encodi ng of this same object

[
h’ 112233’ ,

h ’
TAG

]

Thi s object encodes to a total

h’ a1534e3c5f dc09bd’

size of 24

Figure 5 sunmmari zes these results.

Fi gure 5: Conparison of COSE, nodified COSE and CBOR | ower bound

B. 4.

AES- CCM

Cct ober 2015

# nsg_type
# protected:
{11: h’ a1534e3c5f dc09bd’
12: h’ 112233’ }
# ci phertext
# 8byte authentication tag

size of 29 bytes.
i s encoded by:
# seq
# cid

# ci phertext
# 8byte authentication tag

byt es.

------------ I
Total Size | Overhead
------------ Fomm e e a4
44 bytes | 25 bytes
------------ e
29 bytes | 10 bytes
------------ I
24 bytes | 5 bytes
------------ Fomm e e a4

Symretric Encryption with Asymetric Signature (SEAS)

This exanple is based on AES-128-CTR and ECDSA with 64 bytes

si gnature.
obj ect

i nt o anot her,

prot ected object.

The obj ect

Sel ander,

et al.

Expi

i n COSE encodi ng gives:

res Apri

21, 2016

COSE requires this to be a nested encapsul ati on of one
here illustrated with a digitally signed AEAD
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1, # nsg_type
h' al6373657143112233’ # protected:
{"seq": h'112233'}
{1}, # unprotected
h' 85024ba2010a6373657143112233a04081834
0a201256363696448a1534e3c5f dc09bd40’ # payl oad:
[2,
h' a2010a6373657143112233’
{+, b, [[Ph",
{1. -6,
"cid": h al534e3c5fdc09bd
booh ]
[ # signatures

# signature structure
h’ a201266363696448a1534e3c5f dc09bd’ , # prot ect ed:
{1. -7,
"cid":h al534e3c5f dc09bd’ }
# unprotected

} il
I G # 64-byte signature

{
S
]
]
]

The COSE obj ect encodes to a total size of 134 bytes.

In the nodified version of COSE defined in Appendix A 3, the
equi val ent COSE obj ect woul d be:

[
6, # nmsg_type
h’ a20b48a1534e3c5f dc09bd0c43112233’ # protected:
{11: h’ a1534e3c5f dc09bd’
12: h' 112233’}
h ", # ci phertext
SI G # 64-byte signature

]

This nodi fi ed COSE obj ect encodes to a total size of 86 bytes.

The | ow bound CBOR encoding of this sane object is encoded by:

[

h' 112233, # seq

h’ a1534e3c5f dc09bd’ # cid

h ", # ci phertext

SI G # 64-byte signature
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This object encodes to a total size of 81 bytes.

Figure 6 sumari zes these results.

Fom e e e oo TS Homm e TS [ SR +
| Scheme | seq+cid | SIG| Total Size | Overhead
F T [ S, S [ R +
| COSE | 11 B | 64 B| 134 bytes | 59 bytes
Fom e e e - - Fomm e o Homm - - Fom e e o Fom e - +
| mod- COSE| 11 B | 64 B| 86 bytes | 11 bytes
Fom e e e oo TS Homm e TS [ SR +
| bound | 11 B | 64 B| 81 bytes | 6 bytes
F T [ S, S [ R +

Fi gure 6: Conparison of nested AES-CCM wi thin ECDSA (COSE) and
conbi ned AES- ECDSA (nodified COSE and CBOR | ower bound).

Appendi x C. (Object Security of Content (COSCON)

In this section we define howto only protect the payl oad/content of
i ndi vi dual nmessages using the Secure Message format (Section 4) to
comply with the requirenents 1 and 2 in Section 2. This is referred
to as Object Security of Content (OSCON).

Note that by only protecting the content of a nessage it may be
verified by multiple recipients. For exanple, in the case of a proxy
that supports caching, a recent response for a certain resource can
be cached and used to serve nultiple clients. O, in a publish-
subscri be setting, nultiple subscribers can be served the sane
publication. The use of content protection also decouples the

bi nding to the underlying transfer protocol, so the same protected
content object can be freely nove between CoAP, HITP, Bl ueTooth or
what ever application | ayer protocol.

The use of OSCON is signaled with the Content-Fornat/Media Type set
to application/oscon (Section 10). Since the actual format of the
content which is protected is lost, that information needs to be
added to the nmessage header or known to the recipient.

The sendi ng endpoint SHALL wrap the Payl oad, and the receiving
endpoi nt unwap the Payload in the SMformat as described in this
section. A CoAP client MAY request a response in the OSCON format by
setting the option Accept to application/oscon

In case of cipher suite for integrity protection only, the

Aut henti cated Data SHALL be the concatenation of the SM Header and
the CoAP Payl cad. |f case of cipher suite for both encryption and
integrity protection, then the AAD SHALL be the SM Header and the
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Pl ai ntext SHALL be the CoAP Payl oad. By default, cipher suites for
encryption and integrity protection SHALL be used.

The SM SHALL be protected (encrypted) and verified (decrypted) as
described in Section 5.1.3 (Section 5.2.2.1), including replay
protection as described in Section 7.1

Whereas in OSCOAP, the Context ldentifier of the SM Header

(Section 4.1) typically identifies the sending party, wth OSCON
(Appendix C) the Context Identifier nmay well identify the sender and
resour ce.

C. 1. Security Considerations of OSCON

OSCON (Appendi x C) only protects payl oad and only gives repl ay
protection (not freshness of response), but allows additional use
cases such as point to nmulti-point interactions including publish-
subscri be, reverse proxies and proxy caching of responses. |n case
of symmetric keys the receiver does not get data origin

aut hentication, which requires a digital signature using a private
asymetric key.

OSCON SHALL NOT be used in cases where CoAP header fields (such as
Code or Version) or CoAP options need to be integrity protected. The
request for a response in OSCON using the CoAP option Accept set to
"application/oscon" is not secured since OSCON does not integrity
protect any options. Hence the exchange of OSCON request-response
messages is vulnerable to a nan-in-the-mddl e attack where response

i s exchanged for another response, but since there is replay
protection only nessages with hi gher sequence nunbers will be

accept ed.

Bl ockwi se transfers in CoAP as defined in [I-D.ietf-core-block] can
be applied with OSCON, i.e. the entire payload is encapsulated in a
Secure Message which is partitioned into bl ocks which are sent with
unprotected CoAP. The receiver is able to verify the integrity of
the payload but only after the last block containing the signature/
MAC is received, and if the verification fails the entire nessage
needs to be resent. However, if the verification succeeds, then the
transm ssion in OSCON has | ess conputational and packet overhead
since only one signature/ MAC was generated and sent. As CoAP

bl ockwi se transfer with OSCON is prone to Denial of Service attacks,
it should only be used for exchanges where this threat can be
mtigated, for exanple within a |l ocal area network where |ink-Iayer
security is activated.
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Appendi x D. Exanpl es

This section gives exanples of how to use the Object-Security option
and the nessage formats defined in this neno.

D.1. CoAP Message Protection

This section illustrates bject Security of CoAP (OSCOAP). The
message exchange assumes there is a security context established
between client and server. One key is used for each direction of the
message transfer. The internediate node detects that the CoAP
message contai ns an OSCOAP obj ect ((Object-Security option is set) and
thus forwards the nmessage as it cannot serve a cached response.

D.1.1. Integrity Protection of CoAP Message Exchange

Here is an exanple of a PUT request/response nessage exchange passing
an intermedi ate node protected with the bject-Security option. The
exanple illustrates a client closing a lock (PUT 1) and getting a
confirmation that the lock is closed. Code, Uri-Path and Payl oad of
the request and Code of the response are integrity protected (and

ot her nessage fields, see Section 6.1 and Section 6.2).
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Client Proxy Server

L
+o-- - >| | Code: 0.03 (PUT)
| PUT | | Token: 0x8c
| | | Uri-Path: |ock
| | | Object-Security:
| | | Payl oad: ["seq":"142"
[ [ [ "cid":"al534e3c5fdc09bd", 1, <Tag>]
I I I
| +----- >| Code: 0.03 (PUT)
| | PUT | Token: Ox7b
| | | Uri-Path: Iock
| | | Object-Security:
[ [ [ Payl oad: ["seq":"142"
| | | "cid":"al534e3c5fdc09bd", 1, <Tag>]
I I I
| | <----- + Code: 2.04 (Changed)
| | 2.04 | Token: Ox7b
| | | hj ect-Security: ["seq":"a6"
[ [ [ "cid":"5fdc09bdal534e3c", , <Tag>]
I I I
| <----- + | Code: 2.04 (Changed)
| 2.04 | | Token: 0x8c
| | | bj ect-Security: ["seq":"a6"
| | | "cid":"5fdc09bdal534e3c", , <Tag>]
I I I

Fi gure 7: CoAP PUT protected with OSCOAP

Since the request nmessage (PUT) supports payl oad, the OSCOAP obj ect
is carried in the CoAP payload. Since the response nessage (Changed)
does not supports payload the Ohject-Security option carries the
OSCQOAP obj ect.

The Header contains Sequence Nunber ("seq":"a6") and Context
Identifier ("cid":"5fdc09bdal534e3c"), the latter is an identifier

i ndi cating which security context was used to integrity protect the
message, and nmay be used as an identifier for a secret key or a
public key. (It may e.g. be the hash of a public key.)

The server and client can verify that the Sequence Nunber has not
been received and used with this key before. Wth OSCOAP, the client
additionally verifies the freshness of the response, i.e. that the
response nessage i s generated as an answer to the received request
message (see Section 7).
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Thi s exanpl e deviates fromencryption by default (see Section 8) just

to illustrate the case of
compel I i ng reason why the CoAP nmessage should be in plaintext,

it MJUST be encrypted.

D.1.2. Additiona

Integrity Protection only.

Encrypti on of CoAP Message

If there is no

t hen

Here is an exanple of a GET request/response nessage exchange passing

an internedi ate node
illustrates a client

protected with the Enc option.

protected only (see Section 6.1 and Section 6.2).

Client Proxy Server

I
I
I
I
I
I
<----- + |
I
I
I
I
I
I

Fi gure 8: CoAP GET protected w th OSCOAP.

Sel ander, et al.

Code: 0.01 (GET)
Token: 0x83
hj ect-Security: ["seq":"15b7"
"cid":"34e3c5f dcal509bd",

{"glucose"}, <Tag>]
Code: 0.01 (GET)
Token: Oxbe
hj ect-Security: ["seq":"15b7"

"cid":"34e3c5f dcal509bd",
{"glucose"}, <Tag>]

Code: 2.05 (Content)
Token: Oxbe
bj ect-Security:
Payl oad: ["seq":"32c9",
"cid":"c09bdal55f d34e3c",
{220}, <Tag>]
Code: 2.05 (Content)
Token: 0x83
bj ect-Security:
Payl oad: ["seq":"32c9",
"cid":"c09bdal55f d34e3c",
{220}, <Tag>]

i ndi cates encrypted data.

Expires April 21, 2016

The exanpl e
requesting a bl ood sugar neasurenent
(CET /glucose) and receiving the value 220 ng/dl.
Payl oad are encrypted and integrity protected.

resource

Uri-Path and
Code is integrity

The bracket { ... }
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Since the request nessage (CET) does not support payl oad, the OSCOAP
object is carried in the Object-Security option. Since the response
message (Content) supports payl oad, the Cbject-Security option is
enpty and the OSCOAP object is carried in the payl oad.

The Context ldentifier is a hint to the receiver indicating which
security context was used to encrypt and integrity protect the
message, and may be used as an identifier for the AEAD secret key.
One key is used for each direction of the nmessage transfer

The server and client can verify that the Sequence Nunber has not
been received and used with this key before, and the client
additionally verifies the freshness of the response, i.e. that the
response nessage i s generated as an answer to the received request
message (see Section 7).

D. 2. Payload Protection

This section gives exanples that illustrate Object Security of
Content (OSCON), see Appendix C). The assunption here is that only
the intended receiver(s) has the relevant security context related to
the resource. |n case of a closed group of recipients of the sane
object, e.g. in Information-Centric Networking or firnmnare update
distribution, it nay be necessary to support symetric key encryption
in conbination with digital signature.

D.2.1. Proxy Caching
This exanpl e outlines how a proxy forwardi ng request and response of
one client can cache a response whose payl oad is a OSCON object, and

serve this response to another client request, such that both clients
can verify integrity and non-repl ay.
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Clientl Proxy Server

---+ Code:
Token:
Payl oad:

Code:
Token:
Proxy-Uri :

Code:
Token:
Uri - Host :
Uri - Pat h:

Code:
Token:
Payl oad:

Code:
Token:
Proxy-Uri :

Code:
Token:
Payl oad:

0.01 (GET)
0x83
exanpl e. coni t enp

0.01 (GET)
Oxbe
exanpl e. com

tenp

2.05 (Content)

Oxbe

["seq":"15b7",
"cid":"c09bdal55f d34e3c",
"471 F', <Tag>]

2.05 (Content)

0x83

["seq":"15b7",
"cid":"c09bdal55f d34e3c",
"471 F', <Tag>]

0.01 (GET)
Oxal
exanpl e. con' t enp

2.05 (Content)

Oxal

[ n SeqII : n 15b7ll ,
"cid":"c09bdal55f d34e3c",
"471 F', <Tag>]

Cct ober 2015

Figure 9: Proxy caching protected with Object Security of Content

D. 2. 2. Publ i sh- Subscri be

(O8N

This exanple outlines a publish-subscribe setting where the payl oad
integrity and replay protected end-to-end between

i's encr

Publ i sher and Subscri ber.

Sel ander,

ypted,

et al.

Expires April 21, 2016

The exanple applies for exanple to cl osed
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user groups of a single data source and illustrates a subscription
registration and a later publication of birch pollen count of 300 per
cubic neters. The PubSub Broker can define the Cbserve count

arbitrarily (as could any internedi ary node,

even in OSCOAP), but

cannot mani pul ate the Sequence Nunber wi thout being possible to

bserve: 2
Payl oad: ["seq":"15b8",
"cid":"c09bdal55f d34e3c",

det ect.
Sub- PubSub- Pub-
scri ber Broker |isher
I I I
+----- >| | Code: 0.01 (GET)
| GET | | Token: 0x72
| | | Uri-Path: ps
| | | Uri-Path: birch-pollen
[ [ [ bserve: 0 (register)
I I I
I I I
| <----- + | Code: 2.05 (Content)
| 2.05 | | Token: 0x72
| | | bserve: 1
[ [ [ Payl oad: ["seq":"15b7"
| | | "cid":"c09bdal55f d34e3c"
I I I {"270"}, <Tag>]
I I I
I I I
I I I
[ | <----- + Code: 0.03 (PUT)
| | PUT | Token: Ox1f
| | | Uri-Path: ps
| | | Uri-Path: birch-pollen
| | | Payl oad: ["seq":"15b8"
| | | "cid":"c09bdal55f d34e3c"
[ [ [ {"300"}, <Tag>]
I I I
| +----- >| Code: 2.04 (Changed)
| | 2.04 Token: Ox1f
L
| <----- + Code: 2.05 (Content)
| 2.05 Token: 0Ox72
I
I
I
I

Fi gure 10: Publish-subscribe protected with OSCON

Sel ander, et al.

{"300"}, <Tag>]

} indicates encrypted data.

Expires April 21, 2016

The bracket {
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Thi s exanpl e deviates fromencryption by default (see Section 8) just
toillustrate Integrity Protection only in the case of OSCON. | f
there is no conpelling reason why the payl oad should be in plaintext,
then encrypti on MUST be used.

D.2.3. Transporting Authorization Information

This exanple outlines the transportation of authorization information
froma node produci ng (Authorization Server, AS) to a node consuning
(Resource Server, RS) such information. Authorization information
may for exanple be an authorization decision with respect to a Cient
(C) accessing a Resource to be enforced by RS, see e.g.
[I-D.ietf-ace-actors] or [I-D. seitz-ace-core-authz]. Here, Cis
clearly not trusted with nodifying the information, but may need to
be involved in nediating the authorization information to the RS, for
exanpl e, because AS and RS does not have direct connectivity. So
end-to-end security is required and object security ("access tokens")
is the natural candidate.

Thi s exanpl e considers the authorization information to be

encapsul ated in a OSCON object, generated by AS. How C accesses the
OSCON object is out of scope for this exanple, it may e.g. be using
CoAP. C then requests RS to configure the authorization infornation
in the OSCON object by doing POST to /authz-info. This particular
resource has a default access policy that only new nessages signed by
AS are authorized. RS thus verifies the integrity and sequence
nunber by using the existing security context for the AS, and
responds accordingly, a) or b), see Figure 11
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Resour ce
Server

Client accesses Access Token
["seq":"142",
"cid":"c09bdal534e3c5f dc09bd"

Cct ober 2015

I
I
I
| <Aut hzl nf 0>, <Tag>]
I
>| Code: 0.02 (PCST)
[ Token: Oxac
| Uri-Path: authz-info
| Payl oad: ["seq":"142"
| "cid":"c09bdal534e3c5f dc09bd"
[ <Aut hzl nfo>, <Tag>]
I
-+ Code: 2.04 (Changed)
| Token: Oxac
I
I .
-+ Code: 4.01 (Unauthori zed)
Token: Oxac

Figure 11: Protected Transfer of Access Token usi ng OSCON

Internet-Draft
Aut hz
Server dient
I I
I I
- - ->
I I
I I
I I
I oo
| | POST
I I
I I
I I
I I
a)
I I
I | <----
| | 2.04
I I
b)
I I
I | <----
| | 4.01
I I
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