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Abst ract

In the basic Proxy Mobile IPv6 (PM Pv6) specification, a Mbile Node
(MN) is assigned with a 64-bit Honme Network Prefix (HNP) during its
initial attachment for the Hone Address (HoA) configuration. During
the nmovenent of the MN, this prefix remains unchanged and in this way
it is unnecessary for the MNto reconfigure its HoA and reconnect the
ongoi ng communi cati ons. However, the current protocol (RFC5213) does
not specify related operations to support the MNto tinely receive
and use a new HNP when the allocated HNP changes. 1In this draft, a

solution to support the HNP renunbering is proposed, as an update of
RFC5213.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 13, 2016.
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1. Introduction

Net wor k managers currently prefer Provider |ndependent (Pl)
addressing for I1Pv6 to attenpt to mininize the need for future
possi bl e renunbering. However, w despread use of Pl addresses may
cause Border Gateway Protocol (BGP) scaling problens. It is thus
desirable to develop tools and practices that nmay make | Pv6
renunbering a sinpler process to reduce demand for | Pv6 Pl space
[RFC6879]. In this draft, we aimto solve the HNP renunbering
probl em when the HNP in PM Pv6 [ RFC5213] is not the type of PI.

2. Usage scenarios

There are a nunber of reasons why the HNP renunbering support in
PM Pv6 is useful and a few are identified bel ow

0 Scenario 1: the PM Pv6 service provider is assigned with the HNP
set fromthe (uplink) Internet Service Provider (1SP), and then
the HNP renunbering nmay happen if the PM Pv6 service provider
switches to a different |SP
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0 Scenario 2: multiple Local Mbility Anchors (LMAs) may be depl oyed
by the same PM Pv6 service provider, and then each LMA may serve
for a specific HNP set. In this case, the HN\P of an MN may change
if the current serving LMA switches to another LMA but wi thout
i nheriting the assigned HNP set [RFC6463].

0 Scenario 3: the PMPv6 HNP renunbering nay be caused by the re-
buil ding of the network architecture as the conpanies split,
merge, grow, relocate or reorganize. For exanple, the PM Pv6
service provider nay reorgani ze its network topol ogy.

In the scenario 1, we assune that only the HNP is renunbered while
the serving LMA remai ns unchanged and this is the basic scenario of
this docunment. In the scenario 2 and scenario 3, nore conplex
results may be caused, for exanple, the HNP renunbering may happen
due to the switchover of serving LMA

In the Mobile IPv6 (M Pv6) protocol, when the honme network prefix
changes (may be al so caused by the above reasons), the Home Agent
(HA) will actively notify the new prefix to the MN and then the
renunbering of the HoA can be well supported [RFC6275]. Wiile in the
basic PM Pv6, the PMPv6 binding is triggered by the Mbile Access
Gat eway (MAG, which detected the attachnment of the MN. Wen the HNP
renunberi ng happens, a schene is also needed for the LMA to
imediately initiate the PM Pv6 binding state refreshment. Although
this issue is also discussed in the [RFC5213] (Section 6.12), the

rel ated solution has not been specified.

3. PM Pv6 extensions

When the HNP renunbering happens in PM Pv6, the LMA has to notify the
new HNP to the MAG and then the MAG has to announce the new HNP to
the MN accordingly. Also, the LMA and the MAG nust update the
routing states for the prefixes. To support this procedure, RFC7077
can be adopted which specifies asynchronously update fromthe LMA to
the MAG about the updated session paranmeters. This docunent
considers the followi ng two cases:

(1)HNP is renunbered in the same LMA

In this case, the LMA remains unchanged as in the scenario 1 and
scenario 3. The operation steps are shown in Figure 1.
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Configuration

Update routing state

I
Figure 1: Signaling call flow of HNP renunbering
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0 \When the PM Pv6 service provider renunbers the HNP set in the sane
LMA, the serving LMA will initiate the HNP renunbering operation.
The LMA allocates a new HNP for the related M\

o The LMA sends the Update Notification (UPN) nessage to the MAG to
update the HNP information. |f the Dynam c Host Configuration
Protocol (DHCP) is used in PMPv6 to allocate the HoA, the new HNP
shoul d be also notified to the DHCP infrastructure.

o After the MAG receives this UPN nessage, it recognizes that the
related MN has a new HNP. Then the MAG should notify the MN about
the new HNP with a Router Advertisenent (RA) nessage or allocate a
new address within the new HNP with a DHCP nessage.

o Wien the MN obtains the new HNP information, it deletes the old
HoA and configures a new HoA with the newly all ocated HNP.

0 The MAG sends back the Update Notification Acknow edgenment (UNA)
to the LMA for the notification of successful update of the HNP,
rel ated binding state, and routing state. Then the LMA updates
the routing informati on corresponding to the MNto replace the old
HNP with the new one.

(2) HNP renunbering caused by LMA switchover

Because the HNP is assigned by the LMA, the HNP renunbering nay be
caused by the LMA switchover, as in the scenario 2 and scenario 3.
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The information of LMA is the basic configuration information of MAG
When the LMA changes, the related profile should be updated by the
service provider. In this way, the MAGw Il initiate the re-
registration to the new LMA as specified in RFC5213. When the HNP
renunbering is caused in this case, the new HNP information will be
sent by the LMA during the new binding procedure. Accordingly, the
MAG wi Il withdraw the old HNP informati on of the MN and advi se the
new HNP to the MN as Step (3) in Section 3.1.

4. Session connectivity

HNP renunbering may cause the disconnection of the ongoing
communi cations of the MN. Basically, there are two nodes to nanage
the session connectivity during the HNP renunberi ng.

(1) Soft - node

The LMA will tenporarily maintain the state of the old HNP during the
HNP renunbering (after the UNA reception) in order to redirect the
packets to the MN before the MN reconnects the ongoi ng session and
notifies its new HoA to the Correspondent Node (CN). This node is
aimng to reduce the packet |oss during the HNP renunbering but the
bi nding state and routing entry corresponding to the old HNP shoul d
be marked for exanple as transient binding [ RFC6058]. This tenporary
bi ndi ng should only be used for the downwards packet transm ssion and
the LMA shoul d not broadcast the routing information about the old
HNP if it is no |onger anchored at this LMA

(2) Har d- node
If the HNP renunmbering happens with the switchover of the LMA, the
hard- node is recomended to keep the protocol sinple and efficient. In
this nmode, the LMA will delete the state of the old HNP after it
recei ves the UNA nessage from MAG and the LMA will silently discard
the packets destinated to the old HNP.

5. Message format
(1) UPN nessage
In the UPN nmessage sent fromthe LMA to the MAG the notification
reason is set to 2 (UPDATE- SESSI ON- PARAMETERS). Besi des, the HNP
option containing the new HNP and the Mbile Node Identifier option
carrying ldentifier of MN are contained as Mobility Options of UPN.

(2) RA Message
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When the RA nessage is used by the MAG to advise the new HNP, two
Prefix Information options are contained in the RA nessage [ RFC2461].
In the first Prefix Information option, the old HNP is carried but
both the related Valid Lifetinme and Preferred Lifetime are set to O.
In the second Prefix Information option, the new HNP is carried with
the Valid Lifetine and Preferred Lifetine set to |larger than O.

(3) DHCP Message

When the DHCP is used in PMPv6 to configure the HoA for the M\, a
new | Pv6 HoA is generated based on the new HNP. Trigged by the UPN
message, the MAG will request the new HoA fromthe DHCP server first
and then the MAG updates the allocated HoA to the MN through the DHCP
server-initiated configuration exchange [ RFC3315].

6. Oher issues

In order to maintain the reachability of the M\, the Donai n Name
System (DNS) resource record corresponding to this MN nay need to be
updat ed when the HNP of MN changes [ RFC3007]. However, this is out
the scope of this draft.

7. Security considerations

Thi s extension causes no further security problem The security
considerations in [RFC5213] and [ RFC7077] are enough for the basic
operation of this draft.

O her security issues will be analyzed further.
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