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Abst r act

Thi s docunment introduces the concept of Virtual Custoner Prem ses
Equi pment (VCPE). Such concept was first proposed in Broadband Forum
(BBF) as Network Enhanced Residential Gateway (NERG. The concept is
further expanded as not only referring to virtual CPE of residentia
network, but all the virtual network and service functions shifted
fromthe custoner side to the operator side. Deploynment of VCPE in
some typical DW (Distributed Mbility Managenent) scenarios brings
specific requirements and even protocol extension in DMM In this
docunent, we will first explain the notivation and advant ages of

VCPE. A usecases of VCPE in the community W-Fi deploynent is
further discussed so as to explain the deploynent of VCPE in a DWW
scenario. Three nodels of field depl oynent of VCPE are discussed
afterwards to indicate the possible CP/DP deconposition requirenent
and protocol extension.
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1. Introduction

Thi s docunent introduces the concept of VCPE. The concept of VCPE is
to shift nmost of the networking and service functionalities fromthe
custonmer side to the network side. 1In this way, the custoner side’s
equi pnent, that is the pCPE (Physical Custoner Prem ses Equi ptnent),
can be sinplified. The VCPE refers to one or a set of equipnents at
the network side to execute the networking and service
functionalities used to be executed at the CPE. In such
architecture, the CPE can be a sinple L2 switch, which is only
responsi ble for forwardi ng packets to a certain next hop. The
concept of VCPE was first introduced in BBF as NERG (WI-317), which
mai nly focuses on shifting sone of the functionalities of a
residential gateway to the operator’s network, for enabling network
based features. The aimis to facilitate the depl oynent, maintenance
and evol ution of both existing and new capabilities w thout adding
complexity to the RG and/ or the honme networKk.

Figure 1 shows the architecture of the pCPE and the VCPE.
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Figure 1: VCPE Architecture

In this docurment, we would like to further propose such concept in
the follow ng aspects:

(1) Motivation and advant ages of VCPE

(2) Usecases of VCPE. A usecase of VCPE in the comunity W-Fi is
explained in detail.

(3) Model s of VCPE depl oynent. W propose three nodels for the field
depl oynent of VCPE.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Motivation and Advantage of VCPE

The notivation and advantage of introduting VCPE can be concl uded as
fol | ows:

(1) It will greatly speed up the service | aunching period. Since
nmost of the conplicated functions are |ocated at the VCPE in the
networ k side, operators have nore power over services. Benefitting
fromthe recent NFV (Network Function Virtualization) and cl oud
technol ogi es, VCPE can be acconplished using SFC in the virtua
network, where different services can act as different VNFs (Virtua
Net wor k Functions). Operators only need to add new VNFs on the VCPE
side to launch new services to the custoners. |In this way, Operators
can provide a variety of services through the network.

(2) I't will reduce the cost of the pCPE. By shifting nost of the
conplicated functions fromthe custoner’s side to the operator’s
side, the cost of the pCPE can be reduced significantly. Such
redunction can be remarkable in the enterprise network, since network
functions, such as Firewall and NAT(Network Address Translator) at
the custonmer side can be expensive. In the neantine, the cost of
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upgradi ng tens of thousands of pCPE when | aunchi ng new services can
be saved, since only software upgrade at the VCPE side is required.

(3) It will sinplify the maintainance of the pCPE. Since nost of the
complicated functionalities are shifted to the network side, the

mai nt ai nance of the pCPE can be greatly sinplified. On-line

mai nt ai nance is possible in lots of cases since the pCPE is only a L2
devi ces and can be considered transparent to the operators.

(4) It will provide user-define-network experience. By introducing
SFC concept into the VCPE, users can define his own service order and
sequence. Therefore, custoners can enjoy the self-defined services
over the public network.

4. Use case of VCPE

The concept of VCPE can be used in nultiple scenarios. 1In this
section, we will propose a usecase of VCPE when depl oyi ng comunity
W -Fi .

The conmunity W-Fi is a new service that operators provide to

| everage unused capacity on existing residential W-Fi infrastructure
to offer W-Fi network access to visitors and passers by near the
nei ghbourhood. An operator can al so use this excess capacity to
offer services to retail and roam ng-parter operators’ subscribers.
The residential subscribers accessing the network frominside their
hones have prioritized access to the W-Fi resources. The
residential W-Fi infrastructure is configured in a nanner that

all ows for a secure and i ndependent access channel to retain service
quality, safety, and privacy for both residential and visitor
custonmers. Roaming users are only allowed to use the W-Fi network
capacity that is not currently used by the subscriber at hone.

Basically, the wirel ess Access Point (AP) in the home will provide
two networks: a private one for the home owner/subscriber, and a
comunity network for on-the-go subscribers passing through the

nei ghbor hood. Hone users can have all of their W-Fi devices

(smart phone, tablet, etc.) automatically connect to the private
network. In the neantine users travel outside can connect to the
community network, and can roaning through different APs supporting
community W-Fi as he/she is noving. The community W-Fi service is
a typical usecase of DW

Depl oyi ng community W-Fi on the pCPE nmeans upgrading tens of

t housands of existing pCPE devices at the custoner side, which is not
cost-effective and may bring extra conplexity for maintainance.
Ther ef ore VCPE becones an optim zed solution for such deploynent. In
such depl oynent, the private users access to the pCPE (which is the
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AP at home) as usual. The public users are roamnmi ng through different
pCPEs. The traffic all goes though the tunnel fromthe pCPE to the

VCPE. The depl oyment of VCPE in the community W-Fi sencario brings
specific requirenment and protocol extensions to DMM The depl oynent
nodel of VCPE and its possible influence to DM is further discussed
in the follow ng section.

5. Moddel s of VCPE Depl oynent

There are multiple nodels when deploying VCPE in use cases as are

di scussed in the previous section. |In this docunent, we conclude the
depl oynent of VCPE into three nodels. |In the first nodel, a | ogical

i nstance of VCPE is deployed in the cloud for each pCPE instance.
That is, the pCPE and VCPE is deployed in an 1:1 manner. All traffic
from pCPE goes through the vCPE

S - + S - +
| pCPE +----- | VCPE |----- +
Homm - - + Homm - - + |

| Ho----- +
Fom - + Fom - + +- - -+ | SFC i n| / \
| pCPE +----- + VCPE +---+ BNG +----- +WAN DC+---+ Internet |
e + e + +- - - -+ e + \ /
[ + [ + I
| pCPE +----- | VCPE |----- +
[ + [ +

Fi gure 2: VCPE depl oynent nodel NO 1: Logical |nstance of VCPE

In the second nodel, VvCPE is nodel ed service function chains in G -
LAN. BNG knows how to classify the traffic froma given CPE with the
hel p of the control plane, and run it through the service chain. In
such nodel, the CP/DP interface should be used between the control

pl ane (which might be the controller) and the pCPE.
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- +

+Controller|

[ S S +
+CP/DP interface ... ...
+ . VCPE :
+ - --4--+ R \
++++ pCPE +-------- + :| SFP1: DPI - >FW >NAT +
+ oo + | M o TS, /|
+ | :
L + B T T g \
++++ pCPE +----- + BNG +- - - +SFP2: FW >NAT +
+  A------ + e R S Ly /
+ |
+ +------ + | [ S, \
++++ pCPE +-------- + | SFP3: NAT +

Homm - - - + Hom e e oo - /

Fi gure 3: VCPE depl oynent nodel NO 2: VCPE as SFC

The third nodel is alnost the sane with the second one, except that
the BNG i s al so CP/DP deconposed. 1In this nodel, The control plane
is conposed of the controller of the pCPE and the control plane of
the BNG The CP/DP interface is used between the controller and the
pCPE, and between the control plane and the data plane of the BNG
Bot h of nbdel No.2 and No.3 may have specific requirement and protoco
extensions for the CP/DP interface due to the usecase of VCPE.
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[ ST [ S S +
+++++++Control l er| | BNG CP|
+ S + oo -+
B +.o... ..
+ CP/DP interface e
+ + VCPE
+ - -+--+ + A \
++++ pCPE +------- + + .| SFP1: DPI - >FW >NAT +
+  A------ + | + M SRR O /
+ | +
+  H------ + B T S S \
++++ pCPE +----- + BNG DP +----+SFP2: FW >NAT +
+ oo + [ I E R S, /
+ I
+  A------ + | S NIy \
++++ pCPE +------- + | SFP3: NAT +
R e, + IR /

Fi gure 4: VCPE depl oynent nobdel NO 3: VCPE as SFC, with CP/DP
deconposi ti on of BNG

SDN ( Sof tware Define Network) controllers can also be introduced in

the third nodel. |In which case, all of the pCPEs and the BNG data
pl ane (BNG DP) can be controlled by the SDN-controller. \Wen the
custoner selects a set of services, the SDN-controller will inform

the pCPE and the BNG DP to direct the traffic flowto a certain SFC
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Fom e e e e e e e e e +
+++++++SDN Control | er| ++
+ e + +
B +.o... ..
+ CP/DP interface e
+ + VCPE
+ - -+--+ + A \
++++ pCPE +------- + + .| SFP1: DPI - >FW >NAT +
+  A------ + | + M SRR O /
+ | + :
+  H------ + B T S S \
++++ pCPE +----- + BNG DP +----+SFP2: FW >NAT +
+ oo + [ I E R S, /
+ I
+  A------ + | S NIy \
++++ pCPE +------- + | SFP3: NAT +
R e, + IR /

Fi gure 5: VCPE depl oynent nobdel NO 3: SFC realization of VCPE, with
SDN controller as control plane

VCPE Depl oynment for Community W - Fi

In this section, we will discuss about the VCPE depl oynent for
Conmunity W-Fi in detail. In the follow ng deploynent, we assune
the VCPE is deployed following the third nodel we discussed in
section 5. That is, the VCPE is a bounch of SFCs at the operator
side behind the BNG The pCPEs and BNG DP are all controlled by a
mut ual control plane. The FPC protocol is used between the contro
pl ane and the pCPEs, and that and the BNG DP

As we discussed in section 4, Conmunity W-Fi can be deployed with
the hel p of deploying VCPE. In order to provide the Community W-Fi
service, the pCPE should provide two SSIDs, one for the pubic W-Fi
users, and the other for the private W-Fi users. Packets from
different SSID are marked with different VLAN ID. The VCPE shoul d
know of the corresponding relation between the SSID and the VLAN I D,
so as to provide distinguished services to the publice users and the
private users. For instance, the private users should experience a
better QoS than the publice ones. In the neantime, the private users
and the public users may choose different SFC in the VCPE. Al of
these different services are classified based on the VLAN I D

Such depl oynent requirs the FPC client to support the follow ng task
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1) The FPC client should be able to set specific VLAN to each SSI D
2) The FPC client should be able to set the QS for specific VLAN ID.

3) The FPC client should be able to informthe agent the specific SFC
for each VLAN ID.

4) The FPC client should be capable of instruct the agent to handl e
the MN hand-over of the public W-Fi users.

In the nmeantine, such deploynent requirs the FPC agent to support the
foll owi ng task:

1) The FPC agent should be able to set specific VLAN to each SSID
followi ng the conmmand fromthe client.

2) The FPC agent should be able to set the QS for specific VLAN ID
followi ng the command fromthe client.

3) The FPC agent should be able to direct the traffic for specific
VLAN ID to a certain SFC following the command of the client.

4) The FPC agent should be able to handl e the MN hand-over of the
public W-Fi users.

7. Concl usion

In this docunment, the concept of VCPE is illustrated in detail. The
basi ¢ concept of VCPE is to shift the conplicated functions fromthe
pCPE at the customer side to the VCPE at the service provider side
The notivation of such shifting can be concl uded as providi ng quick
| aunched customer defined services, reducing the Capex and Opex of
the pCPE, and simify the maintainance of both pCPE and VCPE. A use
cases of comunity W-Fi is proposed for VCPE, which is a typica
scenario for DM Three nodel s are then discussed for the field
depl oynent of VCPE. And CP/DP interface is suggested to be utilized
in the depl oynent nodel s.
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