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Abst ract

The Donmai n Nane System (DNS) was designed to return matching records
efficiently for queries for data that is relatively static. Wen
those records change frequently, DNS is still efficient at returning
the updated results when polled. But there exists no nechanismfor a
client to be asynchronously notified when these changes occur. This
docunent defines a mechanismfor a client to be notified of such
changes to DNS records, called DNS Push Notifications.
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1. I nt roducti on

DNS records may be updated using DNS Update [ RFC2136]. O her
mechani snms such as a Hybrid Proxy [I-D.ietf-dnssd-hybrid] can al so
generate changes to a DNS zone. This docunent specifies a protoco
for Unicast DNS clients to subscribe to receive asynchronous
notifications of changes to RRSets of interest. It is immediately
relevant in the case of DNS Service Discovery [ RFC6763] but is not
limted to that use case and provides a general DNS nmechani sm for DNS
record change notifications. Famliarity with the DNS protocol and
DNS packet formats is assuned [ RFC1034] [RFC1035] [RFC6195].
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1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
"Key words for use in RFCs to Indicate Requirenent Levels" [RFC2119].

2. Mot i vati on

As the domain nane system continues to adapt to new uses and changes

i n depl oynent, polling has the potential to burden DNS servers at
many | evels throughout the network. Oher network protocols have
successful ly depl oyed a publish/subscribe nodel to state changes

foll owi ng the Observer design pattern. XMPP Publish-Subscribe

[ XEP- 0060] and Atom [ RFC4287] are exanples. Wiile DNS servers are
generally highly tuned and capable of a high rate of query/response
traffic, adding a publish/subscribe nodel for tracking changes to DNS
records can result in nore timely notification of changes with
reduced CPU usage and | ower network traffic.

Mul ticast DNS [ RFC6762] inpl enentations always |listen on a well known
link-local IP multicast group, and new services and updates are sent
for all group nenbers to receive. Therefore, Milticast DNS al ready
has asynchronous change notification capability. However, when DNS
Service Discovery [RFC6763] is used across a wi de area network using
Uni cast DNS (possibly facilitated via a Hybrid Proxy
[I-D.ietf-dnssd-hybrid]) it would be beneficial to have an equival ent
capability for Unicast DNS, to allowclients to | earn about DNS
record changes in a tinmely manner without polling.

DNS Long-Lived Queries (LLQ [I-D.sekar-dns-11qg] is an existing

depl oyed sol ution to provide asynchronous change notifications. Even
though it can be used over TCP, LLQ is defined primarily as a UDP-
based protocol, and as such it defines its own equival ents of
existing TCP features |ike the three-way handshake. This docunent
buil ds on experience gained with the LLQ protocol, with an inproved
design that uses long-lived TCP connections instead of UDP (and
therefore doesn’'t need to duplicate existing TCP functionality), and
adopts the syntax and semantics of DNS Update nessages [ RFC2136]

i nstead of inventing a new vocabul ary of nessages to communi cate DNS
zone changes.

Because DNS Push Notifications inmpose a certain |load on the
respondi ng server (though less load that rapid polling of that
server) DNS Push Notification clients SHOULD exercise restraint in

i ssuing DNS Push Notification subscriptions. A subscription SHOULD
only be active when there is a valid reason to need live data (for
exanpl e, an on-screen display is currently showing the results of
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that subscription to the user) and the subscription SHOULD be
cancel |l ed as soon as the need for that data ends (for exanple, when
the user dism sses that display).

A DNS Push Notification client MJST not routinely keep a DNS Push
Notification subscription active 24 hours a day 7 days a week just to
keep a list in nenory up to date so that it will be really fast if
the user does choose to bring up an on-screen display of that data.
DNS Push Notifications are designed to be fast enough that there is
no need to pre-load a "warnt list in nenory just in case it mght be
needed | ater.

3. Overview

The existing DNS Update protocol [RFC2136] provides a nmechani sm for
clients to add or delete individual resource records (RRs) or entire
resource record sets (RRSets) on the zone’'s server. Adopting this
exi sting syntax and senantics for DNS Push Notifications allows for
nmessages going in the other direction, fromserver to client, to
comruni cate changes to a zone. The client first must subscribe for
Push Notifications by connecting to the server and sendi ng DNS
message(s) indicating the RRSet(s) of interest. Wen the client

| oses interest in updates to these records, it unsubscribes.

The DNS Push Notification server for a zone is any server capabl e of
generating the correct change notifications for a nane. It may be a
master, slave, or stealth nane server [RFC1996]. Consequently, the

" _dns-push-tls. tcp.<zone>" SRV record for a <zone> MAY reference the
same target host and port as that zone's

" _dns-update-tls. tcp.<zone>" SRV record. Wen the same target host
and port is offered for both DNS Updates and DNS Push Notifications,
a client MAY use a single TCP connection to that server for DNS
Updates, DNS Queries, and DNS Push Notification Queries.

DNS Push Notification clients are NOT required to inplenent DNS
Update Prerequisite processing. Prerequisites are used to perform
tentative atom c test-and-set type operations on the server, and that
concept has no application when it comes to an authoritative server
informng a client of changes to DNS records.
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4.

Transport

I mpl enent ati ons of DNS Update [RFC2136] MAY use either User Datagram
Protocol (UDP) [RFCO768] or Transm ssion Control Protocol (TCP)

[ RFCO793] as the transport protocol, in keeping with the historica
precedent that DNS queries nust first be sent over UDP [ RFC1123].
This requirenment to use UDP has subsequently been rel axed

[ RFC5966][1-D.ietf-dnsop-5966bis]. Follow ng that precendent, DNS
Push Notification is defined only for TCP. DNS Push Notification
clients MJUST use TLS over TCP

Ei ther end of the TCP connection can terminate all of the
subscriptions on that connection by sinply closing the connection
abruptly with a TCP FIN or RST. (An individual subscriptionis
term nated by sendi ng an UNSUBSCRI BE nessage for that specific
subscription.)

If aclient closes the connection, it is signaling that it is no

I onger interested in receiving updates to any of the records it has
subscribed. It is informng the server that the server may rel ease
all state information it has been keeping with regards to this
client. This may occur because the client conputer has been

di sconnected fromthe network, has gone to sleep, or the application
requi ring the records has terninated.

If a server closes the connection, it is informng the client that it
can no | onger provide updates for the subscribed records. This may
occur because the server application software or operating systemis
restarting, the application term nated unexpectedly, the server is
under goi ng nmai nt enance procedures, or the server is overloaded and
can no longer provide the information to all the clients that wish to
receive it. The client can try to re-subscribe at a later tinme or
connect to another server supporting DNS Push Notifications for the
zone.

Connection setup over TCP ensures return reachability and alleviates
concerns of state overload at the server through anonynous
subscriptions. Al subscribers are guaranteed to be reachable by the
server by virtue of the TCP three-way handshake. Because TCP SYN
floodi ng attacks are possible with any protocol over TCP

i npl ementers are encouraged to use industry best practices to guard
agai nst such attacks [IPJ.9-4-TCPSYN] [ RFC4953].

Transport Layer Security (TLS) [RFC5246] is well understood and

depl oyed across many protocols running over TCP. It is designed to
prevent eavesdroppi ng, tanpering, or nessage forgery. TLS is

REQUI RED for every connection between a client subscriber and server
in this protocol specification. Additional security neasures such as
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client authentication during TLS negotiation MAY al so be enpl oyed to
increase the trust relationship between client and server.

Addi tional authentication of the SRV target using DNSSEC verification
and DANE TLSA records [ RFC7673] is strongly encouraged. See below in
Section 9.2 for details.

5. State Considerations

Each DNS Push Notification server is capable and handling sone finite
nunber of Push Notification subscriptions. This nunmber will vary
fromserver to server and i s based on physical machine
characteristics, network bandw dth, and operating systemresource
allocation. After a client establishes a connection to a DNS server
each record subscription is individually accepted or rejected.
Servers may enploy various techniques to limt subscriptions to a
manageabl e I evel. Correspondingly, the client is free to establish
si mul t aneous connections to alternate DNS servers that support DNS
Push Notifications for the zone and distribute record subscriptions
at its discretion. 1In this way, both clients and servers can react
to resource constraints. Token bucket rate limting schemes are al so
effective in providing fairness by a server across nunmerous client
requests.
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6

6

Prot ocol Operation

A DNS Push Notification exchange begins with the client discovering
the appropriate server, and then nmaking a TLS/ TCP connection to it.
The client nmay then add and renove Push Notification subscriptions
over this connection. |In accordance with the current set of active
subscriptions the server sends rel evant asynchronous Push
Notifications to the client. The exchange term nates when either end
cl oses the TCP connection with a TCP FIN or RST

A client SHOULD NOT neke multiple TLS/ TCP connections to the sane DNS
Push Notification server. A client SHOULD share a single TLS/ TCP
connection for all requests to the same DNS Push Notification server
Thi s shared connection should be used for all DNS Queries and DNS
Push Notification Queries queries to that server, and for DNS Update
requests too when the " _dns-update-tls. tcp.<zone>" SRV record

i ndi cates that the same server al so handl es DNS Update requests.

This is to reduce unnecessary | oad on the DNS Push Notification
server.

However, a single client device may be honme to nultiple i ndependent
client software instances that don’t know about each other, so a DNS
Push Notification server MJST be prepared to accept nultiple
connections fromthe same client |P address. This is undesirable
froman efficiency stanpoint, but may be unavoi dable in sone
situations, so a DNS Push Notification server MIST be prepared to
accept multiple connections fromthe sane client |P address.

1. Discovery

The first step in DNS Push Notification subscription is to discover
an appropriate DNS server that supports DNS Push Notifications for
the desired zone. The client MJST al so determ ne which TCP port on
the server is listening for connections, which need not be (and often
is not) the typical TCP port 53 used for conventional DNS

1. The client begins the discovery by sending a DNS query to the
| ocal resolver with record type SOA [ RFC1035] for the name of the
record it wishes to subscri be.

2. If the SOA record exists, it MJST be returned in the Answer
Section of the reply. |If not, the server SHOULD incl ude the SOA
record for the zone of the requested nane in the Authority

Section.
3. If no SOArecord is returned, the client then strips off the
| eading | abel fromthe requested nane. |f the resulting nane has

at least one label init, the client sends a new SOA query and
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processing continues at step 2 above. If the resulting name is
enpty (the root label) then this is a network configuration error
and the client gives up. The client MAY retry the operation at a
later tine.

4. Once the SOA is known, the client sends a DNS query with type SRV
[RFC2782] for the record nane "_dns-push-tls._tcp.<zone>", where
<zone> is the owner nane of the discovered SOA record

5. If the zone in question does not offer DNS Push Notifications
then SRV record MUST NOT exist and the SRV query will return a
negative answer.

6. If the zone in question is set up to offer DNS Push Notifications
then this SRV record MIST exist. The SRV "target" contains the
nane of the server providing DNS Push Notifications for the zone.
The port nunber on which to contact the server is in the SRV
record "port" field. The address(es) of the target host MAY be
included in the Additional Section, however, the address records
SHOULD be aut henticated before use as described bel ow in
Section 9.2 [ RFC7673].

7. Mre than one SRV record may be returned. 1In this case, the
"priority" and "weight" values in the returned SRV records are
used to deternine the order in which to contact the servers for
subscription requests. As described in the SRV specification
[ RFC2782], the server with the lowest "priority" is first
contacted. |If nore than one server has the same "priority", the
"weight" is indicates the weighted probability that the client
shoul d contact that server. Higher weights have higher
probabilities of being selected. |If a server is not reachable or
is not willing to accept a subscription request, then a
subsequent server is to be contacted.

If a server closes a DNS Push Notification subscription connection

the client SHOULD repeat the discovery process in order to determn ne
the preferred DNS server for subscriptions at that tine.
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6.2. DNS Push Notification SUBSCRI BE

A DNS Push Notification client indicates its desire to receive DNS
Push Notifications for a given domain name by sendi ng a SUBSCRI BE
request over the established TCP connection to the server. A
SUBSCRI BE request is formatted identically to a conventi onal DNS
QUERY request [ RFC1035], except that the opcode is SUBSCRI BE (6)
instead of QUERY (0). If neither QIYPE nor QCLASS are ANY (255) then
this is a specific subscription to changes for the given name, type
and class. |If one or both of QI'YPE or QCLASS are ANY (255) then this
subscription nmatches any type and/or any class, as appropriate.

In a SUBSCRI BE request the DNS Header R bit MJST be zero.

If the QR bit is not zero the nmessage is not a SUBSCRI BE request.
The AA, TC, RD, RA, Z, AD, and CD bits, the ID field, and the RCODE
field, MJUST be zero on transnission, and MJST be silently ignored on
reception.

Li ke a DNS QUERY request, a SUBSCRI BE request MJST contain exactly
one question. Since SUBSCRI BE requests are sent over TCP, nultiple
SUBSCRI BE requests can be concatenated in a single TCP stream and
packed efficiently into TCP segnents, so the ability to pack multiple
SUBSCRI BE operations into a single DNS nmessage within that TCP stream
woul d add extra conplexity for little benefit.

ANCOUNT MUST be zero, and the Answer Section MJST be enpty.
Any records in the Answer Section MJST be silently ignored.

NSCOUNT MUST be zero, and the Authority Section MJST be enpty.
Any records in the Authority Section MJST be silently ignored.

ARCOUNT MUST be zero, and the Additional Section MJIST be enpty.
Any records in the Additional Section MJST be silently ignored.
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Each SUBSCRI BE request generates exactly one SUBSCRI BE response from
the server.

In the SUBSCRI BE response the RCODE i ndi cates whether or not the
subscription was accepted. Supported RCODEs are as foll ows:

[ R [ R, oo m e e e e e e e e e e e e e e e e e me e +
| Mienonic | Value | Description |
Fom e - Fom e - g +
| NCERRCOR | 0 | SUBSCRI BE successf ul [
| FORMERR | 1 | Server failed to process request due to a |
| | | mal fornmed request [
| SERVFAIL | 2 | Server failed to process request due to [
| | | resource exhaustion |
| NOTIMP | 4 | Server does not inplenment DNS Push |
[ [ | Notifications [
| REFUSED | 5 | Server refuses to process request for policy

| | | or security reasons |
[ R [ R, oo m e e e e e e e e e e e e e e e e e me e +

Tabl e 1: Response codes

In a SUBSCRI BE response the DNS Header QR bit MJST be one.
If the QR bit is not one the nessage is not a SUBSCRI BE response.

The AA, TC, RD, RA, Z, AD, and CD bits, and the ID field, MJST be
zero on transm ssion, and MJST be silently ignored on reception

The Question Section MJST echo back the val ues provided by the client
in the SUBSCRI BE request that generated this SUBSCRI BE response.

ANCOUNT MUST be zero, and the Answer Section MJST be enpty.

Any records in the Answer Section MJIST be silently ignored.

If the subscription was accepted and there are positive answers for
the requested nane, type and class, then these positive answers MJST
be communicated to the client in an imrediately foll ow ng Push
Notification Update, not in the Answer Section of the SUBSCRI BE
response. This sinplifying requirement is made so that there is only
a single way that information is communicated to a DNS Push
Notification client. Since a DNS Push Notification client has to
parse information received via Push Notification Updates anyway, it
is sinpler if it does not also have to parse information received via
the Answer Section of a SUBSCRI BE response.

NSCOUNT MUST be zero, and the Authority Section MJST be enpty.
Any records in the Authority Section MJST be silently ignored.

ARCOUNT MUST be zero, and the Additional Section MJST be enpty.
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Any records in the Additional Section MJST be silently ignored.

If accepted, the subscription will stay in effect until the client
revokes the subscription or until the connection between the client
and the server is closed.

SUBSCRI BE requests on a given connection MJST be unique. A client
MUST NOT send a SUBSCRI BE nessage that duplicates the name, type and
cl ass of an existing active subscription on that TLS/ TCP connecti on
For the purpose of this matching, the established DNS case-
insensitivity for US-ASCI| letters applies (e.g., "foo.coni and
"Foo.conl are the sane). |If a server receives such a duplicate
SUBSCRI BE nessage this is an error and the server MJST i nmedi ately
cl ose the TCP connection

DNS wi |l dcarding is not supported. That is, a wildcard ("*") in a
SUBSCRI BE nessage nmatches only a wildcard ("*") in the zone, and
not hi ng el se.

Aliasing is not supported. That is, a CNAME in a SUBSCRI BE nessage
mat ches only a CNAME in the zone, and nothing el se.

A client may SUBSCRIBE to records that are unknown to the server at
the time of the request and this is not an error. The server MJST
accept these requests and send Push Notifications if and when matches
are found in the future.

Since all SUBSCRIBE operations are inplicitly long-lived operations,
the server MUST interpret a SUBSCRIBE request as if it contained an
EDNSO TCP Keepal i ve option [|-D.wouters-edns-tcp-keepalive]. A
client MJUST NOT include an actual EDNSO TCP Keepalive option in the
request, since it is automatic, and inplied by the semantics of
SUBSCRIBE. If a server receives a SUBSCRI BE request this is an error
and the server MJST i mediately close the TCP connection. 1In a
SUBSCRI BE response the server MJST include an EDNSO TCP Keepal i ve
option specifying the idle timeout so that the client knows the
frequency of keepalives it nust generate to keep the connection
alive. |If the client receives a SUBSCRI BE response that does not
contain an EDNSO TCP Keepalive option this is an error and the client
MUST i nmedi ately cl ose the TCP connection
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6.3. DNS Push Notificati on UNSUBSCRI BE

To cancel an individual subscription without closing the entire
connection, the client sends an UNSUBSCRI BE nessage over the
establ i shed TCP connection to the server. The UNSUBSCRI BE nessage is
formatted identically to the SUBSCRI BE nessage which created the
subscription, with the exact sanme name, type and cl ass, except that
the opcode is UNSUBSCRI BE (7) instead of SUBSCRI BE (6).

A client MJUST NOT send an UNSUBSCRI BE nessage that does not exactly
mat ch the nane, type and class of an existing active subscription on
that TLS/ TCP connection. |f a server receives such an UNSUBSCRI BE
message this is an error and the server MJUST i medi ately cl ose the
connecti on.

No response nessage is generated as a result of processing an
UNSUBSCRI BE nessage.

Havi ng bei ng successfully revoked with a correctly-formatted
UNSUBSCRI BE nessage, the previously referenced subscription is no

| onger active and the server MAY discard the state associated with it
i mediately, or later, at the server’s discretion.
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6.4. DNS Push Notification Update Messages

Once a subscription has been successfully established, the server
generates Push Notification Updates to send to the client as
appropriate. An initial Push Notification Update will be sent
imediately in the case that the answer set was non-enpty at the
monent the subscription was established. Subsequent changes to the
answer set are then communicated to the client in subsequent Push
Noti fi cati on Updat es.

The format of Push Notification Updates borrows fromthe existing DNS
Update [ RFC2136] protocol, with sone sinplifications.

The following figure shows the existing DNS Update header format:
11 1 1 1 1

0 12 3 456 7 8 901 2 3 45
e L ey Sy RIS

I D
L--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--L
| R Opcode | z | RCODE |
T e i I S S R il it RIS R I R S
| ZOCOUNT |
R T e e ek i i e e S e o
[ PRCOUNT [
E I S i T S e e S Tt s T (TSI S S S -
[ UPCOUNT [
T e i I S S R il it RIS R I R S
| ADCOUNT |

I e Lk T T e LT E R
Figure 1

For DNS Push Notifications the follow ng rules apply:

The QR bit MJST be zero, and the Opcode MJUST be UPDATE (5).

Messages received where this is not true are not Push Notification

Updat e Messages and should be silently ignored for the purposes of

Push Notification Update Message handl i ng.

ID, the Z bits, and RCODE MJST be zero on transm ssion
and MJST be silently ignored on reception

ZOCOUNT MUST be zero, and the Zone Section MJST be enpty.
Any records in the Zone Section MJST be silently ignored.

PRCOUNT MUST be zero, and the Prerequisite Section MJST be enpty.
Any records in the Prerequisite Section MJST be silently ignored.
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ADCOUNT MUST be zero, and the Additional Data Section MJST be enpty.
Any records in the Additional Data Section MJST be silently ignored.

The Update Section contains the relevant change information for the
client, formatted identically to a DNS Update [ RFC2136]. To recap

Delete all RRsets from a nane:
TTL=0, CLASS=ANY, RDLENGTH=0, TYPE=ANY.

Del ete an RRset from a nane:
TTL=0, CLASS=ANY, RDLENGTH=0;
TYPE specifies the RRset being del eted.

Del ete an individual RR froma nane:
TTL=0, CLASS=NONE
TYPE, RDLENGTH and RDATA specifies the RR bei ng del et ed.

Add an individual RR to a nane:
TTL, CLASS, TYPE, RDLENGTH and RDATA specifies the RR bei ng added.

Upon reception of a Push Notification Update Message, the client
receiving the nessage MJUST validate that the records being added or
del eted correspond with at | east one currently active subscription on
that connection. Specifically, the record nane MJUST natch the nane
given in the SUBSCRI BE request, subject to the usual established DNS
case-insensitivity for US-ASCII letters. |f the QIYPE was not ANY
(255) then the TYPE of the record nmust match the QI'YPE given in the
SUBSCRI BE request. |If the QCLASS was not ANY (255) then the CLASS of
the record nust nmatch the QCLASS given in the SUBSCRI BE request. |If
a mat ching active subscription on that connection is not found, then
that individual record addition/deletion is silently ignored.
Processing of other additions and deletions in this nessage is not
affected. The TCP connection is not closed. This is to allow for
the race condition where a client sends an out bound UNSUBSCRI BE whil e
i nbound Push Notification Updates for that subscription fromthe
server are still in flight.

In the case where a single change affects nore than one active
subscription, only one update is sent. For exanple, an update adding
a given record may match both a SUBSCRI BE request with the sane QTYPE
and a different SUBSCRI BE request with QTYPE=ANY. It is not the case
that two updates are sent because the new record nmatches two active
subscri ptions.

The server SHOULD encode change notifications in the nost efficient
manner possible. For exanple, when three AAAA records are del eted
froma given nane, and no ot her AAAA records exist for that nane, the
server SHOULD send a "delete an RRset from a nane" update, not three
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separate "delete an individual RR froma name" updates. Sinilarly,
when both an SRV and a TXT record are deleted froma given nane, and
no other records of any kind exist for that nane, the server SHOULD
send a "delete all RRsets froma nane" update, not two separate

"del ete an RRset from a nane" updates.

Al'l Push Notification Update Messages MJST contain an EDNSO TCP
Keepal i ve option [I-D.wouters-edns-tcp-keepalive] specifying the idle
timeout so that the client knows the frequency of keepalives it nust
generate to keep the connection alive. |If the client receives a Push
Notification Update Message that does not contain an EDNSO TCP

Keepal ive option this is an error and the client MJUST i medi ately

cl ose the TCP connection

Reception of a Push Notification Update Message results in no
response back to the server.

The TTL of an added record is stored by the client and decrenented as
time passes, with the caveat that for as long as a rel evant
subscription is active, the TTL does not decrenent bel ow 1 second.

For as long as a rel evant subscription remains active, the client
SHOULD assune that when a record goes away the server will notify it
of that fact. Consequently, a client does not have to poll to verify
that the record is still there. Once a subscription is cancelled
(individually, or as a result of the TCP connection being cl osed)
record agi ng resunes and records are renoved fromthe | ocal cache
when their TTL reaches zero.
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6.5. DNS RECONFI RM

Sonetinmes, particularly when used with a Hybrid Proxy
[I-D.ietf-dnssd-hybrid], a DNS Zone nay contain stale data. Wen a
client encounters data that it believe nmay be stale (e.g., an SRV
record referencing a target host+port that is not responding to
connection requests) the client sends a DNS RECONFI RM nessage to

request that the server re-verify that the data is still valid. For
a Hybrid Proxy, this causes it to issue new Milticast DNS requests to
ascertain whether the target device is still present. For other

ki nds of DNS server the RECONFI RM operation is currently undefined
and should be sliently ignored. A RECONFIRMrequest is formatted
simlarly to a conventional DNS QUERY request [RFC1035], except that
the opcode is RECONFIRM (8) instead of QUERY (0). QIYPE MUST NOT be
the value ANY (255). QCLASS MUST NOT be the val ue ANY (255).

In a RECONFI RM request the DNS Header QR bit MJST be zero.
If the QR bit is not zero the nessage is not a RECONFI RM request.

The AA, TC, RD, RA, Z, AD, and CD bits, the ID field, and the RCODE
field, MJUST be zero on transm ssion, and MJST be silently ignored on
reception.

Li ke a DNS QUERY request, a RECONFI RM request MJST contain exactly
one question. Since RECONFIRM requests are sent over TCP, nultiple
RECONFI RM r equest s can be concatenated in a single TCP stream and
packed efficiently into TCP segnents, so the ability to pack multiple
RECONFI RM operations into a single DNS nessage within that TCP stream
woul d add extra conplexity for little benefit.

ANCOUNT MJUST be nonzero, and the Answer Section MJST contain the
rdata for the record(s) that the client believes to be in doubt.

NSCOUNT MUST be zero, and the Authority Section MJST be enpty.
Any records in the Authority Section MJST be silently ignored.

ARCOUNT MUST be zero, and the Additional Section MJST be enpty.
Any records in the Additional Section MJST be silently ignored.

DNS wi | dcarding is not supported. That is, a wildcard ("*") in a
SUBSCRI BE nessage nmatches only a wildcard ("*") in the zone, and
not hi ng el se.

Aliasing is not supported. That is, a CNAME in a SUBSCRI BE nessage
mat ches only a CNAME in the zone, and nothing el se.

No response nessage is generated as a result of processing a
RECONFI RM nmessage.
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If the server receiving the RECONFI RM request deternines that the
records are in fact no longer valid, then subsequent DNS Push
Notification Update Messages will be generated to informinterested
clients. Thus, one client discovering that a previously-advertised
printer is no longer present has the side effect of infornmng all
other interested clients that the printer in question is now gone.
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6.6. DNS Push Notification Term nati on Message

If a server is lowon resources it MAY sinply term nate a client
connection with a TCP RST. However, the |likely behavour of the
client may be sinply to reconnect inmmediately, putting nore burden on
the server. Therefore, a server MAY instead choose to shed client

|l oad by (a) sending a DNS Push Notification Term nati on Message and
then (b) closing the client connection with a TCP FIN i nstead of RST,
thereby facilitating reliable delivery of the Term nati on Message.

The format of a Ternination Message is simlar to a Push Notification
Updat e.

The following figure shows the existing DNS Update header format:
11 1 1 1 1

0 12 3 456 7 8 901 2 3 45
e L ey Sy RIS

I D
L--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--L
| R Opcode | z | RCODE |
T e i I S S R il it RIS R I R S
| ZOCOUNT |
R T e e ek i i e e S e o
[ PRCOUNT [
E I S i T S e e S Tt s T (TSI S S S -
[ UPCOUNT [
T e i I S S R il it RIS R I R S
| ADCOUNT |

R e T e S S s S SIS e S S
Fi gure 2
For Term nation Messages the followi ng rules apply:
The QR bit MJST be zero, and the Opcode MJUST be UPDATE (5).
Messages received where this is not true are not Terni nati on Messages

and should be silently ignored.

ID and the Z bits MJUST be zero on transm ssion
and MUST be silently ignored on reception

ZOCOUNT MUST be zero, and the Zone Section MJST be enpty.
Any records in the Zone Section MJST be silently ignored.

PRCOUNT MUST be zero, and the Prerequisite Section MJST be enpty.
Any records in the Prerequisite Section MJST be silently ignored.
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9.

UPCOUNT MUST be zero, and the Update Section MJUST be enpty.
Any records in the Update Section MIST be silently ignored.

ADCOUNT MUST be zero, and the Additional Data Section MJST be enpty.
Any records in the Additional Data Section MJST be silently ignored.

The RCODE MJST contain a code giving the reason for term nation

[ Codes to be determined.] The Term nati on Message MUST contain an
EDNSO TCP Keepal i ve option [I-D.wouters-edns-tcp-keepalive] where the
ide tineout indicates the time the client SHOULD wait before
attenpting to reconnect.
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| ANA Consi der ati ons

Thi s docunent defines the service nanme: "_dns-push-tls._tcp".
It is only applicable for the TCP protocol
This nane is to be published in the | ANA Service Nane Registry.

Thi s docunment defines two DNS OpCodes: SUBSCRIBE with (tentative)
value 6 and UNSUBSCRIBE with (tentative) value 7

Security Considerations
TLS support is mandatory in DNS Push Notifications. There is no
provi sion for opportunistic encryption using a nechanismlike
" STARTTLS".

1. Security Services

It is the goal of using TLS to provide the follow ng security
services

Confidentiality Al application-layer conmunication is encrypted
with the goal that no party should be able to decrypt it except
the intended receiver

Data integrity protection Any changes nade to the communication in
transit are detectable by the receiver.

Aut hentication An end-point of the TLS comrunication is
authenticated as the intended entity to comunicate wth.
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Depl oyment recomendati ons on the appropriate key | engths and cypher
suites are beyond the scope of this docunent. Please refer to TLS
Recommendati ons [ RFC7525] for the best current practices. Keep in
m nd that best practices only exist for a snapshot in tinme and
recomendations will continue to change. Updated versions or errata
may exi st for these recommendati ons.

9.2. TLS Nane Aut hentication

As described in Section 6.1, the client discovers the DNS Push
Notification server using an SRV | ookup for the record nane

" _dns-push-tls. tcp.<zone>". The server connection endpoint SHOULD
then be authenticated using DANE TLSA records for the associated SRV
record. This associates the target’s name and port nunber with a
trusted TLS certificate [ RFC7/673]. This procedure uses the TLS Sever
Nane Indication (SNI) extension [RFC6066] to informthe server of the
nane the client has authenticated through the use of TLSA records.
Therefore, if the SRV record passes DNSSEC validation and a TLSA
record matching the target nanme is useable, an SNl extensi on MJST be
used for the target name to ensure the client is connecting to the
server it has authenticated. |If the target nane does not have a
usabl e TLSA record, then the use of the SNI extension is optional

9.3. TLS Conpression

In order to reduce the chances of conpression related attacks, TLS-

| evel compression SHOULD be di sabl ed when using TLS versions 1.2 and
earlier. In the draft version of TLS 1.3 [I-D.ietf-tls-tls13], TLS-
| evel conpression has been renoved conpl etely.

9.4. TLS Session Resunption

TLS Session Resunption is perm ssible on DNS Push Notification
servers. The server nmay keep TLS state with Session | Ds [ RFC5246] or
operate in statel ess node by sending a Session Ticket [RFC5077] to
the client for it to store. However, once the connection is closed,
any existing subscriptions will be dropped. When the TLS session is
resuned, the DNS Push Notification server will not have any
subscription state and will proceed as with any other new connection

Pusateri & Cheshire Expires April 21, 2016 [ Page 20]



Internet-Draft DNS Push Notifications Cct ober 2015

10. References
10. 1. Nor mati ve Ref erences

[I-D.ietf-dnsop-5966bi s]
Di ckinson, J., Dickinson, S., Bellis, R, Mankin, A, and
D. Wessels, "DNS Transport over TCP - |nplenentation
Requi rements", draft-ietf-dnsop-5966bis-03 (work in
progress), Septenber 2015.

[I-Dietf-tls-tlsl3]
Rescorla, E., "The Transport Layer Security (TLS) Protocol
Version 1.3", draft-ietf-tls-tls13-09 (work in progress),
Cct ober 2015.

[1-D. wout ers-edns-tcp-keepalive]
Wuters, P. and J. Abley, "The edns-tcp-keepalive EDNSO
Option", draft-wouters-edns-tcp-keepalive-01 (work in
progress), February 2014.

[ RFCO768] Postel, J., "User Datagram Protocol”, STD 6, RFC 768, DO
10. 17487/ RFC0768, August 1980,
<http://ww.rfc-editor.org/info/rfc768>.

[ RFCO793] Postel, J., "Transmi ssion Control Protocol", STD 7, RFC
793, DA 10.17487/ RFC0793, Septenber 1981,
<http://ww. rfc-editor.org/info/rfc793>.

[ RFC1034] Mockapetris, P., "Donmain nanes - concepts and facilities",
STD 13, RFC 1034, DO 10. 17487/ RFC1034, Novenber 1987,
<http://wwv rfc-editor.org/info/rfcl034>.

[ RFC1035] Mockapetris, P., "Domain nanes - inplenentation and
specification", STD 13, RFC 1035, DO 10.17487/ RFC1035,
Novenber 1987, <http://www. rfc-editor.org/info/rfcl035>.

[ RFC1123] Braden, R, Ed., "Requirenents for Internet Hosts -
Application and Support”, STD 3, RFC 1123, DA 10.17487/
RFC1123, OCctober 1989,
<http://ww.rfc-editor.org/info/rfcll23>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, DA 10.17487/
RFC2119, WMarch 1997,
<http://ww. rfc-editor.org/info/rfc2119>.

Pusateri & Cheshire Expires April 21, 2016 [ Page 21]



Internet-Draft DNS Push Notifications Cct ober 2015

[ RFC2136] Vixie, P., Ed., Thonson, S., Rekhter, Y., and J. Bound,
"Dynami ¢ Updates in the Domai n Name System (DNS UPDATE)",
RFC 2136, DO 10.17487/ RFC2136, April 1997,
<http://ww.rfc-editor.org/info/rfc2136>.

[ RFC2782] Cul brandsen, A, Vixie, P., and L. Esibov, "A DNS RR for
specifying the | ocation of services (DNS SRV)", RFC 2782,
DO 10.17487/ RFC2782, February 2000,
<http://ww. rfc-editor.org/info/rfc2782>.

[ RFC4953] Touch, J., "Defending TCP Agai nst Spoofing Attacks", RFC
4953, DA 10.17487/ RFC4953, July 2007,
<http://wwmv rfc-editor.org/info/rfc4953>.

[ RFC5246] Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246, DO 10.17487/
RFC5246, August 2008,
<http://wwv. rfc-editor.org/info/rfc5246>.

[ RFC5966] Bellis, R, "DNS Transport over TCP - |Inplenentation
Requi rement s", RFC 5966, DO 10.17487/ RFC5966, August
2010, <http://ww.rfc-editor.org/info/rfc5966>.

[ RFC6066] Eastlake 3rd, D., "Transport Layer Security (TLS)
Ext ensi ons: Extension Definitions", RFC 6066, DO
10. 17487/ RFC6066, January 2011,
<http://ww. rfc-editor.org/info/rfc6066>.

[ RFC6195] Eastlake 3rd, D., "Donmain Name System (DNS) | ANA
Consi derations", RFC 6195, DO 10.17487/RFC6195, March
2011, <http://ww rfc-editor.org/info/rfc6195>.

[ RFC7673] Finch, T., Mller, M, and P. Saint-Andre, "Using DNS-
Based Aut hentication of Naned Entities (DANE) TLSA Records
with SRV Records", RFC 7673, DO 10.17487/ RFC7673, Cctober
2015, <http://ww. rfc-editor.org/info/rfc7673>.

10. 2. I nformati ve References

[I-D.ietf-dnssd-hybrid]
Cheshire, S., "Hybrid Unicast/Milticast DNS-Based Service
Di scovery", draft-ietf-dnssd-hybrid-01 (work in progress),
Cct ober 2015.

[1-D.sekar-dns-11q]

Sekar, K., "DNS Long-Lived Queries", draft-sekar-dns-
I1g-01 (work in progress), August 2006.

Pusateri & Cheshire Expires April 21, 2016 [ Page 22]



Internet-Draft DNS Push Notifications Cct ober 2015

[1PJ.9-4-TCPSYN
Eddy, W, "Defenses Against TCP SYN Fl oodi ng Attacks", The
Internet Protocol Journal, C sco Systens, Volunme 9, Nunber
4, Decenber 2006.

[ RFC1996] Vixie, P., "A Mechanismfor Pronpt Notification of Zone
Changes (DNS NOTI FY)", RFC 1996, DO 10. 17487/ RFC1996,
August 1996, <http://www. rfc-editor.org/info/rfcl996>.

[ RFC4287] Nottingham M, Ed. and R Sayre, Ed., "The Atom
Syndi cati on Format", RFC 4287, DO 10.17487/ RFC4287,
Decenber 2005, <http://ww. rfc-editor.org/info/rfc4287>.

[ RFC5077] Sal owey, J., Zhou, H., Eronen, P., and H Tschofenig,
"Transport Layer Security (TLS) Session Resunption w thout
Server-Side State", RFC 5077, DA 10.17487/ RFC5077,
January 2008, <http://ww.rfc-editor.org/info/rfc5077>.

[ RFC6762] Cheshire, S. and M Krochmal, "Milticast DNS', RFC 6762,
DO 10.17487/ RFC6762, February 2013,
<http://ww. rfc-editor.org/info/rfc6762>.

[ RFC6763] Cheshire, S. and M Krochnal, "DNS-Based Service
Di scovery", RFC 6763, DO 10.17487/ RFC6763, February 2013,
<http://wwv. rfc-editor.org/info/rfc6763>.

[ RFC7525] Sheffer, Y., Holz, R, and P. Saint-Andre,
"Recommendati ons for Secure Use of Transport Layer
Security (TLS) and Datagram Transport Layer Security
(DTLS)", BCP 195, RFC 7525, DO 10.17487/ RFC7525, My
2015, <http://ww rfc-editor.org/info/rfc7525>.

[ XEP- 0060]
Mllard, P., Saint-Andre, P., and R Meijer, "Publish-
Subscri be", XSF XEP 0060, July 2010.

Aut hors’ Addr esses
Tom Pusateri
Seeking affiliation
Hlton Head Island, SC
USA

Phone: +1 843 473 7394
Emai | : pusateri @angj .com

Pusateri & Cheshire Expires April 21, 2016 [ Page 23]



Internet-Draft DNS Push Notifications Cct ober 2015

Stuart Cheshire

Appl e Inc.
1 Infinite Loop

Cupertino, CA 95014
USA

Phone: +1 408 974 3207
Emai | : cheshire@ppl e. com

Pusateri & Cheshire Expires April 21, 2016 [ Page 24]



