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Abst r act

Message flows for DNS-over-TLS and DNS-over-DTLS are di scussed and
compar ed.
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1. Introduction

The DPRI VE working group has two active docunents that provide DNS
confidentiality, DNS over DILS [I-D.ietf-dprive-dnsodtls] and DNS
over TLS [I-D.ietf-dprive-dns-over-tls].

Thi s docunment shows nessage flows for those two docunents. Al so
shown i s how TCP Fast Open (TFO [RFC7413] elimnates a round-trip,
which is especially hel pful for DNS conmuni cati on.

2. Server state |ost

This section shows nessage flows after server state is |ost, such as
due to routing change (conmunicating to a different server,
unbeknownst to the client) or due to server losing state (crash or
sof tware upgrade).

2.1. TLS

Wth TLS, the client is imediately infornmed of server state |oss
with a TCP RST, as shown in the diagram below. This costs one round
trip, and this round trip is unavoidable. This is a TCP RST, and is
not authenticated. After the RST, a new TCP connection and TLS state
are established.
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client server

-DNS-over-TLS-------- s mm e e e >|
<------ TOP RST-----mmmmm oo e [
e TOP SYN - - - - oo oo >|
| <-TCP SYNACK- - - - - - o s oo e oo |
|--TCP ACK, TLS CdientHello w Resunption ---------------- >|
| <-TLS ServerHell o, ChangeC pher Spec, Finished ----------- |
| - - TLS ChangeC pher Spec, Finished, DNS query------------- >|

<-DNS response------------ommmm oo
p

I I
Figure 1: Server State Loss, TLS

2.2. DITLS

Wth DILS, the client is immediately inforned of the server state
loss with a DTILS Alert, as shown in the diagrambelow This DTLS
Alert is not authenticated. This nessage costs one round trip, but
can be avoided if the client anticipates this server state | oss and
consumes additi onal packet overhead, as discussed bel ow Fi gure 2.

client server

1. |----------- DPRIVE query---------------un-m---- >|
2. | <---------- DILS Alert------------mm-mmmmmmao - |
3

| -DLTS dientHello wresunption---------------- >|

Figure 2: Server State Loss, DTLS

An optim zation of the above flowis possible, if the client believes
the server is likely to have |ost state, such as if the nbst recent
DPRI VE communi cations was a long tinme ago (exact value of "long tinme"
is debatable). |In that situation, the client can send a DTLS
handshake with TLS resunption -- effectively, it sends the DTLS
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handshake identical to packet (3) of Figure 2 (avoiding packets 1 and
2). This packet is larger, though, as it contains the TLS session
resunption information. Thus, it is a trade-off of a |arger nessage
versus a (possible) round trip savings. This nessage flow is shown
bel ow.

client server

--DILS CientHello wresunption ------------------ >
| <- DTLS ServerHel |l o, ChangeG pher Spec, Finished----- [
| - - DTLS ChangeCi pher Spec, Finished, DNS query------ >|

| <-DNS response-----------------oommmm oo |

[ C. [
Figure 3: Server State Loss, DILS Fal se Start
2.3. TLS 1.3
Session resunption via identifiers and tickets is obsolete in TLS1. 3
[I-D.ietf-tls-tlsl13]. Both nethods are replaced by a pre-shared key
(PSK) node. A PSK is established on a previous connection after the

handshake is conpleted, and can then be presented by the client on
the next visit.
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client server
I I
| <----mmmm e DPRI VE communi Cati ONS-----=----==“-“““-““-““-“--------- >|
I I
I I
I I
| (state

| ost)
| |
[ = DNS- OVer - TLS- - - - o m oo o oo oo e oo >|
| <------ L0 S ] R e I |
| == TOP SYN- - - - - s oo e o oo o e oo >|
| <-TCOP SYNACK- - - = - - - - o m oo o e o o e o e e oo |
| --TCP ACK, TLS CdientHello+key _share+pre_shared key-------------------- >|
| <-TLS ServerHel | o+pre_shared_key, EncryptedExtensions, Finished -------- |
[--TLS Finished----------mmmmm e >|

| <= DNS FESPONSE- - - - - - - - - oo oo o oo oo |

Fi gure 4: Session resunption

3. TCP Fast Open

If the client and server TCP stacks both support TCP Fast Open (TFO

[ RFC7413], the TCP 3-way handshake can be done wi t hout

as shown below. Currently, TFOis supported in Linux 3.7 (TCP client

and server), i0S 9, and OS X 10. 11.

client
I
S DPRI VE comuni cations----------
I
|
I
I
I
| -DNS-0ver-TLS------ - m i m e e oo
[ <------ TCP RST-----mmmmm e o e
|

| <- TCP SYNACK, TLS ServerHello, ChangeC pherSpec, Fi

| --TLS ChangeCi pher Spec, Finished, DNS query--------
| <-DNS response------------------oommmm oo

--TCP SYN, TLS CientHello w Resunption -----------

a round trip,

server

Figure 5: Server State Loss, TLS with TCP Fast Open
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4. Probing for Server State Loss

In between normal DNS traffic while the conmunication to the DNS
server is quiescent, the DNS client may want to probe the server to
ensure it has naintained cryptographic state. Such probes can al so
keep alive firewall or NAT bindings. This probing reduces the
frequency of needing a new handshake when a DNS query needs to be
resol ved, inproving the user experience at the cost of bandw dth and
processing time; cellular devices could even send the probes while in
power -save state [I|-D.isonmaki-rtcweb-nobile].

If the server has |ost state, a DILS (or TLS) handshake needs to be
initiated with the server

4.1. DITLS

A DTLS heartbeat [RFC6520] verifies the server still has DILS state
by returning a DILS nessage. |f the server has lost state, it
returns a DTLS Alert.

4.2. TLS

TLS runs over TCP, so a sinple probe is a 0-length TCP packet (a
"wi ndow probe"). This verifies the TCP connection is still working,
which is also sufficient to prove the server has retained TLS state,
because if the server loses TLS state it abandons the TCP connecti on
If the server has lost state, a TCP RST is returned i medi ately.

5. NAT or Firewall Pinhole d osed

A NAT or Firewall, on the path between the DPRIVE client and DPRI VE
server, lose state -- either due to timng out the pinhole,
exhausting its resources (and needing to prematurely cl ose the

pi nhol e), or crashing. This differs fromthe server |osing state.

5.1. DILS

Wth DILS, the NAT or firewall will create a new mappi ng when it sees
the new UDP packet. Wth a NAT, depending on its |oad (of other
traffic) and its inplnentation that nmapping m ght be assigned to the
same UDP port and | P address as the previous mapping, a different UDP
port, and/or a different source |P address. The situation where the
same mappi ng occurs i s shown bel ow.
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client NAT or firewall

(state | oss)

I
[----------- DPRI VE query-------------

server

|
(new state created in NAT/firewall) |
|

Figure 6: NAT/Firewall State Loss, DILS

A different mapping can cause the server to reject the comunication
(DTLS Alert) cause the server to reject the communication (DTLS
Alert) if the server was sensative to the client’'s source address or
source port, consunming a round trip. This is shown bel ow

client NAT or firewall

o - DPRI VE communi cati ons-- -

(state | oss)

[----------- DPRI VE query-------------

server

|
(new state created in NAT/firewall) |
I

-DLTS dientHell o wresunption------

R DPRI VE response----------

Figure 7: NAT/Firewall State Loss, DTLS
5.2. TLS

Wth a TCP connecti on when the NAT or firewall

changed mappi ng

has | ost state and

sees a TCP packet without the SYN bit set, there are several possible

reactions by the NAT or firewall:

o0 send TCP RST, spoofing the source |P address of the origina
packet’ s destination address. This is shown in the follow ng

figure.
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0 create state. A firewall is unlikely to create state when it sees
an in-progress TCP packet, but sone NATs may create state.
However, if the NAT creates state for a different source TCP port
than the previous connection, the server will reject the TCP
packet as shown in Figure 5.

client NAT or firewall server

L DPRI VE conmmuni cati ONS---------------------------- >

(state | oss)

I
----DPRI VE query---->X

(no state exists for TCP flow)

I
I
I
I
I
I
I
I
I
client does
LS
I
I

<---TCP RST---------- [
I
( _ ]
TLS re-establishnent with TCP Fast Open)
I
--TCP SYN, TLS ClientHello w Resunption --------------------- >
| <- TCP SYNACK, TLS ServerHello, ChangeC pherSpec, Finished----- [
| -- TLS ChangeCi pher Spec, Finished, DNS query------------------ >|

| <-DNS resSpoNnSe-----------mmm oo |

I I I
Figure 8 NAT/Firewall State Loss, TLS with TCP Fast Open
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client NAT or firewall server

(state | oss)

I
----DPRI VE query---->X

(no state exists for TCP flow)
<---TCP RST---------- [

i ent does nor nal

I

c |
re-establishnent) |
I

|
I
I
I
I
I
|
I
I
(cl
TLS
I
|

| <-TCP SYNACK- - - - - - - oo i oo [
| --TCP ACK, TLS ClientHello w Resunption ------- >|
| <-TLS ServerHell o, ChangeC pher Spec, Finished --|
| -- TLS ChangeCi pher Spec, Fini shed, DNS query---->|
| <-DNS response--------------ommmmm oo |

Figure 9: NAT/Firewal|l State Loss, TLS
6. | ANA Consi derations
None.
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