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Abst ract

Thi s docunent describes the use of TLS to provide privacy for DNS
Encryption provided by TLS elim nates opportunities for eavesdropping
and on-path tanpering with DNS queries in the network, such as

di scussed in RFC 7626. In addition, this docunent specifies two
usage profiles for DNS-over-TLS and provi des advice on perfornmance
considerations to mnimze overhead fromusing TCP and TLS wi th DNS

Thi s docunment focuses on securing stub-to-recursive traffic, as per
the charter of the DPRIVE working group. It does not prevent future
applications of the protocol to recursive-to-authoritative traffic.

Note: this document was formerly named draft-ietf-dprive-start-tls-
for-dns. Its nane has been changed to better describe the mechani sm
now used. Please refer to working group archives under the former
nane for history and previous discussion. [RFC Editor: please renove
this paragraph prior to publication]

Status of This Meno

Hu,

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a nmaxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
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I nt roducti on

Today, nearly all DNS queries [RFC1034], [RFCL035] are sent
unencrypted, which nakes them vul nerabl e to eavesdropping by an
attacker that has access to the network channel, reducing the privacy
of the querier. Recent news reports have el evated these concerns,
and recent |ETF work has specified privacy considerations for DNS

[ RFC7626] .

Prior work has addressed sone aspects of DNS security, but unti
recently there has been little work on privacy between a DNS client
and server. DNS Security Extensions (DNSSEC), [RFC4033] provide
_response integrity_ by defining mechanisms to cryptographically sign
zones, allow ng end-users (or their first-hop resolver) to verify
replies are correct. By intention, DNSSEC does not protect request
and response privacy. Traditionally, either privacy was not
considered a requirenment for DNS traffic, or it was assuned that
network traffic was sufficiently private, however these perceptions
are evolving due to recent events [ RFC7258].

O her work that has offered the potential to encrypt between DNS
clients and servers includes DNSCurve [denpsky-dnscurve], DNSCrypt
[dnscrypt-website], Confidential DNS [I-D.confidential dns] and | PSECA
[I-D.ipsecal]. In addition to the present draft, the DPRI VE worKking
group has al so adopted a DNS-over-DTLS [draft-ietf-dprive-dnsodtl s]
pr oposal

Thi s docunent describes using DNS-over-TLS on a well-known port and
al so of fers advice on performance considerations to nminimze
overheads fromusing TCP and TLS with DNS

Initiation of DNS-over-TLS is very straightforward. By establishing
a connection over a well-known port, clients and servers expect and
agree to negotiate a TLS session to secure the channel. Depl oynent
will be gradual. Not all servers will support DNS-over-TLS and the
wel | - known port might be bl ocked by sonme firewalls. dients will be
expected to keep track of servers that support TLS and those that
don't. dients and servers will adhere to the TLS i npl enentation
recomendat i ons and security considerations of [BCP195].

The protocol described here works for queries and responses between
stub clients and recursive servers. It might work equally between
recursive clients and authoritative servers, but this application of
the protocol is out of scope for the DNS PRI Vate Exchange (DPRI VE)
Wirking Goup per its current charter

Thi s docunent describes two profiles in Section 4 providing different
| evel s of assurance of privacy: an opportunistic privacy profile and
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an out-of - band key-pinned privacy profile. It is expected that a
future docunent based on [dgr-dprive-dtls-and-tls-profiles] wll
further describe additional privacy profiles for DNS over both TLS
and DTLS

An earlier version of this docunment described a technique for
upgradi ng a DNS-over-TCP connection to a DNS-over-TLS session with,
essentially, "STARTTLS for DNS'. To sinplify the protocol, this
docunent now only uses a well-known port to specify TLS use, omtting
t he upgrade approach. The upgrade approach no | onger appears in this
docunent, which now focuses exclusively on the use of a well-known
port for DNS-over-TLS

Reserved Wrds

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Est abl i shi ng and Managi ng DNS-over-TLS Sessi ons
Session Initiation

A DNS server that supports DNS-over-TLS MJST by default listen for
and accept TCP connections on port 853, unless it has mnutual

agreement with its clients to use a port other than 853 for DNS-over-
TLS. In order to use a port other than 853, both clients and servers
woul d need a configuration option in their software.

DNS clients desiring privacy from DNS-over-TLS froma particul ar
server MJUST by default establish a TCP connection to port 853 on the
server, unless it has nutual agreenment with its server to use a port
other than port 853 for DNS-over-TLS. Such an other port MJST NOT be
port 53, but MAY be fromthe "first-cone, first-served" port range
Thi s recommendati on agai nst use of port 53 for DNS-over-TLS is to
avoi d conplication in selecting use or non-use of TLS, and to reduce
ri sk of downgrade attacks. The first data exchange on this TCP
connection MIST be the client and server initiating a TLS handshake
usi ng the procedure described in [ RFC5246].

DNS clients and servers MJST NOT use port 853 to transport clear text
DNS nessages. DNS clients MJST NOT send and DNS servers MJST NOT
respond to clear text DNS nmessages on any port used for DNS-over-TLS
(including, for exanple, after a failed TLS handshake). There are
significant security issues in mxing protected and unprotected data
and for this reason TCP connections on a port designated by a given
server for DNS-over-TLS are reserved purely for encrypted
conmuni cati ons.
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DNS clients SHOULD renmenber server |P addresses that don't support
DNS- over-TLS, including tineouts, connection refusals, and TLS
handshake failures, and not request DNS-over-TLS fromthemfor a
reasonabl e period (such as one hour per server). DNS clients

foll owi ng an out-of - band key-pi nned privacy profile (Section 4.2) MY
be nore aggressive about retrying DNS-over-TLS connection failures.

TLS Handshake and Aut henti cati on

Once the DNS client succeeds in connecting via TCP on the wel |l -known
port for DNS-over-TLS, it proceeds with the TLS handshake [ RFC5246],
followi ng the best practices specified in [ BCP195].

The client will then authenticate the server, if required. This
docunent does not propose new ideas for authentication. Depending on
the privacy profile in use (Section 4), the DNS client may choose not
to require authentication of the server, or it my nmake use of a
trusted Subject Public Key Info (SPKI) Fingerprint pinset.

After TLS negotiation conpletes, the connection will be encrypted and
is now protected from eavesdroppi ng.

Transmitting and Receiving Messages

Al'l messages (requests and responses) in the established TLS session
MUST use the two-octet length field described in Section 4.2.2 of

[ RFC1035]. For reasons of efficiency, DNS clients and servers SHOULD
pass the two-octet length field, and the nessage described by that
length field, to the TCP |layer at the sane tine (e.g., in a single
"wite" systemcall) to make it nore likely that all the data will be
transmtted in a single TCP segnent ([ RFC7766], Section 8).

In order to mininize latency, clients SHOULD pipeline multiple
queries over a TLS session. Wien a DNS client sends nultiple queries
to a server, it should not wait for an outstanding reply before
sendi ng the next query ([RFC7766], Section 6.2.1.1).

Since pipelined responses can arrive out of order, clients MJST match
responses to outstanding queries on the same TLS connection using the
Message ID. |If the response contains a question section, the client
MUST match the ONAME, QCLASS, and QTYPE fields. Failure by clients
to properly match responses to outstanding queries can have serious
consequences for interoperability ([RFC7766], Section 7).
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Connecti on Reuse, C ose and Reestabli shment

For DNS clients that use library functions such as "getaddrinfo()"
and "get hostbynane()", current inplenentations are known to open and
cl ose TCP connections for each DNS query. To avoid excess TCP
connections, each with a single query, clients SHOULD reuse a single
TCP connection to the recursive resolver. Alternatively they may
prefer to use UDP to a DNS-over-TLS enabl ed cachi ng resol ver on the
same machine that then uses a systemw de TCP connection to the
recursive resol ver.

In order to anortize TCP and TLS connection setup costs, clients and
servers SHOULD NOT i nmedi ately cl ose a connection after each

response. Instead, clients and servers SHOULD reuse existing
connections for subsequent queries as |long as they have sufficient
resources. In sone cases, this nmeans that clients and servers may

need to keep idle connections open for sone anount of tine.

Proper managenent of established and idle connections is inportant to
the healthy operation of a DNS server. An inplenentor of DNS-over-
TLS SHOULD fol | ow best practices for DNS-over-TCP, as described in

[ RFC7766]. Failure to do so may | ead to resource exhaustion and

deni al - of - service

Whereas client and server inplenmentations fromthe [RFCL035] era are
known to have poor TCP connection managenent, this docunent

stipul ates that successful negotiation of TLS indicates the

wi |l lingness of both parties to keep idle DNS connections open

i ndependent of tineouts or other recommendations for DNS-over-TCP
without TLS. In other words, software inplenmenting this protocol is
assuned to support idle, persistent connections and be prepared to
manage nultiple, potentially long-lived TCP connecti ons.

Thi s docunent does not make specific recommendations for tineout

val ues on idle connections. dients and servers should reuse and/or
cl ose connections depending on the | evel of avail able resources.

Ti meouts may be | onger during periods of |low activity and shorter
during periods of high activity. Current work in this area may al so
assi st DNS-over-TLS clients and servers in selecting useful timeout
val ues [I-D. edns-tcp-keepalive] [tdns].

Clients and servers that keep idle connections open MJST be robust to
term nation of idle connection by either party. As with current DNS-
over-TCP, DNS servers MAY cl ose the connection at any tine (perhaps
due to resource constraints). As with current DNS-over-TCP, clients
MUST handl e abrupt closes and be prepared to reestablish connections
and/ or retry queries.

et al. Expi res Septenber 18, 2016 [ Page 6]



Internet-Draft DNS over TLS March 2016

4.1.

4. 2.

Hu,

When reestablishing a DNS-over-TCP connection that was terninated, as
di scussed in [RFC7766], TCP Fast Open [RFC7413] is of benefit.
Underlining the requirenent for sending only encrypted DNS data on a
DNS- over-TLS port (Section 3.2), when using TCP Fast Qpen the client
and server MJUST inmmediately initiate or resume a TLS handshake (cl ear
text DNS MJST NOT be exchanged). DNS servers SHOULD enable fast TLS
session resunption [ RFC5077] and this SHOULD be used when
reestabl i shing connecti ons.

When cl osing a connection, DNS servers SHOULD use the TLS cl ose-
notify request to shift TCP TIME-WAIT state to the clients.

Addi tional requirenments and gui dance for optim zing DNS-over-TCP are
provi ded by [ RFC7766] .

Usage Profiles

This protocol provides flexibility to accombdate several different
use cases. This docunent defines two usage profiles: (1)

opportuni stic privacy, and (2) out-of-band key-pi nned aut hentication
that can be used to obtain stronger privacy guarantees if the client
has a trusted relationship with a DNS server supporting TLS

Addi tional nethods of authentication will be defined in a forthcom ng
draft [dgr-dprive-dtls-and-tls-profiles].

Qpportunistic Privacy Profile

For opportunistic privacy, analogous to SMIP opportunistic security
[ RFC7435], one does not require privacy, but one desires privacy when
possi bl e.

Wth opportunistic privacy, a client mght learn of a TLS-enabl ed
recursive DNS resolver froman untrusted source (such as DHCP' s DNS
server option [ RFC3646] to discover the I P address foll owed by
attenting the DNS-over-TLS on port 853, or with a future DHCP option
that specifies DNS port). Wth such a discovered DNS server, the
client might or nmight not validate the resolver. These choices
maxi ni ze availability and performance, but they |eave the client

vul nerable to on-path attacks that renove privacy.

Qpportunistic privacy can be used by any current client, but it only
provi des privacy when there are no on-path active attackers.

Qut - of - band Key- pi nned Privacy Profile
The out - of - band key-pi nned privacy profile can be used in
environnments where an established trust relationship already exists

between DNS clients and servers (e.g., stub-to-recursive in
enterprise networks, actively-maintained contractual service

et al. Expi res Septenber 18, 2016 [ Page 7]



Internet-Draft DNS over TLS March 2016

Hu,

relationships, or a client using a public DNS resolver). The result
of this profile is that the client has strong guarantees about the
privacy of its DNS data by connecting only to servers it can
authenticate. OQperators of a DNS-over-TLS service in this profile
are expected to provide pins that are specific to the service being
pinned (i.e., public keys belonging directly to the end-entity or to
a service-specific private CA) and not to public key(s) of a generic
public CA

In this profile, clients authenticate servers by matching a set of
Subj ect Public Key Info (SPKI) Fingerprints in an anal ogous manner to
that described in [RFC7469]. Wth this out-of-band key- pi nned
privacy profile, client adninistrators SHOULD depl oy a backup pin
along with the primary pin, for the reasons explained in [ RFC7469].

A backup pin is especially helpful in the event of a key rollover, so
that a server operator does not have to coordinate key transitions
with all its clients sinmultaneously. After a change of keys on the
server, an updated pinset SHOULD be distributed to all clients in
some secure way in preparation for future key rollover. The
mechani sm for out-of -band pinset update is out of scope for this
docunent .

Such a client will only use DNS servers for which an SPKI Fingerprint
pi nset has been provided. The possession of trusted pre-depl oyed
pinset allows the client to detect and prevent person-in-the-mddle
and downgrade attacks.

However, a configured DNS server may be tenporarily unavail abl e when
configuring a network. For exanple, for clients on networks that
require authentication through web-based | ogin, such authentication
may rely on DNS interception and spoofing. Techniques such as those
used by DNSSEC-trigger [dnssec-trigger] MAY be used during network
configuration, with the intent to transition to the designated DNS
provider after authentication. The user MJUST be al erted whenever
possible that the DNS is not private during such bootstrap

Upon successful TLS connection and handshake, the client conputes the
SPKI Fingerprints for the public keys found in the validated server’s
certificate chain (or in the raw public key, if the server provides
that instead). |If a conputed fingerprint exactly matches one of the
configured pins the client continues with the connection as nornal.

O herwi se, the client MIST treat the SPKI validation failure as a
non-recoverabl e error. Appendix A provides a detail ed exanple of how
this authentication could be perfornmed in practice.

I npl enentations of this privacy profile MJST support the cal cul ation

of a fingerprint as the SHA-256 [ RFC6234] hash of the DER-encoded
ASN. 1 representation of the Subject Public Key Info (SPKI) of an
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X. 509 certificate. |Inplenentations MJST support the representation
of a SHA-256 fingerprint as a base 64 encoded character string
[ RFCA648]. Additional fingerprint types MAY al so be supported.

Per f or mance Consi derati ons

DNS- over-TLS incurs additional |atency at session startup. It also
requires additional state (menory) and increased processing (CPU)

Latency: Conpared to UDP, DNS-over-TCP requires an additional round-

trip-time (RTT) of latency to establish a TCP connection. TCP
Fast Open [ RFC7413] can elinmnate that RTT when information exists
fromprior connections. The TLS handshake adds another two RTTs
of latency. Cdients and servers should support connection

keepal ive (reuse) and out of order processing to anortize
connection setup costs. Fast TLS connection resunption [ RFC5077]
further reduces the setup delay and avoi ds the DNS server keeping
per-client session state.

TLS False Start [draft-ietf-tls-falsestart] can also lead to a

| atency reduction in certain situations. |nplenentations
supporting TLS false start need to be aware that it inposes

addi tional constraints on how one uses TLS, over and above those
stated in [BCP195]. It is unsafe to use false start if your

i mpl enent ati on and depl oynent does not adhere to these specific
requirenents. See [draft-ietf-tls-falsestart] for the details of
these additional constraints.

State: The use of connection-oriented TCP requires keeping

additional state at the server in both the kernel and application.
The state requirements are of particular concern on servers with
many clients, although nenory-optimzed TLS can add only npdest
state over TCP. Smaller tineout values will reduce the nunber of
concurrent connections, and servers can preenptively close
connections when resource limts are exceeded.

Processing: Use of TLS encryption algorithms results in slightly

hi gher CPU usage. Servers can choose to refuse new DNS-over-TLS
clients if processing limts are exceeded.

Nunmber of connections: To minimze state on DNS servers and

connection startup tinme, clients SHOULD m nini ze creati on of new
TCP connections. Use of a |local DNS request aggregator (a
particul ar type of forwarder) allows a single active DNS-over-TLS
connection fromany given client conputer to its server

Addi tional guidance can be found in [ RFC7766].
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A full performance evaluation is outside the scope of this
specification. A nore detailed analysis of the performance

i mplications of DNS-over-TLS (and DNS-over-TCP) is discussed in
[tdns] and [ RFC7766].

| ANA Consi der ati ons

I ANA is requested to add the following value to the "Service Nane and
Transport Protocol Port Nunber Registry" registry in the System
Range. The registry for that range requires | ETF Review or |ESG
Approval [RFC6335] and such a review was requested using the Early
Al'l ocation process [ RFC7120] for the well-known TCP port in this
docunent .

We further recommend that | ANA reserve the sane port nunber over UDP
for the proposed DNS-over-DILS protocol [draft-ietf-dprive-dnsodtls].

| ANA responded to the early allocation request with the follow ng
TEMPORARY assi gnnent :

Servi ce Nane domai n-s

Port Number 853

Transport Protocol (s) TCP/ UDP

Assi gnee | ETF DPRI VE Chairs

Cont act Paul Hof f man

Descri ption DNS query-response protocol run over TLS/ DTLS
Ref er ence Thi s docunent

The TEMPORARY assi gnnent expires 2016-10-08. |1ANA is requested to
make the assi gment pernmanent upon publication of this docunent as an
RFC.

Desi gn Evol ution

[Note to RFC Editor: please do not renove this section as it may be
useful to future Foo-over-TLS efforts]

Earlier versions of this docunent proposed an upgrade-based approach
to establish a TLS session. The client would signal its interest in
TLS by setting a "TLS OK" bit in the EDNSO flags field. A server
woul d signal its acceptance by responding with the TLS OK bit set.

Since we assunme the client doesn't want to reveal (Ileak) any
information prior to securing the channel, we proposed the use of a
"dumy query" that clients could send for this purpose. The proposed
query nane was STARTTLS, query type TXT, and query class CH
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The TLS K signaling approach has both advantages and di sadvant ages.
One inportant advantage is that clients and servers could negotiate
TLS. If the server is too busy, or doesn’'t want to provide TLS
service to a particular client, it can respond negatively to the TLS
probe. An ancillary benefit is that servers could coll ect

i nformati on on adoption of DNS-over-TLS (via the TLS K bit in
queries) before inplenmentation and depl oynment. Another anti ci pated
advantage is the expectation that DNS-over-TLS would work over port
53. That is, no need to "waste" another port and deploy new firewall
rul es on niddl eboxes.

However, at the sane tinme, there was uncertainty whether or not

m ddl eboxes woul d pass the TLS OK bit, given that the EDNSO fl ags
field has been unchanged for nmany years. Another disadvantage is
that the TLS OK bit may nake downgrade attacks easy and

i ndi stinguishable from broken m ddl eboxes. From a perfornmance
standpoi nt, the upgrade-based approach had the di sadvant age of
requi ring 1xRTT additional |atency for the dumy query.

Fol I owi ng this proposal, DNS-over-DILS was proposed separately. DNS-
over-DTLS clained it could work over port 53, but only because a non-
DTLS server interprets a DNS-over-DILS query as a response. That is,
t he non-DTLS server observes the QR flag set to 1. Wile this

technically works, it seens unfortunate and perhaps even undesirable.

DNS over both TLS and DTLS can benefit froma single well-known port
and avoid extra latency and mis-interpreted queries as responses.

| npl enent ati on Status

[Note to RFC Editor: please renove this section and reference to RFC
6982 prior to publication.]

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in RFC 6982

The description of inplementations in this section is intended to
assist the ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the infornmation presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplementations or their
features. Readers are advised to note that other inplenentations my
exi st.

According to RFC 6982, "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
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runni ng code, which may serve as evidence of val uable experinmentation
and feedback that have made the inplenmented protocols nore mature

It is up to the individual working groups to use this information as
they see fit".

8.1. Unbound

The Unbound recursive nane server software added support for DNS-
over-TLS in version 1.4.14. The unbound.conf configuration file has
the followi ng configuration directives: ssl-port, ssl-service-key,
ssl -service-pem ssl-upstream See

htt ps://unbound. net/ docunent ati on/ unbound. conf. htni .

8.2. ldns

Si nodun I nternet Technol ogi es has inpl emented DNS-over-TLS in the
ldns library from NLnetLabs. This also gives DNS-over-TLS support to
the drill DNS client program Patches avail abl e at
https://portal.sinodun. conl stash/projects/ TDNS/ r epos/ dns- over -

tl s_pat ches/ br owse.

8.3. digit

The digit DNS client fromUSC/|SI supports DNS-over-TLS. Source code
avail able at http://ww isi.edu/ant/software/tdns/index. htm .

8.4. getdns

The getdns APl inplenentation supports DNS-over-TLS. Source code
avail abl e at https://getdnsapi. net.

9. Security Considerations

Use of DNS-over-TLS is designed to address the privacy risks that
arise out of the ability to eavesdrop on DNS nessages. |t does not
address other security issues in DNS, and there are a nunber of
residual risks that may affect its success at protecting privacy:

1. There are known attacks on TLS, such as person-in-the-niddle and
prot ocol downgrade. These are general attacks on TLS and not
specific to DNS-over-TLS; please refer to the TLS RFCs for
di scussi on of these security issues. Cients and servers MJST
adhere to the TLS inplenmentati on recomendati ons and security
consi derations of [BCP195]. DNS clients keeping track of servers
known to support TLS enables clients to detect downgrade attacks.
For servers with no connection history and no apparent support
for TLS, depending on their Privacy Profile and privacy
requirenents, clients may choose to (a) try another server when
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avail abl e, (b) continue without TLS, or (c) refuse to forward the
query.

2. Mddl eboxes [RFC3234] are present in sone networks and have been
known to interfere with normal DNS resolution. Use of a
desi gnated port for DNS-over-TLS should avoid such interference
In general, clients that attenpt TLS and fail can either fal
back on unencrypted DNS, or wait and retry later, dependi ng on
their Privacy Profile and privacy requirements.

3. Any DNS protocol interactions perforned in the clear can be
nodi fied by a person-in-the-middle attacker. For exanple,
unencrypted queries and responses m ght take place over port 53
between a client and server. For this reason, clients MAY
di scard cached informati on about server capabilities advertised
in clear text.

4. This docunent does not itself specify ideas to resist known
traffic anal ysis or side channel |eaks. Even with encrypted
messages, a well-positioned party may be able to glean certain
details froman anal ysis of message timngs and sizes. dients
and servers nmay consider the use of a padding nethod to address
privacy | eakage due to nessage sizes [I|-D. edns0O-padding]. Since
traffic anal ysis can be based on many ki nds of patterns and nmany
ki nds of classifiers, sinple padding schenes al one m ght not be

sufficient to mtigate such an attack. Padding will, however,
forma part of nore conplex mitigations for traffic analysis
attacks that are likely to be devel oped over tine. |nplenenters

who can offer flexibility in terns of how paddi ng can be used nay
be in a better position to enable such nitigations to be depl oyed
in future

As noted earlier, DNSSEC and DNS-over-TLS are independent and fully

conpati ble protocols, each solving different problens. The use of

one does not dininish the need nor the useful ness of the other
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Appendi x A.  Qut-of-band Key-pinned Privacy Profile Exanple

Hu,

This section presents an exanpl e of how the out-of-band key-pi nned
privacy profile could work in practice based on a nmininal pinset (two
pi ns).

A DNS client systemis configured with an out-of -band key- pi nned
privacy profile froma network service, using a pinset containing two
pins. Represented in HPKP [ RFC7469] style, the pins are:

0 pin-sha256="FHkyLhvlI On70E47cJl RTamlr nYVcsYdj UGbr 79Cf AvI ="
0 pin-sha256="dFSY3wdPUSLOu/ 8qECuz5w | Sgnor YV2f 66L6 GNQy6wW="

The client also configures the I P addresses of its expected DNS
server, 192.0.2.3 and 192.0. 2. 4.

The client connects to 192.0.2.3 on TCP port 853 and begins the TLS
handshake, negotiation TLS 1.2 with a diffie-hellman key exchange.
The server sends a Certificate message with a list of three
certificates (A B, and C, and signs the ServerKeyExchange nessage
correctly with the public key found certificate A

The client now takes the SHA-256 digest of the SPKI in cert A and
conmpares it against both pins in the pinset. |If either pin matches,
the verification is successful; the client continues with the TLS
connection and can make its first DNS query.

If neither pin matches the SPKI of cert A the client verifies that
cert Ais actually issued by cert B. If it is, it takes the SHA-256
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digest of the SPKI in cert B and conpares it against both pins in the
pinset. |If either pin matches, the verification is successful

O herwise, it verifes that B was issued by C, and then compares the
pi ns agai nst the digest of Cs SPKI

If none of the SPKIs in the cryptographically-valid chain of certs
match any pin in the pinset, the client closes the connection with an
error, and marks the | P address as fail ed.
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