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1. Introduction

Thi s docunment defines security features for the Bundl e Protoco
[ RFC5050] intended for use in delay-tolerant networks, in order to
provi de Del ay- Tol erant Networking (DTN) security services.

The Bundl e Protocol is used in DINs that overlay multiple networks,
some of which nmay be challenged by limtations such as intermttent
and possibly unpredictable | oss of connectivity, |long or variable
del ay, asymmetric data rates, and high error rates. The purpose of
the Bundl e Protocol is to support interoperability across such
stressed networks.

The stressed environment of the underlying networks over which the
Bundl e Protocol operates makes it inportant for the DIN to be
protected from unauthorized use, and this stressed environnment poses
uni que chal l enges for the nmechani sns needed to secure the Bundl e
Protocol. Furthernore, DINs nay be deployed in environnents where a
portion of the network night becone conproni sed, posing the usua
security challenges related to confidentiality, integrity, and
availability.

Thi s docunent describes the Streanined Bundle Security Protoco
(SBSP), which provides security services for blocks within a bundle
fromthe bundle source to the bundle destination. Specifically, the
SBSP provi des authentication, integrity, and confidentiality for
bundl es al ong a path through a DTN

SBSP applies, by definition, only to those nodes that inplenent it,
known as "security-aware" nodes. There MAY be other nodes in the DIN
that do not inplenent SBSP. Al nodes can interoperate with the
exception that SBSP security operations can only happen at SBSP
security-aware nodes.

1.1. Related Docunents

This docunent is best read and understood within the context of the
foll owi ng other DTN docunents:

"Del ay- Tol erant Networking Architecture" [RFC4838] defines the

architecture for delay-tol erant networks, but does not discuss
security at any |ength.
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The DTN Bundl e Protocol [RFC5050] defines the format and processing
of the blocks used to inplenent the Bundl e Protocol, excluding the
security-specific bl ocks defined here.

The Bundl e Security Protocol [RFC6257] introduces the concepts of
security blocks for authentication, confidentiality, and integrity.
The SBSP is based off of this document.

1.2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .

We introduce the follow ng term nol ogy for purposes of clarity.
0 Source - the bundl e node from which a bundle originates.

0 Destination - the bundle node to which a bundle is ultimtely
desti ned.

o Forwarder - the bundl e node that forwarded the bundle on its npst
recent hop.

0 Internedi ate Receiver, Waypoint, or "Next Hop" - the neighboring
bundl e node to which a forwarder forwards a bundle.

o0 Path - the ordered sequence of nodes through which a bundl e passes
on its way fromsource to destination. The path is not
necessarily known by the bundle, or any bundl e-aware nodes.

Figure 1 below is adapted from [ RFC5050] and shows four bundl e nodes
(denoted BN1, BN2, BN3, and BN4) that reside above sone transport

| ayer(s). Three distinct transport and network protocols (denoted
T1/ N1, T2/ N2, and T3/N3) are al so shown.
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2

2

0 Security Block - a single instance of a SBSP extension block in a
bundl e.

0 Security-Operation - the application of a security-service to a
specific security-target, notated as OP(security-service,
security-target). For exanple, OP(authentication, bundle) or
OP(confidentiality, payload). Every security-operation in a
bundl e MUST be uni que, neaning that a security-service can only be
applied to a security-target once in a bundle. A security-
operation MAY be inpl enented by one or nore security bl ocks.

Key Properties

The application of security services in a DINis a conpl ex endeavor
that must consider physical properties of the network, policies at
each node, and various application security requirenents. Rather
than enunerate all potential security inplenentations in al

potential DTN topologies, this specification defines a set of key
properties of a security system The security prinmitives outlined in
this docunment MJST enable the realization of these properties in a
DTN depl oyi ng the Bundl e Protocol

1. Block-Level Ganularity

Bl ocks within a bundl e represent different types of information. The
primary bl ock contains identification and routing information. The
payl oad bl ock carries application data. Extension blocks carry a
variety of data that may augnent or annotate the payl oad, or
otherw se provide informati on necessary for the proper processing of
a bundle along a path. Therefore, applying a single |level and type
of security across an entire bundle fails to recognize that blocks in
a bundl e may represent different types of information with different
security needs.

Security services within this specification MJST provide block |eve
granul arity where applicable such that different blocks within a
bundl e may have different security services applied to them

For exanple, within a bundl e, a payload m ght be encrypted to protect
its contents, whereas an extension bl ock containing sunmary
information related to the payload might be integrity signed but

ot herwi se unencrypted to provide certain nodes access to payl oad-

rel ated data w thout providing access to the payl oad.
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2.2. Miltiple Security Sources

The Bundl e Protocol allows extension blocks to be added to a bundle
at any tine during its existence in the DIN. Wen a waypoi nt node
adds a new extension block to a bundle, that extension block nay have
security services applied to it by that waypoint. Simlarly, a
waypoi nt node nmay add a security service to an existing extension

bl ock, consistent with its security policy. For exanple, a node
representing a boundary between a trusted part of the network and an
untrusted part of the network may wi sh to apply payl oad encryption
for bundles |leaving the trusted portion of the network.

In each case, a node other than the bundle originator may be adding a
security service to the bundl e and, as such, the source for the
security service will be different than the source of the bundle
itself. Security services MJST track their orginating node so as to
properly apply policy and key sel ection associated with processing
the security service at the bundl e destination

Referring to Figure 1, if the bundle that originates at BNl is given

security bl ocks by BN1, then BNl is the security-source for those

bl ocks as well as being the source of the bundle. |[|f the bundle that
originates at BN1 is then given a security block by BN2, then BN2 is

the security-source for that block even though BNl renmains the bundl e
source.

A bundl e MAY have multiple security bl ocks and these bl ocks MAY have
different security-sources. Each security block in a bundle will be
associated with a specific security-operation. Al security bl ocks
conprising a security-operati on MIST have the sane security-source
and security-destination.

As required in [ RFC5050], forwarding nodes MJUST transnmit blocks in a
bundle in the sane order in which they were received. This
requirenent applies to all DTN nodes, not just ones that inplenent
security processing. Blocks in a bundle MAY be added or del eted
according to the applicable specification, but those blocks that are
both received and transnmitted MJST be transmitted in the sane order
that they were received.

2.3. Single Security Destinations

The destination of all security blocks in a bundle MJST be the bundl e
destination, with the exception of authentication security bl ocks,
whose destination is the next hop along the bundle path. In a DTN,
there is typically no guarantee that a bundle will visit a particular
internmedi ate receiver during its journey, or that a particular series
of internmediate receivers will be visited in a particular order
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Security-destinations different from bundl e destinati ons would pl ace
a tight (and possibly intractable) coupling between security and
routing services in an overlay network.

2.4. Mxed Security Policy

Different nodes in a DIN may have different security-rel ated
capabilities. Sone nodes may not be security-aware and will not
under stand any security-rel ated extension bl ocks. O her nodes may
have security policies that require evaluation of security services
at places other than the bundl e destination (such as verifying
integrity signatures at certain waypoint nodes). Oher nodes nmay
ignore any security processing if they are not the destination of the
bundl e. The security services described in this specification nust

al | ow each of these scenari os.

Ext ensi on bl ocks representing security services MJST have their block
processing flags set such that the block (and bundl e, where
applicable) will be treated appropriately by non-security-aware
nodes.

Ext ensi on bl ocks providing integrity and authentication services
within a bundl e MIUST support options to allow waypoi nt nodes to

eval uate these signatures if such nodes have the proper configuraton
to do so.

2.5. User-Selected C phersuites

The security services defined in this specification rely on a a
variety of ciphersuites providing integrity signatures, ciphertext,
and other information necessary to popul ate security bl ocks. Users
may wi sh to select differing ciphersuites to inplement different
security services. For exanple, sone users may wi sh to use a SHA-1
based hash for integrity whereas other users nmay require a SHA-2 hash
instead. The security services defined in this specification MJST
provi de a nechani smfor identifying what ciphersuite has been used to
popul ate a security bl ock

2.6. Deterministic Processing

In all cases, the processing order of security services within a
bundl e nust avoid anbi guity when evaluating security at the bundle
destination. This specification MJST provide deternminismin the
application and eval uati on of security services, even when doing so
results in a loss of flexibility.
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3. Security Block Definitions

There are four types of security blocks that MAY be included in a
bundl e. These are the Bundl e Authentication Block (BAB), the Bl ock
Integrity Block (BIB), the Block Confidentiality Block (BCB), and the
Crypt ographi ¢ Messagi ng Syntax Bl ock (CVSB)

The BAB is used to ensure the authenticity and integrity of the
bundl e al ong a single hop fromforwarder to internediate receiver
As such, BABs operate between topol ogically adjacent nodes.
Security-aware nodes MAY choose to require BABs froma given

nei ghbor in the network in order to receive and process a received
bundl e.

The BIB is used to ensure the authenticity and integrity of its
security-target fromthe BIB security-source, which creates the
BIB, to the bundle destination, which verifies the BIB

aut henticator. The authentication information in the Bl B MAY
(when possible) be verified by any node in between the BIB
security-source and the bundl e destination

The BCB indicates that the security-target has been encrypted, in
whol e or in part, at the BCB security-source in order to protect
its content while in transit to the bundl e destination

The CMBB contains a Cryptographic Message Syntax (CMS) payl oad
used to describe a security service applied to another extension
bl ock. NOTE: Applications may choose to sinply place CM5 text as
the payload to the bundle. |In such cases, security is considered
to be inplenented at the application | ayer and CVBSBs are not
required in that case

Certain cipher suites may allow or require nultiple instances of a

bl ock to appear in the bundle. For exanple, an authentication cipher
suite may require two security bl ocks, one before the payl oad bl ock
and one after. Despite the presence of two security blocks, they
bot h conprise the sane security-operation - OP(authentication, bundl e)
in this exanple.

A security-operati on MIST NOT be applied nore than once in a bundle.
For exanple, the two security-operations: OP(integrity, payload) and
OP(integrity, payload) are considered redundant and MJUST NOT appear
together in a bundle. However, the two security operations
OP(integrity, payload) and OP(integrity, extension_block_ 1) MAY both
be present in the bundle. Also, the two security operations
OP(integrity, extension _block 1) and OP(integrity, extension_block 2)
are uni que and may both appear in the sane bundl e.
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Many of the fields in these block definitions use the Self-Delimiting
Nunmeric Val ue (SDNV) type whose format and encoding is as defined in
[ RFC5050] .

3.1. Block Identification

This specification requires that every target block of a security
operation be uniquely identifiable. In cases where there can only be
a single instance of a block in the bundle (as is the case with the
primary bl ock and the payl oad bl ock) then the unique identifier is
simply the block type. These bl ocks are described as "singleton

bl ocks". 1t is possible that a bundle nmay contain nultiple instances
of a block type. In such a case, each instance of the block type
must be uniquely identifiable and the block type itself is not
sufficient for this identification. These blocks are described as
"non-si ngl eton bl ocks".

The definition of the extension bl ock header from [ RFC5050] does not
provi de additional identifying information for a bl ock beyond the

bl ock type. The addition of an occurrence nunber to the block is
necessary to identify the block instance in the bundle. This section
describes the use of an Artificial EID (AEID) reference in a bl ock
header to add uni que identification for non-singleton bl ocks.

Figure 7 of [RFC5050] illustrates that an EID reference in a bl ock
header is the 2-tuple of the reference schene and the reference
schene specific part (SSP), each of which are encoded as SDNVs. The
AElI D MUST encode the occurrence nunber in the reference schene SDNV
and MUST set the reference SSP to 0. A reference SSP value of 0 is
an invalid offset for an SSP in the bundl e dictionary and, therefore,
the use of O in this field identifies the reference as an AElID

The occurrence nunber MAY be any positive value that is not already
present as an occurrence nunber for the sane block type in the
bundl e. These nunbers are independent of relative block position
within the bundl e, and whether bl ocks of the sane type have been
added or renoved fromthe bundle. Once an AEID has been added to a
bl ock instance, it MJST NOT be changed until all security operations
that target the bl ock instance have been renoved fromthe bundle.

If a node wishes to apply a security operation to a target block it
MUST deterni ne whether the target block is a singleton block or a
non-singl eton block. If the target block is non-singleton, then the
node MJUST find the AEID for the target. |If an AEID is not present in
the target bl ock header then the node MAY choose to either cancel the
security operation or add an AEID to the block, in accordance wth
security policy.
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If a node chooses to add an AEID to a target block header it MJST
performthe followi ng activities.

o The "Block contains an EID reference field" flag MJST be set for
the target block, if it is not already set.

o0 The EID reference count for the bl ock MJST be updated to reflect
the addition of the AEID.

0 The schene offset of the AEID MIUST be a value greater than 0. The
schene of fset MUST NOT be the sane as any other AEID of any other
bl ock in the bundl e sharing the same bl ock type.

0 The SSP offset of the AEID MJUST be the value 0. There MJST NOT be
any other EID in the block header that has a value of 0 for the
SSP of f set.

If there is no AEID present in a block, and if a node is unable to
add an AEID by follow ng the above process, then the bl ock MJST NOT
have an SBSP security operation applied to it.

It is RECOWENDED that every block in a bundle other than the primary
and payl oad bl ocks be treated as a non-singleton block. However, the
identification of singleton blocks SHOULD be in accordance with the
security policy of a node.

3.2. Abstract Security Block
Each security bl ock uses the Canonical Bundle Block Fornat as defined
in [ RFC5050]. That is, each security block is conprised of the
foll owi ng el enents:
o Block Type Code
o Block Processing Control Flags
0 Block EID Reference List (OPTIONAL)
0 Block Data Length
o Block Type Specific Data Fields
Since the four security block types have nost fields in common, we
can shorten the description of the block type specific data fields if
we first define an abstract security bl ock (ASB) and then specify
each of the real blocks in terns of the fields that are present/

absent in an ASB. Note that no bundl e ever contains an actual ASB
which is sinply a specification artifact.
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The structure of an Abstract Security Block is given in Figure 2

Al t hough the diagramhints at a fixed-format |ayout, this is purely
for the purpose of exposition. Except for the "type" field, al
fields are variable in | ength.

T a eek Type ode (D1 rocessing contrel Fage (sos T
T L et er ence oount and Ll st (oommound Listy) T N
I Block Length (S0N) 1 security Target (Compound) |
| Gpher suite 1D (SDW) | Gipher suite Flags (sow) |
T b Lenath (oo T param bara (compeunay T
I Result Lengih (sDW) 1 Result Data (Compound) |
o e e e e e e emeeeeeaeeaaaaa e +

Figure 2: Abstract Security Block Structure
An ASB consists of the following fields, sonme of which are optional

o0 Bl ock-Type Code (Byte) - as described in [RFC5050]. The bl ock-
type codes for security blocks are:

*  Bundl eAut henti cati onBl ock - BAB: 0x02
*  BlocklntegrityBlock - BIB: 0x03
* Bl ockConfidentialityBlock - BCB: 0x04

o Block Processing Control Flags (SDNV) - as described in [ RFC5050].
There are no general constraints on the use of the block
processing control flags, and sone specific requirenents are
di scussed | ater.

0 (OPTIONAL) EID Reference Count and List - as described in
[ RFC5050]. Presence of the EID reference field is indicated by
the setting of the "Block contains an EID reference field"
(EID_ REF) bit of the block processing control flags. |If no EID
fields are present, then the conposite field itself MJST be
omtted entirely and the EID REF bit MJST be unset. A count field
of zero is not permitted. The possible EIDs are:

(OPTI ONAL) Security-source - specifies the security-source for

the block. If this is omitted, then the source of the bundle
is assuned to be the security-source unless otherw se indicated
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by policy or associated cipher suite definition. Wen present,
the security-source MJST be the first EIDin the list.

(OPTIONAL) AEID - specifies an identifier that can be used to
uni quely identify an instance of a non-singleton block. This
field MUST be present for non-singleton blocks. This field
MUST NOT be present for singleton blocks, such as the primary
bl ock and t he payl oad bl ock. The construction of the AEID is
di scussed in Section 3.1

o Block Length (SDNV) - as described in [ RFC5050].

o Block type specific data fields as foll ows:

*

Bi rrane,

Security-Target (Conmpound) - Uniquely identifies the target of
the associ ated security-operation

As discussed in Section 3.1 a singleton block is identified by
its block type and a non-singleton block is identified by the
combi nation of its block type and an occurrence nunber. The
security-target is a compound field that contains the bl ock
type (as a byte) and occurrence nunber (as an SDNV).

The occurrence nunber of a singleton bl ock MIUST be set to O.
The occurrence nunber of a non-singleton block MIST be set to
the schene offset of the AEID associated with the bl ock being
targeted by the security operation

(OPTI ONAL) Ci pher suite | D (SDNV)
(OPTI ONAL) Gi pher suite flags (SDNV)

(OPTI ONAL) Ci pher Suite Paraneters - conpound field of the next
two itenmns.

+ Cipher suite paranmeters length (SDNV) - specifies the length
of the next field, which is the cipher suite-paraneters data
field.

+ Cipher suite paraneters data - paraneters to be used with
the cipher suite in use, e.g., a key identifier or
initialization vector (1V). See Section 3.9 for a list of
potential paranmeters and their encoding rules. The
particul ar set of paraneters that is included in this field
is defined as part of a cipher suite specification

(OPTIONAL) Security Result - conpound field of the next two
itens.
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+ Security result length (SDNV) - contains the length of the
next field, which is the security-result data field.

+ Security result data - contains the results of the
appropriate cipher suite specific calculation (e.g., a
signature, Message Authentication Code (MAC), or cipher-text
bl ock key).

The structure of the cipher suite flags field is shown in Figure 3.
In each case, the presence of an optional field is indicated by
setting the value of the corresponding flag to one. A value of zero
i ndi cates the corresponding optional field is mssing. Presently,
there are three flags defined for the field; for convenience, these
are shown as they woul d be extracted froma single-byte SDNV. Future
additions may cause the field to growto the left so, as with the
flags fields defined in [ RFC5050], the description bel ow nunbers the
bit positions fromthe right rather than the standard RFC definition
whi ch nunmbers bits fromthe left.

bits 6-3 are reserved for future use.

src - bit 2 indicates whether the EID-reference field of the ASB
contains the optional reference to the security-source.

parm- bit 1 indicates whether or not the cipher suite paraneters
I ength and ci pher suite paraneters data fields are present.

res - bit 0 indicates whether or not the ASB contains the
security-result length and security-result data fields.

6 5 4 3 2 1 0
H-- - - - H-- - - - H-- - - - H-- - - - H-- - - - H-- - - - H-- - - - +
[ reserved | src |parm| res
+--- o= +--- o= +--- o= +--- o= +--- o= +--- o= +--- o= +

Figure 3: G pher Suite Flags
3.3. Block Odering

A security-operation may be inplenented in a bundle using either one
or two security blocks. For exanple, the operation
OP(aut henti cation, bundle) MAY be acconplished by a single BAB bl ock
in the bundle, or it MAY be acconplished by two BAB bl ocks in the
bundle. To avoid confusion, we use the follow ng term nology to
identify the block or blocks conprising a security-operation
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The ternms "First" and "Last" are used ONLY when describing multiple
security bl ocks conprising a single security-operation. A "First"

bl ock refers to the security block that is closest to the primary

bl ock in the canonical formof the bundle. A "Last" block refers to
the security block that is furthest fromthe primary block in the
canoni cal form of the bundle.

If a single security block inplenments the security-operation, then it
is referred to as a "Lone" block. For exanple, when a bundle

aut hentication cipher suite requires a single BAB block we refer to
it as a Lone BAB. Wen a bundl e authentication cipher suite requires
two BAB bl ocks we refer to themas the First BAB and the Last BAB

This specification and individual cipher suites inpose restrictions
on what optional fields nmust and nust not appear in First blocks,
Last bl ocks, and Lone bl ocks.

Bundl e Aut henticati on Bl ock

This section describes typical field values for the BAB, which is
solely used to inplenment OP(authentication, bundle).

The bl ock-type code field val ue MUST be 0x02

The bl ock processing control flags value can be set to whatever
val ues are required by local policy. G pher suite designers
shoul d carefully consider the effect of setting flags that either
discard the block or delete the bundle in the event that this

bl ock cannot be processed.

The security-target MJST be the entire bundl e, which MJST be
represented by a <bl ock type><occurrence nunber> of <0x00><0x00>

The ci pher suite I D MUST be docunented as a hop-by-hop

aut hentication cipher suite. Wen a Lone BAB is used, the cipher
suite MJUST be docunented as requiring one instance of the BAB
When a First BAB and Last BAB are used, the cipher suite MIST be
docunented as requiring two instances of the BAB

The ci pher suite paraneters field MAY be present, if so specified
in the cipher suite specification

An EID-reference to the security-source MAY be present in either a
First BAB or a Lone BAB. An EIDreference to the security-source
MUST NOT be present in a Last BAB

The security-result captures the result of applying the cipher
suite calculation (e.g., the MAC or signature) to the rel evant
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parts of the bundle, as specified in the cipher suite definition
This field MIUST be present in either a Lone BAB or a Last BAB
This field MUST NOT be present in a First BAB

Not es:

o When nultiple BAB bl ocks are used, the nandatory fields of the
Last BAB nust match those of the First BAB

o The First BAB or Lone BAB, when present, SHOULD i medi ately follow
the primary bl ock.

0 A Last BAB, when present, SHOULD be the last block in the bundle.

0 Since OP(authentication, bundle) is allowed only once in a bundl e,
it is RECOWENDED t hat users w shing to support multiple
aut hentication signatures define a nulti-target cipher suite,
capturing nmultiple security results in cipher suite paraneters

3.5. Block Integrity Bl ock
A BIBis an ASB with the follow ng additional restrictions:
The bl ock-type code val ue MJST be 0x03.

The bl ock processing control flags value can be set to whatever
val ues are required by local policy. G pher suite designers
shoul d carefully consider the effect of setting flags that either
di scard the block or delete the bundle in the event that this

bl ock cannot be processed.

The security-target MJST uniquely identify a block within the
bundl e. The reserved block type 0x01l specifies the singleton

payl oad bl ock. The reserved type 0x00 specifies the singleton
primary block. The security-target for a BIB MUST NOT reference a
security block defined in this specification (BAB, BIB, or BCB).

The ci pher suite I D MJST be docunented as an end-to-end
aut henti cati on-ci pher suite or as an end-to-end error-detection-
ci pher suite.

The ci pher suite paraneters field MAY be present in either a Lone
BIBor a First BIB. This field MIUST NOT be present in a Last BIB

An ElID-reference to the security-source MAY be present in either a

Lone BIB or a First BIB. This field MUST NOT be present in a Last
Bl B.
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3.

The security-result captures the result of applying the cipher
suite calculation (e.g., the MAC or signature) to the rel evant
parts of the security-target, as specified in the cipher suite
definition. This field MIST be present in either a Lone BIB or a
Last BIB. This field MJUST NOT be present in a First BIB

The ci pher suite MAY process less than the entire security-target.
If the cipher suite processes |less than the conplete, origina
security-target, the cipher suite paraneters MIST specify which
bytes of the security-target are protected.

Not es:

0

6

Since OP(integrity, target) is allowed only once in a bundl e per

target, it is RECOMMENDED that users wishing to support multiple

integrity signatures for the sane target define a nulti-signature
ci pher suite, capturing nmultiple security results in cipher suite
par ameters

For some cipher suites, (e.g., those using asymetric keying to
produce signatures or those using symmetric keying with a group
key), the security infornmation MAY be checked at any hop on the
way to the destination that has access to the required keying
information, in accordance with Section 3.8.

The use of a generally available key is RECOWENDED if custodia
transfer is enployed and all nodes SHOULD verify the bundl e before
accepting cust ody.

Bl ock Confidentiality Block

A BCB is an ASB with the follow ng additional restrictions:

The bl ock-type code val ue MJST be 0x04.

The bl ock processing control flags value can be set to whatever
val ues are required by local policy, except that a Lone BCB or
First BCB MJUST have the "replicate in every fragment" flag set.
This indicates to a receiving node that the payload portion in
each fragnent represents cipher-tex

t. This flag SHOULD NOT be set otherwi se. Cipher suite designers
shoul d carefully consider the effect of setting flags that either
di scard the block or delete the bundle in the event that this

bl ock cannot be processed.

The security-target MJST uniquely identify a block within the
bundle. The security-target for a BCB MAY reference the payl oad
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bl ock, a non-security extension block, or a BIB block. The
reserved type 0x01 specifies the singleton payl oad bl ock

The ci pher suite I D MUST be docunented as a confidentiality cipher
suite.

Key-information, if available, MJST appear only in a Lone BCB or a
First BCB

Any additional bytes generated as a result of encryption and/or
aut henti cation processing of the security-target SHOULD be pl aced
inan "integrity check value" field (see Section 3.9) in the
security-result of the Lone BCB or Last BCB

The ci pher suite paraneters field MAY be present in either a Lone
BCB or a First BCB. This field MJUST NOT be present in a Last BCB

An EID-reference to the security-source MAY be present in either a
Lone BCB or a First BCB. This field MUST NOT be present in a Last
BCB. The security-source can al so be specified as part of key-

i nformati on described in Section 3.9.

The security-result MAY be present in either a Lone BCB or a Last
BCB. This field MUST NOT be present in a First BCB. This
compound field normally contains fields such as an encrypted
bundl e encryption key and/or authentication tag.

The BCB is the only security block that nodifies the contents of its
security-target. Wen a BCB is applied, the security-target body
data are encrypted "in-place". Follow ng encryption, the security-
target body data contains cipher-text, not plain-text. Oher
security-target block fields (such as type, processing control flags,
and | ength) remain unnodified.

Fragnent ati on, reassenbly, and custody transfer are adversely

af fected by a change in size of the payl oad due to ambiguity about
what byte range of the block is actually in any particular fragment.
Therefore, when the security-target of a BCB is the bundl e payl oad,
the BCB MUST NOT alter the size of the payl oad bl ock body data.

Ci pher suites SHOULD pl ace any bl ock expansi on, such as
authentication tags (integrity check values) and any padding
generated by a bl ock-node cipher, into an integrity check value item
in the security-result field (see Section 3.9) of the BCB. This "in-
pl ace" encryption allows fragmentation, reassenbly, and custody
transfer to operate w thout know edge of whether or not encryption
has occurred.

Not es:
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3.

7

The ci pher suite MAY process |ess than the entire origina
security-target body data. |If the cipher suite processes |ess
than the conplete, original security-target body data, the BCB for
that security-target MJIST specify, as part of the cipher suite
paraneters, which bytes of the body data are protected.

The BCB's "discard" flag may be set independently fromits
security-target’s "discard" flag. Wether or not the BCB s
"discard" flag is set is an inplenentation/policy decision for the
encrypting node. (The "discard" flag is nore properly called the
"Discard if block cannot be processed" flag.)

A BCB MAY include information as part of additional authenticated
data to address parts of the target block, such as EID references,
that are not converted to cipher-text.

Crypt ographi ¢ Message Syntax Bl ock

A CMSB is an ASB with the follow ng additional restrictions:

The bl ock-type code val ue MJST be 0xO05.

The content of the block nmust contain valid CVS data, as defined
in RFC 5652, and encoded in X 690 BER or DER encodi ng.

The bl ock processing control flags value can be set to whatever
val ues are required by local policy. This flag SHOULD NOT be set
otherw se. Cipher suite designers should carefully consider the
effect of setting flags that either discard the bl ock or delete
the bundle in the event that this block cannot be processed.

The security-target MJST uniquely identify a block within the
bundl e. The reserved block type 0x01l specifies the singleton
payl oad bl ock.

The security operation(s) will be perforned on the security-target
bl ock’s data and the resulting CM5 content will be stored within
the CVBB bl ock’s security-result field. The security-target

bl ock’s data will then be renoved.

A CMBB bl ock MAY include nmultiple CVS security operations within a
single block to allow for multiple nested operations to be
performed on a bundle block. Miltiple CVSB bl ocks MAY be included
in a bundle as long as the security-target for each is unique.

Key-information, if available, MJST appear within the CVMS content
contained in the security-result field.
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A CMVMBB block is created with its corresponding security-target field
pointing to a unique bundl e bl ock. The CV5 security operations are
performed upon the security-target’s data field and the resulting
encoded CMS content is stored within the CVM5 security-result field of
the CVBB' s payload. The security-target block’s data MAY be |eft
intact, replaced with alternate data, or conpletely erased based on
the specification of the utilized CV5 ciphersuite definition and
appl i cabl e policy.

Multiple CMs operations may be nested within a single CVSB block to
all ow nore than one security operation to be perforned upon a
security-target.

CMB (perations can be considered to have SBSP parallels: CMSB
Envel oped- Dat a content type SHALL be considered as equivalent to a
SBSP BCB bl ock, and a CVSB Si gned-Data type SHALL be considered as
equi val ent to a SBSP BI B bl ock

3.8. Block Interactions

The four security-block types defined in this specification are
designed to be as independent as possible. However, there are sone
cases where security blocks may share a security-target creating
processi ng dependenci es.

If confidentiality is being applied to a target that already has
integrity applied to it, then an undesirable condition occurs where a
security-aware internedi ate node woul d be unable to check the
integrity result of a block because the bl ock contents have been
encrypted after the integrity signature was generated. To address
this concern, the follow ng processing rules MIST be foll owed.

o If confidentiality is to be applied to a target, it MJST al so be
applied to every integrity operation already defined for that
target. This neans that if a BCB is added to encrypt a bl ock
anot her BCB MJST al so be added to encrypt a BIB al so targeting
t hat bl ock.

0 An integrity operation MIJST NOT be applied to a security-target if
a BCB in the bundle shares the sane security-target. This
prevents anbiguity in the order of evaluation when receiving a BIB
and a BCB for a given security-target.

0 An integrity value MJST NOT be evaluated if the BIB providing the
integrity value is the security target of an existing BCB block in
the bundle. In such a case, the BIB data contains cipher-text as
it has been encrypted.
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0 An integrity value MIST NOT be evaluated if the security-target of
the BIB is also the security-target of a BCB in the bundle. In
such a case, the security-target data contains cipher-text as it
has been encrypted.

0 As nentioned in Section 3.6, a BIB MUST NOT have a BCB as its
security target. BCBs may enmbed integrity results as part of
ci pher suite paraneters

0 As nentioned in Section 4.4, CMS operations are considered to have
operational parallels. Wwen a CVBB is used, these parallels MJST
be considered for block interactions (e.g., a Signed-Data
structure MJUST NOT be evaluated if the security-target of the
operation is also the security-target of a BCB)

o If asingle bundle is going to contain a CVMSB as wel |l as other
security bl ocks, the CM5 operations MJST be perfornmed and the CVSB
MUST be created before any other security operation is applied.

0 On reception of a bundle containing a CMSB and ot her security
bl ocks, the CMSB nust be decoded | ast.

Additionally, since the CVMSB bl ock may contain either integrity or
confidentiality information in its encapsulated CM5, there is no way
to evaluate conflicts when a BIB/BCB and a CMSB have the sane
security target. To address this concern, the foll ow ng processing
rul es MIUST be foll owed.

o |If an extension block is the target of a BIB or a BCB, then the
ext ensi on bl ock MJUST NOT al so be the target of a CVBB, and vice-
ver sa.

o If a bundle is the target of a BAB bl ock, then the bundl e MJUST NOT
al so be the target of a CVBB, and vice-versa

0 Cenerally, a CvBB MJUST be processed before any BIB or BCB bl ocks
are processed.

These restrictions on block interactions inpose a necessary ordering
when appl ying security operations within a bundle. Specifically, for
a given security-target, BlIBs MJUST be added before BCBs, and BABs
MUST be added after all other security blocks. This ordering MJST be
preserved in cases where the current BPA is adding all of the
security bl ocks for the bundle or whether the BPA is a waypoi nt
addi ng new security blocks to a bundle that already contains security
bl ocks.
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3.9. Paraneters and Result Fields

Various cipher suites include several items in the cipher suite

paraneters and/or security-result fields. Which itens MAY appear is
defined by the particular cipher suite description. A cipher suite
MAY support several instances of the sane type within a single block

Each itemis represented as a type-length-value. Type is a single
byte indicating the item Length is the count of data bytes to
follow, and is an SDNV-encoded integer. Value is the data content of
the item

Itemtypes, name, and descriptions are defined as follows.
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Ci pher suite paraneters and result fields.

Fom e - S
|  Type | Nane
R S
| 0 | Reserved
oo - S
| 1 | I'nitialization
| | Vector (1V)
Fom oo - e e e e
| 2 | Reserved
N .
| 3 | Key
| | I'nformation
I I
I I
R S
| 4 | Content Range
I I
I I
I I
I I
I I
N .
[ 5 [ Integrity
| | Si gnat ur es
Fom e - S
[ 6 [ Unassi gnhed
R N
[ 7 Sal t
I I
Fomm oo - B
| 8 | BCB Integrity
[ | Check Val ue
I I (rev) |/
[ | Authentication
I I Tag
I I
Fom e - S
| 9-255 | Reserved
R S

Bi rrane,

A random val ue, typically eight to
si xt een byt es.

Mat eri al encoded or protected by the key
managenent system and used to transport

an epheneral key protected by a | ong-
term key.

Pair of SDNV val ues (offset,|ength)

speci fying the range of payload bytes to

whi ch an operation applies. The offset
MUST be the offset within the origina

bundl e, even if the current bundle is a

fragnent.

Result of BAB or BIB digest or other
si gni ng operation.

An | V-like value used by certain
confidentiality suites.

Qutput fromcertain confidentiality
ci pher suite operations to be used at
the destination to verify that the
protected data has not been nodified.
Thi s value MAY contain padding if
required by the cipher suite.

Table 1

2015

et al. Expires April 18, 2016 [ Page 23]



Internet-Draf Stream i ned Bundl e Security Protocol Specifica October 2015

3.10. BSP Bl ock Exanple

An exanpl e of SBSP bl ocks applied to a bundle is illustrated in
Figure 4. In this figure the first colum represents blocks within a
bundl e and the second columm represents a unique identifier for each
bl ock, suitable for use as the security-target of a SBSP security-

bl ock. Since the mechanismand format of a security-target is not
specified in this docunent, the terminology Bl...Bn is used to

identify blocks in the bundle for the purposes of illustration
Bl ock in Bundl e I D
+ + +
| Primary Bl ock | Bl |
o e e e e e e e e e e e e e e e e aa o - +----+
First BAB | B2 |
| OP(aut henti cation, Bundle) | |
'y +o---t
[ Lone BIB | B3 |
| OP(integrity, target=B1) | |
o e e e e e e e e e e e e e e e e aa o - +----+
[ Lone BCB | B4 |
| OP(confidentiality, target=B5) | |
N Yy +o---t
| Ext ensi on Bl ock | B5 |
Fom e e e e e e e e m e e F--- -+
| Lone BIB | B6 |
| OP(integrity, target=B7) [ [
S oot
| Ext ensi on Bl ock | B7
e oot
| Lone BCB | B8 |
| OP(confidentiality, target=B9) | |
o m e e e e e e e e e e e e mo— oo +----+
| Lone BIB (encrypted by B8) | B9
| OP(integrity, target=Bl1) [ [
e oot
| Lone BCB | B10O |
| OP(confidentiality, target=B11) | |
o m e e e e e e e e e e e e mo— oo +----+
| Payl oad Bl ock | B11 |
' +o---t
Last BAB | B12 |
| OP(aut henti cati on, Bundle) | |
o e e e e e e e e e e e e e e e e aa o - +----+

Fi gure 4: Sanple Use of BSP Bl ocks
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In this exanple a bundle has four non-security-related bl ocks: the
primary block (Bl), two extension blocks (B5,B7), and a payl oad bl ock
(B11). The followi ng security applications are applied to this
bundl e.

0 Authentication over the bundle. This is acconplished by two BAB
bl ocks: B2 and B12.

0 An integrity signature applied to the canonicalized primary bl ock
This is acconplished by a single BIB, B3.

0 Confidentiality for the first extension block. This is
acconpl i shed by a single BCB bl ock, B4.

o Integrity for the second extension block. This is acconplished by
a single BIB bl ock, B6.

0 An integrity signature on the payload. This is acconplished by a
single BIB bl ock, B9.

o Confidentiality for the payload block and it’'s integrity

signature. This is acconplished by two Lone BCB bl ocks: B8
encrypting B9, and B10 encrypting Bll.
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Bl ock in Bundl e I D
+ + +
| Primary Bl ock | Bl |
o mm o e e e e e e e e e e e e e e e e e oo +----+
| First BAB | B2 |
| OP(aut henti cation, Bundle) | |
o m e e e e e IR

Lone CMSB B3

security-target=0x01
security-result=

I I
| |
I I
I I
| Signed-Data { |
| Di gest Al gorithn(s), |
| Envel oped- Dat a { |
| Encrypt ed Dat a, |
[ Encrypted Encryption Key(s) [
I I
I I
I I
I I

1

Signature(s) and Certificate Chain(s)
o e e e e e e e e e e e e e e e e e e e e e e +----+
[ Payl oad Bl ock | B4
| (Enpty Data Field) | |
o m e e e oo+
[ Last BAB | B5 |
| OP(aut henti cati on, Bundle) | |
o e e e e e e e e e e e e e e e e e e e e e e +----+

Figure 5: Sanple Bundle Wth CV5 Bl ock

In this exanple a bundl e has two non-security-related bl ocks: the
primary block (Bl) and a payload block (B4). This method would all ow
for the bundle to carry nultiple CVM5 payloads by utilizing a nultiple
CVBB ASBs. The follow ng security applications are applied to this
bundl e.

0 Authentication over the bundle. This is acconplished by two BAB
bl ocks: B2 and BS5.

0 Encrypted and signed CMS content contained within the CVSB bl ock
The first CVS operation, encryption, is perforned on the data
contained within the block the security-target points to, in this
case, the payload block. The resulting encrypted data is then
signed and the final CM5 content is stored within the CVSB bl ock’s
security-result field. The payload block’s data is subsequently
renoved now that the original data has been encoded within the
CVSB bl ock.
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4. Security Processing
This section describes the security aspects of bundl e processing.
4.1. Canonical Forns

In order to verify a signature of a bundle, the exact sanme bits, in
the exact same order, MJST be input to the cal cul ati on upon
verification as were input upon initial conputation of the origina
signature value. Consequently, a node MJUST NOT change the encoding
of any URI [RFC3986] in the dictionary field, e.g., changing the DNS
part of sone HTTP URL from | ower case to upper case. Because bundles
MAY be nmodified while in transit (either correctly or due to

i mpl ementation errors), canonical fornms of security-targets MJST be
defi ned.

Many fields in various blocks are stored as variabl e-1 ength SDNVs.
These are canonicalized into an "unpacked forni as eight-byte fixed-
width fields in network byte order. The size of eight bytes is
chosen because i npl enentati ons MAY handl e | arger SDNV val ues as
invalid, as noted in [ RFC5050].

4.1.1. Bundle Canonicalization

Bundl e canonicalization permits no changes at all to the bundle

bet ween the security-source and the destination, with the exception
of one of the Bl ock Processing Control Flags, as described below It
is intended for use in BAB cipher suites. This algorithm
conceptual ly catenates all blocks in the order presented, but onmits
all security-result data fields in security blocks having the bundle
as their security-target. For exanple, when a BAB cipher suite
specifies this algorithm we onit the BAB security-result fromthe
catenation. The inclusion of security-result length fields is as
determ ned by the specified cipher suite. A security-result length
field MAY be present even when the corresponding security-result data
fields are omitted.

Not es:

o In the Block Processing Control Flags field the unpacked SDNV is
ANDed wi th nmask OxFFFF FFFF FFFF FFDF to zero the flag at bit 5
("Bl ock was forwarded without being processed"). |If this flag is
not zeroed out, then a bundl e passing through a non-security aware
node will set this flag which will change the nessage di gest and
the BAB block will fail to verify.

o0 In the above, we specify that security-result data is omtted
This means that no bytes of the security-result data are input.
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If the security-result length is included in the catenation, we

assune that the security-result length will be known to the nodul e

that inplenments the cipher suite before the security-result is
cal culated, and require that this value be in the security-result
length field even though the security-result data itself will be
omtted.

0o The 'res’ bit of the cipher suite ID, which indicates whether or
not the security-result length and security-result data field are
present, is part of the canonical form

o The value of the block data length field, which indicates the
I ength of the block, is also part of the canonical form Its
val ue indicates the length of the entire bl ock when the bl ock
i ncludes the security-result data field.

2. Block Canonicalization

This algorithm protects those parts of a block that SHOULD NOT be
changed in transit.

There are three types of blocks that may undergo bl ock
canoni calization: the primary bl ock, the payload bl ock, or an
ext ensi on bl ock.

4.1.2.1. Primary Bl ock Canonicalization

The canonical formof the primary block is showm in Figure 6
Essentially, it de-references the dictionary bl ock, adjusts |engths
where necessary, and ignores flags that may change in transit.
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T T T T +
| Ver si on | Processing flags (incl. COS and SRR) |
S S o e e e e e e e e e e e e e e e e aa o - +
[ Canoni cal primary bl ock |ength [
S Fommmmieianeaaaa S +
| Destination endpoint 1D length |
S . T T +
| Destinati on endpoint 1D |
S S o e e e e e e e e e e e e e e e e aa o - +
[ Source endpoint ID length [
S . N e +
| Source endpoint 1D |
S T T e +
| Report-to endpoint 1D |length |
S S S S +
[ Report-to endpoint ID [
S e . e +
+ Creation Tinestanp (2 x SDNV) +
T T T e +
Lifetime
S S S S +

Fi gure 6: The Canonical Form of the Primary Bundl e Bl ock
The fields shown in Figure 6 are as foll ows:
o The version value is the single-byte value in the primary bl ock

0 The processing flags value in the primary block is an SDNV, and
i ncludes the class-of-service (COS) and status report request
(SRR) fields. For purposes of canonicalization, the unpacked SDNV
is ANDed with mask 0x0000 0000 0007 CIBE to set to zero al
reserved bits and the "bundle is a fragnment” bit.

0 The canonical primary block length value is a four-byte val ue
containing the length (in bytes) of this structure, in network
byte order.

o The destination endpoint ID length and value are the length (as a
four-byte value in network byte order) and val ue of the
destination endpoint IDfromthe primary bundl e block. The URI is
simply copied fromthe relevant part(s) of the dictionary bl ock
and is not itself canonicalized. Although the dictionary entries
contain "null-termnators", the null-termnators are not included
in the length or the canonicalization

0 The source endpoint ID length and value are handled simlarly to
t he destinati on.
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0 The report-to endpoint IDlength and value are handled simlarly
to the destination.

0 The unpacked SDNVs for the creation tinmestanp and lifetine are
copied fromthe primary bl ock

o Fragnment offset and total application data unit length are
ignored, as is the case for the "bundle is a fragnent" bit
menti oned above. |If the payload data to be canonicalized is |ess
than the conplete, original bundle payl oad, the offset and | ength
are specified in the cipher suite paraneters.

4.1.2.2. Payload Bl ock Canonicalization

When canoni cal i zi ng the payl oad bl ock, the block processing contro
flags val ue used for canonicalization is the unpacked SDNV value with
reserved and nmutable bits nmasked to zero. The unpacked value is
ANDed wi th mask 0x0000 0000 0000 0077 to zero reserved bits and the
"l ast block" bit. The "last block" bit is ignored because BABs and
other security bl ocks MAY be added for some parts of the journey but
not others, so the setting of this bit m ght change from hop to hop

Payl oad bl ocks are canonicalized as-is, with the exception that, in
some instances, only a portion of the payload data is to be
protected. In such a case, only those bytes are included in the
canoni cal form and additional cipher suite paraneters are required
to specify which part of the payload is protected, as discussed
further bel ow.

4.1.2.3. Extension Block Canonicalization

When canoni cal i zi ng an extension bl ock, the block processing contro
flags val ue used for canonicalization is the unpacked SDNV value with
reserved and nmutable bits masked to zero. The unpacked value is
ANDed wi th nmask 0x0000 0000 0000 0057 to zero reserved bits, the

"l ast block" flag and the "Bl ock was forwarded w t hout being
processed" bit. The "last block" flag is ignored because BABs and
other security bl ocks MAY be added for some parts of the journey but
not others, so the setting of this bit m ght change from hop to hop

The "Bl ock was forwarded w t hout being processed" flag is ignored
because the bundl e nmay pass through nodes that do not understand that
extension block and this flag would be set.

Endpoint 1D references in bl ocks are canonicalized using the de-

referenced text formin place of the reference pair. The reference
count is not included, nor is the length of the endpoint ID text.
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The EID reference is, therefore, canonicalized as <scheme>: <SSP>,
whi ch includes the ":" character.

Since neither the Iength of the canonicalized EID text nor a null-
termnator is used in EID canonicalization, a separator token MJST be
used to deterni ne when one EID ends and anot her begins. Wen

mul ti ple EIDs are canonicalized together, the character "," SHALL be
pl aced between adj acent instances of EID text.

The bl ock-length is canonicalized as its unpacked SDNV value. |[|f the
data to be canonicalized is |l ess than the conplete, original block
data, this field contains the size of the data being canonicalized
(the "effective block") rather than the actual size of the block

4.1.3. Considerations

o0 The canonical forns for the bundl e and vari ous extension blocks is
not transmtted. It is sinply an artifact used as input to
di gesti ng.

o W onmit the reserved flags because we cannot determine if they
will change in transit. The nmasks specified above will have to be
revised if additional flags are defined and they need to be
pr ot ect ed.

0 CQur URI encoding does not preserve the null-term nation convention
fromthe dictionary field, nor do we canonicalize the schene and
schene-specific part (SSP) separately. Instead, the byte array <
schene nane > : < schene-specific part (SSP)> is used in the
canoni cal i zati on.

o The URI encoding will cause errors if any node rewites the
dictionary content (e.g., changing the DNS part of an HTTP URL
fromlower case to upper case). This could happen transparently
when a bundle is synched to disk using one set of software and
then read fromdi sk and forwarded by a second set of software.
Because there are no general rules for canonicalizing URIs (or
IRIs), this problem may be an unavoi dabl e source of integrity
failures.

o Al SDNV fields here are canonicalized as ei ght-byte unpacked
values in network byte order. Length fields are canonicalized as
four-byte values in network byte order. Encoding does not need
optimzation since the values are never sent over the network.

0 These canonicalization algorithns assunme that endpoint |Ds

thensel ves are immutabl e and they are unsuitable for use in
environnents where that assunption m ght be viol ated.
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o Cipher suites MAY define their own canonicalization algorithnms and
require the use of those algorithns over the ones provided in this
speci fication.

Endpoint I D Confidentiality

Every bundl e has a primary block that contains the source and
destination endpoint |IDs, and possibly other EIDs (in the dictionary
field) that cannot be encrypted. |If endpoint ID confidentiality is
required, then bundl e-in-bundl e encapsul ati on can solve this probl em
in some instances.

Simlarly, confidentiality requirements MAY also apply to other parts
of the primary block (e.g., the current-custodian), and that is
supported in the same nmanner

Bundl es Recei ved from G her Nodes

Security blocks MJST be processed in a specific order when received
by a security-aware node. The processing order is as follows.

o Al BAB blocks in the bundle MIST be evaluated prior to eval uating
any other block in the bundle.

o Al BCB blocks in the bundle MUST be eval uated prior to eval uating
any BIBs in the bundle. Wen BIBs and BCBs share a security-
target, BCBs MJUST be evaluated first and BI Bs second.

1. Receiving BAB Bl ocks

Nodes i nplenmenting this specification SHALL consult their security
policy to determ ne whether or not a received bundle is required by
policy to include a BAB

If the bundle is not required to have a BAB then BAB processing on
the received bundle is conplete, and the bundle is ready to be
further processed for BI B/ BCB handling or delivery or forwarding.
Security policy may provide a neans to override this default behavior
and require processing of a BABif it exists.

If the bundle is required to have a BAB but does not, then the bundle
MUST be di scarded and processed no further. |If the bundle is
required to have a BAB but the key information for the security-
source cannot be determ ned or the security-result value check fails,
then the bundle has failed to authenticate, and the bundl e MIST be

di scarded and processed no further
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If the bundle is required to have a BAB, and a BAB exists, and the
BAB information is verified, then the BAB processing on the received
bundl e is conplete, and the bundle is ready to be further processed
for BIB/BCB handling or delivery or forwarding.

A BAB received in a bundl e MJST be stripped before the bundle is
forwarded. A new BAB MAY be added as required by policy. This MAY
require correcting the "last block"” field of the to-be-forwarded
bundl e.

4.3.2. Receiving BCB Bl ocks

If the bundle has a BCB and the receiving node is the destination for
the bundl e, the node MIUST decrypt the relevant parts of the security-
target in accordance with the cipher suite specification

If the relevant parts of an encrypted payl oad cannot be decrypted
(i.e., the decryption key cannot be deduced or decryption fails),
then the bundl e MUST be di scarded and processed no further; in this
case, a bundle deletion status report (see [ RFC5050]) indicating the
decryption failure MAY be generated. |If any other encrypted
security-target cannot be decrypted then the associated security-
target and all security bl ocks associated with that target MJST be
di scarded and processed no further

When a BCB is decrypted, the recovered plain-text MJST replace the
ci pher-text in the security-target body data

4.3.3. Receiving BIB Bl ocks

A BI B MUST NOT be processed if the security-target of the BIB is also
the security-target of a BCB in the bundle. Gven the order of
operations mandated by this specification, when both a BIB and a BCB
share a security-target, it nmeans that the security-target MJST have
been encrypted after it was integrity signed and, therefore, the BIB
cannot be verified until the security-target has been decrypted by
processing the BCB

If the security policy of a security-aware node specifies that a
bundl e SHOULD apply integrity to a specific security-target and no
such BIB is present in the bundle, then the node MJST process this
security-target in accordance with the security policy. This MAY

i nvol ve renoving the security-target fromthe bundle. If the renoved
security-target is the payload or primary block, the bundl e MAY be

di scarded. This action may occur at any node that has the ability to
verify an integrity signature, not just the bundl e destination
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If the bundle has a BIB and the receiving node is the destination for
the bundl e, the node MIUST verify the security-target in accordance
with the cipher suite specification. |If a BIB check fails, the
security-target has failed to authenticate and the security-target
SHALL be processed according to the security policy. A bundle status
report indicating the failure MAY be generated. COherwise, if the
BIB verifies, the security-target is ready to be processed for
delivery.

If the bundle has a BIB and the receiving node is not the bundle
destination, the receiving node MAY attenpt to verify the value in
the security-result field. |If the check fails, the node SHALL
process the security-target in accordance to |local security policy.
It is RECOWENDED that if a payload integrity check fails at a
waypoi nt that it is processed in the sane way as if the check fails
at the destination.

4.4. Receiving CVSB Bl ocks

A CVMSB MUST NOT be processed if its security target is also the
security target of any BAB, BIB, or BCB in the bundle.

The security services provided by a CVMsB will be consi dered
successful if all services in the CVSB are validated. |f any one
service encapsulated in the CVvSB fails to validate, then the CVSB
MUST be considered as having failed to validate and MJST be

di spositioned in accordance with security policy.

4.5. Bundle Fragnentation and Reassenbly

If it is necessary for a node to fragnent a bundl e and security
services have been applied to that bundle, the fragnmentation rules
described in [ RFC5050] MJST be followed. As defined there and
repeat ed here for conpl eteness, only the payl oad nmay be fragnmented;
security bl ocks, like all extension blocks, can never be fragnented.
In addition, the follow ng security-specific processing is REQU RED

0 Due to the conplexity of bundle fragnmentation, including the
possibility of fragmenting bundle fragnments, integrity and
confidentiality operations are not to be applied to a bundle
fragment. Specifically, a BCB or BIB MJUST NOT be added to a
bundl e fragnment, even if the security-target of the security block
is not the payload. Wen integrity and confidentiality nust be
applied to a fragnent, we RECOVMEND that encapsul ati on be used
i nst ead.
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0 The authentication security policy requirenents for a bundl e MJST
be applied individually to all the bundles resulting froma
fragmentati on event.

0 A BAB ci pher suite MAY specify that it only applies to non-
fragmented bundl es and not to bundl e fragnents.

o0 The decision to fragment a bundle MJST be made prior to adding
aut hentication to the bundle. The bundle MJUST first be fragmented
and authentication applied to each individual fragnent.

o If abundle with a BAB is fragnented by a non-security-aware node,
then the entire bundl e nmust be re-assenbl ed before being processed
to allow for the proper verification of the BAB

Reacti ve Fragnentation

When a partial bundl e has been received, the receiving node SHALL
consult its security policy to deternmine if it MAY fragment the
bundl e, converting the received portion into a bundle fragment for
further forwarding. Wether or not reactive fragnmentation is
permtted SHALL depend on the security policy and the cipher suite
used to calculate the BAB aut hentication information, if required.

Specifically, if the security policy does not require authentication
then reactive fragmentation MAY be permitted. |If the security policy
does require authentication, then reactive fragnmentati on MJST NOT be
permitted if the partial bundle is not sufficient to all ow

aut henti cati on.

If reactive fragnentation is allowed, then all BAB bl ocks nust be
renoved from created fragnments.

Key Managenent

Key managenment in del ay-tolerant networks is recognized as a
difficult topic and is one that this specification does not attenpt
to sol ve.

Pol i cy Consi derations
When i npl enenting the SBSP, several policy decisions nust be
considered. This section describes key policies that affect the
generation, forwarding, and receipt of bundles that are secured using
this specification.

o If a bundle is received that contains nore than one security-
operation, in violation of the SBSP, then the BPA nust deternmnine
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how to handl e this bundle. The bundle may be di scarded, the bl ock
af fected by the security-operation may be di scarded, or one
security-operation may be favored over another

BPAs in the network MJUST understand what security-operations they
shoul d apply to bundles. This decision may be based on the source
of the bundle, the destination of the bundle, or sone other
information related to the bundle.

If an internmedi ate receiver has been configured to add a security-
operation to a bundle, and the received bundl e al ready has the
security-operation applied, then the receiver MJST understand what
to do. The receiver may discard the bundle, discard the security-
target and associ ated SBSP bl ocks, replace the security-operation,
or some ot her action.

It is recomended that security operations only be applied to the
payl oad bl ock, the primary bl ock, and any bl ock-types specifically
identified in the security policy. |If a BPA were to apply
security operations such as integrity or confidentiality to every
bl ock in the bundle, regardl ess of the block type, there could be
downstream errors processing bl ocks whose contents nust be

i nspected at every hop in the network path.

Security Considerations

Certain applications of DIN need to both sign and encrypt a message,
and there are security issues to consider with this.

(0]

To provide an assurance that a security-target cane froma
specific source and has not been changed, then it should be signed
with a BIB

To ensure that a security-target cannot be inspected during
transit, it should be encrypted with a BCB

Adding a BIB to a security-target that has already been encrypted
by a BCB is not allowed. Therefore, we reconmend three nmethods to
add an integrity signature to an encrypted security-target.

First, at the time of encryption, an integrity signature may be
generated and added to the BCB for the security-target as
additional information in the security-result field. Second, the
encrypted bl ock may be replicated as a new block and integrity
signed. Third, an encapsul ation schenme nmay be applied to
encapsul ate the security-target (or the entire bundle) such that
the encapsul ating structure is, itself, no |longer the security-
target of a BCB and nmay therefore be the security-target of a BIB
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8. Confornance
Al'l inplementations are strongly RECOWENDED to provide at |east a
BAB ci pher suite. A relay node, for exanple, might not deal with
end-to-end confidentiality and data integrity, but it SHOULD excl ude
unaut hori zed traffic and perform hop-by-hop bundl e verification

9. | ANA Consi derations
This protocol has fields that have been registered by | ANA

9.1. Bundle Block Types

This specification allocates three block types fromthe existing
"Bundl e Bl ock Types" registry defined in [ RFC6255].

Additional Entries for the Bundl e Bl ock- Type Codes Registry:

oo - T I +
| Value | Descri ption | Ref er ence |
Fom e - o m e e e e e e e e e e e e e o +
[ 2 | Bundl e Authentication Block | This docunment |
| 3 | Bl ock Integrity Bl ock | This docunent

| 4 | Block Confidentiality Block | This docunent |
oo - N ' . +

Table 2

9.2. Cipher Suite Flags

This protocol has a cipher suite flags field and certain flags are
defined. An |IANA registry has been set up as follows.

The registration policy for this registry is: Specification Required

The Val ue range is: Variable Length
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Ci pher Suite Flag Registry:

o e e e e e e e e e o e e e e e e e e oo S +
| Bit Position (right to | Descri ption | Reference [
I left) I I I
oo e e e ia oo - oo e e e e aao oo s o +
| 0 | Block contains result | Thi s |
| | | docunent |
| 1 | Bl ock Cont ai ns | Thi s |
[ [ par amet er s [ docunent [
| 2 | Source EID ref present | Thi s |
[ [ [ docunent |
[ >3 | Reserved | Thi s |
| | | docunent |
o e e e e e e e e e o e e e e e e e e oo S +
Table 3

9.3. Paraneters and Results
This protocol has fields for cipher suite parameters and results.
The field is a type-length-value triple and a registry is required
for the "type" sub-field. The values for "type" apply to both the
ci pher suite paraneters and the cipher suite results fields. Certain
val ues are defined. An I ANA registry has been set up as foll ows.
The registration policy for this registry is: Specification Required

The Val ue range is: 8-bit unsigned integer
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Ci pher Suite Paraneters and Results Type Registry:

Fomm e o o e e e e e e e e e e e e e e e e aa o - e e e o +
| Value | Descri ption [ Ref erence [
TS oo e e e e e e e e e eeeo oo o e oo +
| 0 | reserved | This docunment |
| 1 | initialization vector (1V) | This docunent
| 2 | reserved | This document |
| 3 | key-information | This docunent
[ 4 | content-range (pair of SDNVs) | This docunment |
| 5 | integrity signature | This docunent
| 6 | unassi gned | This docunment |
[ 7 [ sal t | This document |
| 8 | BCB integrity check value (1CV) | This document |
|  9-191 | reserved | This docunent
| 192-250 | private use | This docunent
| 251-255 | reserved | This docunment |
TR o m e e e e e e e e eeee o oo o e oo +

Tabl e 4
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