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Abstr act
This draft is focused on the capability interface of NSFs (Network
Security Functions) and proposes its information nodel for managi ng

the various network security functions.
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1. Introduction

The rapid devel opment of cloud conputing, along with the demand of

cl oud- based security services, requires advanced security protection
in various scenarios. Exanples include network devices in an
enterprise network, User Equipnent (UE) in a nobile network, devices
in the Internet of Things (l10oT), or residential access users [I-
D.draft-ietf-i2nsf-probl emand-use-cases].

According to [I-D.draft-ietf-i2nsf-framework], there are two types
of 12NSF interfaces available for security rules provisioning:

o Interface between |I2NSF clients and a security controller: This
is a service-oriented interface, whose nain objective is to
define a comruni cati on channel over which information defining
security services can be requested. This enables security
i nformati on to be exchanged between various applications (e.qg.
OpenSt ack, or various BSS/ OSS conponents) and other conponents
(e.g., security controllers). The design goal of the service
interface is to decouple the security service in the application
| ayer fromvarious kinds of security devices and their device-
specific security functions.
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o Interface between NSFs (e.g., firewall, intrusion prevention, or
anti-virus) and a security controller. This interface is
i ndependent of how the NSFs are inplenented (e.g., run in Virtua
Machi nes (VMs) or physical appliances). In this docunent, this
type of interface is also referred to as the "capability
interface". Capabilities are functions that NSFs can perform
This interface is used to advertise, select, and activate
capabilities of selected NSFs in a vendor-independent manner.

The capability interface is used to decouple the security nanagenent
schene fromthe set of NSFs that inplenent this schene, and through
this interface, an NSF can advertise its security functions to its
controller.

The informati on nodel proposed in this draft is about the functions
of an NSF, but is linmted to nmanaging part of the capability
interface. Note that the nonitoring of security functions is out of
scope.
Thi s docunent is organized as follows: Section 3 is an anal ysis of
security capability for the |12NSF capability interface. Section 4
presents the detailed structure and content of the information nodel.
Section 4 specifies the informati on nodel of security policy in
Routi ng Backus- Naur Form [ RFC5511].

2. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
This docunment references to [I-D.draft-ietf-i2nsf-termni nology] for
nmore specific security related and | 2NSF scoped term nol ogy
definitions.

2. 1. Term nol ogy

AAA - Access control, Authorization, Authentication

ACL - Access Control List

AD - Active Directory

ANSI - Anerican National Standards Institute

DDoS - Distributed Deny of Services
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FW - Firewal |
I 2NSF - Interface to Network Security Functions

INCITS - International Cormittee for Information Technol ogy
St andar ds

I oT - Internet of Things
IPS - Intrusion Prevention System
LDAP - Lightweight Directory Access Protoco
NAT - Network Address Transl ation
NBlI - North-bound Interface
NI ST - National Institute of Standard Technol ogy
NSF - Network Security Function
RBAC - Rol e Based Access Contro
UE - User Equi pnent
URL - Uniform Universal Resource Locator
VM - Virtual Machine
WAF - Web Application Firewal
3. Overall Analysis of Security Capability

At present, a variety of NSFs produced by nultiple security vendors
provi de various security capabilities to custoners. Miltiple NSFs

can be conbi ned together to provide security services over the given

network traffic, regardless of whether the NSFs are inplenmented as
physi cal or virtual functions.

Most of today’s security capabilities fall into several conmon
categories, including network security control, content security

control, and attack mitigation control. Each category further covers

nmore specific security capabilities, which are described bel ow
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3.1. Network Security

Net work security is a category that describes the inspecting and
processing of network traffic based on pre-defined security policies.

The inspecting portion may be thought of as a packet-processing

engi ne that inspects packets traversing networks, either directly or
in context to flows with which the packet is associated. Fromthe
perspective of packet-processing, inplementations differ in the
dept hs of packet headers and/or payl oads they can inspect, the
various flow and context states they can nmmintain, and the actions
that can be applied to the packets or flows.

The "Event-Condition-Action" (ECA) policy rule set in [I-D.draft-
ietf-i2nsf-framework] is used here as the basis for the security
rul e design:

0 Event: An Event is defined as any inportant occurrence in tinme of
a change in the system bei ng managed, and/or in the environnent
of the system bei ng managed. \Wen used in the context of policy
rules for 12NSF, it is used to deternm ne whether the Condition
clause of the Policy Rule can be evaluated or not. Exanples of an
| 2NSF Event include tinme and user actions (e.g., l|logon, |ogoff,
and actions that violate an ACL);

0 Condition: A set of attributes, features, and/or values that are
to be conpared with a set of known attributes, features, and/or
values in order to nake a decision. Wen used in the context of
policy rules for I2NSF, it is used to determ ne whether or not
the set of Actions in that Policy Rule can be executed or not.
The followi ng are exenplary types of conditions:

- Packet content values: Refer to the kind of information or
attributes acquired directly fromthe packet headers or
payl oads that can be used in the security policy. It can be
any fields or attributes in the packet L2/L3/L4 header, or
speci al segnent of bytes in the packet payl oad;

- Context values: Refer to the context information for the
recei ved packets. It can be (and not linmted to):
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* User: The user (or user group) information to which a
network flow is associated. A user has many attributes,
such as name, id, password, authentication node, and so
on. The conbination of nane and id (where id could be a
password, a certificate, or other neans of identifying
the user) is often used in the security policy to
identify the user. For exanple, if an NSF is aware of
the IP (or MAC) address associated with the user, the
NSF can use a pre-defined or dynamically | earned namne-
address association to enforce the security functions
for this given user (or user group);

* Schedule: Time or time range when packet or flowis
recei ved,

* Regi on: The geographic | ocation where network traffic is
recei ved;

* Target: The target indicates the entity to which the
security services are applied. This can be a service,
application, or device. A service is identified by the
protocol type and/or port nunber. An application is a
conmputer programfor a specific task or purpose. It
provi des additional semantics (e.g., dependencies
bet ween services) for matching traffic. A device is a
managed entity that is connected to the network. The
attributes that can identify a device include type (e.qg.
router, switch, pc) and operating system(e.g., Wndows,
Li nux, or Android), as well as the device' s owner;

* State: It refers to various states to which the network
flowis associated. It can be either the TCP session
state (e.g., new, established, related, invalid, or
untracked), the session AAA state (e.g., authenticated
but not authorized), or the access node of the device
(e.g., wireline, wireless, or cellular; these could be
augrmented with additional attributes, such as the type
of VPN that is being used);

* Direction: the direction of the network fl ow

0 Action: NSFs provide security functions by executing various
Actions, which at |east includes:

- Ingress actions, such as pass, drop, mrroring, etc;
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- Egress actions, such as invoke signaling, tunne
encapsul ati on, packet forwardi ng and/or transfornation;

- Applying a specific Functional Profile or signature - e.g.
an |PS Profile, a signature file, an anti-virus file, or a
URL filtering file. The functional profile or signature file
defines the security capabilities for content security
control and/or attack mtigation control; these will be
described in sections 3.2 and 3.3, respectively. It is one of
the key properties that determ ne the effectiveness of the
NSF, and is nostly vendor-specific today. One goal of |2NSF
is to standardize the formand functional interface of those
security capabilities while supporting vendor-specific
i mpl enent ati ons of each

The above ECA rul eset is very general and easily extensible, thus
can avoid any potential constraints which could limt the
i mpl ement ation of the network security control capability.

3.2. Content Security

Content security is another category of security capabilities
applied to application layer. Through detecting the contents carried
over the traffic in application |ayer, these capabilities can
realize various security functions, such as defendi ng agai nst
intrusion, inspecting virus, filtering malicious URL or junk email,
bl ocking illegal web access or malicious data retrieval

General ly, each type of threat in the application |layer has a set of
uni que characteristics, and requires handling with a set of specific
nmet hods. Thus, it can be thought of as a |ogically independent
security capability. Since there are a |arge nunber of types of
threats in the application layer, as well as new types of threats
that occur quickly, there will be a |large nunber of security
capabilities. Therefore, sone basic principles for security
capability managenent and utilization need to be considered:

o Flexibility: each security capability should be an i ndependent
function, with mninum overlap or dependency to ot her
capabilities. This enabl es each security capability to be
utilized and assenbl ed together freely. Mre inportantly, changes
to one capability will not affect other capabilities;
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o High level of abstraction: this enables each capability to have a
unified interface to make it programmable; this in turn provides
a standardi zed ability to describe and report its processing
results and corresponding statistics information. Furthernore, it
facilitates the nulti-vendor interoperability;

0 Scalability: The system nust have the capability to scale up/down
or scale in/out. Thus, it can neet various performance
requi renents derived from changeabl e network traffic or service
requests. In addition, the security capability nust support
reporting statistics to the security controller to assist its
deci sion on whether it needs to invoke scaling or not;

0 Automation: The system nust have the ability to auto-discover,
aut o- negoti ate, and auto-update security capabilities. These
features are especially useful for the managenent of a |arge
nurmber of NSFs.

Based on the above principles, a set of abstract and vendor-neutral
capabilities with standard interfaces is needed. The security
controller can conpare the requirenments of clients to the set of
capabilities that are currently available in order to choose which
NSFs are needed to neet those requirenents. Note that this choice is
i ndependent of vendor, and instead relies specifically on the
capabilities (i.e., the description) of the functions provided. This
also facilitates the custom zation of the functionality of the

sel ected NSFs by setting the parameters of their interfaces. This
category of security capability abstracts security as a bl ack box
that has sel ectabl e features conpared with current network security
control mechani sns.

Furt hermore, when an unknown threat (e.g., zero-day exploits,
unknown mal ware, and APTs) is reported by a network security device,
new capabilities may be created, and/or existing capabilities nmay be
updated (e.g., signature and algorithm, to correspond to the new
functionality provided by the NSF to handle the threat. The new
capabilities are provided fromdifferent vendors after their

anal ysis of the new threats and subsequent installation of the
functions required to report on (and possibly mtigate) the threat.
New capabilities may be sent to and stored in a centralized
repository, or stored separately in a local repository. In either
case, a standard interface is needed during this automated update
process.
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3.3. Attack Mtigation

This category of security capabilities is used to detect and
mtigate various types of network attacks. Today' s common network
attacks can be classified into the followi ng sets, and each set
further consists of a nunber of specific attacks:

o DDoS attacks:
-Network | ayer DDoS attacks: Exanples include SYN flood, UDP
flood, 1CW flood, IP fragnment flood, |Pv6 Routing header
attack, and I Pv6 duplicate address detection attack;

-Application | ayer DDoS attacks: Exanples include http flood,
https flood, cache-bypass http floods, WrdPress XM. RPC
fl oods, ssl DDoS

0 Singl e-packet attack
-Scanning and sniffing attacks: | P sweep, port scanning, etc
-mal formed packet attacks: Ping of Death, Teardrop, etc

-speci al packet attacks: Oversized ICMP, Tracert, |P tinmestanp
option packets, etc

Each type of network attack has its own network behavi ors and
packet/fl ow characteristics. Therefore, each type of attack needs a
special security function, which is advertised as a capability, for
detection and mitigation.

Overall, the inplenmentati on and managenent of this category of
security capabilities of attack mtigation control is very simlar
to content security control. A standard interface, through which the
security controller can choose and custom ze the given security
capabilities according to specific requirenments, is essential

4. Information Mddel Design

4.1. Overall Structure

The | 2NSF capability interface is in charge of controlling and
nmonitoring the NSFs. This is done using the foll ow ng approach

1) User of the capability interface selects the set of capabilities
required to neet the needs of the application
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2) A managenent entity uses the information nodel to match chosen
capabilities to NSFs, independent of vendor;

3) A nmanagenent entity takes the above information and creates or
uses vendor-specific data nodels to install the NSFs identified by
the chosen capabilities;

4) Control and nonitoring can then begin.

Based on the anal ysis above, the infornmation nodel should consist of
at least four sections: capability, network security, content
security and attack mitigation. This assunmes that an external nodel
or set of nodels, is used to define the concept of an ECA Policy
Rul e and its conponents (e.g., Event, Condition, and Action objects).

Since Capabilities are deternined by the nanagenent system and are
not inherent characteristics that differentiate objects, it is also
assumed that an external nodel (or set of nodels) will define a
generic nmetadata concept. Capabilities are then sub-classed from an
appropriate class in the external mnetadata nodel

The capability interface is used for advertising, creating,

sel ecting and nmanagi ng a set of specific security capabilities

i ndependent of the type and vendor of device that contains the NSF.
That is, the user of the capability interface does not care whether
the NSF is virtualized or hosted in a physical device, the vendor of
the NSF, and which set of entities the NSF is communicating with
(e.g., afirewall or an IPS). Instead, the user only cares about the
set of capabilities that the NSF has, such as packet filtering or
deep packet inspection. The overall structure is illustrated in the
figure bel ow
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Figure 1. The Overall |2NSF Information Model Design

As illustrated in Figure 1, the network security function is the key.
It usually runs as the first step to handle traffic (e.g.
packet/fl ow detection and filtering, etc.) over the network |ayer.
The framework portion of the information nodel ensures that each of
the three dommi n sub-nodels (content security, network security, and
attack mitigation) can function in collaboration or independently.

The content security and attack nitigation sub-nodels can be
enforced on denmand (i.e., once or recursively based on the results
of network security function).

This draft defines the four sub-nopdels inside the |2NSF information
nmodel shown in Figure 1.This nodel assunes that another, generic,

i nformati on nodel for defining ECA policy rules exists outside of

| 2NSF. Hence, the Network Security, Content Security, and Attack

M tigation Sub-Mbdel s each extend the generic external ECA nodel to
formsecurity policy rules.
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It al so assunmes that Capabilities are nodel ed as netadata, since a
Capability is something that describes and/or prescribes
functionality about an object, but is not an inherent part of that
obj ect. Hence, the Security Capability Sub-Mbdel extends the generic
external metadata nodel

Both of these external nodels could, but do not have to, draw from
the SUPA nodel [I-D.draft-ietf-supa-generic-policy-info-nodel].

The external ECA Information Mbdel supplies at |least a set of
objects that represent a generic ECA Policy Rule, and a set of

obj ects that represent Events, Conditions, and Actions that can be
aggregated by the generic ECA Policy Rule. This enables |I2NSF to
reuse this generic nodel for different purposes.

It is assuned that the external ECA Information Mbdel has the
ability to aggregate netadata. Capabilities are then subclassed from
an appropriate class in the external Metadata |nfornation Mdel

this enables the ECA objects to use the existing aggregati on between
them and Metadata to add Metadata to appropriate ECA objects.
Referring to Figure 1, this neans that each of Network Security,
Content Security, and Attack Mtigation Sub-Mdels can aggregate
zero or nore netadata objects to describe and/or prescribe their
behavi or.

Det ai | ed descriptions of each portion of the information nodel are
given in the follow ng sections.

4.2. Information Sub-Mdel for Network Security Capabilities

The purpose of the Capability Franmework |nformation Sub-Mdel is to
define the concept of a Capability from an external netadata nodel
and enabl e Capabilities to be aggregated to appropriate objects in
the Network Security, Content Security, and Attack Mtigation nodels.

4. 3. Information Sub-Mdel for Network Security
The purpose of the Network Security Information Sub-Mdel is to
define how network traffic is defined and determne if one or nore

network security features need to be applied to the traffic or not.
Its basic structure is shown in the follow ng figure:
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Figure 2. Network Security Information Sub-Mdel Overview

In the above figure, the ECAPolicyRule, along with the Event,
Condition, and Action Objects, are defined in the external ECA Info
Model . The Network Security Sub-Mdel extends both to define
security-specific ECA policy rules, as well as Events, Conditions,
and Actions.

An | 2NSF Policy Rule is a special type of Policy Rule that is in
event-condition-action (ECA) form It consists of the Policy Rule,
components of a Policy Rule (e.g., events, conditions, and actions),
and optionally, nmetadata. It can be applied to both uni-directiona
and bi-directional traffic across the NSF.

Each rule is triggered by one or nore events. If the set of events
eval uates to true, then a set of conditions are evaluated and, if
true, enable a set of actions to be executed.

An exanpl e of an I12NSF Policy Rule is, in pseudo-code:

| F <event-cl ause> i s TRUE
I F <condition-clause> is TRUE
THEN execute <action-cl ause>
END- | F
END-| F

In the above exanple, the Event, Condition, and Action portions
of a Policy Rule are all **Bool ean C auses**.

.1. Network Security Policy Rule Extensions
Figure 3 shows a nore detail ed design of the ECA Policy Rule

subcl asses that are contained in the Network Security Information
Sub- Model .
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Figure 3. Network Security Info Sub-Mbdel ECAPolicyRul e Extensions

The SecurityECAPolicyRule is the top of the | 2NSF ECA Policy Rule
hierarchy. It inherits fromthe (external) generic ECA Policy Rule
to define Security ECA Policy Rules. The SecurityECAPolicyRul e
contains all of the attributes, nethods, and relationships defined
inits superclass, and adds additional concepts that are required
for Network Security (these will be defined in the next version of
this draft). The six SecurityECAPolicyRul e subcl asses extend the
SecurityECAPol i cyRul e class to represent six different types of

Net work Security ECA Policy Rules. It is assuned that the (external)
generi c ECAPol i cyRul e class defines basic information in the form of
attributes, such as an unique object ID, as well as a description
and ot her basic, but necessary, information.

It is assuned that the (external) generic ECA Policy Rule is
abstract; the SecurityECAPolicyRule is also abstract. This enabl es
data nodel optim zations to be nade while nmaking this infornmation
nodel detailed but flexible and extensible.
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The SecurityECAPolicyRul e defines network security policy as a
cont ai ner that aggregates Event, Condition, and Action objects,

whi ch are described in Section 4.4, 4.5, and 4.6, respectively.
Events, Conditions, and Actions can be generic or security-specific.
Section 4.6 defines the concept of default security Actions.

Brief class descriptions of these six ECA Policy Rules are provided
in the follow ng sub-sections. Note that there is a conmon pattern
that defines how these ECAPol i cyRul es operate; this sinplifies their
i npl ementation. Al of these six ECA Policy Rules are concrete

cl asses.

In addition, none of these six subclasses define attributes. This
enables themto be viewed as sinple object containers, and hence,
applicable to a wide variety of content. It also means that the
content of the function (e.g., how an entity is authenticated, what
specific traffic is inspected, or which particular signature is
applied) is defined solely by the set of events, conditions, and
actions that are contained by the particul ar subclass. This enables
the policy rule, with its aggregated set of events, conditions, and
actions, to be treated as a reusabl e object.

4.3.1.1. Authenticati onECAPolicyRule O ass Definition

The purpose of an Authenticati onECAPolicyRule is to define an ECA
Policy Rule that can verify whether an entity has an attribute of a
speci fic val ue.

This class does NOT define the authentication nmethod used. This is
because this would effectively "enclose" this information within the
Aut henti cati onECAPol i cyRul e. This has two drawbacks. First, other
entities that need to use information fromthe Authentication
class(es) could not; they would have to associate with the

Aut hent i cati onECAPol i cyRul e cl ass, and those other classes woul d not
likely be interested in the Authenticati onECAPolicyRul e. Second, the
evol ution of new authentication nmethods shoul d be i ndependent of the
Aut hent i cati onECAPol i cyRul e; this cannot happen if the

Aut henti cation class(es) are enbedded in the

Aut hent i cati onECAPol i cyRul e. Hence, this docunent recomends the
fol |l owi ng desi gn:

oo +
R T + 1..n 1...n | |
[ |/ \ HasAut henticati onMethod \| Authentication

| Authentication + A ---------- e + Met hod |
| ECAPolicyRule |\ / /] |
I
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Figure 4. Modeling Authentication Mechani sns

Thi s docunent only defines the Authenticati onECAPolicyRule; all
other classes, and the aggregations, are defined in an externa
nmodel . For conpl et eness, descriptions of how the two aggregations
are used are bel ow

Fi gure 4 defines an aggregati on between the

Aut hent i cati onECAPol i cyRul e and an ext er nal Aut henti cati onMet hod

class (which is likely a superclass for different types of

aut henti cati on nmechani sns). This decouples the inplenmentation of
aut henti cati on mechani sms from how aut henticati on mechani sns are
used.

Since different Authenticati onECAPolicyRul es can use different

aut henti cation nmechanisns in different ways, the aggregation is
realized as an association class. This enables the attributes and
met hods of the association class (i.e., AuthenticationRuleDetail) to
be used to define how a given AuthenticationMethod is used by a
particul ar Authenti cati onECAPol i cyRul e.

Simlarly, the PolicyControl sAut hentication aggregation defines
policies to control the configuration of the

Aut hent i cati onRul eDet ai | associ ation class. This enables the entire
aut henti cation process to be managed by ECAPol i cyRul es.

Note: a data nodel MAY choose to collapse this design into a nore
efficient inplenentation. For exanple, a data nodel could define two
attributes for the Authenticati onECAPolicyRule class, called (for
exanpl e) aut henticati onMet hodCurrent and

aut henti cati onMet hodSupported, to represent the

HasAut henti cati onMet hod aggregati on and its association class. The
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former is a string attribute that defines the current authentication
met hod used by this Authenticati onECAPolicyRule, while the latter
defines a set of authentication nmethods, in the formof an

aut hentication capability, which this Authenticati onECAPolicyRul e
can adverti se.

4.3.1.2. AuthorizationECAPolicyRul eCl ass Definition

The purpose of an Authorizati onECAPolicyRule is to define an ECA
Policy Rule that can determ ne whet her access to a resource should
be given and, if so, what pernissions should be granted to the
entity that is accessing the resource

This class does NOT define the authorization nethod(s) used. This is
because this would effectively "enclose” this information within the
Aut hori zat i onECAPol i cyRul e. This has two drawbacks. First, other
entities that need to use information fromthe Authorization
class(es) could not; they would have to associate with the

Aut hori zati onECAPol i cyRul e cl ass, and those other classes would not
likely be interested in the Authorizati onECAPol i cyRul e. Second, the
evol ution of new authorization met hods shoul d be i ndependent of the
Aut hori zat i onECAPol i cyRul e; this cannot happen if the Authorization
class(es) are enbedded in the Authorizati onECAPol i cyRul e. Hence,

t hi s docunent reconmends the follow ng design
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Figure 5. Mbdeling Authorization Mechani sns

Thi s docunment only defines the Authorizati onECAPolicyRule; all other
cl asses, and the aggregations, are defined in an external nodel. For
conpl et eness, descriptions of how the two aggregations are used are
bel ow.

Figure 5 defines an aggregati on between the

Aut hori zat i onECAPol i cyRul e and an external AuthorizationMethod cl ass
(which is likely a superclass for different types of authorization
mechani sns). This decouples the inplenentation of authorization
mechani sms from how aut hori zati on nechani sns are used.

Since different Authorizati onECAPolicyRul es can use different

aut hori zati on nechanisns in different ways, the aggregation is
realized as an association class. This enables the attributes and
met hods of the association class (i.e., AuthorizationRuleDetail) to
be used to define how a given AuthorizationMethod is used by a
particul ar Authorizati onECAPol i cyRul e.

Simlarly, the PolicyControl sAut hori zati on aggregation defines
policies to control the configuration of the AuthorizationRul eDet ai
association class. This enables the entire authorization process to
be managed by ECAPol i cyRul es.
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Note: a data nodel MAY choose to collapse this design into a nore
efficient inplementation. For exanple, a data nodel could define two
attributes for the Authorizati onECAPolicyRule class, called (for
exanpl e) aut hori zati onMet hodCurrent and aut hori zati onMet hodSupport ed,
to represent the HasAuthorizati onMet hod aggregation and its
association class. The fornmer is a string attribute that defines the
current authorization nethod used by this Authorizati onECAPol i cyRul e,
while the latter defines a set of authorization nethods, in the form
of an authorization capability, which this

Aut hori zat i onECAPol i cyRul e can adverti se.

4.3.1.3. Accounti ngECAPol i cyRul e ass Definition

The purpose of an Accounti ngECAPolicyRule is to define an ECA Policy
Rul e that can determ ne which information to collect, and how to
collect that information, fromwhich set of resources for the
purpose of trend analysis, auditing, billing, or cost allocation

[ RFC2975] [ RFC3539].

This class does NOT define the accounting nethod(s) used. This is
because this would effectively "enclose” this information within the
Account i ngeECAPol i cyRul e. This has two drawbacks. First, other
entities that need to use information fromthe Accounting class(es)
could not; they would have to associate with the
Account i ngECAPol i cyRul e cl ass, and those ot her cl asses woul d not
likely be interested in the Accounti ngECAPol i cyRul e. Second, the
evol uti on of new accounting nmet hods shoul d be i ndependent of the
Account i ngECAPol i cyRul e; this cannot happen if the Accounting
class(es) are enbedded in the Accounti ngECAPol i cyRul e. Hence, this
docunment recomends the foll owi ng design
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Figure 6. Moddeling Accounting Mechanisns

Thi s docunment only defines the Accounti ngECAPol i cyRul e; all other

cl asses, and the aggregations, are defined in an external nodel. For
conpl et eness, descriptions of how the two aggregations are used are
bel ow.

Figure 6 defines an aggregati on between the Accounti ngECAPol i cyRul e
and an external AccountingMethod class (which is likely a superclass
for different types of accounting nechanisns). This decouples the

i npl ement ati on of accounting nechani sns from how accounti ng
mechani sns are used.

Since different AccountingECAPolicyRul es can use different
accounting nmechanisns in different ways, the aggregation is realized
as an association class. This enables the attributes and net hods of
the association class (i.e., AccountingRuleDetail) to be used to
define how a given AccountingMethod is used by a particul ar
Account i ngECAPol i cyRul e.

Simlarly, the PolicyControl sAccounti ng aggregati on defines policies
to control the configuration of the AccountingRul eDetail association
class. This enables the entire accounting process to be nmanaged by
ECAPol i cyRul es.
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Note: a data nodel MAY choose to collapse this design into a nore
efficient inplementation. For exanple, a data nodel could define two
attributes for the Accounti ngECAPolicyRul e class, called (for
exanpl e) accounti ngMet hodCurrent and accounti ngMet hodSupported, to
represent the HasAccounti ngMethod aggregation and its association
class. The forner is a string attribute that defines the current
accounting nmet hod used by this Accounti ngECAPol i cyRul e, while the
latter defines a set of accounting nmethods, in the formof an

aut hori zation capability, which this Accounti ngeECAPol i cyRul e can
adverti se.

4.3.1.4. Trafficlnspecti onECAPol i cyRul e ass Definition

The purpose of a Trafficlnspecti onECAPolicyRule is to define an ECA
Policy Rule that, based on a given context, can determni ne which
traffic to exami ne on which devices, which information to coll ect
fromthose devices, and how to collect that information.

This class does NOT define the traffic inspection nethod(s) used.
This is because this would effectively "enclose” this information
within the Trafficlnspecti onECAPol i cyRule. This has two drawbacks.
First, other entities that need to use information fromthe
Trafficlnspection class(es) could not; they would have to associate
with the Trafficlnspecti onECAPol i cyRule class, and those other

cl asses would not likely be interested in the

Traf ficlnspecti onECAPol i cyRul e. Second, the evolution of new traffic
i nspection nmethods shoul d be i ndependent of the

Traf ficlnspecti onECAPol i cyRul e; this cannot happen if the
Trafficlnspection class(es) are enbedded in the
Trafficl nspecti onECAPol i cyRul e. Hence, this document recommends the
fol | owi ng design:
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Figure 7. Modeling Traffic Inspection Mechani sns

Thi s docunent only defines the Trafficlnspecti onECAPolicyRul e; all
other classes, and the aggregations, are defined in an externa
nmodel . For conpl et eness, descriptions of how the two aggregations
are used are bel ow

Figure 7 defines an aggregati on between the
Trafficlnspecti onECAPol i cyRul e and an external Trafficlnspection
class (which is likely a superclass for different types of traffic

i nspection mechani sns). This decouples the inplenmentation of traffic
i nspection mechani snms fromhow traffic inspection mechani sns are
used.

Since different Trafficlnspecti onECAPol i cyRul es can use different
traffic inspection nechanisns in different ways, the aggregation is
realized as an association class. This enables the attributes and
met hods of the association class (i.e., TrafficlnspectionDetail) to
be used to define how a given TrafficlnspectionMethod is used by a
particular Trafficlnspecti onECAPol i cyRul e.

Simlarly, the PolicyControl sTrafficlnspection aggregati on defines
policies to control the configuration of the TrafficlnspectionDetai
association class. This enables the entire traffic inspection
process to be managed by ECAPol i cyRul es.
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Note: a data nodel MAY choose to collapse this design into a nore
efficient inplementation. For exanple, a data nodel could define two
attributes for the Trafficlnspecti onECAPolicyRule class, called (for
exanpl e) trafficlnspecti onMet hodCurrent and
trafficlnspecti onMet hodSupported, to represent the
HasTrafficl nspecti onMet hod aggregation and its association cl ass.
The former is a string attribute that defines the current traffic

i nspection nmethod used by this Trafficlnspecti onECAPol i cyRule, while
the latter defines a set of traffic inspection nethods, in the form
of a traffic inspection capability, which this

Traf ficlnspecti onECAPol i cyRul e can adverti se.

4.3.1.5. ApplyProfil eECAPol i cyRul ed ass Definition

The purpose of an ApplyProfil eECAPolicyRule is to define an ECA
Policy Rule that, based on a given context, can apply a particul ar
profile to specific traffic. The profile defines the security
capabilities for content security control and/or attack mtigation
control; these will be described in sections 4.4 and 4.5,
respectively.

This class does NOT define the set of Profiles used. This is because
this would effectively "enclose" this information within the

Appl yProfil eECAPol i cyRul e. This has two drawbacks. First, other
entities that need to use information fromthe Profile class(es)
could not; they would have to associate with the

Appl yProfil eECAPol i cyRul e cl ass, and those other classes woul d not
likely be interested in the ApplyProfil eECAPolicyRul e. Second, the
evol ution of new Profile classes should be independent of the

Appl yProfil eECAPol i cyRul e; this cannot happen if the Profile

cl ass(es) are enbedded in the Appl yProfil eECAPolicyRul e. Hence, this
docunent recommends the follow ng design
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Figure 8. Modeling Profile ApplicationMechani sns

This docunent only defines the ApplyProfil eECAPolicyRule; all other
cl asses, and the aggregations, are defined in an external nodel. For
compl et eness, descriptions of how the two aggregations are used are
bel ow.

Figure 8 defines an aggregati on between the

Appl yProfil eECAPol i cyRul e and an external Profile class (which is
likely a superclass for different types of Profiles). This decouples
the inplenentation of Profiles fromhow Profiles are used.

Since different ApplyProfil eECAPolicyRul es can use different

Profiles in different ways, the aggregation is realized as an

associ ation class. This enables the attributes and net hods of the
association class (i.e., ProfileAppliedDetail) to be used to define
how a given Profileis used by a particular ApplyProfil eECAPol i cyRul e.

Simlarly, the PolicyControl sProfil eApplication aggregation defines
policies to control the configuration of the Profil eAppliedDetai
association class. This enables the application of Profiles to be
managed by ECAPol i cyRul es.
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Note: a data nodel MAY choose to collapse this design into a nore
efficient inplementation. For exanple, a data nodel could define two
attributes for the ApplyProfil eECAPol i cyRul ecl ass, called (for
exanpl e) profil eAppliedCurrent and profil eAppli edSupported, to
represent the Profil eApplied aggregation and its association cl ass.
The former is a string attribute that defines the current Profile
used by this ApplyProfil eECAPolicyRule, while the latter defines a
set of Profiles, in the formof a Profile capability, which this
Appl yProfil eECAPol i cyRul e can adverti se.

4.3.1.6. ApplySi gnatureECAPol i cyRul el ass Definition

The purpose of an Appl ySi gnat ureECAPol i cyRule is to define an ECA
Policy Rule that, based on a given context, can determn ne which
Signature object (e.g., an anti-virus file, or aURL filtering file,
or a script) to apply to which traffic. The Signature object defines
the security capabilities for content security control and/or attack
mtigation control; these will be described in sections 4.4 and 4.5,
respectively.

This class does NOT define the set of Signature objects used. This
is because this would effectively "enclose" this information within
t he Appl ySi gnat ur eECAPol i cyRul e. This has two drawbacks. First,

other entities that need to use information fromthe Signature

obj ect class(es) could not; they would have to associate with the
Appl ySi gnat ur eECAPol i cyRul e cl ass, and those other classes woul d not
likely be interested in the ApplySi gnatureECAPol i cyRul e. Second, the
evol ution of new Signature object classes should be independent of

t he Appl ySi gnat ur eECAPol i cyRul e; this cannot happen if the Signature
obj ect class(es) are enbedded in the ApplySi gnatureECAPol i cyRul e.
Hence, this docunent recommends the follow ng design
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Figure 9. Mbdeling Sginature Application Mechani sns

This docunent only defines the Appl ySi gnatureECAPol i cyRul e; all
other classes, and the aggregations, are defined in an externa
nodel . For conpl et eness, descriptions of how the two aggregations
are used are bel ow

Figure 9 defines an aggregati on between the

Appl ySi gnat ur eECAPol i cyRul e and an external Signature object class
(which is likely a superclass for different types of Signature

obj ects). This decouples the inplenentation of signature objects
from how Si gnature objects are used.

Since different ApplySignatureECAPol i cyRul es can use different
Signature objects in different ways, the aggregation is realized as
an association class. This enables the attributes and nethods of the
association class (i.e., SignatureAppliedDetail) to be used to
define how a given Signhature object is used by a particul ar

Appl ySi gnat ur eECAPol i cyRul e.

Simlarly, the PolicyControl sSignatureApplication aggregation
defines policies to control the configuration of the

Xia, et al. Expi res Decenber 29, 2016 [ Page 28]



Internet-Draft | 2NSF Capability Interface I M June 2016

Si gnat ur eAppl i edDet ai | associ ation class. This enables the
application of the Signature object to be managed by policy.

Not e: a data nodel MAY choose to collapse this design into a nore
efficient inplenmentation. For exanple, a data nodel could define two
attributes for the Appl ySi gnatureECAPolicyRul e class, called (for
exanpl e) signature signatureAppliedCurrent and

si gnat ur eAppl i edSupported, to represent the SignatureApplied
aggregation and its association class. The former is a string
attribute that defines the current Signature object used by this
Appl ySi gnat ur eECAPol i cyRul e, while the latter defines a set of
Signature objects, in the formof a Signature capability, which this
Appl ySi gnat ur eECAPol i cyRul e can adverti se.

4.3.2. Network Security Policy Rule Qperation

Net work security policy consists of a number of nore granul ar ECA
Policy Rules formed fromthe informati on nodel described above. In
simpl er cases, where the Event and Condition clauses remnain
unchanged, then network security control nay be perforned by calling
additional network security actions. Network security policy

exam nes and perforns basic processing of the traffic as follows:

1. For a given SecurityECAPolicyRule (which can be generic or
specific to security, such as those in Figure 3), the NSF
eval uates the Event clause. It nmay use security Event objects to
do all or part of this evaluation, which are defined in section
4.3.3. If the Event clause evaluates to TRUE, then the Condition
clause of this SecurityECAPolicyRule is eval uated; otherw se,
execution of this SecurityECAPolicyRule is stopped, and the next
SecurityECAPol i cyRule (if one exists) is eval uated,

2. The Condition clause is then evaluated. It nmay use security
Condition objects to do all or part of this evaluation, which are
defined in section 4.3.4. If the Condition clause evaluates to
TRUE, then the set of Actions in this SecurityECAPolicyRule MJST
be executed. This is defined as "matchi ng" the
Securi tyECAPol i cyRul e; otherw se, execution of this
SecurityECAPol i cyRul e is stopped, and the next
SecurityECAPolicyRule (if one exists) is eval uated,

3. If none of the SecurityECAPolicyRul es are matched, then the NSF
denies the traffic by default;
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4. If the traffic matches a rule, the NSF performnms the defined
Actions on the traffic. It may use security Action objects to do
all or part of this execution, which are defined in section 4.3.5.
If the action is "deny", the NSF blocks the traffic. If the basic
action is pernit or mrror, the NSF firstly performs that
function, and then checks whether certain other security
capabilities are referenced in the rule. If yes, go to step 5. If
no, the traffic is permtted;

5. If other security capabilities (e.g., Anti-virus or IPS) are
referenced in the SecurityECAPolicyRule, and the Action defined
inthe rule is permit or nmirror, the NSF perforns the referenced
security capabilities.

Met adat a attached to the SecurityECAPolicyRul e MAY be used to
control how the SecurityECAPolicyRule is evaluated. This is called a
Policy Rule Evaluation Strategy. For exanple, one strategy is to

mat ch and execute the first SecurityECAPolicyRule, and then exit

wi t hout executing any other SecurityECAPolicyRules (even if they

mat ched). In contrast, a second strategy is to first collect al
SecurityECAPol i cyRul es that matched, and then execute them according
to a pre-defined order (e.g., the priority of each

Securi t yECAPol i cyRul e).

One policy or rule can be applied multiple tines to different
managed objects (e.g., links, devices, networks, VPNS). This not
only guarantees consistent policy enforcenent, but al so decreases
the configuration workl oad.

4.3.3. Network Security Event Sub-Mde

Figure 10 shows a nore detail ed design of the Event subclasses that
are contained in the Network Security Information Sub-Model
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Fi gure 10. Network Security Info Sub-Mdel Event C ass Extensions

The four Event classes shown in Figure 10 extend the (external)
generic Event class to represent Events that are of interest to
Net work Security. It is assuned that the (external) generic Event
class defines basic Event information in the formof attributes,
such as a unique event ID, a description, as well as the date and
time that the event occurred.

The followi ng are assunptions that define the functionality of the
generic Event class. If desired, these could be defined as
attributes in a SecurityEvent class (which would be a subcl ass of
the generic Event class, and a superclass of the four Event classes
shown in Figure 10). However, this nakes it harder to use any
generic Event nodel with the |2NSF events. Assunptions are:
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- The generic Event class is abstract

- Al four SecurityEvent subclasses are concrete

- The generic Event class uses the conposite pattern, so
i ndividual Events as well as hierarchies of Events are
avai l abl e (the four subclasses in Figure 10 would be
subcl asses of the Atomic Event)

- The generic Event class has a nechanismto uniquely identify
the source of the Event

- The generic Event class has a nechanismto separate header
information fromits payl oad

- The generic Event class has a nechanismto attach zero or nore
nmet adata objects to it

Br

ef class descriptions are provided in the foll ow ng sub-sections.
4.3.3.1. UserSecurityEvent Cl ass Description

The purpose of this class is to represent Events that are initiated
by a user, such as logon and | ogoff Events. Information in this
Event may be used as part of a test to determine if the Condition
clause in this ECA Policy Rule should be evaluated or not. Exanples
i nclude user identification data and the type of connection used by
t he user.

The User SecurityEvent class defines the followi ng attri butes:
4.3.3.1.1. The usrSecEventContent Attribute

This is a mandatory string that contains the content of the

User SecurityEvent. The format of the content is specified in the
usr SecEvent Format class attribute, and the type of Event is defined
in the usrSecEvent Type class attribute. An exanple of the

usr SecEvent Content attribute is the string "hrAdm n", with the

usr SecEvent Format set to 1 (GQU D) and the usrSecEvent Type attribute
set to 5 (new | ogon).

4.3.3.1.2. The usrSecEvent Format Attribute

This is a mandatory non-negati ve enunerated integer, which is used
to specify the data type of the usrSecEventContent attribute. The
content is specified in the usrSecEvent Content class attribute, and
the type of Event is defined in the usrSecEvent Type class attribute.
An exanpl e of the usrSecEventContent attribute is the string

"hr Admin", with the usrSecEventFormat attribute set to 1 (GU D) and
t he usrSecEvent Type attribute set to 5 (new | ogon). Val ues include:
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unknown

QU D (Ceneric Unique IDentifier)
UUI D (Universal Unique IDentifier)
URI (Uni form Resource ldentifier)
FQDN (Fully Qualified Donmain Nane)
FQPN (Fully Qualified Path Nane)

aRwNRO

4.3.3.1.3. The usrSecEvent Type Attribute

This is a mandatory non-negati ve enunerated integer, which is used
to specify the type of Event that involves this user. The content
and format are specified in the usrSecEvent Content and

usr SecEvent Format class attributes, respectively. An exanple of the
usr SecEvent Content attribute is the string "hrAdm n", with the

usr SecEvent Format attribute set to 1 (GQU D) and the usrSecEvent Type
attribute set to 5 (new | ogon). Val ues incl ude:

unknown

new user created

new user group created
user del eted

user group del eted
user | ogon

user | ogoff

user access request
user access granted
user access violation

CRONTRWNERO

4.3.3.2. DeviceSecurityEvent C ass Description

The purpose of a DeviceSecurityEvent is to represent Events that
provide information fromthe Device that are inportant to | 2NSF
Security. Information in this Event nay be used as part of a test to
deternmine if the Condition clause in this ECA Policy Rule should be
eval uated or not. Exanples include alarnms and vari ous device
statistics (e.g., a type of threshold that was exceeded), which may
signal the need for further action

The DeviceSecurityEvent class defines the followi ng attri butes:
4.3.3.2.1. The devSecEventContent Attribute
This is a mandatory string that contains the content of the

Devi ceSecurityEvent. The format of the content is specified in the
devSecEvent Format class attribute, and the type of Event is defined
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in the devSecEvent Type class attribute. An exanple of the
devSecEvent Content attribute is "alarni, with the devSecEvent For mat
attribute set to 1 (G D), the devSecEvent Type attribute set to 5
(new | ogon).

4.3.3.2.2. The devSecEvent Format Attri bute

This is a mandatory non-negati ve enunerated integer, which is used
to specify the data type of the devSecEventContent attribute. Val ues

i ncl ude:
0:  unknown
1: QU D (Generic Unique IDentifier)
2: UUD (Universal Unique IDentifier)
3: URI (Uniform Resource ldentifier)
4: FQDN (Fully Qualified Donmai n Nane)
5 F@PN (Fully Qualified Path Nane)

4.3.3.2.3. The devSecEvent Type Attribute

This is a mandatory non-negati ve enunerated integer, which is used
to specify the type of Event that was generated by this device.
Val ues i ncl ude:

unknown

comruni cations al arm
quality of service alarm
processing error alarm
equi pnent error alarm
environnmental error alarm

aRwNRO

Val ues 1-5 are defined in X 733. Additional types of errors may al so
be defi ned.

4.3.3.2.4. The devSecEvent Typelnfo[0..n] Attribute

This is an optional array of strings, which is used to provide
additional information describing the specifics of the Event
generated by this Device. For exanple, this attribute could contain
probabl e cause information in the first array, trend information in
the second array, proposed repair actions in the third array, and
additional information in the fourth array.
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4.3.3.2.5. The devSecEvent TypeSeverity Attribute

This is a mandatory non-negati ve enunerated integer, which is used
to specify the perceived severity of the Event generated by this
Devi ce. Val ues i ncl ude:

unknown

cl eared

i ndet erm nat e
critical

maj or

m nor

war ni ng

oURWONRO

Val ues 1-6 are from X 733.

4.3.3.3. SystenBSecurityEvent C ass Description

The purpose of a SystenBSecurityEvent is to represent Events that are
detected by the managenent system instead of Events that are
generated by a user or a device. Information in this Event nay be
used as part of a test to deternine if the Condition clause in this
ECA Policy Rule should be evaluated or not. Exanples include an
event issued by an anal ytics systemthat warns against a particul ar
pattern of unknown user accesses, or an Event issued by a nmanagenent
systemthat represents a set of correlated and/or filtered Events.

The SystenBSecurityEvent class defines the follow ng attributes:
4.3.3.3.1. The sysSecEvent Content Attribute

This is a mandatory string that contains the content of the
SystenSecurityEvent. The format of the content is specified in the
sysSecEvent Format class attribute, and the type of Event is defined
in the sysSecEvent Type class attribute. An exanple of the
sysSecEvent Content attribute is the string "sysadm n3", with the
sysSecEvent Format attribute set to 1 (GQU D), and the sysSecEvent Type
attribute set to 2 (audit |og cleared).
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4.3.3.3.2. The sysSecEvent Format Attribute

This is a mandatory non-negati ve enunerated integer, which is used
to specify the data type of the sysSecEventContent attribute. Val ues

i ncl ude:
0:  unknown
1: CQUID (CGeneric Unique IDentifier)
2: UUD (Universal Unique IDentifier)
3: URI (Uniform Resource ldentifier)
4: FQDN (Fully Qualified Donmai n Nane)
5 F@PN (Fully Qualified Path Nane)

4.3.3.3.3. The sysSecEvent Type Attribute

This is a mandatory non-negati ve enunerated integer, which is used
to specify the type of Event that involves this device. Val ues

i ncl ude:
0:  unknown
1: audit log witten to
2: audit log cleared
3: policy created
4: policy edited
5: policy deleted
6: policy executed

4.3.3.4. TineSecurityEvent Cl ass Description

The purpose of a TinmeSecurityEvent is to represent Events that are
tenporal in nature (e.g., the start or end of a period of tine).
Time events signify an individual occurrence, or a tine period, in
whi ch a significant event happened. Information in this Event may be
used as part of a test to deternmne if the Condition clause in this
ECA Policy Rule should be evaluated or not. Exanples include issuing
an Event at a specific time to indicate that a particular resource
shoul d not be accessed, or that different authentication and

aut hori zati on nechani sns should now be used (e.g., because it is now
past regul ar busi ness hours).

The TineSecurityEvent class defines the followi ng attributes:
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4.3.3.4.1. The timeSecEvent Peri odBegin Attribute
This is a mandatory DateTinme attribute, and represents the begi nning
of atime period. It has a value that has a date and/or a tine
conmponent (as in the Java or Python libraries).

4.3.3.4.2. The timeSecEvent Peri odEnd Attribute
This is a mandatory DateTine attribute, and represents the end of a
time period. It has a value that has a date and/or a tine conponent
(as in the Java or Python libraries). If this is a single Event
occurrence, and not a tinme period when the Event can occur, then the
ti meSecEvent Peri odEnd attri bute may be ignored.

4.3.3.4.3. The timeSecEvent Ti neZone Attribute

This is a mandatory string attribute, and defines the tine zone that
this Event occurred in using the format specified in | SC8601.

4.3.4. Network Security Condition Sub-Mde

Figure 11 shows a nore detail ed design of the Condition subcl asses
that are contained in the Network Security Information Sub-Model .
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Figure 11. Network Security Info Sub-Mdel Condition C ass
Ext ensi ons

The six Condition classes shown in Figure 11 extend the (external)
generic Condition class to represent Conditions that are of interest
to Network Security. It is assuned that the (external) generic
Condition class is abstract, so that data nodel optimzations nay be
defined. It is also assunmed that the generic Condition class defines
basic Condition information in the formof attributes, such as a

uni que object ID, a description, as well as a nechanismto attach
zero or nore netadata objects to it. Wiile this could be defined as
attributes in a SecurityCondition class (which would be a subcl ass
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of the generic Condition class, and a superclass of the six
Condition classes shown in Figure 11), this nakes it harder to use
any generic Condition nodel with the | 2NSF conditi ons.

Brief class descriptions are provided in the foll owi ng sub-sections.
4.3.4.1. Packet SecurityCondition

The purpose of this Class is to represent packet header information
that can be used as part of a test to deternmne if the set of Policy
Actions in this ECA Policy Rule should be executed or not. This
class is abstract, and serves as the superclass of nore detail ed
conditions that involve different types of packet formats. Its

subcl asses are shown in Figure 12, and are defined in the follow ng

sections.
oo e e e e eie oo s +
| Packet SecurityCondition
S S +
/\
I
I
TS [ SR Fom e e - - - [ SR +
I I I
I I I
[ S, [ T e [ T e o m oo - +

| Packet Security

+

| Packet Security
| MACCondition |

+

+ +
I cur I
| I'Pv4Condition |
+ +

+

| Packet Security |
| I'Pv6Condition |
+

Figure 12. Network Security Info Sub-Mdel PacketSecurityCondition
Cl ass Extensions

4.3.4.1.1. Packet SecurityMACCondition

The purpose of this Cass is to represent packet MAC packet header
i nformati on that can be used as part of a test to deternmine if the
set of Policy Actions in this ECA Policy Rule should be executed or
not. This class is concrete, and defines the follow ng attributes:
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4.3.4.1.1.1. The pkt SecCondMACDest Attribute

This is a mandatory string attribute, and defines the MAC
destination address (6 octets |long).

4.3.4.1.1.2. The pkt SecCondMACSrc Attribute

This is a mandatory string attribute, and defines the MAC source
address (6 octets |ong).

4.3.4.1.1.3. The pkt SecCondMAC8021Q Attri bute

This is an optional string attribute, and defines the 802. 1Q tag
value (2 octets long). This defines VLAN nmenbership and 802. 1p
priority val ues.

4.3.4.1.1.4. The pkt SecCondMACEt her Type Attribute
This is a mandatory string attribute, and defines the EtherType
field (2 octets long). Values up to and including 1500 indicate the
size of the payload in octets; values of 1536 and above define which
protocol is encapsulated in the payload of the frane.
4.3.4.1.1.5. The pkt SecCondMACTClI Attribute
This is an optional string attribute, and defines the Tag Control
Information. This consists of a 3 bit user priority field, a drop
eligible indicator (1 bit), and a VLAN identifier (12 bits).
4.3.4.1.2. Packet Securityl Pv4Condition
The purpose of this Class is to represent packet |Pv4 packet header
i nformati on that can be used as part of a test to determne if the
set of Policy Actions in this ECA Policy Rule should be executed or
not. This class is concrete, and defines the follow ng attributes:
4.3.4.1.2.1. The pkt SecCondl Pv4SrcAddr Attribute

This is a mandatory string attribute, and defines the |IPv4 Source
Address (32 bhits).

4.3.4.1.2.2. The pkt SecCondl Pv4Dest Addr Attribute

This is a mandatory string attribute, and defines the |Pv4
Destination Address (32 bits).
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4.3.4.1.2.3. The pkt SecCondl Pv4Prot ocol Used Attri bute

This is a mandatory string attribute, and defines the protocol used
in the data portion of the |P datagram (8 bhits).

4.3.4.1.2.4. The pkt SecCondl Pv4DSCP Attri bute

This is a mandatory string attribute, and defines the Differentiated
Services Code Point field (6 bits).

4.3.4.1.2.5. The pkt SecCondl Pv4ECN Attri bute

This is an optional string attribute, and defines the Explicit
Congestion Notification field (2 bits).

4.3.4.1.2.6. The pkt SecCondl Pv4Total Length Attribute

This is a mandatory string attribute, and defines the total I|ength
of the packet (including header and data) in bytes (16 bits).

4.3.4.1.2.7. The pkt SecCondl Pv4TTL Attri bute

This is a mandatory string attribute, and defines the Tinme To Live
in seconds (8 bits).

4.3.4.1.3. Packet SecuritylPv6Condition
The purpose of this Cass is to represent packet |Pv6 packet header
informati on that can be used as part of a test to determne if the
set of Policy Actions in this ECA Policy Rule should be executed or
not. This class is concrete, and defines the follow ng attributes:
4.3.4.1.3.1. The pkt SecCondl Pv6SrcAddr Attribute

This is a mandatory string attribute, and defines the | Pv6 Source
Address (128 bits).

4.3.4.1.3.2. The pkt SecCondl Pv6Dest Addr Attribute

This is a mandatory string attribute, and defines the | Pv6
Destination Address (128 bits).

4.3.4.1.3.3. The pkt SecCondl Pv6DSCP Attri bute
This is a mandatory string attribute, and defines the Differentiated

Services Code Point field (6 bits). It consists of the six nost
significant bits of the Traffic Cass field in the | Pv6 header
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4.3.4.1.3.4. The pkt SecCondl Pv6ECN Attri bute
This is a mandatory string attribute, and defines the Explicit
Congestion Notification field (2 bits). It consists of the two |east
significant bits of the Traffic Cass field in the | Pv6 header

4.3.4.1.3.5. The pkt SecCondl Pv6Fl omLabel Attribute
This is a mandatory string attribute, and defines an IPv6 flow | abel.
This, in conbination with the Source and Destination Address fi el ds,
enabl es efficient 1Pv6 flow classification by using only the | Pv6
mai n header fields (20 bits).

4.3.4.1.3.6. The pkt SecCondl Pv6Payl oadLength Attribute
This is a mandatory string attribute, and defines the total |length
of the packet (including the fixed and any extension headers, and
data) in bytes (16 bits).

4.3.4.1.3.7. The pkt SecCondl Pv6Next Header Attribute

This is a mandatory string attribute, and defines the type of the
next header (e.g., which extension header to use) (8 bits).

4.3.4.1.3.8. The pkt SecCondl Pv6HopLimit Attribute

This is a mandatory string attribute, and defines the maxi num nunber
of hops that this packet can traverse (8 bhits).

4.3.4.1. 4. Packet SecurityTCPCondition
The purpose of this Class is to represent packet TCP packet header
i nformati on that can be used as part of a test to determne if the
set of Policy Actions in this ECA Policy Rule should be executed or
not. This class is concrete, and defines the follow ng attributes:
4.3.4.1.4.1. The pkt SecCondTPCSrcPort Attribute

This is a mandatory string attribute, and defines the Source Port
(16 bits).

4.3.4.1.4.2. The pkt SecCondTPCDest Port Attribute

This is a mandatory string attribute, and defines the Destination
Port (16 bits).
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4.3.4.1.4.3. The pkt SecCondTPCSeqNum Attri bute

This is a mandatory string attribute, and defines the sequence
nunber (32 hits).

N

.3.4.1.4. 4. The pkt SecCondTPCFl ags Attribute

This is a mandatory string attribute, and defines the nine Control
bit flags (9 bits).

N

.3.4.1.5. Packet SecurityUDPCondition

The purpose of this Cass is to represent packet UDP packet header
i nformati on that can be used as part of a test to determne if the
set of Policy Actions in this ECA Policy Rule should be executed or
not. This class is concrete, and defines the follow ng attributes:

N

.3.4.1.5.1. The pkt SecCondUDPSrcPort Attribute

This is a mandatory string attribute, and defines the UDP Source
Port (16 bits).

4.3.4.1.5.2. The pkt SecCondUDPDest Port Attribute

This is a mandatory string attribute, and defines the UDP
Destination Port (16 bits).

i

.3.4.1.5.3. The pkt SecCondUDPLength Attribute

This is a mandatory string attribute, and defines the length in
bytes of the UDP header and data (16 bits).

N

.3.4.2. Packet Payl oadSecurityCondition

The purpose of this Class is to represent packet payl oad data that
can be used as part of a test to deternmine if the set of Policy
Actions in this ECA Policy Rule should be executed or not. Exanples
include a specific set of bytes in the packet payl oad.

N

.3.4.3. Target SecurityCondition

The purpose of this Class is to represent information about
different targets of this policy (i.e., entities to which this
policy rule should be applied), which can be used as part of a test
to determine if the set of Policy Actions in this ECA Policy Rule
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shoul d be executed or not. Exanples include whether the targeted
entities are playing the sane role, or whether each device is
adm ni stered by the sane set of users, groups, or roles.

This O ass has several inportant subclasses, including:

a. ServiceSecurityContextCondition is the superclass for al
i nformati on that can be used in an ECA Policy Rule that specifies
data about the type of service to be analyzed (e.g., the protoco
type and port nunber)

b. ApplicationSecurityContextCondition is the superclass for al
i nformati on that can be used in a ECA Policy Rule that specifies
data that identifies a particular application (including netadata,
such as risk level)

c. DeviceSecurityContextCondition is the superclass for al
i nformati on that can be used in a ECA Policy Rule that specifies
data about a device type and/or device OS that is being used

4.3.4.4. UserSecurityCondition

The purpose of this Class is to represent data about the user or
group referenced in this ECA Policy Rule that can be used as part of
atest to determne if the set of Policy Actions in this ECA Policy
Rul e shoul d be eval uated or not. Exanples include the user or group
id used, the type of connection used, whether a given user or group
is playing a particular role, or whether a given user or group has
failed to login a particular nunmber of tines.

4.3.4.5. SecurityContextCondition

The purpose of this Class is to represent security conditions that
are part of a specific context, which can be used as part of a test
to determine if the set of Policy Actions in this ECA Policy Rule
shoul d be evaluated or not. Exanples include testing to determine if
a particular pattern of security-related data have occurred, or if
the current session state matches the expected session state.

4.3.4.6. GenericContextSecurityCondition

The purpose of this Cass is to represent generic contextua
information in which this ECA Policy Rule is being executed, which
can be used as part of a test to deternmine if the set of Policy
Actions in this ECA Policy Rule should be evaluated or not. Exanples
i ncl ude geographic |ocation and tenporal infornmation
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4.3.5. Network Security Action Sub-Model

Fi gure 13 shows a nore detail ed design of the Action subcl asses that
are contained in the Network Security Information Sub-Mdel.

e e e e e e e e o +
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Figure 13. Network Security Info Sub-Mdel Action Extensions

The four Action classes shown in Figure 13 extend the (external)
generic Action class to represent Actions that performa Network

Security Control function. Brief class descriptions are provided in
the follow ng sub-sections.
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4.3.5.1. IngressAction
The purpose of this Class is to represent actions performed on
packets that enter an NSF. Exanpl es include pass, drop, mrror
traffic.

4.3.5.2. EgressAction
The purpose of this Class is to represent actions performed on
packets that exit an NSF. Exanpl es include pass, drop, mrror
traffic, signal, encapsul ate.

4.3.5.3. ApplyProfileAction

The purpose of this Class is to represent applying a profile to
packets to performcontent security and/or attack mitigation control

4.3.5.4. Appl ySi gnat ureActi on
The purpose of this Class is to represent applying a signature file

to packets to performcontent security and/or attack mitigation
control

4.4. Information Mddel for Content Security Contro
The bl ock for content security control is conposed of a nunber of
security capabilities, while each one ains for protecting against a
specific type of threat in the application |ayer

Fol l owi ng figure shows a basic structure of the information nodel
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I I
| |
[ Anti-Virus [
| I ntrusion Prevention |
[ URL Filtering [
[ Fi 1 e Bl ocking [
| Data Filtering |
| Appl i cation Behavior Control |
[ Mail Filtering [
| Packet Capturing |
[ File Isolation [
[ C. [
I I
| |
I I
I I
I I
I I
I I
+ +

I nf ormati on nodel
for content security
control
Figure 14. The basic structure of information nodel for content
security control

The detail ed description about the standard interface and the
paraneters for all the security capabilities of this category are
TBD.

4.5, Information Mddel for Attack Mtigation Control

The bl ock for attack mitigation control is conposed of a number of
security capabilities, while each one ains for mtigating a specific
type of network attack.

Fol I owi ng figure shows a basic structure of the information nodel:
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Pl ease viewin a fixed-width font such as Courier.

CGeneral Shared
Par anet ers:

| Attack nitigation |
| capabilites: |
| SYN fl ood, |
| UDP fl ood, [
| 1CwP fl ood, [
| I'P fragnment flood, |
| 1Pv6 related attacks|
| HTTP fl ood, [
| HTTPS fl ood, |
| DNS fl ood, [
| DNS anplification, |
| SSL DDoS, |
| 1P sweep, [
| Port scanning, |
| Ping of Death, |
| Oversized | CWP [
I I
I I
I I

I nf or mati on nodel
for attack mtigation
contr ol

Fi gure 15. The basic structure of information nodel for attack
mtigation control

The detail ed description about the standard interface and the
general shared paranmeters for all the security capabilities of this
category are TBD.

5. Security Considerations
TBD

6. | ANA Consi derati ons
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Appendi x A
Thi s Appendi x specifies the informati on nodel of security policy in
Rout i ng Backus-Naur Form [ RFC5511]. This granmmar is intended to
hel p the reader better understand the english text description in
order to derive a data nodel
Firstly, several types of route are specified as foll ows:
o | Pv4: Match on destination |IP address in the |Pv4 header
o | Pv6: Match on destination |IP address in the | Pv6 header
o MPLS: Match on a MPLS | abel at the top of the MPLS | abel stack

o MAC:. Match on MAC destination addresses in the ethernet header

o Interface: Match on inconing/outcomng interface of the packet

Then, the |2NSF i nformation nodel grammar of security policy is
specified as foll ows:

<Policy> ::= <policy-nane> <policy-id> (<Rule> ...)

<Rul e> ::= <rul e-nane> <rul e-i d> <Mat ch> <Acti on>

<Mat ch> ::= [ <subj ect - based- mat ch>] [ <obj ect - based- mat ch>]
<subj ect - based- mat ch> :: = [ <L234- packet - header> ...]

[ <packet - payl oad> .. .]
<L234- packet - header > :: = [ <address-scope>] [<layer-2-header>]
[ <l 'ayer - 3- header >] [<l| ayer-4-header >]
<addr ess-scope> ::= <route-type> (<ipvd-route> | <ipv6-route> |

<nmpl s-route> | <mac-route> | <interface-route>)

<route-type> ::= <IPV4> | <IPV6> | <MPLS> | <IEEE_MAC> | <I NTERFACE>

<i pv4-route> ::= <ip-route-type> (<destination-ipv4-address>
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<source-ipv4-address> | (<destination-ipv4-address>

<sour ce-i pv4- address>))

<desti nation-i pv4-address> ::= <ipv4-prefix>

<sour ce-i pv4-address> ::= <ipv4-prefix>

<i pv4-prefix> ::= <| PV4_ADDRESS> <| PV4_PREFI X_LENGTH>

<i pvb6-route> ::= <ip-route-type> (<destination-ipv6-address>

<source-i pv6-address> | (<destination-ipv6-address>
<source-i pv6- address>))

<destination-ipv6-address> ::= <ipv6-prefix>

<source-i pv6-address> ::= <ipv6-prefix>

<i pv6-prefix> ::= <| PV6_ADDRESS> <I| PV6_PREFI X LENGTH>

<ip-route-type> ::= <SRC> | <DEST> | <DEST_SRC>

<l ayer - 3-header> :: = <i pv4-header> | <ipv6-header>

<i pv4- header > :: = <SOURCE_| Pv4_ADDRESS> <DESTI NATI ON_| Pv4_ADDRESS>
<PROTOCOL> [ <TTL>] [ <DSCP>]

<SOURCE_| PV6_ADDRESS> <DESTI NATI ON_| PV6_ADDRESS>

<i pv6- header > :
<NEXT_HEADER> [ <TRAFFI C_CLASS>]

[ <FLOW LABEL>] [<HOP_LIM T>]

<obj ect-based-match> ::= [<user> ...] [<schedul e>] [<region>]
[<target>] [<state>]

<user> ::= (<l ogi n-nanme> <group- nanme> <parent - group> <passwor d>
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<expi red-dat e> <al | ow mul ti -account -1 ogi n>
<addr ess-binding>) | <tenant> | <VN-id>
<schedul e> ::= <nanme> <type> <start-tine> <end-tine>

<weekly-validity-tine>

<type> ::= <once> | <periodic>
<target> ::= [<service>] [<application>] [<device>]
<service> ::= <name> <i d> <protocol > [ <protocol -nunp] [<src-port>]

[ <dest - port >]

<protocol > ::= <TCP> | <UDP> | <ICWP> | <ICWv6> | <IP>

<application> ::= <name> <i d> <cat egory> <subcat egory>
<dat a-transm ssi on- nodel > <ri sk-1evel >
<si gnat ur e>
<cat egory> ::= <business-systenr | <Entertainnment> | <internet>
<networ k> | <general >
<subcat egory> ::= <Finance> | <Email> | <Gane> | <nmedi a-sharing>
<soci al -networ k> | <web-posting> | <proxy>
<dat a-transni ssion-nodel > ::= <client-server> | <browser-based>
<net wor ki ng> | <peer -t o- peer>
<unassi gned>
<risk-level> ::= <Exploitable> | <Productivity-loss> | <Evasive>
<Dat a-1 oss> | <Mal war e- vehi cl e>

<Bandwi dt h- consum ng> | <Tunnel i ng>
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<sighature> ::= <server-address> <protocol > <dest-port-nunp

<fl owdirecti on> <obj ect > <keywor d>

<flowdirection> ::= <request> | <response> | <bidirection>

<obj ect> ::= <packet> | <flow>

<devi ce> ::= <pc> | <mobil e-phone> | <tablet>

<session-state> ::= <new> | <established> | <related> | <invalid> |

<untracked>

<action> ::= <basic-action> [ <advanced-acti on>]
<basi c-action> ::= <pass> | <deny> | <mirror> | <call-function>
<encapsul ati on>
<advanced-action> ::= [<profile-antivirus>] [<profile-I|PS>]
[<profile-url-filtering>]
[<profile-file-blocking>]
[<profile-data-filtering>]

[<profil e-application-control >]
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