Net wor k Wor ki ng Group C. Zhou

I nternet-Draft L. Xia
I ntended status: |nformational Huawei Technol ogi es
Expires: April 21, 2016 M Boucadair
France Tel ecom

J. Xiong

Huawei Technol ogi es
Cct ober 19, 2015

The Capability Interface for Mnitoring Network Security Functions (NSF)
in | 2NSF
draft-zhou-i2nsf-capability-interface-nonitoring-00

Abstract

Thi s docunment focuses on the nonitoring aspects of the fl ow based
Net work Security Functions (NSFs). The NSF Capability interface

bet ween the Service Provider’s managenent system (or Security
Controller) and the NSFs is neant to enforce the required nonitoring
capability.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 21, 2016
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1. Introduction

Ri sing security problens bring challenges for the security
enterprises and organi zations. There are already sone software and
har dwar e devi ces depl oyed for these problems, e.g., antivirus,
firewall, intrusion detection systens (IDS), Wb security gateway,
and DPl, which build up many safety |lines accordingly. However, one
i ndi vidual safety line only defenses the security threats of only one
aspect. And nore seriously, these safety defense devices are
generating | arge amount of |ogs and events in the operating
procedure, which makes a lot of "information island". Wth large
quantity and isolated security information, it brings |ow efficiency
for the security managers who operate on their own control platform
and warni ng wi ndow of various devi ces.

The network security nechani smwould be nore efficient if the
Security Controller defined in [I-D. merged-i2nsf-framework] could
moni tor, analyze and investigate the abnormal events and finally
produce security reports to the security admnistrators. The
security controller should also be able to collect the traffic and
session information fromthe NSF, in order to steer the suspected
attack source or victimtraffic to the cleaning center.

The data mining use case defined in [I-D.xi a-dot s-extended-use- cases]
has provi ded a good exanple for distributed denial -of-service (DDoS)
attack nonitoring report. [I-D.reddy-dots-info-nodel] al so describes
the informati on nodel of flow nonitoring to help identify DDOS
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attacks in a network. This docunent ains to cover nore cases and
nmore attack types in the network, e.g., botnets, spam and spyware.

Thi s docunent describes how to use the capability interface to
collect the security information fromthe NSFs and which security
information will be reported using this interface. The protocol and
i nformati on nodel will be described for the nonitoring aspects of the
Capability Interface.

2. Term nol ogy
3. The Capability Interface for Monitoring
3.1. Overview

The capability interface should be able to provide unified event
format for the logs and warning information of the overall network,
to facilitate the failure discovery and failure locating tinmely and
accurately. Wth the unified event format, the security nanagers
could run easily and quickly through various security events which
guarantees the availability of service information system and service
continuity. To achieve this, the Security Controller needs to
collect the detailed information of the network status and traffic
information fromthe NSF to nake intelligent security decision and to
dynani cal |l y adjust the sanpling and steering policy.
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N |
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nmoni t ori ng | |
| \
B o e e e e e e e e e oo +
| |
I I
Homm e + Homm e +
+ NSF-1+ ------- ... oo + NSF- n+
[ S, + [ S, +

Figure 1: Mnitoring Interface
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As described in Figure 1, the traffic nmonitoring procedure involves
two network el enments: Security Controller (SC) and NSF. The NSF
reports the nonitoring information to the SC, which provides the
specific traffic information, e.g., abnormal flows, security |ogs,
statistics or the suspicious attack sources or destinations. The SC
is responsible for nonitoring and collecting traffic information from
NSFs. Based on the input fromthe NSF, the SC coul d nmake policy
enforcenment for the specific flows, e.g., traffic steering or
adjusting the fl ow sanpling policies.

3.2. Traffic Report

The traffic reported fromthe NSF may contain the information of IP
addresses, security logs, statistics, warnings, and etc. The syslog
prot ocol [RFC5424] could be used to send event notification nmessages
to the SC for traffic collection. The IP Flow Information Export
(IPFI X) protocol [RFC5101] may al so be adopted for the flow sanpling
information collection. There are mainly three types of infornmation
reported using the capability interface:

o Traffic Statistics:

* Nornmal traffic statistics based on the source and destination
address, including byte per second (bps) and packet per second
(pps) .

* Abnormal traffic statistics based on the source and destination
address, including bps and pps.

* Traffic statistics based on the network address range
(including port usage), including bps and pps.

0 Session Statistics:

* Concurrent session statistics based on the source and
desti nati on address.

*  New session statistics based on the source and destination
addr ess.

*  Abnornmal session statistics based on the source and destination
address, including null link, retransm ssion session and sl ow
start |ink.

0 Abnormal/Attack Event: analysis results of the rel evant abnormal/

attack event, e.g., tine, type, level, detail description,
t hreshol d, source |IP address and destination |IP address.
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The NSF coul d report the accurate source and destination of the
attack to the security controller for which to make traffic steering
policy, e.g., steering the bad "botnet"” traffic to the cl eaning
center. The type, size and proportion of the abnormal traffic could
al so be reported to assist the security controller to deternine the
steering priority, e.g., priority traction, large flow cl eani ng.

3.3. Policy Enforcenent

The Security Controller is responsible for nmaking policy decisions
after getting the security information fromthe NSF (and, typically,
other instructions fromthe operator). It will provide the attack
nmitigation and defense strategy with the acquired sanpling traffic
information for attack detection by the way of dynam cally adjusting
the flow sanpling policy, e.g., flowinformation, sanpling ratio,
sanpl i ng encapsul ati on net hod and/or sanpling point information. The
policies may include: traffic cleaning and sanpling adjustnent.

o Traffic cleaning: with the suspicious result of the analyzed
sampling traffic, the security controller dynamically sends the
steering policy to the related NSF or sends the flow bl ocki ng
policy to the NSF which is nearest to the attack point, to block
the attack traffic fromthe source. The traffic cleaning policy
may include the follow ng three ones:

* Access Control List (ACL), to block the attack traffic.
* Packet hash digest to block the attack traffic.
* Traffic steering policy to clean the traffic.

0o Flow sampling adjustment: after filtering the abnormal object of
the sanpling traffic, the security controller could dynamcally
adjust the sanpling policy to inprove the sanpling rate of the
TOPN abnorrmal object, in order to nake nore accurate attack
detection. The abnormal object may include: Top N network address
range of the abnormal session, Top N | P address of the abnormal
session and the Top N of abnornmal sessions.

4. Security Considerations
5. | ANA Consi derati ons

Thi s docunment has no actions for | ANA
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