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1. Introduction

As described in [I-D. pastor-i2nsf-nerged-use-cases], the use of
externally provided NSF inplies several additional concerns in
security. The nost relevant threats associated with a externalized
virtual platformare detailed in [I-D.ietf-i2nsf-franework]. As
stated there, nutual authentication between the user and the NSF
envi ronment and, what is nore inportant, the attestation of the
elements in this environment by clients could address these threats
to an acceptable level of risk. |In particular

0 Any inpersonation attenpt (of the client or the NSF environnent)
will be mninmzed by nutual authentication, and since appropriate
records of such authentications will be nade avail able, events
will be suitable for auditing in the case of an incident.

0 Attestation of the NSF environnent, especially when perforned
periodically, will allowclients to detect the alteration of the
processing elements, or the installation of malformed el ements,
and nutual authentication will provide again an audit trail

0 Attestation relying on independent Trusted Third Parties wll
alleviate the inpact of malicious activity on the side of the
provider by issuing the appropriate alarms in the event of any NSF
envi ronnment nmani pul ation

o VWiile it is true that any environment is vulnerable to malicious
activity with full physical access (and this is obviously beyond
the scope of this docunent), the application of attestation
mechani sns rai ses the degree of physical control necessary to
perform an untraceabl e nalicious nodification of the environnent.

The client can have a proof that their NSFs and policies are
correctly (fromthe client point of view) enforced by the Security
Controller. Taking into account the threats identified in
[I-Dietf-i2nsf-franmework], this docunent first identifies the user
expectations regarding renote trust establishnent, briefly analyzes
Trusted Conputing techniques, and finally describes the proposed
mechani sms for renote establishnment of trust through the Security
Controller.

2. Requirenents Language
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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In this docurment, these words will appear with that interpretation
only when in ALL CAPS. Lower case uses of these words are not to be
interpreted as carrying RFC- 2119 significance.

3. Establishing dient Trust

From a high-level standpoint, in any |I2NSF platform the client
connects and authenticates to the Security Controller, which then
initialises the client’s NSFs and policies. Afterwards, user traffic
fromthe client domain goes through the NSF pl atform which hosts the
correspondi ng NSFs. The user’s expectations of the platform behavior
are thus twofold:

o0 The user traffic will be treated according to the client-specified
NSFs and policies, and no other processing will be perforned by
the Security Controller or the platformitself (e.g. traffic
eavesdr oppi ng) .

0 Each NSF (and its correspondi ng policies) behaves as configured by
the client.

W will refer to the attestation of these two expectations as the
"client-agnostic attestation" and the "client-specific attestation”
Trusted Conputing techniques play a key role in addressing this
expect ati ons.

3.1. First Step: dient-Agnostic Attestation
This is the first interaction between a client and a Security
Controller: the client wants an attestation that proves it is
connected to a genuine Security Controller before continuing with the
aut hentication. In this context, two properties characterise the
genui neness of the Security Controller
1. That the identity of the Security Controller is correct

2. That it will process the client credentials and set up the client
NSFs and policies properly.

Once these two properties are proven to the client, the client knows
that their credentials will only be used by the Security Controller
to set up the execution of their NSFs.

3.2. Second Step: dient-Specific Attestation

Fromthe security enforcenment point of view, the client agnostic
attestation focuses on the initialization of the execution platform
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for the vNSFs. This second step ains to prove to clients that their
security is enforced accordingly with their choices (i.e. NSFs and
policies). The attestation can be perforned at the initialization of
the NSFs, before any user traffic is processed by the NSFs, or during
t he execution of the NSFs.

Support of static NSF attestation is REQU RED for a Security
Control |l er managi ng NSFs, and MJUST be perfornmed before any user
traffic is redirected through any set of NSFs. The Security
Controll er MUST provide a proof to the client that the instantiated
NSFs and policies are the ones chosen

Additionally to the NSF attestation at the nonent of their
instantiation, a continuous attestation of the NSF execution (based
on the generation of periodic TPMintegrity measurenents) MAY be
required by a client to ensure their security.

3.3. Trusted Conputing

In a nutshell, Trusted Conputing (TC) ainms at answering the follow ng
question: "As a user or administrator, how can | have sone assurance
that a conputing systemis behaving as it shoul d?". The nmj or

enterprise level TCinitiative is the Trusted Conputing Goup [TCGH,
whi ch has been established for nore than a decade, that primarily
focuses on devel oping TC for comodity conputers (servers, desktops
| apt ops, etc.).

The overall schene proposed by TCG for using Trusted Conputing is
based on a step-by-step extension of trust, called a Chain of Trust.
It uses a transitive nmechanism if a user can trust the first
execution step and each step correctly attests the next executable
software for trustworthiness, then a user can trust the system
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Figure 1: Applying Trusted Conputing

Ef fectively, during the | oading of each piece of software, the
integrity of each piece of software is neasured and stored inside a
log that reflects the different boot stages, as illustrated in the
figure above. Later, at the request of a user, the platformcan
present this log (signed with the unique identity of the platforn),
whi ch can be checked to prove the platformidentity and attest the
state of the system The base el enent for the extension of the Chain
of Trust is called the Core Root of Trust.

The TCG has created a standard for the the design and usage of a
secure cryptoprocessor to address the storage of keys, genera

Pastor, et al. Expi res January 5, 2017 [ Page 6]



Internet-Draft Renote Attestation for NSFs July 2016

secrets, identities and platformintegrity neasurenents: the Trusted
Pl atform Module (TPM. Wen using a TPM as a root of trust,
measurenents of the software stack are stored in special on-board

Pl at form Confi gurati on Registers (PCRs) on a discrete TPM There are
normal ly a small nunber of PCRs that can be used for storing

measur enents, however it is not possible to directly wite to a PCR

i nst ead nmeasurenents mnmust be stored using a process call ed Extending
PCRs.

The extend operation can update a PCR by produci ng a gl obal hash of
the concat enated val ues of the previous PCR value with the new

measur enent val ue. The Extend operation allows for an unlimted
nunber of neasurenents to be captured in a single PCR since the size
of the value is always the same and it retains a verifiable ordered
chain of all the previous measurenents.

Attestation of the virtualization platformw Il thus rely on a
process of neasuring the booted software and storing a chained | og of
measurenents, typically referred to as Trusted Boot. The user wll
either validate the signed set of measurements with a trusted third
party verifier who will assess whether the software configuration is
trusted, or the user can check for thensel ves against their own set
of reference digest values (nmeasurenents) that they have obtained a
priori, and having al ready known the public endorsenent key of the
renote Root of Trust.

Trusted Boot should not be confused with a different nechani sm known
as "Secure Boot", as they both are designed to solve different

probl ens. Secure Boot is a nechanismfor a platformowner to |ock a
platformto only execute particular software. Software conponents
that do not match the configuration digests will not be | oaded or
executed. This mechanismis particularly useful in preventing
bootkits from successfully infecting a platformon reboot. A conmon
standard for inplenenting Secure Boot is described in [UEFI]. Secure
Boot only enforces a particular configuration of software, it does
not allow a user to attest or quote for a series of measurenents.

4. NSF Attestation Principles

Fol I owi ng the general requirenents described in
[I-Dietf-i2nsf-franework] the Security Controller will becone the
essential elenment to inplenent the neasurenents described above,
relaying on a TPM for the Root of Trust.

A mutual authentication of clients and the Security Controller MJST

be perforned, establishing the desired | evel of assurance. This
| evel of assurance will determ ne how stringent are the requirenents
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for authentication (in both directions), and how detail ed the

coll ected measurenents and their verification will be. Furthernore,
the NSF platform MUST run a TPM able to collect nmeasurenments of the
platformitself, the Security Controller, and the NSFs being
executed. The Security Controller MIST nake the attestation
nmeasurenents available to the client, directly or by nmeans of a
Trusted Third Party.

As described in [I-D.ietf-i2nsf-framework], a trusted connection
between the client and the Security Controller MJST be established
and all traffic to and fromthe NSF environnent MJST flow through
thi s connection

NOTE: The reference to results from W3 such as NEA and SACMi s
currently under consideration and will be included here.

4.1. Requirenents for a Trusted NSF Platform

Al though a discrete hardware TPMis RECOMMVENDED, relaxed alternatives
(such as enbedded CPU TPMs, or nenory and execution isolation

mechani sms) MAY al so be applied when the required | evel of assurance
is lower. This reduced |evel of assurance MJUST be comuni cated to
the user by the Security Controller during the initial nutual

aut henti cati on phase.

4.1.1. Trusted Boot

NOTE: This section is derived fromthe original version of the
docunent, focused on virtual NSFs. Although it seens to be
applicable to any nodern physical appliance, we nust be sure all

t hese consi derations are 100% applicable to physical NSFs as well,
and provide exceptions when that is not the case. Support from
expert in physical node attestation is required here.

Al clients who interact with a Security Controller MJST be able to:

a. ldentify the Security Controller based on the public key of a
Root of Trust.

b. Retrieve a set of neasurenents of all the base software the
Security Controller has booted (i.e. the NSF platfornj.

This requires that firmmvare and software MJST be neasured before

| oading, with the resulting val ue being used to extend the
appropriate PCR register. The general usage of PCRs by each software
conponent SHOULD conformto open standards, in order to nake
verifying attestation reports interoperable, as it is the case of TCG
Generic Server Specification [ TCGGSS].
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4.

1.

As well as for providing a signed audit |og of boot neasurenents, the
PCR val ues can also be used as an identity for dynamically decrypting
encrypted bl obs on the platform (such as encryption keys or
configurations that belong to operating system conponents). Software
can choose to subnit pieces of data to be encrypted by the Root of
Trust (which has its own private asymmetric key and PCR regi sters)
and only have it decrypted based on a criteria. This criteria can be
that the platformbooted into a particular state (e.g. a set of PCR
values). Once the desired criteria is described and the sensitive
data is encrypted by the root of trust, the data has been sealed to
that platformstate. The sealed data will only be decrypted when the
pl at form nmeasurenents held in the root of trust match the particul ar
state.

Trusted Boot requires the use of a root of trust for safely storing
measurenents and secrets. Since the Root of Trust is self-contained
and isolated fromall the software that is measured, it is able to
produce a signed set of platformnmeasurenents to a |local or renote
user. Trusted Boot however does not provide enforcenent of a
configuration, since the root of trust is a passive component not in
the execution path, and is solely used for safe independent storage
of secrets and platform neasurenents. It will respond to attestation
requests with the exact neasurenents that were nmade during the
software boot process. Sealing and unsealing of sensitive data is

al so a strong advantage of Trusted Boot, since it prevents |eakage of
secrets in the event of an untrusted software configuration

2. Renpte Attestation Service

A service MJIST be present for providing signed attestation report
(e.g. the neasurenents) fromthe Root of Trust (RoT) to the client.
In case of failure to communicate with the service, the client MJST
assune the service cannot be trusted and seek an alternative Security
Controller.

Since sonme fornms of RoT require serialised access (i.e. due to slow
access to hardware), latency of getting an attestation report could

i ncrease with simultaneous requests. Sinmultaneous requests could
occur if nmultiple Trusted Third Parties (TTP) request for attestation
reports at the sane tinme. This MAY be inproved through batchi ng of
requests, in a special nanner. |n a typical renpte attestation
protocol, the client sends a random number ("nonce") to the RoT in
order to detect any replay attacks. Therefore, caching of an
attestation report does not work, since there is the possibility that
it my not be a fresh report. The solution is to batch the nonce for
each requestor until the RoT is ready for creating the attestation
report. The report will be signed by the enbedded identity of the
RoT to provide data integrity and authenticity, and the report wll
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include all the nonces of the requestors. Regardless of the nunber
of the nunber of nonces included, the requestor verifying the
attestation report MIST check to see if the requestor’s nonce was
included in order to detect replay attacks. |In addition to the
attestation report containing PCRs, an additional report known as an
SML (Secure Measurenent Log) can be returned to the requestor to
provide nmore information on howto verify the report (e.g. howto
reproduce the PCR values). The integrity of the SM. is protected by
a PCR neasurenent in the RoT. An exanple of an open standard for
responses is [TCARSS]. Further details are discussed in

Section 5. 2.

As part of initial contact, the Security Controller MAY present a
list of external TTPs that the client can use to verify it. However,
the client MJUST assess whether these external verifiers can be
trusted. The client can al so choose to ignore or discard the
presented verifiers.

Finally, to prevent malicious relaying of attestation reports froma
different host, the authentication material of the secure channe
(e.g. TLS, IPSec, etc.) SHOULD be bound to the RoT and verified by
the connected client, unless the | owest |evels of assurance have been
chosen and an explicit warning issued. This is also addressed in
Section 5. 1.

4.1. 3. Secur e Boot

Usi ng a nechani sm such as Secure Boot hel ps provide strong prevention
of software attacks. Furthernore, in conbination with a hardware-
based TPM Secure Boot can provide sone resilience to physica

attacks (e.g. preventing a class of offline attacks and unauthori sed
systemrepl acenent). For NSF providers, it is RECOVMENDED t hat
Secure Boot is enployed wherever possible with an appropriate
firmvare update nechanism due to the possible threat of software/
firmvare nodifications in either public places or privately with

i nside attackers.

5. Renpte Attestation Procedures

The establishnent of trust with the Security Controller and the NSF
pl atform consists of three nmain phases, which need to be coordinated
by the client:

1. Trusted channel with the Security Controller. During this phase,
the client securely connects to the Security Controller to avoid
that any data can be tanpered with or nodified by an attacker if
the network cannot be considered trusted. The establishment of
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the trusted channel is conpleted after the next step

2. Security Controller attestation. During this phase, the client
verifies that the Security Controller conponents responsible for
handl i ng the credentials and for the isolation with respect to
other potential clients are behaving correctly. Furthernore, it
is verified that the identity of the platformattested is the
same of the one presented by the Security Controller during the
est abli shnent of the secure connection

3. Platformattestation. During this step, that can be repeated
periodically until the connection is term nated, the Security
Controller verifies the integrity of the el enments conposing the
NSF platform The conponents responsible for this task have been
al ready attested during the previous phase.

e +
3. Attestation | Trusted | 3. Attestation

S R T > Third S +

| | Party | |

| Fomm e + F--emmaa S RS +
E V------- + | +----- V----- + |
| Cient | | | Security | |
| | 1. Trusted channel | | Controller|
| 2. Get Cert R + handshake +--------- > |
| 3. Attestation [ I + |
| 4. Cont.handshake]| | |
I I I I
I I e +
I I | | wNSF | |
| | | - +
e e e e oo oo + e e e e +

Figure 2: Steps for renote attestation

In the followi ng each step, as depicted in the above figure, is
di scussed in nore detail.

5.1. Trusted Channel with the Security Controller
A trusted channel is an enhanced version of the secured channel that,
differently fromthe latter, requires the integrity verification of

the contacted endpoint by the other peer during the initial
handshake. However, sinply transmtting the integrity measurenents

Pastor, et al. Expi res January 5, 2017 [ Page 11]



Internet-Draft Renote Attestation for NSFs July 2016

over the channel does not guarantee that the platformverified is the
channel endpoint. The public key or the certificate for the secure
communi cati on MJST be included as part of the measurenents presented
by the contacted endpoint during the renote attestation. This way, a
mal i ci ous platformcannot relay the attestation to another platform
as its certificate will not be present in the neasurenents |ist of
the genuine platform

In addition, the problemof a potential |oss of control of the
private key nust be addressed (a nalicious endpoint could prove the
identity of the genuine endpoint). This is done by defining a |ong-
lived Platform Property Certificate. Since this certificate connects
the platformidentity to the AIK public key, an attacker cannot use a
stolen private key without revealing his identity, as it may use the
certificate of the genuine endpoint but cannot create a quote wth
the AIK of the other platform

Finally, since the platformidentity can be verified fromthe
Platform Property Certificate, the information in the certificate to
be presented during the establishnent of a secure communication is
redundant. This allows for the use of self-signed certificates, what
woul d sinplify operational procedures in nmany environnents,
especially when they are nulti-tenant. Thus, in place of
certificates signed by trusted CAs, the use of self-signed
certificates (which still need to be included in the neasurenents
list) is RECOMVENDED.

The steps required for the establishnment of a trusted channel with
the Security Controller are as foll ows:

1. The client begins the trusted channel handshake with the sel ected
Security Controller.

2. The certificate of the Security Controller is collected and used
for verifying the binding of the attestation result to the
cont act ed endpoi nt.

3. The client perfornms the renpte attestation protocol with the
Security Controller, either directly or with the help of a
Trusted Third Party. The Trusted Third Party MAY performthe
verification of attestation quotes on behalf of nultiple clients.

4. If the result of the attestation is positive, the application

conti nues the handshake and establishes the trusted channel
G herwise, it closes the connection.
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5.2. Security Controller Attestation

During the establishment of the trusted channel, the client attests
the Security Controller by verifying the identity of the contacted
endpoint and its integrity. Initially the Security Controller
nmeasures all the hardware and software conponents involved in the
boot process of the VNSF platform in order to build the chain of
trust.

Since a client nmay not have enough capabilities to performthe
integrity verification of a Security Controller the client MY
request the status of a Security Controller to a Trusted Third Party
(TTP), which is in charge of conmunicating with it. This choice has
the additional advantage of preventing an attacker fromeasily
determ ning the software running at the Security Controller

If the client directly perforns the renote attestation it perforns
the follow ng steps:

1. Ask the Security Controller to generate an integrity report with
the format defined in [ TCA RSS].

2. The Security Controller retrieves the neasurenents and asks the
TPMto sign the PCRs with an Attestation ldentity Key (AlK)
This signature provides the client with the evidence that the
measur enents received belong to the Security Controller being
att est ed.

3. Once the integrity report has been generated it is sent back to
the client.

4. The client first checks if the integrity report is valid by
verifying the quote and the certificate associated to the AK
and then determines if the Security Controller is behaving as
expected, i.e. its software has not been conproni sed and
i solation anong the clients connected to it is enforced. As part
of the verification, the client also checks that the digest of
the certificate, received during the trusted channel handshake,

i s present anpbng neasurenents.

If the client has |limted conputation resources, or requires an

i ndependent external element whom he can trust the neasurenents from
it my contact a TTP it may contact a TTP which, in turn, attests the
Security Controller and returns the result of the integrity
evaluation to the client, follow ng the sanme steps depicted above.
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5.3.

8.

Pl atform Attestati on

The main outconme of the Security Controller attestation is to detect
whether or not it is correctly configuring the operationa
environnment for NSFs to be nmanaged by the connecting client (the NSF
platform or just platforn) in a way that any user traffic is
processed only by these NSFs within the platform Platform
attestation, instead, evaluates the integrity of the NSFs running
within the platform

Platformattestation does not inply a validation of the nechani sns
the Security Controller can apply to select the appropriate NSFs to
enforce the Service Policies applicable to specific flows. The

sel ection of these NSFs is supposed to happen independently of the
attestation procedures, and trust on the selection process and the
translation of policies into function capabilities has to be based on
the trust clients have on the Security Controller being attested as
the one it was intended to be used. An attestation of the selection
and policy mappi ng procedures constitute an interesting research
matter, but it is out of the scope of this docunent.

The procedures are essentially simlar to the ones described in the
previous section. This step MAY be applied periodically if the |eve
of assurance selected by the user requires it.

Attesting NSFs, especially if they are running as virtual nachines,

can becone a rather costly operation, especially if periodic
monitoring is required by the requested | evel of assurance, and there

are several proposals to nake them feasible, fromthe proposal of

virtual TPMs in [VIPM to the application of Virtual Mchine
Introspection through an integrity nonitor described by [VMA].
Security Considerations

This docunment is specifically oriented to security and it is

consi dered al ong the whol e text.

| ANA Consi der ati ons

This docunment requires no | ANA actions.

Ref er ences
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