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Abstract

Thi s docunent describes a franework, objectives, requirenents, and
use cases for security services based on Software-Defined Networking
(SDN) using a common Interface to Network Security Functions (I2NSF).
It first proposes the framework of SDN-based security services in the
I 2NSF framework. It then explains three use cases, such as a
centralized firewall system centralized DDoS-attack mitigation
system and centralized Vol P/ VOLTE security system
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1. Introduction

Sof t war e- Defi ned Networking (SDN) is a set of techniques that enables
users to directly program orchestrate, control and nmanage network
resources through software (e.g., SDN applications). It relocates
the control of network resources to a dedicated network el ement,
namely SDN controller. The SDN controller uses interfaces to
arbitrate the control of network resources in a logically centralized
manner. |t al so manages and configures the distributed network
resources, and provides the abstracted view of the network resources
to the SDN applications. The SDN applications can custom ze and

aut onate the operations (including nanagenent) of the abstracted
network resources in a progranmabl e manner via the interfaces

[ RFC7149] [ I TU-T. Y. 3300] [ ONF- OpenFl ow] [ ONF- SDN- Ar chi t ecture] .

Due to the increase of sophisticated network attacks, the |egacy
security services becone difficult to cope with such network attacks
in an autononmous manner. SDN has been introduced to nmake networks
nmore controll abl e and manageabl e, and this SDN technol ogy will be
prom sing to autononously deal with such network attacks in a pronpt
manner .

Thi s docunent describes a franework, objectives and requirenents to
support the protection of network resources through SDN based
security services using a common interface to Network Security
Functions (NSF) [i2nsf-franmework]. It uses an interface to NSF

(I 2NSF) for such SDN-based security services that are performed in
virtual machi nes through network functions virtualization [ETSI-NFV].

Thi s docunent addresses the challenges of the exisiting systens for
security services. As feasible solutions to handle these chall enges,
this docunment proposes three use cases of the security services, such
as a centralized firewall system centralized DDoS-attack mitigation
system and centralized Vol P/ VOLTE security system

For the centralized firewall system this docunent raises linitations
in the legacy firewalls in terms of flexibility and administration
costs. Since in many cases, access control managenent for firewall
is mnually performed, it is difficult to add the access contro
policy rules corresponding to new network attacks in a pronpt and

aut ononous manner. Thus, this situation requires expensive

admi ni stration costs. This docunment introduces a use case of SDN
based firewall systemto overconme these linitations

For the centralized DDoS-attack mtigation system this docunent
raises limtations in the | egacy DDoS-attack mitigation techniques in
terns of flexibility and adninistration costs. Since in nmany cases,
network configuration for the mtigation is nanually perforned, it is
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difficult to dynamically configure network devices to linit and
control suspicious network traffic for DDoS attacks. This docunent

i ntroduces a use case of SDN-based DDoS-attack mitigation systemto
provi de an aut ononous and pronpt configuration for suspicious network
traffic.

For the centralized Vol P/ VOLTE security system this docunents raises
chal l enges in the | egacy Vol P/ VOLTE security systemin terms of
provisioning tine, the granularity of security, cost, and the

establi shnent of policy. This docunent shows a use case of SDN- based
Vol P/ VOLTE security systemto resolve these challenges along in the

| 2NSF f r amewor k.

2. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

3. Term nol ogy

Thi s docunent uses the term nol ogy described in [ RFC7149],

[ TUT.Y.3300], [ONF-QpenFlow], [ONF-SDN-Architecture],
[ITUT. X 1252], and [ITU-T.X.800]. In addition, the follow ng terms
are defined bel ow

0o Software-Defined Networking: A set of techniques that enables to
directly program orchestrate, control, and nmanage network
resources, which facilitates the design, delivery and operation of
network services in a dynam c and scal abl e manner [ITUT.Y. 3300].

0 Access Control: A procedure used to deternmine if an entity should
be granted access to resources, facilities, services, or
i nformati on based on pre-established rules and specific rights or
authority associated with the requesting party [ITUT. X 1252].

0 Access Control Policy: The set of rules that define the conditions
under whi ch access may take place [I TU-T. X 800].

0 Access Control Policy Rules: Security policy rules concerning the
provi sion of the access control service [ITU-T. X 800].

0 Network Resources: Network devices that can perform packet
forwarding in a network system The network resources include
network switch, router, gateway, WFi access points, and simlar
devi ces.
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4.

o Firewall: Afirewall that is a device or service at the junction
of two network segments that inspects every packet that attenpts
to cross the boundary. It also rejects any packet that does not
satisfy certain criteria for disallowed port nunbers or IP
addr esses.

0 Centralized Firewall System A centralized firewall that can
establish and distribute access control policy rules into network
resources for efficient firewall nmanagenment. These rules can be
managed dynam cally by a centralized server for firewall. SDN can
work as a network-based firewall systemthrough a standard
interface between firewall applications and network resources.

0 Centralized DDoS-attack Mtigation System A centralized mitigator
that can establish and distribute access control policy rules into
network resources for efficient DDoS-attack mitigation. These
rul es can be managed dynamically by a centralized server for DDoS-
attack nmitigation. SDN can work as a network-based nitigation
systemthrough a standard interface between DDoS-attack mitigation
appl i cations and network resources.

0 Centralized Vol P/VOLTE Security System A centralized security
systemthat handl es the security issues related to Vol P and VOLTE
services. SDN can work as a network-based security systemthrough
a standard interface between Vol P/ VOLTE security applications and
net wor k resources.

Overvi ew

This section describes the referenced architecture to support SDN
based security services, such as centralized firewall system and
centralized DDoS-attack mitigation system Also, it describes a
framework for SDN-based security services using | 2NSF.

As shown in Figure 1, network security functions (NSFs) as security
services (e.g., firewall, DDoS-attack mitigation, VolP/ VoLTE, web
filter, and deep packet inspection) run on the top of SDN controller
[ TUT.Y.3300] [ ONF-SDN-Architecture]. Wen an adm nistrator
enforces security policies for such security services through an
application interface, SDN controller generates the corresponding
access control policy rules to neet such security policies in an

aut ononous and pronpt nmanner. According to the generated access
control policy rules, the network resources such as switches take an
action to mtigate network attacks, for exanple, dropping packets

Wi th suspicious patterns.
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Figure 1: High-level Architecture for SDN based Security Services

Figure 2 shows a framework to support SDN based security services
using I 2NSF [i2nsf-framework]. As shown in Figure 2, |2NSF client
can use security services by delivering their high-level security
policies to security controller via client facing interface.
Security controller asks NSFs to perform function-level security
services via NSF facing interface. The NSFs run on top of virtua
machi nes t hrough Network Functions Virtualization (NFV) [ETSI-NFV].
NSFs ask switch controller to performtheir required security
services on sw tches under the supervision of switch controller. In
addition, security controller uses registration interface to
communi cate with devel oper’ s managenent system for registering (or
deregi stering) the developer’s NSFs into (or fron) the NFV system
usi ng the | 2NSF franmework

NSF facing interface between security controller and NSFs can be

i mpl ement ed by Network Configuration Protocol (NETCONF) [RFC6241]
with a data nodeling | anguage call ed YANG [ RFC6020] that descri bes
function-level security services. A data nodel in
[i2nsf-cap-interface-yang] can be used for the |2NSF capability
interface, which is NSF facing interface.

The proposed franework of SDN-based security services can be conbi ned
to a security managenent architecture in [i2nsf-sec-ngnt-arch] for
handl i ng high-level security policies as well as lowlevel security
poli ci es.
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Al so, the proposed framework can enforce |owlevel security policies

in

NSFs by using a service function chaining (SFC) enabl ed | 2NSF

architecture in [i2nsf-sfc-enabl ed-arch].

5. bjectives

(0]

Jeong,

Pronpt reaction to new network attacks: SDN- based security
services allow private networks to defend thensel ves agai nst new
sophi sti cated network attacks.

Automati c defense fromnetwork attacks: SDN based security
services identify the category of network attack (e.g., nalware
and DDoS attacks) and take counteraction for the defense w thout
the intervention of network adm nistrators.

Net wor k- | oad- awar e resource allocation: SDN- based security
services neasure the overhead of resources for security services
and dynamically sel ect resources considering | oad balance for the
maxi mum net wor k per f or mance
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Figure 2: A Franework for SDN-based Security Services using |2NSF
6. Requirenents

SDN- based security services provide dynam c¢c and fl exi bl e network
resource nmanagenent to nitigate network attacks, such as nal ware and
DDoS attacks. |In order to support this capability, the requirenents
for SDN-based security services are described as foll ows:

0 SDN-based security services are required to support the
programmability of network resources to mtigate network attacks.

0 SDN-based security services are required to support the
orchestrati on of network resources and SDN applications to
nmtigate network attacks.

0 SDN-based security services are required to provide an application

interface allowi ng the nmanagenent of access control policies in an
aut ononbus and pronpt nanner.
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0 SDN based security services are required to provide a resource-
control interface for the control of network resources to mitigate
net wor k attacks.

0 SDN-based security services are required to provide the logically
centralized control of network resources to nitigate network
att acks.

0 SDN-based security services are required to support the seaml ess
services to nitigate network attacks

0 SDN-based security services are required to provide the dynamc
control of network resources to mtigate network attacks.

Use Cases

This section introduces three use cases for security services based
on SDN: (i) centralized firewall system (ii) centralized DDoS-attack
nmitigation system and (iii) centralized Vol P/ VOLTE security system

1. Centralized Firewall System

For the centralized firewall system a centralized network firewall
can manage each network resource and firewall rules can be managed
flexibly by a centralized server for firewall (called Firewall). The
centralized network firewall controls each switch for the network
resource managenent and the firewall rules can be added or del eted
dynami cal | y.

The procedure of firewall operations in the centralized firewal
systemis as foll ows:

1. Switch forwards an unknown flow s packet to Switch Controller

2. Switch Controller forwards the unknown flow s packet to an
appropriate security service application, such as Firewall

3. Firewall analyzes the headers and contents of the packet.

4. If Firewall regards the packet as a nalware’'s packet with a
suspi cious pattern, it reports the nalware’'s packet to Switch
Controller.

5. Switch Controller installs newrules (e.g., drop packets with the
suspi ci ous pattern) into swtches.

6. The malware’s packets are dropped by switches.
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For the above centralized firewall system the existing SDN protocols
can be used through standard interfaces between the firewall
application and switches [RFC7149][1 TU-T. Y. 3300] [ ONF- OpenFl ow

[ ONF- SDN- Ar chi t ect ure] .

Legacy firewal |l s have sone chall enges such as the expensive cost,
performance, managenent of access control, establishment of policy,
and packet - based access nechanism The proposed framework can
resol ve these chal l enges through the above centralized firewall
system based on SDN as foll ows:

0 Cost: The cost of adding firewalls to network resources such as
routers, gateways, and switches is substantial due to the reason
that we need to add firewall on each network resource. To solve
this, each network resource can be managed centrally such that a
single firewall is manipulated by a centralized server

o Perfornmance: The performance of firewalls is often slower than the
link speed of network interfaces. Every network resource for
firewall needs to check firewall rules according to network
conditions. Firewalls can be adaptively depl oyed anong network
swi tches, depending on network conditions in the framework.

o The managenent of access control: Since there may be hundreds of
network resources in an administered network, the dynanic
managenent of access control for security services like firewall
is a challenge. In the framework, firewall rules can be
dynani cal | y added for new nal ware

0 The establishnment of policy: Policy should be established for each
network resource. However, it is difficult to describe what flows
are permtted or denied for firewall within a specific
organi zati on network under managenent. Thus, a centralized view
is helpful to determine security policies for such a network.

0 Packet-based access nechani sm Packet-based access nechanismis
not enough for firewall in practice since the basic unit of access
control is usually users or applications. Therefore, application
| evel rules can be defined and added to the firewall system
through the centralized server

Centralized DDoS-attack Mtigation System

For the centralized DDoS-attack mitigation system a centralized
DDoS-attack mitigati on can manage each network resource and
mani pul ate rules to each switch through a centralized server for
DDoS-attack mitigation (called DDoS-attack Mtigator). The
centralized DDoS-attack mitigati on system defends servers agai nst
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DDoS attacks outside private network, that is, from public network.

Servers are categorized into statel ess servers (e.g., DNS servers)
and stateful servers (e.g., web servers). For DDoS-attack
mtigation, traffic flows in switches are dynam cally configured by
traffic fl ow forwardi ng path nanagenment according to the category of
servers [AVANT- GUARD]. Such a managenent shoul d consider the | oad
bal ance anmong the switches for the defense agai nst DDoS attacks.

The procedure of DDoS-attack mitigation operations in the centralized
DDoS-attack mitigation systemis as foll ows:

1. Switch periodically reports an inter-arrival pattern of a flow s
packets to Switch Controller.

2. Switch Controller forwards the flow s inter-arrival pattern to an
appropriate security service application, such as DDoS-attack
M tigator.

3. DDoS-attack Mtigator anal yzes the reported pattern for the flow

4, |f DDoS-attack Mtigator regards the pattern as a DDoS attack, it
conmput es a packet dropping probability corresponding to
suspi ci ousness | evel and reports this DDoS-attack flow to Switch
Controller.

5. Switch Controller installs newrules into switches (e.g., forward
packets with the suspicious inter-arrival pattern with a dropping
probability).

6. The suspicious flow s packets are randomy dropped by switches
with the dropping probability.

For the above centralized DDoS-attack mitigation system the existing
SDN protocols can be used through standard interfaces between the
DDoS-attack mitigator application and switches [ RFC7149]

[ TUT.Y.3300] [ ONF- OpenFl ow] [ ONF- SDN- Ar chi t ecture].

The centralized DDoS-attack mitigation system has challenges simlar
to the centralized firewall system The proposed framework can
resol ve these chall enges through the above centralized DDoS-attack
mtigation system based on SDN as foll ows:

0 Cost: The cost of adding DDoS-attack mtigators to network
resources such as routers, gateways, and switches is substantial
due to the reason that we need to add DDoS-attack mitigator on
each network resource. To solve this, each network resource can
be managed centrally such that a single DDoS-attack mitigator is
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mani pul ated by a centralized server.

o Performance: The performance of DDoS-attack mitigators is often
slower than the link speed of network interfaces. The checking of
DDoS attacks nay reduce the perfornance of the network interfaces.
DDoS-attack mitigators can be adaptively depl oyed anong networ k
swi tches, depending on network conditions in the framework.

o The managenent of network resources: Since there nmay be hundreds
of network resources in an adm ni stered network, the dynanic
managenent of network resources for performance (e.g., |oad
bal ancing) is a challenge for DDoS-attack mitigation. |In the
framework, as dynami c network resource nmanagenent, traffic flow
forwardi ng path nmanagenent can handl e the | oad bal anci ng of
network switches [ AVANT-GUARD]. Wth this managenent, the current
and near-future workload can be spread anpong the network switches
for DDoS-attack mtigation. In addition, DDoS-attack mitigation
rul es can be dynanically added for new DDoS attacks.

0 The establishment of policy: Policy should be established for each
network resource. However, it is difficult to describe what flows
are pernmtted or denied for new DDoS-attacks (e.g., DNS reflection
attack) within a specific organizati on network under nanagenent.
Thus, a centralized viewis helpful to determnmine security policies
for such a network

Centralized Vol P/ VOLTE Security System

For the centralized Vol P/VOLTE security system a centralized Vol P/
VOLTE security system can nonitor each Vol P/ VOLTE fl ow and nmanage
Vol P/ VOLTE security rules controlled by a centralized server for
Vol P/ VOLTE security service (called VolP IPS). The Vol P/ VOLTE
security systemcontrols each switch for the Vol P/ VOLTE call flow
managenent by mani pul ating the rules that can be added, deleted or
nodi fi ed dynam cal ly.

The procedure of Vol P/ VOLTE security operations in the centralized
Vol P/ VOLTE security systemis as follows:

1. A switch forwards an unknown call flow s signal packet (e.g., SIP
packet) to Switch Controller. Also, if the packet belongs to a
mat ched flow s packet related to SIP (called nmatched SIP packet),
Switch forwards the packet to Switch Controller so that the
packet can be checked by an NSF for VolP (i.e., VolP IPS) via
Switch Controller, which nonitors the behavior of its SIP call.

2. Switch Controller forwards the unknown flow s packet or the
mat ched SI P packet to an appropriate security service function,
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such as Vol P | PS

3. Vol P IPS anal yzes the headers and contents of the signal packet,
such as | P address, calling nunber, and session description
[ RFCA566] .

4. 1f VolP IPS regards the packet as a spoofed packet by hackers or
a scanni ng packet searching for Vol P/ VOLTE devices, it requests
the Switch Controller to block that packet and the subsequent
packets that have the sane call-id.

5. Switch Controller installs newrules (e.g., drop packets) into
swi t ches.

6. The illegal packets are dropped by sw tches.

For the above centralized Vol P/ VOLTE security system the existing
SDN protocol s can be used through standard interfaces between the
Vol P I PS application and switches [ RFC7149][I TU-T. Y. 3300]

[ ONF- OpenFl ow] [ ONF- SDN- Ar chi t ect ure] .

Legacy hardware based Vol P | PSes have sone chal | enges, such as
provisioning tine, the granularity of security, expensive cost, and
the establishnent of policy. The proposed framework can resol ve

t hese chal | enges through the above centralized Vol P/ VOLTE security
system based on SDN as foll ows:

o Provisioning: The provisioning time of setting up a | egacy Vol P
IPS to network is substantial because it takes from sonme hours to
sonme days. By mmnagi ng the network resources centrally, VolP IPS
can provide nore agility in provisioning both virtual and physica
network resources froma central |ocation

0 The granularity of security: The security rules of a | egacy Vol P
| PS are conpounded considering the granularity of security. The
proposed franmework can provide nore granul ar security by
centralizing security control into a switch controller. The VolP
I PS can effectively manage security rul es throughout the network.

0 Cost: The cost of adding VolP IPS to network resources, such as
routers, gateways, and switches is substantial due to the reason
that we need to add Vol P I PS on each network resource. To solve
this, each network resource can be managed centrally such that a
single VolP IPS is manipulated by a centralized server.

0 The establishnment of policy: Policy should be established for each

network resource. However, it is difficult to describe what flows
are pernitted or denied for VolP IPS within a specific
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organi zati on network under managenment. Thus, a centralized view
is helpful to determne security policies for such a network.

So far this docunent has described the procedure and inpact of the
three use cases for security services. To support these use cases in
the proposed franework, a data nodel described in
[i2nsf-cap-interface-yang] can be used as NSF facing interface al ong
wi th NETCONF [ RFC6241] .

8. Security Considerations

The proposed SDN-based framework in this docunent is derived fromthe
I 2NSF framework [i2nsf-franework], so the security considerations of
the 1 2NSF framework should be included in this document. Therefore
proper secure comunication channels should be used the delivery of
control or managenent nessages anong the conponents in the proposed

f ramewor k.

Thi s docunment shares all the security issues of SDN that are
specified in the "Security Considerations"” section of [ITUT.Y.3300].
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Appendi x A.  Changes fromdraft-jeong-i2nsf-sdn-security-services-04

The follow ng changes were nmade from
draft-jeong-i2nsf-sdn-security-services-04:

(0]

Jeong,

According to the change of terminology in the |I2NSF framework, the
nanes of the conponents and interfaces are updated as foll ows:
Application Controller -> I2NSF Client, Security Function (SF) ->
Net work Security Function (NSF), Vendor System -> Devel oper’s
Managenment System Service Layer Interface -> dient Facing
Interface, Capability Layer Interface -> NSF Facing Interface.

Three use cases described in this docunent can use a data nodel
corresponding to the information nodel for the |2NSF capability
interface.

The proposed framework of SDN-based security services can be
conmbined to a security managenent architecture for handling
security policies.

The proposed framework can enforce | owlevel security policies in

NSFs by using a service function chaining (SFC) enabl ed | 2NSF
architecture.
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