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Abst ract

This draft defines the User-group Aware Policy Control (UAPC)
framework, which facilitates consistent enforcenent of security
policies based on user group identity. Policies are used to control
security policy enforcement using a policy server and a security
controller. Northbound APIs are al so di scussed.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 9, 2017.
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Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

In traditional networks, network access is typically controlled

t hrough a conbi nati on of nechani sns such as nmaintaining separate
static VLAN I P subnet assignments per organization, applying Access
Control Lists (ACLs) on VLANs and/or |P subnets, |everagi ng Network
Access Control (NAC). Common side effects are:

o Network administrators typically assune that users access the

network fromtheir own static |ocation--fromtheir assigned
switch, VLAN, |IP subnet, etc.
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o MAC or | P address of the users’ device is often used as a proxy
for the user’s identity. As such, filtering (e.g., via ACLs) of
the user is usually based on I P or MAC addresses.

0 Aut hentication of the user by the network, if it exists at all
typically takes place only at the access switch in conjunction
with an AAA (Authentication, Authorization, Accounting) server.

Di fferent authentication mechani sms could be used - from nachi ne-
based certificates to usernane/password chal |l enges, to just

"aut henticating" on MAC addresses, etc.

0 Network security functions such as firewalls often act only on
| P addresses and ports - not on the user’s identity.

These are all synptonms of a system not using actual user
identification information, but rather, one or nore attributes that
attenpt to represent a user identity.

Tradi tional network access control mechani sns
[I-D.ietf-i2nsf-problem and-use-cases] do not work well in newer
net wor k par adi gns.

o First, both clients and servers can nove and change their |IP
addresses on a regular basis. For exanple, W-Fi and VPN clients,
as well as back-end Virtual Machine (VM -based servers, can nove
their |1 P addresses could change as a result. This means relying
on well-known network fields (e.g., the 5-tuple) is increasingly

i nadequate to ensure consistent security policy enforcenent.

0 Secondly, with nore people working fromnon-traditional office
setups like "working fromhonme", there is now a need to be able to
apply different security policies to the sane set of users under
different circunstances. Network access needs to be granted based
on such criteria as users’ l|ocation, tine-of-day, type of network
device used (e.g., corporate issued device versus persona

device), device's security posture, etc. This neans the network
needs to recogni ze the users’ identity and their current context,
and map the users to their correct access entitlenment to the

net wor k.

o Moreover, inplenentation of coherent security policy across
several network and network security devices is al nost inpossible.
NSFs in operation could be sourced fromdifferent vendors, or
could be different hardware nodel s/ software versions by the same
vendor. As a result, the capabilities as well as APIs of the NSFs
may not be the sane throughout the environment. Finally, few
enterprises, if any, have a conplete view of all the application
flows. It is not uncomon for adnministrators to update a policy
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on a firewall, only to later find out that related ACLs, firewall
policies, and other rel ated nechani sns were not updat ed.

Today, addressing the above issues takes considerable tine and
effort. Mst network admi nistrators have to manually plan and

i mpl ement necessary changes as little automation, if any, exists
across diverse sets of network security platforms. In line with the
| 2NSF effort to standardize APlIs so as to facilitate automation, this
draft defines User-group Aware Policy Control (UAPC), which
facilitates consistent enforcenment of policies based on user-group
identity, and discusses howit operates in the |I2NSF Service Layer
[I-Dietf-i2nsf-franmework].

2. Term nol ogy

2.1. Abbreviations and acronyns
AAA: Aut hentication, Authorization, and Accounting
ACL: Access Control List
ADSL: Asymmetric Digital Subscriber Line
AP: Access Poi nt
LTE: Long Term Evol ution
NAC. Network Admi ssion Control
NBI : Northbound Interface
NSF: Network Security Function
UAPC. User-group Aware Policy Contro
VLAN: Virtual Local Area Network

2.2. Definitions

User: An individual or a group of individuals that act as a single
entity.

User-group: A group of users that share one or nore
characteristics and/ or behaviors in common, which allows each user
in the user-group to be assigned the same access contro

perm ssions. For exanple, sales enployees are treated with

equi val ent service policy rules when accessing the network.

You, et al. Expi res January 9, 2017 [ Page 4]



Internet-Draft User - group based Policy July 2016

3.

Profile: A set of capabilities, in terns of functions and
behaviors, for a given entity or set of entities.

Role: A role defines a set of responsibilities of an object that

it is attached to. This enables the functions and behavior of a
compl ex object to be abstracted into just those that are required
by a client in a particular context.

User-group ldentifier (User-group ID): An identifier that
represents the collective identity of a group of users, and is
determined by a set of one or nore matching criteria (e.g., roles,
4-, 5-, and 6-tuples, VLAN ID, etc.) that disanbiguates this user-
group entity fromother entities.

Use Cases for User-group Aware Policy Contro

Wth the increased popularity of enterprise wireless netwrks and
renote access technol ogi es such as Virtual Private Networks (VPN)
enterprise networks have beconme borderless, and enpl oyees’ |ocations
can be anywhere. Enabling | arge-scale enployee nobility across many
access locations inproves enterprise production efficiency but also
i ntroduces challenges related to enterprise network managenent and
security. The I P address of the user can change frequently when the
user is in notion. Consequently, |P address-based policies (such as
forwardi ng, routing, QoS and security policies) may not be flexible
enough to acconmopdate users in notion

The User-group Aware Policy Control (UAPC) approach is intended to
facilitate the consistent enforcenent of policies. As shown in
Figure 1, a multi-technol ogy network (e.g., W-Fi, 3G LTE, ADSL and
fiber infrastructures) can connect different types of term na
devices (e.g., Smartphone, tablet, and | aptop) which should be able
to access networks in a secure manner. Security policies should be
consistently enforced based on their user-group identities,

regardl ess of whether these terninal devices connect to a wired or a
wireless infrastructure.
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Fom e e +
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Figure 1: UAPC Franework Exanple
4. User-group Aware Policy Contro
4.1. Overview

The UAPC framework is as follows enables users to be authenticated
and classified into different user-groups at the network ingress by
the Security Controller; this may require obtaining information from
the Policy Server and an AAA server. The user-group is an identifier
that represents the collective identity of a group of users, and is
determ ned by a set of pre-defined policy criteria (e.g., source IP
address, geo-location data, tine of day, or device certificate).
Users may be noved to different user-groups if their conposite
security context and/or environnment change.

The Security Controller, if necessary, pushes the required user-group
policies to all Network Security Functions (NSFs) that need them

The policies are expressed as user-group (not I P or MAC address) |Ds
so as to decouple the user identity fromthe network addresses of the
user’s devi ce.
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(Note that User-group IDs may be inplenented in at | east two ways:
(1) the ingress switch inserts the user-group ID into the packets,
and downstream NSFs match and act on the user-group ID, or (2) the
Security Controller updates each NSF with the mappi ng between the
user-group I Ds and the packet tuples; NSFs map incom ng packets to
their rightful user-group IDs, and act on the user-group IDs. These
and ot her inplenmentation nethodol ogi es are out of scope of this
docunent.)

The security policy provisioning informati on can be derived fromthe
user’'s profile and credentials, as well as the group to which the
user bel ongs; such information can also be derived fromthe outcones
of the dynami c security service parameter negotiation that could
possi bly take place between the user and the service provider or the
network administrator (e.g., paraneters |like whether the user is
entitled to access the enterprise network while in notion or not, the
| ease time associated to an | P address, whether the user can access
the Internet or not, and whether traffic needs to be encrypted or
not). This information is transferred to the Network Security
Functions (NSF) fromthe controller. Once an incom ng packet natches
a certain user group on the NSF, the corresponding security policy
will be enforced on that packet.

4.2. Functional Entities
The UAPC framework consists of four main components: (1) Policy
Server, (2) Authentication Server, (3) Security Controller, (4)
Net wor k Security Functions:
o Policy Server
The Policy Server houses two policy databases: (1) the user-group
criteria, which assigns users to their user-group, and (2) the rule
base of what each user group has access to.
- Contains (QU and/or APIs to enable policies to be created,
nmodi fi ed, and del eted using command |ine, graphical tools, and/or
programi ng | ogic
- Contains logic to create, read, update, and del ete policies and
policy conponents, and apply policies to user-groups fromone or
nore policy repositories
- Contains logic to detect conflicts between policies

- Contains logic to resolve conflicts between policies
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- Contains logic to broker and/or federate policies between
domai ns

The above subjects are beyond the scope of this docunent.
0 AAA Server

The AAA Server authenticates users, and then performs associ at ed

aut hori zati on and accounting functions. The AAA server classifies
users into different user-groups at the network ingress. AAA server
i mpl ementation details are out of scope for this docunent.

0 Security Controller

The Security Controller coordinates various network security-rel ated
tasks on a set of NSFs under its admnistration. In general, there
may be nmultiple security donmmi ns, where each domain has its own
security controller. The detailed architecture is beyond the scope
of this docunent.

- Authenticates the user at the ingress using an authentication
service. Wile the authentication functionality is an integra
part of the franmework, the topics of defining and managi ng

aut hentication rules are out of scope of this docunent.

- Asks policy server for decisions to security-rel ated requests;
takes these decisions and invokes the set of NSFs that are
required to inplenent security for that particul ar packet. The
security controller nay cache policies.

- May perform additional actions as specified by the netadata
associated with a policy rule (e.g., the "function(s)" to be
executed after the actions in a policy rule are executed)

- Has an authoritative database of NSFs under its administration
- Determines on which NSFs a given policy needs to be enforced

- Presents a set of NBIs for applications, orchestration engines,
etc.

- Interfaces with NSFs via (to-be-devel oped) |2NSF Capability
Layer APIs.

o Network Security Functions

- Packet classification: Depending on the inplenentation nodel,
the NSF may match on User-group IDs in the packets; or it may
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mat ch on common packet header fields such as the 5-tuple, and nap
the n-tuple to the appropriate User-group I D supplied out-of-band
by the Security Controller

- Policy enforcenment: Enforce the corresponding policy (or set of
policies) if the packet matches a specified User-group ID or set
of User-group I Ds

- Presents | 2NSF Capability Layer APIs
User G oup

The user-group is an identifier that represents the collective
identity of a group of users, whose definition is controlled by one
or nore policy rules (e.g., source IP, geo-location, tinme of day, and
device certificate).

A given user is authenticated, and classified at the network ingress,
and assigned to a user-group. (The term"user" refers to any user of
the network. As such, servers, ternminals and other devices are al so
classified and assigned to their respective user-groups.) A user’s
group nenbershi p may change as aspects of the user change. For
exanple, if the user-group nenbership is deternined solely by the
source | P address, then a given user’s user-group ID wll change when
the user noves to a new | P address that falls outside of the range of
addresses of the previous user-group.

Tabl e 1 shows an exanpl e of how user-group definitions my be
constructed. User-groups nmay share several conmon criteria. That

is, user-group criteria are not nutually exclusive. For exanple, the
policy criteria of user-groups R& Regul ar and R&D- BYOD may share the
same set of users that belong to the R&D organi zation, and differ
only in the type of client (firmissued clients versus users

personal clients); likew se, the sane user may be assigned to

di fferent user-groups depending on the time of day or the type of day
(e.g., weekdays versus weekends); and so on
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Table 1: User-G oup Exanple

B s Fom e m e e e e e e e e e e e e am o +
| Goup Name | Goup ID | G oup Definition |
S Fom e e o o e e m e e e e e e e e e e — e oo +
| R&D | 10 | R&D enpl oyees |
. N . N e +
| R&D BYOD | 11 | Personal devices of R&D |
I I | enployees I
S Fom e e o o mm e e e e e e e e e e e e +
[ Sal es [ 20 | Sales enployees [
. S e +
| VI P | 30 |  WVIP enpl oyees |
T - e +
| Wor kfl ow | 40 | 1P addresses of Workfl ow |
| | | resource servers |
S Fom e e o o e e m e e e e e e e e e e — e oo +
| R&D Resource | 50 | I'P addresses of R&D resource |
| | | servers |
T - e +
| Sal es Resource| 54 | I'P addresses of Sal es resource
| | | servers |
S Fom e e o o e e m e e e e e e e e e e — e oo +

4.4. Inter-group Policy Enforcenent

Wthin the UAPC franmework, inter-group policy enforcenent requires
two key conponents: (1) user-group-to-user-group access policies, and
(2) sets of NSFs that are nmanaged by sets of policies

First, the framework calls for an authoritative rule-base that lists
all the destination user-groups to which all the source user-groups
are entitled to access. The rul e-base, hosted on the Policy Server,
enabl es adm nistrators to construct authorized inter-group access

rel ati onships. The sinple exanple in Table 2 shows a policy matrix
in which the row represents source user-groups and the col um
represents destination ones. The inter-group rule-base is simlar to
firewall rul e-bases, which are nostly made up of 5-tuples. (Firewall
rul e-bases could and do include criteria other than the standard
5-tuple. Also, the user-group rul e-base could consist of other
criteria. Actual inplementation details are out of scope of this
docunent.)

The responsibility of inplenenting and managi ng the inter-group
policies falls to the Security Controller. The controller first
needs to determine, (or is told) the specific NSFs on which a given
policy is to be inplenmented. The controller then communicates with
each NSF via the | 2NSF APIs to execute the required tasks
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Table 2: Inter-group Policy Exanple

) o m e m e e e e e e e e e e e e e e e e e e e e e e e e mm e e am o +
| | Destinati on G oup |
[ e e e - e e e e Fom e e e oo +
| | Workflow | R&D Resource | Sal es Resource|
| Source G oup | G oup | G oup [ G oup [
oo oo oo oo +
| R&D group | Permit | Permit | Deny |
e e e e e oo - TSRS S e e e o +
| R&D BYOD group |Traffic-rate | Deny [ Deny [
oo R oo oo +
| Sal es group | Permit | Deny | Permit |
oo oo oo oo +
| WVIP user group |Traffic-mark | Traffic-mark | Traffic-mark |
e e e e e oo - TSRS S e e e o +
Inter-user-group rules are configurable. Figure 2 illustrates how

various user-groups and their entitlenents may be structured. The
exanpl e shows a "north-south" nodel that shows how users may access
internal network resources. Sinilar nodels can be devel oped for
"east-west" intra-data center traffic flows.

S +
| Authentication Domain [
R + |
|| DemlitarizedZone | |
[ +] ]
||| General Service | 1 |
Common BYOD ||| +-----------"------"------- + 1 | |
User -------- ++++ Conmon Servi ce [ 1] |
|1 ez ]
Quest-------- ++| || Limited Service I 11 1 |
I e L
I nsecure [1]|]]!mportant Service +-+-+-+-+-+-- Partner
User  ----- HITH et L L] |
[T | Core Service+-+-+-+-+-+-+-- Executive
User at SR | R + +-+-+-+-+-+-- User at office
non- of fi ce [T +------------------ L I T I hour s
hour s [T+ 1]
] 1
[ 1
R e + |
e +

Unaut hori zed user (X)
User using an unregistered device (X)

Figure 2: Sanple Authorization Rules for User-group Aware Policy Control
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4.5. UAPC I npl enent ati on

The security policies are instantiated and mai ntai ned by the policy
server. The associated conputation logic (to instantiate such
policies) may be dynamcally fed with instructions conming fromthe
application. The policy decisions could also be fromthe outcones of
dynani c security service paraneter negotiations that typically take
pl ace at the managenent pl ane between the user and the service

provi der [RFC7297].

The NSFs recei ve group-based policy provisioning information fromthe
security controller. The security policies will be enforced so that
participating NSFs can process traffic accordingly. There are five
steps for inplementing the UAPC franework, which are shown in

Fi gure 3.

o e e e e o - +
| O chestrator |
B +- +
I I
| |
Hom oo - -+ [ S +
| Policy +-------- +Security |
(Step 1)| Server | +----+Controller|
Fom e e - - -+ | B I
I I (.
S +- + | |
I AAA I |
| Server | | |
R + | |
I I (Step 2)
(Step 4) +------ +- + [
(Step 3) 1 [ [ \VVVAN
e + 111 [ [ [ W\
Sitel|Wreless User+-------- | | | \\
R + | ] H--d-t -+ - - -+ |
oo + ] R B Y . |
Site2| Wred User +- -+ | NSFs| | NSFs| | NSFs| [
R e o [ N N B |
- + | E e e I SR |
Site3| Renmoter User +------- (Step 5) 11
R + W\ 111

Figure 3: Unified Policy Procedures
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5.

You,

1. User-group identification policies and inter-user-group access
polices on the Policy Server are nmanaged by authorized user(s)
and/ or team(s).

2. The user-group-based policies are inplenented on the NSFs
under the Security Controller’s nanagenent.

3. Wen a given user first cones |logs onto the network, the user
is authenticated at the ingress switch

4, If the authentication is successful, the user is placed in a
user-group, as determ ned by the Policy Server. If the

aut hentication is not successful, then the user is not assigned a
user-group, which neans that the user has no access pernmni ssions
for the network.

5. The user’s subsequent traffic is allowed or pernmtted based on
the user-group I D by the NSFs per the inter-user-group access
policies. (It is beyond the scope of this docunent as to how
user-group I Ds may be delivered to non-ingress NSFs. See

Section 4.1 for a brief overview of possible inplenentation

met hods. )

Requi renments for | 2NSF

Key aspects of the UAPC framework fall within the Service Layer of
the 12NSF charter. |If the community adopts the approach as one
possi bl e framework for the Service Layer, the |2NSF Service Layer
MUST support at |east the followi ng northbound APIs (NBISs):

0 The user-group classification policy database on the Policy
Server

0 The inter-user-group access policy rul e-base on the Policy
Server

0 The inventory of NSFs under nanagenment by the Security
Controller

0 The list of NSFs on which a given inter-user-group policy is to
be inplenmented by the Security Controller

The framework al so assunes that the | 2NSF Capability Layer APIs will
be there for the NSFs.
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6.

9.

9.

Security Considerations

Thi s docunment provides the UAPC framework, and di scusses how it
operates in the | 2NSF Service Layer. 1t is not intended to represent
any particular systemdesign or inplenentation, nor does it define a
protocol, and as such it does not have any specific security
requirenents.

| ANA Consi der ations
Thi s docunent has no actions for | ANA
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