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Abst ract

Thi s docunent descri bes how RESTCONF can be used with a YANG data
nmodel for Large-Scal e Measurement Platforns (LMAP).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Decenber 4, 2017
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.

Schoenwael der & Baj pai Expires Decenber 4, 2017 [ Page 1]



Internet-Draft LMAP usi ng RESTCONF June 2017

Tabl e of Contents

I ntroduction -
Overview of RESTCONF . . . . . .
RESTCONF as LMAP Control Protoco
RESTCONF as LMAP Report Protoco
RESTCONF Configuration for LMAP .
Security Considerations . .
| ANA Consi derations .
Acknowl edgenent s
. References G
9.1. Nornative References
9.2. Informative References . . . . . . . . . . . . .
Appendi x A.  Exanpl e RESTCONF Control Protocol Exchange
Appendi x B. Exanpl e RESTCONF Report Protocol Exchange
Aut hors’ Addresses . . . . . . . . . . . . . ...

CoNogrwWNE

POONNNODODOOOITWWN

=

1. Introduction

The Framework for Large-Scal e Measurenent of Broadband Performance
(LMAP) [ RFC7594] describes an overall framework for |arge-scale

br oadband perfornmance neasurenent systens. The standardi zati on work
inthe IETF is restricted to the interaction between Measurenent
Agents and their Controllers and between Measurenent Agents and
result Collectors (see Figure 1 in [RFC7594]).

The protocol selection process within the LMAP working group of the
| ETF gave preference to a solution that reuses existing | ETF
protocol s rather than inventing new ones. |In addition, there was a
preference to use a protocol that is |layered on top of HITP since
this allows to reuse inplenentations al ready wi dely avail abl e.

Thi s docunment di scusses how t he RESTCONF protocol [RFC8040] can be
used to facilitate the comruni cati on between conponents i npl enenting
the LMAP framework. In particular, this docunent discusses how
RESTCONF can be used as a Control Protocol to deliver Instruction(s)
froma Controller to a Measurenment Agent, and as a Report Protoco
delivering Report(s) froma Measurenent Agent to a Coll ector.

Measur ement Agents nmay be depl oyed as separate hardware devices or as
functions enbedded in consuner el ectronic devices and hone routers or
as pure software solutions that can be installed on off-the-shelf
computing equi prent. Measurenment Agents receive instructions froma
Control |l er about when and how to conduct neasurenents (the

Measur ement Schedul e) and how and when to report nmeasurement results
to a data Collector (the Report Schedule). Further information about
the interacti on between Measurenent Agents and Controllers and

Col l ectors can be found in [ RFC7594].
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The LMAP information nodel [I-D.ietf-Imap-information-nodel] defines
in a conceptual and protocol -i ndependent way the information
exchanged between a Controller and a Measurenent Agent as well as the
i nformati on exchanged between a Measurenent Agent and a Collector. A
concrete YANG [ RFC7950] data nodel derived fromthe conceptua
information nodel is defined in [I-D.ietf-|nmap-yang].

Thi s docunment uses the LMAP term nol ogy defined in [ RFC7594].
2. Overview of RESTCONF

The RESTCONF protocol [RFC8040] provides an HTTP-based protocol for
accessing data defined in YANG [ RFC7950]. The basic idea behind
RESTCONF is to expose YANG defined data as a collection of Wb
resources that can be accessed and mani pul ated using standard HTTP
[ RFC7230] GET, DELETE, PATCH, POST, and PUT nethods. The resource
hierarchy is derived fromthe nesting structure of the YANG schema
tree, leading to a so-called data-nodel -driven application
programm ng interface (API).

RESTCONF is essentially a convention how to use HTTP over TLS to
access a resources representing YANG defined data. The resources are
represented using either XML encodi ng (according to [ RFC7950]) or
JSON encodi ng (according to [RFC7951]). The exanples shown in this
docunment use the JSON encodi ng.

The normal node of operation is that the RESTCONF client initiates a
secure transport to the RESTCONF server. For devices | ocated behind
a mddl ebox (e.g., a network address translator or a firewall), a so
called Call Hone mechani sm has been defined [ RFC8071]. The Call Honme
mechani sm al |l ows the RESTCONF server to initiate a secure transport
to a RESTCONF client. Note that Call Home only changes the TCP
connection establishment, the TLS and HITP client/server roles do not
change. The policy used to control the Call Hone mechani smcan be
configured through a configuration data nodel
[I-D.ietf-netconf-restconf-client-server]. This nodel provides a
mechanismto configure a list of redundant endpoints and it provides
control over Call Home paraneters (e.g, frequency of Call Home
attenpts, idle-tiners, keep-alive timers).

3. RESTCONF as LMAP Control Protoco

The LMAP Control Protocol delivers Instruction(s) froma Controller
to a Measurement Agent. The LMAP Control Protocol is realized by
runni ng a RESTCONF server on the Measurenent Agent and a RESTCONF
client on the Controller. Figure 1 depicts how the connection and
the secure transport is established when the Measurenent Agent is
directly reachable fromthe Controller, i.e., the Measurenment Agent
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has a well-known nane or address and is directly reachable fromthe
Controller.

Measur enent Agent Controller
( RESTCONF Server) (RESTCONF dient)
[ TCP port 443]

I I

| TCP Connect |

| < |

[ TLS Exchange [

IS R >|

I I

| HTTP GET / PCST / [

| <o |

Figure 1: RESTCONF as Control protocol (w thout Call Hone)

In several deploynent scenarios, it will not be possible for the
Controller to initiate a connection to the Measurenent Agent due to
the presence of m ddl eboxes such as network address translators and
firewalls. 1In such a situation, the Measurenment Agent running a
RESTCONF server will Call Home to the Controller running a RESTCONF
client as shown in Figure 2.

Measur enent Agent Controller
( RESTCONF Server) (RESTCONF d i ent)
[ TCP port 4336]
I I
| TCP Connect |
| oo >|
| TLS Exchange |
| <mmmmmm >|
I I
| HTTP GET / POST / |
| < |

Figure 2: RESTCONF as Control Protocol (with Call Hone)

Note that the Call Hone mechanismonly ’reverses’ the way the
underlying TCP connection is established. The subsequent TLS
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exchange has the TLS server role on the RESTCONF server side and the
TLS client role on the RESTCONF client side.

The YANG data nodel [I-D.ietf-|Imap-yang], derived fromthe underlying
informati on nodel [I-D.ietf-Imap-information-nodel], translates into
a collection of RESTCONF resources that can be accessed and
mani pul ated at various levels of granularity using HITP GET, DELETE
PATCH, POST, and PUT net hods.

An exanpl e exchange showi ng how a schedul e object is installed on a
Measur ement Agent is shown in Appendi x A

[[CREF1: Move the example inline, update it to be aligned to the
final YANG nodel and use JSON encoding.]]

4. RESTCONF as LMAP Report Protoco

The LMAP Report Protocol delivers Report(s) froma Measurenent Agent
to a Collector. The LMAP Report Protocol is realized by running a
RESTCONF server on the Collector and a RESTCONF client on the
Measurement Agent. Figure 3 depicts how the connection and the
secure transport is established and how reports are delivered to the
Controller. Note that it is generally assunmed that the Controller is
directly reachable fromthe Measurenent Agent. (In situations where
this may not be true, RESTCONF Call Honme can be used as well but this
is not shown here.)

Measur enent Agent Col | ect or
(RESTCONF d i ent) ( RESTCONF Server)
[ TCP port 443]
I I
| TCP Connect |
| oo >|
[ TLS Exchange [
IS R >|
I I
| HTTP POST |
[=--mmmm >|

Fi gure 3: RESTCONF as Report Protoco

Not e that the Measurenent Agent pushes results to the Collector by
i nvoki ng an operation on the Controller. This maps to an HTTP POST
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in RESTCONF. Hence, pushing results can effectively be done by
posting a the result to a specific RESTCONF resource.

An exanpl e exchange showi ng how results are reported to a Controller
is shown in Appendix B

[[CREF2: Move the example inline, update it to be aligned to the
final YANG nodel and use JSON encoding.]]

5. RESTCONF Configuration for LMAP

[[CREF3: This section could explain how an LMAP inpl enent ati on needs
to be configured to make use of the Call Home mechani sm and how
report tasks refer to the configuration (if any standardi zed) needed
to obtain the necessary credentials to report results. 1Is this
necessary are can we sinply refer to the I-Ds that have the detail s?
Note that these |I-Ds are not stable yet.]]

6. Security Considerations

Security and privacy aspects of the LMAP framework are di scussed in
Sections 7 and 8 of [RFC7594]. Section 12 of [RFC8040] and Section 5
of [RFCB071] discuss the security aspects of RESTCONF and the
RESTCONF Cal | Hone mechani sm

The security considerations specific to the LMAP information node
and the YANG data nodel can be found in Section 6 of
[I-D.ietf-Imap-information-nodel] and Section 5 of
[I-D.ietf-Inmp-yang].

7. 1 ANA Consi derations
Thi s docunent has no requests for | ANA
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Appendi x A.  Exanpl e RESTCONF Control Protocol Exchange

Below is a YANG tree diagramof a part of the data nodel covering
schedules. This is taken from[I-D.ietf-Inmap-yang].

nodul e: ietf-Imap-control
+-rw | map
+--rw schedul es

+--rw schedul e* [ nane]
+--rw nane | map:identifier
+--rw event event - ref
+--rw executi on- node enuner ati on
+--rw action* [nane]

+--rw hame string

+--rw task t ask-ref
+--rw option* [nane]

| +--rwid | map:identifier
| +--rw name? string

| +--rw val ue? string

+--rw destination* |eafref

Bel ow is an XM. representation of instance data conforming to the
YANG data nodel is shown below. Note that sonme of the strings are
references to other portions of the instance data not show here.
This is again taken from[I-D.ietf-Imap-yang].

<Imap xm ns="urn:ietf:parans: xm:ns:yang:ietf-|nmp">
<schedul es>
<schedul e>
<nane>hour| y- schedul e</ name>
<event >hour | y</ event >
<executi on- node>sequenti al </ executi on- node>
<action>
<name>i cnp- | at ency- hour | y</ nanme>
<t ask>i cnp- | at ency- neasur enent </ t ask>
<desti nati on>dai | y</ desti nati on>
</ acti on>
</ schedul e>
</ schedul es>
</ | map>

Bel ow i s an exanpl e showi ng how RESTCONF can be used to create the
above schedule. The prefix C indicates the Controller, the prefix
M indicates the Measurenent Agent. This exanple uses a JSON
encodi ng (and note that nuch of the white-space can be renoved, this
isonly there to help with readability).
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POST /restconf/data/ietf-Imap-control: | map/schedul es HITP/ 1.1
Host: exanpl e. com
Cont ent - Type: applicati on/yang. dat a+j son

"ietf-lmap-control:schedule": {

"name": "hourly-schedul e",
"event": "hourly",
"execution-node": "sequential”
"action": [
{
"name": "icnp-|atency-hourly",
"task": "icnp-latency-neasurenment",
"destination": "daily",
}

]
}
}

HTTP/ 1.1 201 Created

Date: Mon, 26 Mar 2015 17:01:00 GV

Server: exanpl e-server

Location: https://exanpl e.com restconf/data
[ietf-Imap-control: | map/schedul es/ schedul e=hourl y-schedul e

Last-Modified: Mn, 26 Mar 2015 17:01: 00 GMI

ETag: b3a3e673be2

TSI 000000000000 000000

Appendi x B. Exanpl e RESTCONF Report Protocol Exchange

Bel ow i s an exanpl e showi ng how a Measurement Agent can submit
results to a Collector running an RESTCONF server. The prefix C
i ndicates the Collector, the prefix M indicates the Measurenent
Agent .

POST /restconf/operations/ietf-lmap-report:report HITP/ 1.1
Host: exanpl e. com
Cont ent - Type: application/yang. operati on+xm

<input xm ns="urn:ietf:parans: xn :ns:yang:ietf-I|map-report">

<dat e>2015- 10- 28T13: 27: 42+02: 00</ dat e>
<agent - i d>550e8400- e29b- 41d4- a716- 446655440000</ agent - i d>
<group-id>wirel ess nmeasurenent at the north-pol e</group-id>
<result>

<schedul e- nane>pi nger </ schedul e- name>

<act i on- nane>f pi ng</ act i on- nane>

<t ask- name>f pi ng</t ask- nane>

<opti on>

T[T
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<i d>di spl ay- address</i d>
<nane>- A</ name>
</ opti on>
<option>
<i d>di spl ay- DNS-| ookup</i d>
<nane>- d</ name>
</ opti on>
<opti on>
<i d>nunber - of - packet s</i d>
<nane>- C</ name>
<val ue>5</val ue>
</ opti on>
<option>
<id>quiet</id>
<nane>- q</ nane>
</ opti on>
<option>
<i d>www. exanpl e. org</i d>
<nanme>ww. exanpl e. or g</ name>
</ opti on>
<option>
<i d>mai | . exanpl e. conx/i d>
<nane>nmi | . exanpl e. conx/ nane>
</ option>

<start>2016-03-21T10: 48: 55+01: 00</ start >
<end>2016- 03-21T10: 48: 57+01: 00</ end>

<st at us>0</ st at us>
<t abl e>

<col um>t ar get </ col unm>

<col um>i p</ col um>

<col um>rtt- 1</ col unm>

<col um>rtt-2</col um>

<col um>rtt- 3</col um>

<col um>rtt - 4</ col unm>

<col um>rtt-5</col unm>

<r ow>
<val ue>wwv. exanpl e. or g</ val ue>
<val ue>2001: db8: : 1</ val ue>
<val ue>14. 15</ val ue>
<val ue>14. 14</ val ue>
<val ue>14. 09</ val ue>
<val ue>14. 17</ val ue>
<val ue>14. 51</ val ue>

</row>

<r ow>
<val ue>nmai | . exanpl e. or g</ val ue>
<val ue>2001: db8: : 2</ val ue>
<val ue>12. 24</ val ue>
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<val ue>11. 99</ val ue>

<val ue>12. 49</ val ue>

<val ue>11. 87</ val ue>

<val ue>12. 45</ val ue>
</ row>
</t abl e>
</result>

</i nput >

N0 ZIZLZLLKLLL

HTTP/ 1.1 200 K
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