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Abstract

Thi s docunent describes the overlay Virtual Network Transport
Protocol (VNTP), which defines the interactions between NVE and NVA/
NVE and t he rel evant nessage to support virtual network

i mpl enent ati on.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
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1. Introduction

[ RFC7364] and [ RFC7365] describe the need and some characteristics of
the interacti on between NVE and NVA. [draft-ietf-nvo3-arch-03] has a
nmore detailed architectural description about NVE-NVA protocol. And
[draft-ietf-nvo3-nve-nva-cp-req-03] discusses the detail requirenents
of NVE- NVA protocol.

This draft defines a NVE-NVA protocol, Virtual Network Transport
Protocol (VNTP). It belongs to the second nodel nentioned in [draft-
ietf-nvo3-arch-03], e.g. NVE interacts with NVA directly. It
defines the interactions between NVE and NVA/ NVE and the rel evant
message formats to support virtual network inplenentation and ful fill
the requirenments described in the related documents nentioned above.

VNTP can be based on a broad transport mechani smsuch as TCP or UDP,
or even IP. A new TCP/UDP port or protocol nunber allocation is
needed if the transport nechanismis deci ded by NVG3 WG

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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VNTP Overvi ew
VNTP based on sone basic assunptions and the main points include:

1), the first-hand mapping i nformati on provi ded by NVE, either
configured by adninistrator or automatically created.
Architecturally, VNTP also support other mapping resources such as
downl oaded from NVA

2), NVE registers to NVA per VN and NVA may store two |ists of NVE,
the first one is all NVEs in a VN and another one is about all the
VNs NVE resi des.

3), when nmappi ng change occurs in NVE, the NVE send update nessage to
NVA to initiate the synchroni zati on procedures and NVA then forward
the update nessage to all other NVEs in the sane VN. Optionally, NVA
can store all the update information for latter use.

4), when a NVE register to a VN and sonme update nessages received by
NVA, the NVA nmay use the nmessages stored or request the related NVEs
to send the update again to synchronize.

5), if NVA obtains the mapping information from other resources
different from NVE, for exanple configured by adm nistrator or from
VM Orchestration, it sends the mappi ng/update information to all NVEs
in the sane VN

The VNTP procedures can be sinplified to inplenent by point-to-point
comuni cation between NVE and NVA. So the NVE-NVA interaction can be
based on a broad transport nechani smsuch as TCP, UDP or even IP. A
new TCP/ UDP port or protocol nunber allocation is needed if the
transport mechani smis deci ded.

VNTP Message For mat
Figure 1 shows the VNTP nessage format. VNTP nessage fornmat
definition is based on sone transport nechani sm such as TCP or UDP

transport protocol, or even based on IP, and further using its data/
payl oad field.
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1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Ver [ Type [ Nunber [ AuType [
T T e b i i e e s . S I S S
| Checksum [ Lengt h |
e T e e e i e S S e R T h o o R
| Aut henti cati on |
B i S S T s i S T st i S S S S S S S S i
[ Aut henti cation [
T T e b i i e e s . S I SR S

I DATA I
!I-— +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+- -+ -+ - - - - - - - +—!l-
Fi gure 1 VNTP nessage for nat
Figure 1
4.1. VNTP Header format
The following are the Header fields definition.
Ver (8bit): for VNTP version.
Type (8bit): for VNIP Type Conmmand or result/response definition.
Nunber (8bit): itemlentry nunber of data field.
AuType and Aut hentication(length TBD): for authentication type and
packet authentication.(Refer to RFC2328, especially section A and D

and further to RFC5709 for authentication update di scussion.)

Checksum (16bit): checksum of the whol e VNTP packet except
aut hentication field.

Length (16bit): total packet octets including header.

Figure 2 shows detail Type definition.
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3 4 5 6 7

+ +- - - - - -+
| Adr Type |
+- - - - -+

Fi gure 2
E/A (1bit): set to 1, NVE->NVA
set to 0, NVA->NVE.
CR (1bit): 1, CMD RSP represents Conmand;
0, CMD RSP represents Response/ Result.
CMD RSP: A command from NVE or NVA, or a response to the command
Detail ed definition for the Cormand fromNVE ( R =1, EFA=1)
CVD Descri ption
000 NVE registration: The NVE registers to VNs.
001 NVE deregistration: The NVE de-registers from VNs.
010 NVE Update: NVE s mapping information has been update.
011-111: Reserved for future use
Detailed definition for the Cormand fromNVA ( CR =1, A =0)
CVD Descri ption
000 Request for NVE Mapping information
001 NulI'ify NVE Mappi ng informati on/ NVE deregi stration
010 (NVE registered) Update NVE mapping information
011-111: Reserved for future use
Detail ed definition for NVA/ NVE Response/Result (CR =0, E#EA=0/1)
RSP Descri ption

000 conmand executed successfully
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001- 011 Reserved for future definition

100 conmmand execution failed

101 command execution partially successful (Optional reasons )

110- 111 Reserved for future definition

Adr Type (3bit): NVE address type. Detailed definition as follow ng.
Adr Type Descri ption

000 | Pv4

001 | Pv6

010- 111 Reserved

VNTP Data For mat

VNTP Data field varies according to different conmand.

For Regi ster/Deregister Conmand, the field contains the NVE s address
and a VN-ID set. In the VNNID set, each entry for one VNNID. See

Fi gure 3.

1 2 3
01234567890123456789012345678901

B T i it T s i S e i SR SR
| AT | NVE Addr ess [
i e o e e e s i e o o S
| VN-I D set |
|

B T i S S i S T h T i S S S S e
Figure 3 Data format for Regi ster/Deregister conmand
Fi gure 3

The VN-ID set field would be Null, that neans the NVE shoul d be un-
r eachabl e anynore.

For Request mapping info command, the field contains the |Inner
address set, each entry for one inner address. See figure 4.
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1 2 3
01234567890123456789012345678901
Bl it I R S e T e R i ol ik thT DI TR TR i SR SR T S e T i i 5
[ VN1 D [ Reserve [
B i i S S i I e i S S R L e e e e
| Mappi ng/ Addr ess set [
I+- B I I e T i i o T T T e S S S S S S I+

Figure 4 Data format for Request command

Figure 4

The mappi ng/ Address set field would be Null, that nmeans NVA is
requesting all the Inner address in this VN

For Nullify Conmand, the field contains the NVE address. The command
is used by NVA to notify all the NVEs in the same VN that the NVE is
not reachable, all the nmapping infornmation relate to the NVE shoul d
be renoved.

1 2 3
01234567890123456789012345678901

B T i it T s i S e i SR SR
| AT | NVE Addr ess [
i e o e e e s i e o o S
Figure 5 Data format for Nullify command

Figure 5
For Update Conmmand, it also may include sone entries, each entry has
the detailed definition refers to Figure 3.

1 2 3
01234567890123456789012345678901

B o i T e e S e S i T S R S e S e e sl S B T S
| AT | NVE Address [
B T o S e i ik S S I i i S Tl i e e
| VN-1 D |
B o T T e e e i S L e s ol ST S S S S S S S S
| O | R| AT | Mappi ng/ Addr ess set |
I++++++++++++++++++++++++++++++++|+

Figure 6 Data Format for Update conmand

Figure 6
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The field nmeans as fol |l ow ng.

Op (3bit): for Operation Code.
Detailed definition for the Op field.
Op Description

000 Update add

001 Update delete

010 Update set to migration status
011 Update set to nornal/non-mgration status
100- 111 Reserved for future use

AT (3bit): for Address Type.

Detailed definition for the AT field

AT Description

000 | Pv4
001 I Pv6
010 MAC

011- 111 Reserved

R (2bit): for Reserved

NVE Address (|l ength variable according AT): the outer address of
mapping. |If the update command is fromNVE, the field is the loca
NVE address. |f the update command is from NVA, the field is the
renote NVE

NV-1D: The Virtual Network ID that relate to the mapping i nformation
Mappi ng/ Address (length vari able according AT): each/inner Address

needs updating. For the Update del ete operation, if the field is
Nul I, that means all the mapping info in this VN shoul d be del et ed.
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5. The Operations of NVE
In the context of VNTP, the NVE works include:

1), If a VNIl is created, the NVE will send Register comand to NVA to
register the VNI/NVE in the VN

2), If a VNl is being deleted, the NVE will send update information
to NWVA to informall the NVE related VN entry will be invalid. O
the NVA gets this information through the keep alive nessage, then
nullify the all entries fromthis NVE s VN

3), If entries in the NVE have changed, for example, a new entry
added or an existing entry deleted or becone invalid, then the NVE
will send update information to the NVA. Individual or batch update
are support ed.

4), And further, NVE al so support tenant systemmigration

5), The NVE accepts the updates from NVA and update the VRF table.
The conmands may be individual update or updates resulted from NVE
failure.

6), Keep alive. Mdnitor the connection between NVE and NVA

7), If the command not properly executed retransfer the comuand again
for pre-setting tines.

8), When NVA is unavail abl e or the NVA connection |ost, optionally
the NVE can connect other NVEs in the VN directly to keep the VN
synchroni zed.
9), Security functions. TBD.

6. The operations of NVA
1), VNI creation
2), Formlist of NVEs in the VN based on NVE Registration
3), Accept updates from NVE and forward these updates to all other
NVEs in the VN. Optionally, NVA store the update information for

| ate use

4), 1If NVE not register but update accepted, NVA may register it and
forward the update to other NVEs.
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5), if NVE registering after some updates then NVA will forward the
stored updates to this NVE. O NVA send request nessage to all other
regi stered NVE for update if the previous updates not stored in NVA
And the NVA controls the updates only to this NVE other than all

regi stered NVEs in the VN

6), Keep alive. Mnitor the connection between NVE and NVA

7), if the command not properly executed NVA can retransfer the
command again for pre-setting tines.

8), When NVE in the VN is unavail able or the NVE connection |ost,
optionally the NVA can flood this NVE unreachable information to al
other NVEs in the VN to keep the VN synchroni zed.

9), VN delete. |If there are not any VMor NVE in the VN, or the
custoner does not need the VN anynore then the NVA delete the VNI and
rel ease all the resources occupied by this VN

10), Security functions. TBD.

Interaction with TS/ Hypervisor-NVE protoco

General |y, VNTP can run independent of TS/ Hypervi sor-NVE protocol

but the interaction triggered by VRF changes because of the operation
of TS/ Hypervisor-NVE protocol . If the direct interaction is needed
for further study.

Security Considerations
VNTP shoul d support NVE and NVA nutual authentication and other
security functions. The authentication has been covered by this
draft, and the further security functions can be support through
VNTP' s command reservati ons.

| ANA/ | EEE Consi derati ons

VNTP needs a specific IP protocol value, or TCP/UDP port all ocation
if the transport mechanismis chosen.
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