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Abstract

Thi s docunent provides environnment security requirenents for the SFC
architecture. Environnent security requirenents are independent of
the protocols used for SFC - such as NSH for exanple. As a result,
the requirenents provided in this document are intended to provide
good security practices so SFC can be securely depl oyed and oper at ed.
These security requirenments are designated as environnent security
requi renents as opposed to the protocol security requirenents.
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Requirenments notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Introduction

Thi s docunment provides environment security requirenments for the SFC
architecture [I-D.ietf-sfc-architecture]. Environment security

requi renents are independent of the protocols used for SFC - such as
NSH [I-D.ietf-sfc-nsh]. As a result, the requirenents provided in
this docunent are intended to provide good security practice so SFC
can be securely deployed and operated. These security requirenents
are designated as environnent security requirenments as opposed to the
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protocol security requirenents. This docunment is built as foll ows.
Section [ SFC Environment Overview] provides an overall description of
the SFC environment with the introduction of the different planes
(SFC Control Pl ane, the SFC Managenent Pl ane, the Tenant’'s user Pl ane
and the SFC Data Plane). Section [Threat Analysis] describes
potential threats to the SFC architecture. Section [Pl ane Isolation]
provi des recomendations to limt the attack surface for outsider’s
attacks. More specifically, it describes howto contain the SFC Data
Pl ane and control access to the SFC Control (?) Plane outside of the
SFC Data Plane. Section [SFC Data Pl ane Requirenents] provides
recomendati ons and requirenments on howto limt the attack surface
for an attacker inside the SFC Data Pl ane.

Thi s docunment assunes the reader is famliar with the SFC
architecture defined in [I-D.ietf-sfc-architecture].

3. Term nol ogy and Acronyns

- Tenant: A tenant is one organization that is using SFC. A tenant
may use SFC on one’s own private infrastructure or on a shared
infrastructure

- Tenant’'s User Data Pl ane: The tenant nay be using SFC to provide
service to its custonmers or users. The conmunication of these
users is designated as Tenant’'s user Data Pl ane and i ncl udes
al |l communi cations involving the tenant’s users. As a result,
if a user is conmunicating with a server or a user from another
domai n, the communication with that tenant’s user is part of
the Tenant’'s Users Data Pl ane.

4. SFC Environnent Overvi ew

This section provides an overview of SFC. It is not in the scope to
this docunent to provide an explicit description of SFC. |Instead,
the reader is expected to read [I-D.ietf-sfc-architecture],
[I-D.ietf-sfc-control -plane] and other SFC rel ated docunents.

Service Function Chaining (SFC) architecture is defined in
[I-D.ietf-sfc-architecture]. This section briefly illustrates the
mai n concepts of the SFC architecture and positions the architecture
within an environnent.
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SFC defined a Service Function Path (SFP) which is an ordered set of

Service Functions (SF) applied to packets. SFP is defined at the SF
level. A SF may be performed by different instances of SF |ocated at
different positions. As a result, a specific packet may pass through
different instances of SFC. The ordered set of SF instances a packet
goes through is called the Rendered SF Path (RSFP)

Upon the receipt of an incom ng packet fromthe tenant’s user, the
SFC O assifier determ nes, according to Cassifiers, which SFP is
associated to that packet. The packet is forwarded from Service
Function Forwarders (SFF) to SFF. SFF are then in charge of
forwardi ng the packet to the next SFF or to a SF. Forwarding

deci sions may be performed using SFP information provided by the SFC
Encapsul ation. As described in [I-D.ietf-sfc-nsh] the SFC

Encapsul ation contains SFP i nformati on such as the SFP I D and Service
I ndex and eventually (especially for the MD>2 in NSH) sone additiona
met adata. SF may be SFC aware or not. |n the case the SFC functions

Mgault, et al. Expires April 21, 2016 [ Page 4]



Internet-Draft SFC environnent Security requirenments Cct ober 2015

are not SFC aware, a SFC Proxy performs the SFC Decapsul ation (resp.
SFC Encapsul ati on) before forwarding the packet to the SF (resp
after receiving the packet fromthe SF).

The environnent associated to SFC nmay be separated into three nain
pl anes:

- SFC Managenent Pl ane and Control Plane are defined in
[I-D.ietf-sfc-control-pl ane].

- SFC Data Pl ane consists in all SF conponents as well as the
dat a exchanged between the SF conponents. Comuni cations
bet ween SF conponents includes the packet thenselves, their
associ ated netadata, the routing logic - simlar to RIB - or SF
logic, i.e. what they retuned val ues are for exanple.

- SFC Tenant’s Users Data Plane consists in the traffic data
provided by the different users of the tenants. Wen a user is
conmuni cating with a server or another user -eventually from
anot her administrative domain - , the conmunication belongs to
the SFC Tenant’s Users Data Pl ane whenever packets are provided
by the server of by the user.

5. Threat Analysis

This section describes potential threats the SFC Data Pl ane may be
exposed. The list of threats is not expected to be complete.

Attacks may be perforned frominside the SFC Data Plane or from
outside the SFC Data plane, in which case, the attacker is in at

| east one of the follow ng planes: SFC Control Plane, SFC Managenent
Pl ane or SFC Tenants’ Users Plane. Sonme nost sophisticated attacks
may involve a coordination of attackers in nultiple planes.

5.1. Attacks performed fromthe SFC Control Pl ane

Attacks related to the control plane have been detailed in section 5
of [I-D.ietf-sfc-control-plane].

5.2. Attacks perfornmed fromthe SFC Managenent Pl ane
Attacks performed on the SFC Managenent Plane are sinilar to those
performed fromthe SFC Control Plane. The main difference is that

the SFC Managenent Pl an provides usually a greater control of the SFC
component that the SFC Control Pl ane.
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In addition, the actions perforned by the SFC Managenent Pl ane have
fewer restrictions, which nmeans it may be harder to enforce strong
control access policies.

5.3. Attacks perfornmed fromthe Tenant’'s Users Pl ane

The SFC Tenant's User Plane is not expected to have fine access
control policies on the packets sent or received by users. Unless
they are filtered, all packets are good candidate to the SFC
Classifier. This provides the user sone opportunities to test the
behavi or of the SFC

In addition, the Tenant’s Users Plane is not controlled by the SFC
Tenant, and users may initiate comunicati ons where both ends - the
client and the server- are under the control of the same user. Such
conmmuni cati ons may be seen as user controlled comruni cati ons (UCC)

UCC nmay enabl e any user to nonitor and neasure the health of the SFC
This may be an useful information to infer information on the
tenant’s activity or to define when a DoS attack may cause nore
damage. One way to neasure the health or load of the tenant’s SFCis
to regularly send a packet and neasure the tine it takes to be
received, in order to estimate the processing tine within the SFC

UCC may enable any user to test the consistency of the SFC. (One
exanpl e of inconsistency could be that SFC decapsul ation i s not
performed - or inconsistently perforned - before | eaving the SFC

whi ch could | eak sone netadata with private information. For

exanpl e, a user may send spoofed packet. Suppose for exanple, that a
request HTTP GET vi deo. exanpl e.conmlnovie is received with sonme extra
header information such as CLIENT_ID: 1234567890, or CLIENT_EMAI L:

client @xanmple.foo. |If these pieces of information are derived from
the source I P address, the attacker may collect them by changing the
| P address for exanple. |In this case, the spoofed packets as used to

collect private and confidential information of the tenant’'s users.
Note that such threat is not specific to SFC, and results fromthe
combi nation of spoofed |IP and non-authenticated | P address are used
to identify a user. What is specific to SFCis that netadata are
likely to carry multiple pieces of information - potentially non-

aut henticated - associated to the user. In the case above, neta-data
is carried over the HITP header. Inserting the netadata in the HITP
header may be perforned by a SF that takes its input fromthe SFC
encapsul ation. |In addition, SFC encapsulation may also leak this
information directly to a malicious node if that node belongs to the
SFC plane. In this |later case, the user builds on the top of and
intrusion to the SFC Data Plane that is detailed |ater
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In sone case, spoofed packet nmay inpersonate other’s tenants.

Suppose for exanple that the same infrastructure is used by multi
tenants, and which are identified by the I P address of their users.
In this case, spoofing an | P address associated to another tenant may
be sufficient to collect the informati on confidential and private

i nformation.

Simlarly, UCC may enabl e any user to infer packet has been dropped
or is in a loop. Suppose a user send a spoofed packet and receives
no response. The attacker may infer that the packet has been dropped
or isinaloop. Aloop is expect to load the systemand sending a
"wel I known packet" over the UCC and neasuring the response tinme nay
det ermi ne whet her the packet has been dropped or is in a | oop

Correlation of tinme neasurenent and spoofed packet over a UCC may
provi de various type information that could be used by an attacker

- The attacker may correl ate spoofed packet and time nmeasurenent
in order discover the SFC topology or the logic of the SFC
Classifier. Typically, it may infer when new SFs are placed in
the SFC for exanple. 1In addition, as nmetadata are placed in
band, the tine response nay al so provide an indication of the
size of the netadata associated to the packet. The conbination
of these pieces of information may help an attacker to
orchestrate a future attack on a specific SF either to maxin ze
the danages or to collect sonme netadata - |like identification
credenti al s.

- The attacker may al so define the type of packets that require
the SFC the nore processing. Additional processing may be due
a large set of additional nmetadata that require fragnmentation
some packets that are not treated in a coherent and consi stent
manner within the SFC. Such information nmay be used for
exanple to optimze a DoS attack. In addition, it could al so
be used in order to artificially increase the necessary
resource of the Tenant in order to increase the cost of
operation for running its service.

Ti me nmeasurement and spoofed packet in conbination with variable
query rate over a UCC nmay provide infornmation on the orchestration of
the SFCitself. For exanple, the user may be able to detect when

el asticity mechani sms are triggered

An attacker may be able to | everage the know edge that SFC is in use
by specific carriers to effect the processing of data using the SFC
system as a processor in the attack. This |eads to a nunber of
potential weaknesses in the Internet ecosystem
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An attacker may be able to characterize the type of client platforns
using a web site by carefully crafting data streans that will be
nmodi fi ed by the SFC system versus client systens that would view web
data unnodified. For exanple, |everaging SFC and carefully crafted
data, a malicious web site operator nmay be able to create a
particularly formatted common file that when nodified by a cellular
operator for bandwi dth savings creates a file that nay crash
(creating a DoS attack) on a select set of clients. dients not
accessing that web site using the same RSFP woul d not experience any
i ssues. Additionally, external exami nation of the malicious site
woul d not denonstrate any nalicious content, relying on the SF to
nmodi fy the content.

A well crafted site could potentially |everage the variances of
functionality fromdifferent RSFPs in order to GEO | ocate a user. An
exanpl e woul d be creating an inage file which when reconpressed
creates inmage artifacts rendering the i nage unusable, but allow ng
the user to respond to such an event, thereby letting the web site
operator know the user has potentially nmoved froma higher to | ower
bandwi dth network location within the area of a specific network
operator.

5.4. Attacks perfornmed fromthe SFC Data Pl ane

Thi s section considers an attacker has been able to take control of
an SFC conponent. As a result, the attacker may becone able to
modify the traffic and perform on-path attacks, it may also be able
to generate traffic, or redirect traffic to performsone kind of Man-
in-the-mddle attacks. This is clearly a fault, and security
policies should be set to avoid this situation. This section

anal yses in case this intrusion occurs, the potential consequences on
t he SFC.

The traffic within the SFC Data Plane is conposed of nultiple |ayers.
The traffic is conposed of comruni cati ons between SFC conponents.

The transport between the SFC conponent is the transport protocol and
is not considered in the SFC. It can typically be a L2 transport

| ayer, or an L3 transport |ayer using various encapsul ation

techni ques (VLAN, VXLAN, GRE, |Psec tunnels for exanple). The
transport layer carries SFC Encapsul ated that are conposed of an SFC
Encapsul ati on envel ope that carries netadata and a SFC payl oad t hat
is the actual packet exchanged between the two end points.

As a result, attacker may use the traffic to perform attacks at
various |ayers. More specifically, attacks may be perfornmed at the
transport |ayer, the SFC Encapsul ati on | ayer or the SFC payl oad

| ayer.
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- Attacks perfornmed at the transport |ayer nmay be related to SFC
in the sense that illegitimate SFC traffic could be provided to
the SF. Typically, a malicious node that is not expected to
communi cate with that SF may inject packets into the SFC, such
mal i ci ous node nay eventually spoof the | P address of
legitimate SF, so the receiving SF may not be able to detect
the packet is not legitimate. Threats related to |IP spoofing
are described in [ RFC6959] and may be addresses by
authenticated traffic (e.g. wusing IPsec). Such threats are
not related to SFC even though they nmay inpact a given SF.

- the SFC Encapsul ation as well as the SFC payl oad are usually
considered as input by a SF. As such they nay represent
efficient vector of attacks for the SF. Attacks perforned
t hrough SFC payl oad are simlar as the ones described in the
Tenant’s Users Data Pl ane section. As a result, such attacks
are not considered in this section, and this section nostly
consi ders attacks based on the SFC Encapsul ati on and nali ci ous
nmet adat a.

When an attacker is within the SFC Data Plane, it may have a full or
partial control of one SF conponent in which case, the attacker is
likely to conpronise the associated SFCs. It could for exanple,
nodi fy the expected operation of the SFC. Note that in this case,
the SFC may be appropriately provisioned and set, however, the SFC
does not operate as expected this may only be detected by nonitoring
and auditing the SFC Data Pl ane.

Al though traffic authentication nay be perforned at various |layers L2
L3 or at the SFC Encapsul ati on | ayer, this section considers the SFC
traffic. As a result, the SFCtraffic is authenticated if the SF is

able to authenticate the incom ng SFC packet.

When SFC traffic is not authenticated, an attacker nmay inject spoofed
packet in any SFC conponent. The attacker may use spoofed packet to
di scover the logic of the SFC. On the other hand, the attacker may
al so inject packet in order to performDoS attack via reflection. 1In
fact, sone SF may carry |arge nmetadata, which may provide a vector
for anplification within the SFC Data Pl ane and thus either |oad the
network or the next SF. Note that anplification nay be generated by
met adata, the SFC payl oad, and the attacker nay replay packets or
completely craft new packets. |In addition, the attacker may choose a
spoof ed packet to increase the CPU | oad on the SFC conponents. For
exanple, it could insert additional nmetadata to generate
fragmentation. Simlarly, it may also insert unnecessary netadata
that may need to be decapsul ated and anal yzed even though they may
not be considered for further actions. Spoofed packet nmay not only
be generated to attack the SFC conponent at the SFC layer. |In fact
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spoof ed packet may al so target applications of the SF. For exanple
an attacker may al so forge packet for HITP based application - like a
L7 firewall - in order to performa sloworis [SLONORI S] |ike
attack. Note that in this case, such attacks are addressed in the
Tenant’'s Users Data Plane section. The specificity here is that the
attacker has a nore advanced understandi ng of the processing of the
SFC, and can thus be nore efficient.

When SFC traffic is not authenticated, an attacker may al so nodify
on-path the packet. By changing sone netadata contained in the SFC
Encapsul ation, the attacker may test and di scover the |ogic of the
SFF. Simlarly, when the attacker is aware of the logic of a SFC
component, the attacker may nodify sone netadata in order to nodify
the expected operation of the SFC. Such exanpl e includes for exanple
redirection to a SF which could result in overloading the SF and
overall affect the conplete SFC. Simlarly, the attacker may al so
create loops within the SFC. Note that redirection nmay not occur
only in a given SFC. In fact, the attacker may use SFC branching to
af fect other SFC. Another exanple would also include a redirection
to a node owned by the attacker and which is conpletely outside the
SFC. Mbtivation for such redirection would be that the attacker has
full administrator privileges on that node, whereas it only has
limted capabilities on the corrupted node. Such attack is a nan-in-
the-m ddl e attack. The inportant thing to note is that in this case
the traffic is brought outside the legitimte SFC domain. 1In fact,
performng a man-in-the-niddle attack as descri bed above neans that
the SFC domai n has been extended. This can be easily perfornmed in
case all node of the data center or the tenant’s virtual network is
likely to host a SFC conponent. A sinilar scenario may al so consi der
that the traffic could be redirected outside the data center or the
tenant’s virtual network if the routing of firewall rule enables such
poli ci es.

A direct consequence is that a corrupted SFC conponent may affect the
whol e SFC. This al so nmeans that the trust of a given SFC decreases
with the nunber of SF involved as each SF presents a surface of

att ack.

An attacker may al so perform passive attacks by listening to traffic
exchanged t hroughout the SFC Data Plane. Such attacks are descri bed
in [RFC7258]. Metadata are associated to each packet. These

met adata are additional pieces of information not carried in the
packet and necessary for each SF to operate. As a result, netadata
may contain private information such as identifiers or credentials.
In addition, observing the traffic may provide information on the
tenant’s activity. Note that encryption only may not prevent such
attacks, as activity may be inferred by the traffic |oad.
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6

Pl ane | sol ati on Requirenments

Pl ane Isolation consists inlimting the surface of attack of the SFC
Data Pl ane by controlling the interfaces between the SFC Data Pl ane
and t he ot her pl anes.

Conpl ete isolation of the planes is not possible, as there are stil
some communi cations that nust be enabled in order to benefit fromthe
benefits of SFC. As a result, isolation should be understood as
enabl i ng comuni cati ons between planes in a controll ed way.

This section lists the recommendati ons so communi cati on between
pl anes can be controlled. This involves controlling conmunications
bet ween pl anes as well as controlling comunication within a plane.

The requirenents |listed below applies to all planes, whereas the
foll owi ng subsection are nore specific to each plane, providing
recomendations on the interface with the SFC Data Pl ane.

REQL: In order to increase isolation it is recommended that every
pl ane communi cates with anot her plane using a dedicated
interface. In our case, the SFC Managenent Pl ane, the SFC
Control Plane and the SFC Data Pl ane SHOULD use dedi cated
net works and dedi cated interfaces. Isolation of inter-plane
conmuni cation may be enforced using different ways. How
isolation is enforced depends on the type of traffic, the
networ k environnent for exanple, and within a given SFC
architecture different techni ques nmay be used for the
different planes. One way to isolate communications is to use
completely different network on dedicated NICS. On the other
hand, depending on the required level of isolation, a |ogica
i solation may be perforned using different |P addresses or
ports with network logically isolated - that is using for

exanpl e different VXLAN, or GRE tunnels. In this case,
isolation relies on the trust associated to the different
switches and router. |In case of a | ake of trust on the on-

path el ements, authenticated encryption may be used to provide
a logical isolation. Wth authenticated encryption, trust is

pl aced on the end points. Note also that encryption can al so

be used in conbination of other isolation nmechanisns in order

to increase the level of isolation

REQ2: Activity on each interface between planes MJST be nonitored
and regul arly audited.

REQ3: Each interface between planes MJST be provided neans to filter
traffic or rate-limt the traffic. Filtering and rate-
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6

6

limting policies may be finer grained and may apply for a
subset of traffic.

1. SFC Control Plane |solation

2

In order to limt the risks of an attack fromthe SFC Control Pl ane,
effort should be made in order to restrict the capabilities and the
i nformati on provided by the SFC Data Pl ane to the SFC Control Pl ane
to the authorized tenants only. 1In this case the authorized tenants
are the users or organizations responsible for the SFC donai n.

REQ4: Tenants of the SFC Control Plane SHOULD aut henticate in order
to prevent tenant’s usurpation or comunication hijacking.

REQ: Commruni cati ons between SFC Control Plane and the SFC Data
Pl ane MJST be aut henticated and encrypted in order to preserve
privacy. The purpose of encryption in this case prevents an
attacker to be aware of the action performed by the SFC
Control Plane. Such information nay be used to orchestrate an
attack - especially when SFC conmponent report their CPU
net wor k | oad.

REQ6: Strong access control policies SHOUD be enforced. Contro
SHOULD be performed on the engaged resource (e.g. CPU
menory, di sk access for exanple) and SHOULD be associ at ed
explicitly to authorized tenants. By default, a tenant SHOULD
be deni ed any access to resource, and access SHOULD be
explicit.

When possi ble, the use of APl is recomended in order to linit the
scope of possible interactions between the SFC Control Plane and the
SFC Data Plane. This is one way to linmit the possibilities of the
tenants. In addition, each of these actions should be associated an
aut hori zed tenant, as well as authorized paraneters.

REQ7: Audit SHOULD be perforned regularly to check access contro
policies are still up-to-date and prevent non-authorized users
to control the SFC Data Pl ane.

SFC Managenent Pl ane Isol ation

The requirements for the SFC Control Plane and SFC Managenent Pl ane
are simlar. The main difference of the interfaces between the SFC
Management Pl ane and the SFC Control Plane is that it is less likely
that APlIs could be used to configure the different SFC conponents.
As a result, users of the SFC Managenent Plane are likely to have a
broader and wi der control over the SFC conponent.
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REQB: it is REOMWENDED to enforce stronger authentication nechanisns
(for example relying on hardware tokens or keys) and to limt
the scope of administrative roles on a per conponent basis.

REQY: SFC Control Plane and SFC Managenent Pl ane may present sone
overlap. Each SFC conponent MJST have clear policies in case
these two planes enter in conflict.

6.3. Tenant's Users Data Plane |sol ation

The Tenant’'s Users Data Plane is supposed to have |ess restricted
access control than the other SFC Managenent Pl ane and SFC Control

Pl anes. A typical use case could be that each tenant are controlling
and managing the SFC in order to provide services to their associated
users. The nunber of users interacting with the SFC Data Pl ane is
expected to be larger than the nunber of tenants interacting with the
SFC Control and SFC Managenent Planes. |n addition, the scope of
communi cations initiated or termnating at the user end points is
likely to be unlimted conpared to the scope of communications

bet ween the tenants and the SFC Control Pl ane or SFC Managenent

Plane. 1In such cases, the tenant may be provided two roles. One to
grant access to the SFC, and another one to control and nanage the
SFC. These two roles should be able to interact and conmuni cate.

REQLO: Users SHOULD be authenticated, and only being granted access
to the SFC if authorized. Authorization nmay be provided by
the SFC itself or outside the SFC

REQL1: Filtering policies SHOULD prevent access to a user, or traffic
when a nalicious behavior is noticed. A nalicious activity
may be noticed once a given behavioral pattern is detected or
when unexpected load is nonitored in the SFC Data Pl ane.

REQL2: Tenant’'s User Plane SHOULD be nonitored, in order to detect
mal i ci ous behavi ors.

REQL3: When SFC is used by multiple tenants, each tenant’s traffic
SHOULD be isol ated based on authenticated information. Mre
specifically, the use of a Cassifier that can easily be
spoofed like an | P address SHOULD NOT be used.

7. SFC Data Pl ane Requirenents

This section provides requirenents and recomendati on for the SFC
Dat a Pl ane.

REQL4: Commruni cations within the SFC Data Pl ane MJST be aut henti cated
in order to prevent the traffic to be nodified by an attacker
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As a result, authentication includes the SFC Encapsul ati on as
wel |l as the SFC payl oad.

Conmruni cati on MJUST NOT reveal privacy sensitive netadata.

The metadata provided in the comunication MUST be Iimted in
intermof volune as to linit the anplification factor as well
as fragnentati on.

Met adat a SHOULD NOT be considered by the SFF for forwarding
decision. In fact, the inputs considered for switching the
packet to the next SFF or a SF should involve a m ninmum
processing operation to be read. More specifically, these
i nputs are expected fixed I ength value fields in the SFC
Encapsul ati on header rather than any TLV format.

When multiple tenants share a given infrastructure, the
traffic associated to each tenant MJUST be authenticated and
respective Tenant’s Users Planes MJST renain isolated. NMore
specifically, if for exanple, a SFC Cl assifier is shared
between multiple tenants. The Classifier used to associate
the SFC MUST be authenticated. This is to limt the use of
spoofed Classifiers. In any case, the SFC conponent that
receives traffic fromnmultiple tenants is assuned to be
trust ed.

Bei ng a nenber of a SFC domain SHOULD be explicitly nentioned
by the node and neans shoul d be provided so the SFC donain the
node bel ongs to may be checked. Such requirenent intends to
prevent a packet to go outside a SFC domain, for exanple in
the case of a man-in-the-nmiddl e attacks, where a redirection
occurs outside the SFC domain. It is expected that nost

depl oynent will rely on border / port mechani sns that prevent
outsider users frominjecting packets w th spoofed netadata.
Al t hough such nechani sns are strongly recomended to depl oy,
in case of failure, they do not prevent nman-in-the-niddle
attack outside the SFC domain

In addition, the follow ng operational requirenents have been

i denti

REQ20:

M gaul t,

fied:
SFC conponents should be uniquely identified and have their
own cryptographic material. In other words the use of a
shared secret for all nodes SHOULD NOT be considered as one
corrupted node would be able to inpersonate any node of the
SFC Data Plane. This is especially useful for audit.
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REQ1: Activity in the SFC Data Pl ane MJUST be nonitored and Audit
regul arly.

REQ22: |solate the Plane with border and firewall rules.
8. Additional Requirenents

REQ23: SFC Encapsul ati on SHOULD carry some identification so it can
be associated to the appropriated SFP as well as its position
within the SFC or SFP. Indicating the SFP ID nay be
sufficient as long as a SFP can uni quely be associated to a
single SFC. Qherw se, the SFC shoul d be al so indicat ed.
This is especially useful for audit and to avoid traffic
comng fromone SFC to m x with another SFC.

REQ24: SFC Encapsul ation MJST be integrity protected to prevent
attackers fromnodi fying the SFP ID.

9. Security Considerations
10. Privacy Considerations
11. | ANA Consi derations

12. Acknow edgnents

The authors would like to thank Joel Hal pern for his val uable
comrent s.

13. References
13. 1. Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119, DO 10.17487/
RFC2119, March 1997,
<http://wwv rfc-editor.org/info/rfc2119>.

[ RFC6959] McPherson, D., Baker, F., and J. Hal pern, "Source Address
Val idation | nprovenent (SAVI) Threat Scope", RFC 6959, DA
10. 17487/ RFC6959, My 2013,
<http://wwv. rfc-editor.org/info/rfc6959>.

[ RFC7258] Farrell, S. and H Tschofenig, "Pervasive Mnitoring Is an

Attack", BCP 188, RFC 7258, DO 10.17487/ RFC7258, My
2014, <http://ww.rfc-editor.org/info/rfc7258>.

Mgault, et al. Expires April 21, 2016 [ Page 15]



Internet-Draft SFC environnent Security requirenments Cct ober 2015

13.2. Infornmtive References

[I-D.ietf-sfc-nsh]
Quinn, P. and U. Elzur, "Network Service Header", draft-
ietf-sfc-nsh-01 (work in progress), July 2015.

[I-D.ietf-sfc-architecture]
Hal pern, J. and C. Pignataro, "Service Function Chaining
(SFC) Architecture", draft-ietf-sfc-architecture-11 (work
in progress), July 2015.

[I-D.ietf-sfc-control-plane]
Li, H, Wi, Q, Huang, O, Boucadair, M, Jacquenet, C. ,
Haeffner, W, Lee, S., Parker, R, Dunbar, L., Mlis, A,
Hal pern, J., Reddy, T., and P. Patil, "Service Function
Chai ning (SFC) Control Plane Conponents & Requirenents",
draft-ietf-sfc-control-plane-00 (work in progress), August
2015.

[ SLOMCRI S
W ki pedia, "Sloworis", <https://en.w ki pedi a.org/w ki /
Sl ow ori s_9%28sof t war e%29>.

Aut hors’ Addr esses

Daniel Mgault (editor)
Eri csson

8400 boul evard Decari e
Montreal, QC H4P 2N2
Canada

Phone: +1 514-452-2160
Emai | : dani el . mgault @ricsson.com

Carl os Pignataro

Ci sco Systens, Inc.

7200- 12 Kit Creek Road

Research Triangle Park, NC 27709
USA

Phone: +1 919-392-7428
Emai | : cpi gnat a@i sco. com

Mgault, et al. Expires April 21, 2016 [ Page 16]



Internet-Draft SFC environnent Security requirenments Cct ober 2015

Ti rumal eswar Reddy

Ci sco Systens, Inc.

Cessna Busi ness Park, Varthur Hobl
Bangal ore, Karnataka 560103

I ndi a

Phone: +91 9886
Email: tireddy@i sco.com

Chri st opher Inacio

CERT, Software Engineering Institute, Carnegie Mellon University
4500 5th Ave

Pittsburgh, PA 15213

USA

Phone: +1 412-268-3098
Emai | : inacio@ert.org

Mgault, et al. Expires April 21, 2016 [ Page 17]



