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Abst ract

Enterprise networks deploy a variety of security devices to protect
the network, hosts and endpoints. Network security devices, both
hardware and virtual, operate at all CSI |ayers with scanning and
anal ysis capabilities for application content. Miltiple specific
devi ces are often deployed together for breadth and depth of defense.
Thi s docunment describes use cases of Service Function Chaining (SFC
when depl oyi ng network security devices in the manner descri bed above
and also puts forth requirenents for their effective operation
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Net work security service nodes participate in Service Function
Chai ning (SFC) to provide conprehensive solutions for securing canpus
and data center enterprise networks. Oten, network operator

various types and instances of security service nodes.
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are conplenmentary to one another for the purpose of coverage, depth
of defense, scalability and availability.

In addition to packet forwarding, network security devices can
buffer, inject or block certain packets, as well as proxy entire
connections. Mst of the network security devices naintain state at
the connection, session or transaction |levels. \Wen used in a SFC
envi ronnment these security Service Function actions and properties
require careful design and extension including the Service C assifier
and Service Function itself. This docunent attenpts to describe the
detail ed use cases that lead to the requirenents to support network
security functions in SFC

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. Definition O Terns

This docunent uses the terns as defined in RFC 7498 [ RFC7498],
[I-D.ietf-sfc-architecture] and [I-D.ietf-sfc-nsh].

In addition the following terns are defi ned.

Security Service Function (Security SF): A Security Service Function
is a Service Function that carries out specific security tasks.
W |limt the scope of security functions to network security in
this docunment (as opposed to functions such as endpoi nt
security). In addition to the general forwarding action, a
Security Service Function can buffer, proxy, inject or block
certain packets based on its policy. A Security Service Function
can nmaintain state at the connection, session or transaction
| evel s. Sanple Security Service Functions are: Firewall,

I ntrusion Prevention/Detection System (I PS/I1DS), Deep Packet

I nspection (DPl), Application Visibility and Control (AVC
networ k virus and mal ware scanni ng, sandbox, Data Loss Prevention
(DLP), Distributed Denial of Service (DDoS) mitigation and TLS

pr oxy.

Flow. A flowis a uni-directional traffic streamidentified by
network | ayer attributes, specifically I P addresses and TCP/ UDP
ports for TCP/UDP traffic.

Connection: A connection is a bi-directional traffic stream conposed
of two flows sharing the sane network | ayer attributes
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3. Characteristics of Security Service Functions

Most Security Service Functions are stateful. They maintain state at
the connection, session or transaction |levels, depending on the CS

| ayers that they act on. Many Security Functions require seeing both
directions of the client-server traffic in order to nmaintain state
properly. Asymetric traffic nust be normalized before packets reach
the Security Functions.

Security Service Functions operate on network | ayer data with
speci fic behaviors. For exanpl e:

1. A Firewall tracks TCP state between the TCP client and server
TCP packets that do not correspond to the Firewall’s maintained
state are likely to be dropped.

2. A Firewall can nodify the L3/L4 headers for NAT translation. The
flow attributes in the packet header nmay be changed after the
packet egresses the Firewall.

3. A Firewall can proxy a TCP connection by sending a TCP ACK on
behal f of the endpoint. Fromthe SFC perspective, this results
in Service Function generated packets being injected into the
service path in the reverse direction

4. A Firewall or DDoS mitigator can inject TCP | ayer challenges to
the originating client before the intended server receives a
packet fromthe client.

Security Functions al so handl e packets and exam ne data at hi gher OS
| ayers. For exanple:

1. A Firewall can inspect the HITP header and body data. Based on
the inspection results, the firewall can decide to drop the
packet and/or block the connection conpletely.

2. A Wb proxy can inject an HTTP chal | enge page into an HTTP
transaction for the purposes of authentication and identity
col I ection.

3. At the enterprise edge, a TLS proxy, when authorized, operates as
a trusted Man-in-the-Mddle to proxy the TLS handshake and
decrypt the packet data. The TCP payl oad rmay be conpletely
di fferent between ingress and egress of TLS Proxy.

4. A stream scanning service exanmines a certain set of application

data. File scanning engines exanmine file streans of specific
types.
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4. Use Cases
4.1. Service Classification Use Cases
4.1.1. Service classification for bi-directional traffic

Many Security Service Functions require receiving bi-directional
traffic of a connection. For exanple, a DDoS mitigator requires to
see the return traffic to nmaintain proper state.

Return traffic (i.e. server to client response) should be classified
based on the forward traffic (i.e. the client to server request).
This allows server’s return traffic to be associated with the clients
forward traffic. The forward and return traffic forms a single bi-
directional connection and shares Service Function Paths with simlar
set of Service Functions.

In the figure below, the Service Cassifier handling traffic from
Host B nmust be able to identify return traffic (flow 2) and sel ect
the Service Function Path with "DDoS". Flow 1 and 2 form a
connection and traverse DDoS in both directions.
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(b) Flows from Host B
Figure 1: Forward and return flows between two hosts
4.1.2. Service Cassifier to distinguish initiator and responder

Even if a Security Service Function requires receiving bi-directiona
traffic of a connection, it should not necessarily receive traffic
initiated fromall network segnents for perfornmance, availability,
and scalability reasons. For instance, a DDoS nitigator is
configured to receive bi-directional traffic initiated fromthe
Internet, but skip traffic initiated fromthe internal network.

Traffic initiated froma network segnent should be classified

i ndependently. In Figure 1(b), the Service Cassifier for Host B
nmust identify traffic initiated by Host B (flow 3) and classify it

Wang, et al. Expi res March 27, 2016 [ Page 6]



Internet-Draft SFC Network Security Use Cases Sept enber 2015

i ndependently. Such traffic bypasses the DDoS Service Function in
this exanple.

The Service O assifier nmust distinguish between flow 2 and flow 3
both of which are fromHost B to Host A. In other words, it nust be
able to identify the initiator and responder of a connection.

A Service Cassifier that keeps certain state would be able to handl e
the above requirements with ease. The state should be accessible by
each Service Cassifier if there are multiple instances handling
traffic sources fromvarious network segnents.

4.1.3. Service Cassification based on network and application criteria

The Service O assifier evaluates SFC Policies (i.e. Service
Policies) in order to deternmine the traffic and associ ated Service
Function Paths. |In the case of Security Service Functions, the
Service Policies can contain match criteria derived fromall OSI

| ayers of the packet.

SFC classification is often based on network data, including but not
limted to: Network interface port, VLAN, source and destination IP
addresses, source and destination TCP and UDP ports, |P protocol

etc. These properties can be derived fromthe packet headers and are
consi stent across every packet of a flow.

There are match criteria that are desired by Security Service
Functions that are either not present in the first packet, or are not
present in every packet.

Those criteria may conprise "application data" from above the network
|l ayer, referred to as "application criteria". For exanple, a policy
rule may state:

for all TLS traffic, run the traffic through Service Function "TLS
Pr oxy"

Anot her exanpl e of an application |ayer policy rule is:

for all HTTP traffic with content containing file types of
interest, run the traffic through Service Function "File Stream
Scanner"

The Service Classifier for Security Service Functions needs to handl e
compl ex Service Policy. 1In sone cases, this can be achi eved by
enbeddi ng the Service Cassifier function into a Security Service
Function, such that it can evaluate the application data as it
beconmes avail abl e.
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4.1.4. Switching Service Function Paths based on inspection and
scanning results

Network data is likely to be available on the first packet of the
flow Wen only network data is used as Service Policy natch
criteria, a stateful Service Classifier will be able to determ ne the
forward and reverse Service Function Paths fromthe first packet
(initial classification). The forward and reverse Service Function
Pat hs remai n unchanged for the entire life of the flow for these
types of policies.

When the Service Policy contains application criteria, the policy
rule may not be fully evaluated until several packets have passed
through the chain. For exanple, TLS traffic can be identified only
after the TLS dient Hell o handshake nmessage is observed.

Multiple classifiers nay be required to provide sufficient
classification granularity and conplete a full evaluation of the
Service Policy. |In many cases, classification will be co-located
with a Security Service Function that has the ability to inspect and
scan the application data.

A new Service Function Path may be selected by a non-initial
classification, different fromthe one deternmined by the initial
classification.

The sel ection of a new Service Function Path can be reflected in the
NSH Service Path Header as a new Service Path ID for the Service
Function Forwarder to direct the packet accordingly.

The decision of a new Service Function Path often needs to be stored
in Service Function and/or Service Cassifier to ensure that
subsequent packets of the flow follow the new path. This is because
the data that triggers a new Service Function Path may be avail able
fromone particul ar packet only. For exanple, the packet with the
TLS Cient Hello nmessage is used to identify a TLS session
Subsequent packets may not contain information for identifying the
TLS sessions. Al subsequent packets, w thout being classified
again, mnust travel through the path with the "TLS Proxy" Service
Functi on.

Wang, et al. Expi res March 27, 2016 [ Page 8]



Internet-Draft SFC Network Security Use Cases Sept enber 2015
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Figure 2: Md-stream service function path update

Figure 2 illustrates a sinple set of Security Functions depl oyed at
the Internet edge. The default Service Function Path is SFP-1, with
Service Functions "AVC' and "Firewall". Wen a TLS session is

detected (e.g. by detecting the TLS Client Hello in the AVC Service
Function), packets of the flow fromthat point on are switched to
SFP-2, which contains "TLS Proxy" between "AVC' and "Firewal " to
decrypt the TLS traffic for inspection

e m e e e e e e oo - o m e e e e e e e e e e e e e e eem o +
[ Packet s [ Servi ce Function Path [
e . +
| TCP Handshake | SFP-1. AVC. Firewal l |
T N e +
| TLS dient Hello | SFP-1; Switched to SFP-2 after AVC

e m e e e e e e oo - o m e e e e e e e e e e e e e e eem o +
| Rest of TLS HS | SFP-2. AVC: TLS Proxy: Firewal | [
e S . +
| HTTPS Dat a | SFP-2. AVC: TLS Proxy: Firewal | [
T N ' +

Tabl e 1: SFP taken by each packet in an HITPS connection

Table 1 lists the Service Function Path for each packet in an HTTPS
connection, fromthe TCP 3-way handshake to the HTTPS data packets.
A new Service Function Path is selected in the mddle of the
connection after the TLS Cient Hello is observed.
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4.2. Service Function Use Cases
4.2.1. Service Cassifier-capable Service Function

Service Functions that are capable of selecting a new Service
Function Path nust have the Service O assifier function integrated.
Such Service Functions are often responsible for classification using
their inspection and scanning results and updating Service Function
Pat hs based on the Service Policy.

4.2.2. Service Functions operating on L5 or L7 data

Certain Security Service Functions operate on L5 to L7 data. For

exanple, a "TLS Proxy" consunmes a TCP streamwi thout retransmitted or
overl apping TCP segnents. A "Wb Proxy" operates on TCP stream of

HTTP traffic. The data consuned by such Service Functions may not be
in the original packet frame format, and the data nmay not contain the
original L2-L4 header information. Such Service Functions can obtain
the session or flow information fromthe SFC netadata carried in NSH

4.2.3. Service Function m d-stream pi ck-up

When a new Service Function Path is selected as a result of Service
Policy re-evaluation with application |ayer policy netadata, a new
Service Function nmay need to start handling packet franes in the
mddle of a flow This is referred to as "m d-stream pi ck-up".

Al though this is md-streamfroma flow perspective, it is still a
conplete data streamfromthe Service Function perspective (e.qg.

al t hough "TLS Proxy" Service Function nay not see the prior TCP
handshake packets, it still sees the entire TLS stream). Sinilarly,
transacti on based Service Functions only handl e packets bel onging to
a particular transaction. Such Service Function may use the flow ID
met adata carried in NSH to link the session back to the flow
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T e Fommemeeeas e +
| Packet | AVC | TLS Proxy | Firewall

e m e e e e e e oo - H-- - - - Fom e e e e - - Fom e - +
| TCP SYN | X | [ X [
e S N . +
| TCP SYN ACK | X [ X [
T e Fommemeeeas N T +
| TCP ACK | X | [ X [
e m e e e e e e oo - H-- - - - Fom e e e e - - Fom e - +
| TLS dient Hello | X | X [ X [
e S N . +
| Rest of TLS HS | X X | X |
T e Fommemeeeas N T +
| HTTPS Data | X | X [ X [
e m e e e e e e oo - H-- - - - Fom e e e e - - Fom e - +

Tabl e 2: Service Functions visited by each packet in an HTTPS
connection

Table 2 lists the Service Functions visited by each packet from an
HTTPS connection. The first packet that the Service Function "TLS
Proxy" receives is the TLS Cient Hello, as opposed to the TCP
handshake packets prior to it.

4.2.4. Bypassing for a particular Service Function

Certain Security Service Functions can be conpute-intensive while
only serving a particular task. It may be required to bypass such a
Service Function in the niddle of a flow For exanple:

o "Firewall" may request offloading of certain flows to fast
forwardi ng engine with mninmal inspection

0 "HITP Inspector” may decide to not inspect video streans froma
site with a high reputation

0 "TLS Proxy" may have to avoid decryption of banking traffic for
conmpl i ance reasons

The decision to bypass a Service Function is nade by the Service
Function with its static policy, the inspection results and/or md-
stream eval uation of Service Policy.

Even if a flowis offloaded or bypassed, the Security Service
Function may want to continue receiving critical packets for state
tracki ng purposes. For exanple, "Firewall" may want to receive TCP
control packets, and "HTTP Inspector"” nay want to track each
transaction in the sane flow
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Figure 3: Service function bypass exanpl es

The of fl oadi ng node can be either the Service Function Forwarder or a

capabl e Service Function with a built-in stateful offloading path

(Figure 6). The offloading path tracks the flow state and identifies
critical packets to be sent to the bypassed Service Function
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Figure 4: Service function of fl oadi ng node

To steer traffic to the path that avoids the bypassed Service
Function, a Service Function nay update the SFC netadata in the
packet if the Service Function has know edge of the relevant Service
Function Paths. Alternatively, a Service Function nay signal the
Service Cassifier to update the Service Function Path to exclude the
Servi ce Function. Service Function Path updates may be acconplished
by selecting a new path (i.e. a new Service Path I1D) with the Service
Functi on excl uded.

Servi ce Function bypass may al so follow the procedure described in
"Service Function Sinple Ofloads" [I-D. kumar-sfc-of fl oads], where
the Service Function signals the Service Function Forwarder to
offload a flow. The Service Function Forwarder caches the offl oad
request and bypasses the Service Function in the service path for the
remai nder of the fl ow

4.2.5. Tap node Service Functions

Certain Service Functions such as an I DS nay operate in "tap" node,
i.e. they consune a packet instead of passing the packet through
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The Service Function Forwarder should send copies of packets to tap
node Service Functions.

/ \
( [1Ds] )
\ /
:_+_1
- /L e ——
/ v / \
( DDoS) | ( Firewall )
\ I /
:_+_) |C0p :___+___)
[\ | [\
| | |
+---+ \ |/ [ \ |/ +---+
| | g Fommmmmeme oo | |
| C+----( SFF )----+ S|
I I IR ’ I I
+-- -+ +-- -+

[ ] denotes a packet sink

Fi gure 5. Tap node service functions in SFC

Figure 3 illustrates an exanple of tap node Service Function and
their insertion into a Service Function Chain. The IDS Service
Function receives copies of packets fromthe Service Function
For war der .

4.3. Service Data Handling Use Cases

4.3.1. Dropping packets and cl osing fl ows

A Security Service Function nmay decide to drop the current packet or

Wang,

cl ose a particul ar
and t he associ at ed

A Servi ce Function
it my forward and
Functi on Forwarder,
net adat a.

fl ow based on its inspection and scanning results,
security policy.

may drop packets wi thout forwarding them out, or

mar k such packets to be dropped by the Service
referencing the flow by its flowID in the SFC

A flowclose action usually needs to be taken by multiple statefu

Servi ce Functi ons,
Service dassifier

as well as the Service Function Forwarder and the
in order to clear their state for such a fl ow

Any subsequent packets of the closed fl ow are deni ed.

et al.

Expi res March 27, 2016 [ Page 14]



Internet-Draft SFC Network Security Use Cases Sept enber 2015

/ \ / \ / \
( SF-1 ) ( SF-2 ) ( SF-3 )
\ / \ / \ /
- -4 - -4 oo
AR AR
| | |Block
U
| | | |
(P) | (P) |
|| ||
| \|/ | \|/
- - B it SIS e . - -
/ \ \ \
--(P)--->( ) ( State Update ) ( )
( sC )( )( SC )
--(Q-X->( ) ( SFF ) ( )
\ [\ [\ /

Figure 6: Flow close action exanple

Figure 4 shows an exanple of closing a flow after SF-2 processes
packet P. The flow close indication can be included in the packet or
message returned from SF-2 to the Service Function Forwarder. The
flow state update may be distributed to the Service Function

Forwar der, Service Classifier and other Service Functions. The

di stribution nmechanismis outside the scope of this docunent.

.2. Service Function injected new packet

Security Service Functions may inject new packets into an existing
flowin either direction. For exanple,

0 "Web Proxy" inserts an HTTP page challenging the client to |ogin,
in order to obtain the client’s identity. This is in response to
a packet (likely HTTP Request) but in the opposite direction of
the fl ow

o "Firewall" checks an idle TCP connection by sending TCP keepalives
to the client and/or server (known as "TCP dead connection
detection"). This is on existing flows but not responding to a
prior packet.

o "Firewall" sends ICWP error nessage after dropping a packet. This
is in response to the prior packet but on a new fl ow.
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The Service Function or Service Cassifier needs to conduct a | ookup
of the reverse Service Function Path and popul ate the NSH Service
Pat h Header. The approaches described in [I-D. penno-sfc-packet] may
be adopted to support this use case.

4.3.3. Service Function initiated connections

A Service Function nmay need to create its own connections that are
not associated with any client connection. Use cases include probing
of servers behind a web proxy. In such cases, there will be no

exi sting netadata for the Service Function to use to establish this
connection. Such connections should be classified just |ike any

ot her connections traversing the Service Function Path, as there may
be Service Functions that are required to perform operations such an
NAT on such connections in order for it to reach its destination

<------ SFC-1. Firewal | :LB:IPS ------ >
B L - +-o- -+
| | / \ / \ / \ |
| C+---( Firewall )---( LB )---( IPS)---+ S|
| | \ / \ / \ / |
+---+ e o- ’ fot Ll +---+

<-- SFCG-2. LB IPS -->
Figure 7: SFC for service function initiated connection

A Service Cassifier-capable Service Function nmay conduct service
classification to deternmine the Service Function Path for the Service
Function initiated connection. It can add an NSH with the proper
Service Path Headers to the packets, and the Service Function would
be the first SF on the chain. Response traffic follows a reverse
Service Function Path and ternminates at the Service Function. The
number of Service Path Identifiers increases with nore Service
Functions bearing such capability.

A Service Function may send native packets w thout NSH when it is not
capabl e of service classification. Such traffic is handled by the
Service Classifier, which will populate the traffic with the
appropriate NSH.

4.3.4. Security classification results
Security Service Functions may generate security classification
results (e.g. policy actions and inspection results) while processing

the packet data. Certain actions such as packet drop and fl ow
closure can be taken inmediately.
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However, Service Functions can choose not to take any action
imediately. Instead, it may pass the classification results to the
subsequent Service Functions or to a control point.

Security classification results may be carried in NSH netadata as a
score value. The score can be relayed and refined by other Security
Service Functions along the path. Figure 8 bel ow depicts an exanpl e
of accumul ating the client’s score based on the Service Function’s
classfication result. The client’s reputation score is 6 as reported
by the Service Function "Reputation", and the score is then passed to
the next Service Function "Wb Proxy" as the initial score for the
connection. "Web Proxy" reduces the score to 3 after detecting
access to a low reputation website. The Service Function "File
Scanner" is involved due to the | ow score so far. After the "File
Scanner” conducts scanning on the downl oaded file and identifies it
to be a malware, it updates the score to be -5 which is below the
threshol d for the connection to be bl ocked.
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Figure 8: Security classification result with accunul ated client
score

Al ternatively, each participating Service Function may send its own
classification result to a central Service Function or control point
for aggregation. Actions are then taken by a specific Service
Function or control point based on the accunul ated results. Figure 9
illustrates this option
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Figure 9: Aggregation of security classification results
5. General Requirenents

The above use cases lead to the followi ng requirenents for applying
SFC to security traffic.

1. SFC MUST support the use of stateful Service Cassifiers and
Service Functions if present.

2. Service Cassifiers MIST have the ability to classify forward and
the correspondi ng reverse Service Function Paths.

3. SFC MJST support the use of Service Policies with network and
application layer match criteria if supported by Service
O assifier.

4. SFC MUST support Service Function Path update or selection of a
new path by a Service Cassifier in the mddle of a flow

5.  SFC SHOULD al | ow packet frames carrying only L5 and upper |ayer
traffic data without L2-L4 headers.

6. SFC MJST allow tap node Service Functions.

7. SFC policies MIST support tap node Service Functions.
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6.

9.

1.

8. SFC MJST support packet injection to the opposite direction of a
Servi ce Function Path.

9. SFC SHOULD support bypass of a Service Function in the mddle of
a connection while allow ng necessary control packets to reach
the Service Function.

Security Considerations

Thi s docunent describes use cases for Security Service Functions to
participate in SFC. There are cases such as picking up traffic from
the middl e of a packet stream or handling packets w thout L2-L4
headers. Security Service Functions nmust process those types of
traffic properly and associate themw th the appropriate internal

st at e.

Whi |l e each Security Service Function applies its own inplenentation
to secure the internal data, conmunications between Service Functions
need to be secured as well. Measures nust be taken to ensure

nmet adata such as security classifications carried in NSH is not

t anper ed.
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