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Abst ract

I'i ght wei ght 4over6(1wiover6) [I-D.ietf-softwi re-lwiover6] is an
extension to DS-Lite in which the anpbunt of state maintained in

| WAFTR has been reduced to per-subscriber-level. The IwB4 needs to
be provisioned with the public I Pv4 address and port set it is

all owed to use. The DHCPv4 over DHCPv6 Transport [|.D-ietf-dhc-
dhcpv4- over - dhcpv6] and Dynani ¢ Host Configuration Protocol (DHCP)
Option for Port Set [|.D sun-dhc-port-set-option] can be used for
IwB4 to provison with the public I Pv4d address and port set.

However, in many networks, the configuration information may be
stored in Authentication Authorization and Accounting (AAA) servers
whil e user configuration is mainly from Broadband Network Gateway
(BNG . This docunent defines a Renote Authentication Dial In User
Service (RADIUS) attribute that carries |ightweight 4over6
configuration information from AAA server to BNG

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a nmaxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 5, 2014.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Li ght wei ght 4over6 (Il wdover6) [I-D.ietf-softw re-lwldover6] defines a
nodel for providing | Pv4 access over an | Pv6 network in which the
Net wor k Address Translation (NAT) function is perforned by the

Cust oner - Prem ses Equi pnent (CPE) instead of being centralized on a
Carrier-Grade NAT (CGAN). Lightweight 4over6 features keeping per-
subscri ber binding state in the service provider’s network. This
per-subscriber binding state is assigned by the provisioning system
and shoul d be synchroni zed between | WAFTRs. In |wlover6, there are
mul ti ple mechanisns to provision an |wB4 with the binding state,
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including [I.Dietf-dhc-dhcpv4-over-dhcpv6], [I-D.ietf-softw re-map-
dhcp] , or [I-D.ietf-pcp-port-set], etc.

In many networks, user configuration information may be nanaged by
AAA (Aut hentication, Authorization, and Accounting) servers. Current
AAA servers conmuni cate using the Renote Authentication Dial In User
Service (RADI US) [RFC2865] protocol. |In a fixed line broadband

net wor k, the Broadband Network Gateways (BNGs) act as the access
gateway of users. For |wiover6 case, the BNGs are assuned to enbed a
DHCPv4- over - DHCPv6 server function which allows themto locally
handl e any DHCPv4-over-DHCPv6 requests issued by hosts. The
operators may per-configure subscriber’s binding state in AAA server
whi ch then passes the information to a BNG and in turn popul ates the
mappi ng of the subscri be.

Thi s docunent defines a new RADIUS attribute that can be used in
| i ght wei ght 4over6 to carry subscriber’s binding state.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Terminol ogy defined in [I-D.ietf-softw re-1wiover6] is used
extensively in this docunent.

3. Lightweight 4over6 configuration process wi th RADI US

The below Figure 1 illustrates how the RADI US protocol and DHCPv4
-over - DHCPv6 cooperate to provide IwB4 with the binding state.
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| wB4 BNG | WAFTR AAA
| | Ser ver

| --PPP LCP Confi g- Request ---->| |
I I I
| <--PPP LCP Config-ACK ------ | |
| --PPP | Pv6CP Confi g- Request - >| |
| <-PPP | Pv6CP Config-ACK ----] |
|------- DHCPv6 Solicit------- >| |
I
I
I
I
I

I

I

I

|
| <------ DHCPv6 Adverti senent-- | |
[------- DHCPv6 Request------- >| [
| <------ DHCPv6 Reply---------- | |
I I I
[-------- DHCPv4- QUERY- - - - - - - > |
| ( OPTI ON_DHCPV4_NMBG) |------- Access- Request------- >|
| | (Iwdob attr) |
[ [ | <- Configuration-|
I I I (Optional) I
I I | ----- ACK------- >|
| | <------ Access- Accept--------- |
| | (Iwdo6 attr) |
| <------- DHCPv4- RESPONSE- - - - - | | |
[ ( OPTI ON_DHCPV4_VBG) [ [ [
I I I I

DHCPv 4- over - DHCPv6 RADI US

Figure 1: Lightweight 4over6 configuration process with RADI US case 1

BNGs act as a client of RADIUS and as a Unified server. The |wB4
will firstly get the | Pv6 address via DHCPv6 process. |t then
initiates a DHCPv4- QUERY nessage wi th OPTI ON_DHCPV4_MSG Opti on.

Since the |wB4 has known the address of the Unified server in
advance, it is recommanded to send the DHCPv4- QJERY message usi ng
uni cast address. Wen receving the DHCPv4- QUERY from | wB4, the BNG
SHOULD i ntercept the subscriber’'s | Pv6 address and stored | ocally.
Then, the BNG SHOULD initiate a RADI US Access- Request nessage, in

whi ch the User-Name attribute (1) SHOULD be filled by the | wB4 MAC
address, to the RADIUS server,the User-password attribute (2) SHOULD
be filled by the shared | wiover6 password that has been preconfigured
on the DHCPv6 server to get |wiover6 attribute. The IPv6 address in
| wio6 attribute should be filled by the subscriber’s | Pv6 address.
The AAA server will then deternine the | Pv4 address and Port Set for
t he subscri ber.

The subscriber’s binding state should be syncroni zed bet ween AAA
server and | WAFTR. If the bindings are pre-configured statically in
bot h AAA server and | wWAFTR, the AAA server does not need to configure
| WAFTR anynmore. O herwise, if the bindings are locally creately in
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AAA server on-demand, it should informthe | WAFTR with the
subscriber’s binding state using [|-D.zhou-di me-4over 6- provi si oni ng]
or COA requests.

Figure 2 illustrates how the RADI US protocol and DHCPv6 cooperate to
provide IwB4 and | WAFTR with tunnel configuration information.

| wB4 BNG AAA Server | WAFTR
I I
--DHCPv6 Request-->
(OPTI ON_S46_CONT_LW
-- Access- Request - ->

I

I I
I I I
I I I
I | (w406 attr) |
| | | --configuration-->
I I I (Optional)
I I | <------ ACK- - - ---- I
| | <--Access-Accept--- | |
| | (Iw4o6 attr) | |
| <--DHCPv6 Reply---- | [ [
| (OPTI ON_S46_CONT_LW | [ [

DHCPv 6 Radi us

Fi gure 2: Lightweight 4over6 configuration process with RADI US case 2

BNGs act as a RADIUS client and as a DHCPv6 server. Before the
tunnel establishes, IwB4 MAY initiate a DHCPv6 Solicit nmessage that

i ncludes an Option Request option[ RFC3315] with OPTI ON_S46_CONT_LW
option defined in [I-D.ietf-softwi re-map-dhcp]. Wen BNG recei ves
the SOLICIT, it SHOULD initiates radi us Access- Request nessage, in
whi ch the User-Name attribute (1) SHOULD be filled by the | wB4 MAC
address, to the RADI US server,the User-password attribute (2) SHOULD
be filled by the shared | wiover6 password that has been preconfigured
on the DHCPv6 server to get |wiover6 attribute.

If the authentication request is approved by the AAA server, AAA
server will determine the | Pv6 address, |Pv4 address and Port Set for
t he subscriber. The subscriber’s binding state should be syncronized
bet ween AAA server and |WAFTR |If the bindings are pre-configured
statically in both AAA server and | wAFTR, the AAA server does not
need to configure | WAFTR anynore. Qherwise, if the bindings are
locally creately in AAA server on-denand, it should informthe | WAFTR
as nentioned above.

Simlarly, BNGs can act as a RADIUS client and as a PCP server in
case an |wB4 runs a PCP client (as depicted in Figure 3).
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<---PCP_PORT_SET Request----

| wB4 BNG | WAFTR AAA Server

I I I I
| ---PCP_PORT_SET Request----- >| | |
[ [------- Access- Request------- >|
| | (lwdob attr) |
| | | <- Configuration-|
I | | (Optional) |
I I [----- ACK- - ----- >|
| | <------ Access- Accept--------- |
[ [ (lwdob attr)

I I

I I

I I

PCP Port _set RADI US
Fi gure 3: Lightweight 4over6 configuration process with RADI US case 3

In the above-nentioned scenarios, Message- Authenticator (type 80)
[ RFC2865] SHOULD be used to protect both Access-Request and Access-
Accept nessages.

After receiving the Iwiover6-binding attribute in the initial Access-
Accept, the BNG SHOULD store the received | wdover6 configuration
paranmeters locally. Wen the |wiover6 CE sends a DHCP or PCP Request
message to request an extension of the lifetime for the assigned
address, the BNG does not have to initiate a new Access- Request
towards the AAA server to request the |w4o6 binding state. The BNG
could retrieve the previously stored | wo6 configuration paraneters
and use themin its reply. The BNGw Il then informthe AAA server
with updated lifetine.

If the BNG does not receive the | wiover6-binding attribute in the
Access-Accept or if the BNG receives an Access-Reject, the tunne
cannot be establ i shed.

4. Attributes
This section defines the |wio6_binding attribute that is used in both
above- nenti oned scenarios. The attribute design follows [RFC6158]
and refers to [ RFC6929].

4.1. |w4o6_binding Attribute
The | w406_bi nding RADIUS attribute contains the subscriber’s binding
i nformation including | Pv6 address, |Pv4 address and the port-set.

The BNG SHALL use the binding entry returned in the RADI US
| w4o6_binding attribute to popul ate the requests.
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If the BNG includes the |wio6_binding attribute, but the AAA server
does not recognize it, this attribute MIUST be ignored by the AAA
server.

If the BNG does not receive the | wio6_binding attribute in the
Access- Accept nessage and there is the unified server in BNGis not
configured to allocate the port-set by itself, the unified SHOULD not
response and the tunnel can not be established.

When t he Access- Request nessage is triggered by a DHCP Rebi nd
message, if the binding attribute received in the Access-Accept
message is different fromthe currently used one for that session
the BNG MUST force the IwB4 to re-establish the tunnel using the new
bi ndi ng i nformation received in the Access-Accept message.

The | w406_binding Attribute is structured as foll ows:

Xie, et al. Expi res Septenber 5, 2014 [ Page 7]



Internet-Draft Radi us Extension for Lightweight 4over6 March 2014

0 1 2 3
01234567890123456789012345678901
B T s T S i S S S i (T S I S S S o S i
Type [ Lengt h [ Reserved [
B e i i S e S i e S T S R S e o o T S s

| Pv6 address [
B s T e e e i T e s i sl sl S S S S S S S S

| Pv4 address |
B T e e S e i e i i S T S S e S S i o i TR S N

Port Set | ndex [ Port Set Mask [

+-
I
+-
I
I
I
I
+-
I
+-
I
T S S i o S S e e T S i S S S S S S i

Type
TBD
Length

28
Port Set | ndex:
Port Set Index identifies a set of ports assigned
to a device. The first k bits on the left of the 2-octet
field is the Port Set |Index value, with the rest of the
field right padding zeros.
Port Set Mask:
Port Set Mask indicates the position of the bits
used to build the mask. The first k bits on the left is
paddi ng ones while the renmained (16-k) bits of the 2-octet
field on the right is padding zeros.
| Pv4 address
The transl ated | Pv4 address for a subscri ber
| Pv6 address
The | Pv6 address for a subscri ber

Fi gure 4: Lightweight 4over6 Attribute
5. Table of attributes

The followi ng table provides a guide to which attributes nmay be found
i n which kinds of packets, and in what quantity.
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Request Accept Reject Challenge Accounting # Attribute

Request
0-1 0-1 0 0 0-1 TBD1 | w406- bi ndi ng
0-1 0-1 0 0 0-1 1 User - Nane
0-1 0 0 0 0 2 User - Passwor d
0-1 0-1 0 0 0-1 6 Servi ce- Type
0-1 0-1 0-1 0-1 0-1 80 Message- Aut hent i cat or

The follow ng table defines the neaning of the above table entries.

0 This attribute MJUST NOT be present in packet.

0+ Zero or nore instances of this attribute MAY be present in
packet .

0-1 Zero or one instance of this attribute MAY be present in
packet .

1 Exactly one instance of this attribute MJIST be present in
packet .

Fi gure 5: Lightweight 4over6 Attribute Table
6. Security Considerations
TO BE COWVPLETED
7. 1 ANA Consi derations
Thi s docunment has no | ANA acti ons.
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