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Abst ract

Thi s docunment specifies a new Renpte Authentication Dial-lIn User
Service (RADIUS) attribute to carry the Milticast-Prefixes-64
information, aiming to delivery the Miulticast and Uni cast |Pv6
Prefixes to be used to build multicast and uni cast | Pv4-Enbedded | Pv6
addresses. this RADIUS attribute is defined based on the equival ent
DHCPv6 OPTI ON_v6_PREFI X64 opti on.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Decenmber 5, 2015.
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Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Legal
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1. Introduction

The solution specified in [I-D.ietf-softwire-dslite-nmulticast] relies
on stateless functions to graft part of the IPv6 nulticast
distribution tree and I Pv4 nulticast distribution tree, also uses

| Pv4-in-1Pv6 encapsul ation schene to deliver IPv4 nulticast traffic
over an | Pv6 multicast-enabled network to | Pv4 receivers.

To informthe nB4 el enent of the PREFI X64, a PREFI X64 option may be
used. [I-D.ietf-softwire-nmulticast-prefix-option] defines a DHCPv6
PREFI X64 option to convey the | Pv6 prefixes to be used for
constructing | Pvd4-enbedded | Pv6 addresses.

I n broadband environments, a custoner profile rmay be managed by

Aut henti cation, Authorization, and Accounting (AAA) servers, together
with AAA for users. The Renpte Authentication Dial-In User Service
(RADI US) protocol [RFC2865] is usually used by AAA servers to

communi cate with network elenments. Since the Milticast-Prefixes-64

i nformati on can be stored in AAA servers and the client configuration
is mainly provided through DHCP runni ng between the NAS and the
requesting clients, a new RADIUS attribute is needed to send

Mul ticast-Prefixes-64 information fromthe AAA server to the NAS

Thi s docunent defines a new RADIUS attribute to be used for carrying
the Multicast-Prefixes-64, based on the equival ent DHCPv6 option
al ready specified in [I-D.ietf-softwire-nulticast-prefix-option].

Thi s docunent nakes use of the sane term nol ogy defined in
[I-D.ietf-softwire-dslite-nulticast].

This attribute can be in particular used in the context of DS-Lite
Mulitcast, MAP-E Multicast and other |Pv4-1Pv6 Milticast techniques.
However it is not limted to DS-Lite Multicast.

DS-Lite unicast RAD US extentions are defined in [ RFC6519]
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2. Convention and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The ternms DS-Lite nmulticast Basic Bridging BroadBand el ement (nB4)

and the DS-Lite nmulticast Address Family Transition Router el enent
(mMAFTR) are defined in [I-D.ietf-softwire-dslite-nulticast]
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3.

Mul ticast-Prefixes-64 Configuration with RADIUS and DHCPv6

Figure 1 illustrates in DS-Lite scenario how the RADIUS protocol and
DHCPv6 work together to acconplish Milticast-Prefixes-64
configuration on the nB4 elenment for nulticast service when an |IP
session is used to provide connectivity to the user.

B4 NAS AAA
Server
I

I

I
I
I
| ----Access- Request ---->|
I I
| <---Access-Accept------- |
| (Mul ticast-Prefixes-64) |
I

[ <------- DHCPv6 Advertise ------ [ [
| (DHCPv6 OPTI ON_V6_PREFI X64 ) | |
| | |
[------- DHCPv6 Request -------- >| [
I I I
I I I
| <----- DHCPv6 Reply ------------- [
I I

DHCPv 6 RADI US
Figure 1: RADI US and DHCPv6 Message Fl ow for an | P Session

The NAS operates as a client of RAD US and as a DHCP Server/Relay for
nmB4. When the nB4 sends a DHCPv6 Solicit message to NAS(DHCP Server/
Rel ay). The NAS sends a RADI US Access- Request nessage to the RADIUS
server, requesting authentication. Once the RADI US server receives
the request, it validates the sending client, and if the request is
approved, the AAA server replies with an Access-Accept nessage
including a list of attribute-value pairs that describe the
paraneters to be used for this session. This |list MAY contain the
Mul ticast-Prefixes-64 attribute (asm |l ength, ASM PREFI X64, ssm | engt h,
SSM PREFI X64, uni cast -1 engt h, U PREFI X64). Then, when the NAS receives
t he DHCPv6 Request nessage containing the OPTI ON_V6_PREFI X64 option
inits Option Request option,the NAS SHALL use the prefixes returned
in the RADIUS Multicast-Prefixes-64 attribute to popul ate the DHCPv6
OPTI ON_V6_PREFI X64 option in the DHCPv6 reply message.

NAS MAY be configured to return the configured Milticast-Prefixes-64
by the AAA Server to any requesting client without relaying each
recei ved request to the AAA Server.
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whi ch acconplish DS-Lite

Mul ticast-Prefixes-64 configuration on the nmB4 el enent for rmulticast
service when a PPP session is used to provide connectivity to the

user.

Once the NAS obtains the Miulticast-
the AAA server through the RADI US protocol
received Multicast-Prefixes-64 |ocally.

When a user

Prefi xes-64 attribute from
t he NAS MJUST store the
is online and

sends a DHCPv6 Request nessage contai ning the OPTI ON_V6_PREFI X64

option in its Option Request option

the NAS retrieves the previously

stored Multicast-Prefixes-64 and uses it as OPTI ON_V6_PREFI X64 option
in DHCPv6 Reply nessage

According to [ RFC3315],

attri

recei ved V6_PREFI X64 | ocal ly.

B4 NAS AAA
| | Server
I I I
| ----PPP LCP Config-Request------ > | [
I I I
| | ----Access- Request ---->
I I I
| | <---- Access-Accept----- [
| | (Multicast-Prefixes-64))|
| <----- PPP LCP Config-ACK ------- [ [
I I I
| _ | |
| --- PPP | Pv6CP Confi g- Request --->| |
I I I
| <----- PPP | Pv6CP Config-ACK ----- [ [
| | |
[------- DHCPv6 Solicit -------- >| |
I I I
[ <------- DHCPv6 Advertise  ----- |
[ (DHCPv6 OPTI ON_V6_PREFI X64 ) | [
I I I
[------- DHCPv6 Request -------- >| [
I

I

I I I
[ <-------- DHCPv6 Reply ---------- [
I

(DHCPv6 OPTI ON_V6_PREFI X64) |

DHCPv 6

RADI US

Fi gure 2: RADI US and DHCPv6 Message Fl ow for a PPP Session

bute in the initial

after receiving the Multicast-Prefixes-64
Access- Accept packet,
Wien the nB4 sends a DHCPv6 Renew

t he NAS MJUST store the

message to request an extension of the lifetinmes for the assigned

address or prefix,
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Request packet towards the AAA server to request the Milticast-
Prefixes-64. The NAS retrieves the previously stored Milticast-
Prefixes-64 and uses it in its reply.

Also, if the DHCPv6 server to which the DHCPv6 Renew nessage was sent
at time Tl has not responded, the DHCPv6 client initiates a Rebind/
Repl y message exchange with any available server. |In this scenario,
the NAS receiving the DHCPv6 Rebind nmessage MJUST initiate a new
Access- Request nessage towards the AAA server. The NAS MAY incl ude
the Multicast-Prefixes-64 attribute in its Access-Request nessage.
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4. RADIUS Attribute
This section specifies the format of the new RADI US attri bute.
4.1. Milticast-Prefixes-64

The Multicast-Prefixes-64 attribute conveys the I Pv6 prefixes to be
used in [I-D.ietf-softwire-dslite-nmulticast] to synthesize | Pv4-
enbedded | Pv6 addresses. The NAS SHALL use the | Pv6 prefixes
returned in the RADIUS Multicast-Prefixes-64 attribute to popul ate
t he DHCPv6 PREFI X64 Option
[I-Dietf-softwire-multicast-prefix-option]

This attribute MAY be used in Access- Request packets as a hint to the
RADI US server, for exanple, if the NAS is pre-configured with

Mul ticast-Prefixes-64, these prefixes MAY be inserted in the
attribute. The RADIUS server MAY ignore the hint sent by the NAS
and it MAY assign a different Miulticast-Prefixes-64 attribute.

If the NAS includes the Miulticast-Prefixes-64 attribute, but the AAA
server does not recognize this attribute, this attribute MIST be
i gnored by the AAA server.

NAS MAY be configured with both ASM PREFI X64 and SSM PREFI X64 or only
one of them Concretely, AAA server MAY return ASM PREFI X64 or

SSM PREFI X64 based on the user profile and service policies. AAA MAY
return both ASM PREFI X64 and SSM PREFI X64. Wen SSM PREFI X64 i s
returned by the AAA server, U PREFI X64 MJST al so be returned by the
AAA server.

If the NAS does not receive the Milticast-Prefixes-64 attribute in
the Access-Accept nmessage, it MAY fall back to a pre-configured
default Miulticast-Prefixes-64, if any. |If the NAS does not have any
pre-configured, the delivery of nmulticast traffic is not supported.

If the NAS is pre-provisioned with a default Milticast-Prefixes-64
and the Miulticast-Prefixes-64 received in the Access-Accept nessage
are different fromthe configured default, then the Milticast-
Prefixes-64 attribute received in the Access-Accept nessage MJIST be
used for the session.

A summary of the Miulticast-Prefixes-64 RADIUS attribute format is
shown Figure 3. The fields are transmitted fromleft to right.
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0123456789012345

i R R R e i T ik ST D I S SR SR T
| Type | Length |
i i S e i (I SRR HE S SR R S
| asmlength | |
B e ok e NI S e :

ASM PREFI X64 (vari abl e)
i R R R e i T ik ST D I S SR SR T
| ssmlength | |
e R i s i ol = :
SSM PREFI X64 (vari abl e)
B s T I i R S e T S e i S R
| unicast-1ength]| [
+- - - - - - - -+ :
U PREFI X64 (vari abl e)
i i S e i (I SRR HE S SR R S

Figure 3: RADIUS attribute format for Milticast-Prefixes-64
Type:
145 for Multicast-Prefixes-64
Lengt h:

This field indicates the total length in octets of this attribute
including the Type and Length fields, and the length in octets of al
PREFI X fi el ds.

asm | engt h:

the prefix-length for the ASM | Pv4- enbedded prefix, as an 8-bit
unsigned integer (0 to 128). This field represents the nunber of
valid leading bits in the prefix.

ASM_PREFI X64:

this field identifies the IPv6 nulticast prefix to be used to
synt hesi ze the | Pv4-enbedded | Pv6 addresses of the nulticast groups
in the ASMnode. It is a variable size field with the length of the
field defined by the asmlength field and is rounded up to the
nearest octet boundary. In such case any additional padding bits
must be zeroed. The conveyed multicast | Pv6 prefix MJST belong to
the ASMrange. This prefix is likely to be a /96

ssm | engt h:
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the prefix-length for the SSM | Pv4-enbedded prefix, as an 8-bit
unsigned integer (0 to 128). This field represents the nunber of
valid leading bits in the prefix.

SSM_PREFI X64:

this field identifies the |Pv6 nmulticast prefix to be used to
synt hesi ze the | Pv4-enbedded | Pv6 addresses of the nulticast groups
in the SSMnode. It is a variable size field with the length of the
field defined by the ssmlength field and is rounded up to the
nearest octet boundary. In such case any additional padding bits
must be zeroed. The conveyed nmulticast | Pv6 prefix MJST belong to
the SSMrange. This prefix is likely to be a /96

uni cast -1 engt h:

the prefix-length for the IPv6 unicast prefix to be used to
synt hesi ze the | Pv4-enbedded | Pv6 addresses of the multicast sources,
as an 8-bit unsigned integer (0 to 128). This field represents the
nunber of valid leading bits in the prefix.

U_PREFI X64:

this field identifies the IPv6 unicast prefix to be used in SSM
node for constructing the |Pv4-enbedded | Pv6 addresses representing
the 1Pv4 nmulticast sources in the | Pv6 domain. U PREFI X64 may al so
be used to extract the I Pv4 address fromthe received nulticast data

flows. It is a variable size field with the length of the field
defined by the unicast-length field and is rounded up to the nearest
octet boundary. In such case any additional padding bits nust be

zeroed. The address mappi ng MJST foll ow the guidelines docunmented in
[ RFC6052] .

Wang, et al. Expi res Decenber 5, 2015 [ Page 10]



Internet-Draft RADI US Extensions for Milticast Prefixes June 2015

5. Table of Attributes

The follow ng tables provide a guide to which attributes may be found
i n which kinds of packets, and in what quantity.

The followi ng table defines the meaning of the above table entries.

Access- Access- Access- Challenge Accounting- #  Attribute

Request Accept Reject Request

0-1 0-1 0 0 0-1 145 Ml ticast-Prefixes-64
CoA- CoA- CoA- # Attribute

Request ACK NACK

0-1 0 0 145 Mul ti cast - Prefixes-64

0 This attribute MJUST NOT be present in the packet.

0+ Zero or nore instances of this attribute MAY be present in the
packet .

0-1 Zero or one instances of this attribute MAY be present in the
packet .

1 Exactly one instances of this attribute MAY be present in the
packet .
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6. Security Considerations
Thi s docunment has no additional security considerations beyond those
already identified in [ RFC2865] for the RADI US protocol and in
[ RFC5176] for CoA nessages.

The security considerations documented in [ RFC3315] and [ RFC6052] are
to be considered.
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7. | ANA Consi derations
Per this docunent, |IANA has allocated a new RADIUS attribute type
fromthe 1ANA registry "Radius Attribute Types" |ocated at
http://ww. i ana. or g/ assi gnnent s/ radi us-types.

Mul ti cast-Prefixes-64 - 145
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