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Abstract

Thi s docunment specifies how to interconnect Transparent

I nterconnection of Lots of links (TRILL) sites belonging to a tenant
that are separated geographically over an MPLS donain. This draft
addresses two problens 1) Providing connection between nore than two
TRILL sites that are separated by an MPLS provi der network using

[ RFC7173] 2) Providing connection between TRILL sites belonging to a
tenant over a MPLS provider network
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1 Introduction

The | ETF Transparent Interconnection of Lots of Links (TRILL)
protocol [RFC6325] [RFC7177] [RFC7180bi s] provides transparent
forwarding in nulti-hop networks with arbitrary topol ogy and |ink
technol ogi es using a header with a hop count and link-state routing.
TRILL provides optimal pair-w se forwarding without configuration
saf e forwardi ng even during periods of temporary |oops, and support
for multipathing of both unicast and nulticast traffic. Internediate
Systens (I1Ss) inplenenting TRILL are called Routing Bridges(RBridges)
or TRILL Switches

This draft, in conjunction with [RFC7173], address two probl ens

1) Providing connection between nore than two TRILL sites of a single
TRILL network that are separated by an MPLS provi der network using
[RFC7173]. (Herein also called as problem statenent 1.)

2) Providing connection between TRILL sites belongs to a
tenant/tenants over a MPLS provider network. (Herein also called as
probl em statement 2.)

A tenant is the administrative entity on whose behal f one or nore
custonmers and their associated services are managed. Here Custoner
refers to TRILL canpus not Data Label

A key nmulti-tenancy requirenment is traffic isolation so that one
tenant’s traffic is not visible to any other tenant. This draft al so
addresses the problemof nulti-tenancy by isolating one tenant’s
traffic fromthe other.

1.1 Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Acronyns used in this docunment include the foll ow ng:

AC - Attachnment Circuit [RFC4664]
Data Label - VLAN or FGL

ECWP - Equal Cost Multi Path

FGL - Fine-Gained Labeling [ RFC7172]
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IS-1S
LDP
LAN
MPLS
PE
PPP
PSN
PW

TIR

TRI LL

TRILL Site

VLAN
VPLS
VPTS
VS|

VTSD

- Internmediate Systemto Internediate System[IS-19]

- Label Distribution Protocol

- Local Area Network

- Multi-Protocol Label Switching

- Provider Edge Device

- Point-to-Point Protocol [RFCL661]
- Packet Switched Network

- Pseudowi re [ RFC4664]

- TRILL Internedi ate Router
[ Devi ces where Pseudowire starts and Termni nates]

- Transparent Interconnection of Lots of Links
OR Tunnel ed Routing in the Link Layer

- Apart of a TRILL canpus that contains at
| east one RBridge.

- Virtual Local Area Network
- Virtual Private LAN Service
- Virtual Private TRILL Service
Virtual Service Instance [ RFC4664]
- Virtual TRILL Switch Domain
A Virtual RBridge which segregates one tenant’s

TRI LL database as well as traffic fromthe other.

W de Area Network

2. TRILL Over MPLS Model

TRILL Over MPLS can be achieved by two different ways.

a) VPLS Mbdel

for TRILL

b) VPTS Mvdel / TI R Model
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Both these nodel s can be used to solve the problemstatenent 1 and 2
Herein the VPLS Mddel for TRILL is also called Mbdel 1 and the VPTS
Model / TIR Model is also called Mdel 2.

3. VPLS Mbodel
Figure 1 shows the topol ogi cal nodel of TRILL over MPLS using VPLS

nmodel . The PE routers in the bel ow topol ogy nodel should support all
the functional Components nentioned in [ RFC4664].

+----- + +----- +
| RBa +---+ e +---| RBb |
+----- + | | +----- +
Site 1 [ +o---+ +o---+ [ Site 2
+----| PE1 | | PE2 |----+
oo+ MPLS d oud +----
+----+
.......... |[PE3 | ...........
+--- -+

[ +-- Emul ated LAN

Fomm - +
| RBc |
H-- - - - +
Site 3

Fi gure 1: Topol ogi cal Mddel of TRILL over MPLS
connecting three TRILL Sites

Fi gure 2 bel ow shows the topol ogi cal nodel of TRILL over MPLS to
connect nmultiple TRILL sites belonging to a tenant (tenant here is a
campus, not a Data label). VSI1 and VSI2 are two Virtual Service

I nstances which segregates Tenantl’'s traffic from Tenant2's. VSI1 wll
mai ntain its own database for Tenantl, similarly VSI2 will maintain its
own dat abase for Tenant 2.
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+----- e +----- +
| RBat 1+- - -+ B o ot o o o b o o i o S +---| RBbt 1]
+om - + | .+ + . | +om - +
Tenantl Site 1 | +o---+ +o---+ | Tenantl Site2
+----| VSl 1| |vSI 1| ----+
+----] VSl 2| MPLS d oud |vsl 2| ----+
| +----+ +----+ |
+----- + | Lo+ + . | +----- +
| RBat 2+- - - + R e I s i e o o o L +- - - | RBbt 2|
+o--- - + [VsSIy........... +o--- - +
Tenant2 Site 2 +----|VSI2|----+ n Tenant2 Site2
I to---4 I I
I I
fome o + Fommm - +  t----- Enul at ed
| RBct 2| | RBct 1| LAN
+----- + +----- +
Tenant2 Site 3 Tenantl Site 3
VSI 1 Path

++++ VSI 2 Path

Fi gure 2: Topol ogi cal Mddel for VPLS Model
connecting 2 Tenants with 3 sites each

In this nodel TRILL sites are connected using VPLS-capabl e PE devices
that provide a logical interconnect, such that TRILL RBridges bel ongi ng
to a specific tenant connected via an single bridged Ethernet. These
devi ces are sane as PE devices specified in [ RFC4026]. The Attachnent
Crcuit ports of PE Routers are layer 2 switch ports that are connected
to the RBridges in a TRILL site. Here each VPLS instance |ooks |ike an
enul ated LAN. This nodel is simlar to connecting different RBridges
(TRILL sites) by a layer 2 bridge domain (nulti access links) as
specified in [RFC6325]. This nodel doesn’t requires any changes in PE
routers to carry TRILL frames, as TRILL frame will be transferred
transparently.

3.1. Entities in the VPLS Mde
The PE (VPLS-PE) and CE devices are defined in [ RFC4026] .

The Generic L2VPN Transport Functional Conponents |ike Attachnent
Crcuits, Pseudowires, VSI etc. are defined in [ RFC4664].

The RB (RBridge) and TRILL Sites are defined in [ RFC6325]
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3.3. TRILL Adjacency for VPLS nodel

As specified in section 3 of this document, the MPLS cloud | ooks like an
emul ated LAN (also called nmulti-access link or broadcast link). This
results in RBridge of different sites looking |ike that they are
connected to a nmulti-access link. Wth such interconnection, the TRILL
adj acency over the link is automatically di scovered and established
through TRILL 1S-1S control messages [ RFC7177] which is transparently
forwarded by the VPLS domain, after doing MPLS encapsul ation specified
in the section 3.4.

3.4. MPLS encapsul ation for VPLS nodel

MPLS encapsul ati on over Ethernet pseudowire is specified in [ RFC7173]
Appendi x A, and requires no changes in the frane format.

3.5 Loop Free provider PSN MPLS

No explicit handling is required to avoid | oop free topology as, Split
Hori zon techni que nentioned in [ RFC4664] in the provider PSN network
takes care of |oop-free topology in the PSN

3.6. Frane processing.

The PE device transparently process the TRILL control and data franes
and procedure to forward the franes are defined in [ RFC4664]

4. VPTS Model

The [Virtual Private TRILL Service] VPTS is an L2 TRILL service that
enmul ates TRILL service across a Wde Area Network (WAN). VPTS is simlar
to what VPLS does for bridge domain. VPLS provides virtual private LAN
service for different customers. VPTS provide Virtual Private TRILL
service (VPTS) for different TRILL tenants.

Fi gure 3 shows the topol ogical nodel of TRILL over MPLS using VPTS. In
this nodel the PE routers are replaced with TIR [TRILL Internediate
Router] and VSI is replaced with VISD [Virtual TRILL Switch Domain]. The
TIR[TRILL Intermedi ate Router] devices are interconnected via PW
appear as a single emulated TRILL Site with each VISD inside a TIR

equi valent to a RBridge. The TIR devices nust be capabl e of supporting
both MPLS and TRILL.
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+----- + +----- +
| RBa +---+ e +---| RBb |
+----- + | | +----- +
Site 1 [ +o---+ +o---+ [ Site 2
+----| TIRL| | TIR2[----+
oo+ MPLS d oud +----
+----+
.......... | TIR3[...........
+--- -+ A

| +-- Enulated TRILL

Fomm - +
| RBc |
H-- - - - +
Site 3

Fi gure 3: Topol ogi cal Mddel of VPTS/TIR
connecting three TRILL Sites

In the above figure (Figure 3) Sitel, Site2 and Site3 (running TRILL
protocol) are connected to TIR Devices. These TIR devices along with
the MPLS cloud | ooks |ike an enulated TRILL Site with all the TRILL
Sites connecting to MPLS cloud forming a single TRILL canpus. Only the
PE devices in the MPLS network should be replaced with TIRs that nake
the intermediate P routers agnostic to the TRILL protocol.

Fi gure 4 bel ow shows the topol ogi cal nodel of TRILL over MPLS to
connect multiple TRILL sites belonging to a tenant (tenant here is a
campus, not a Data |abel) using VPTS nodel. VTSD1 and VTSD2 are two
Virtual TRILL Switch Dormains (Virtual RBridges) that segregates
Tenantl's traffic from Tenant2's. VISD1L will maintain its own TRILL
dat abase for Tenantl, simlarly VISD2 will maintain its owm TRILL
dat abase for Tenant 2.
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+----- 20 +----- +
| RBat 1+- - - + HAHHHBHH AR HH AR H AR H AR H +---| RBbt 1|
+om - + | . H# # . | +om - +
Tenantl Site 1| +o--- - + +o--- - + | Tenantl Site 2
+----| VTSDL| | VTSDL| ----+
+----| VTSD2| MPLS d oud | VTSD2| ----+
| [ + [ + |
Feom - + | # # Feom - +
| RBat 2+- - - + HEHHARHHA+- - - - - +HH BRI H +- - - | RBbt 2|
+o--- - + [VTSDL|........... +o--- - +
Tenant2 Site2 +---| VTSD2| ----+ n Tenant2 Site 2
| e |
I I I
fome o + Fommm - +  t----- Enul at ed
| RBct 2] | RBct 1] TRI LL
+----- + +----- +
Tenant2 Site 3 Tenantl Site 3

.... VISDl Connectivity
#### VISD2 Connectivity

Fi gure 4: Topol ogi cal Mddel of VPTS/TIR
connecting 2 tenants with three TRILL Sites

4.1. Entities in the VPTS Mde
The CE devices are defined in [ RFC4026] .

The Generic L2VPN Transport Functional Conponents |ike Attachnent
Crcuits, Pseudowires etc. are defined in [ RFC4664].

The RB (RBridge) and TRILL Canpus are defined in [ RFC6325]

Thi s nmodel introduces two new entities called TIR and VTSD.

4.1.1 TRILL Internmedi ate Routers [TIR]

The TIRs [TRILL Internediate Routers] nust be capable of running both
VPLS and TRILL protocols. TIR devices are superset of VPLS-PE devices
which is defined in [ RFC4026]. The VSI instance that provides
transparent bridging functionality in the PE device is replaced with
VISD in TIR
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4.1.2 Virtual TRILL Switch Domain (VTSD)

The VISD [Virtual Trill Switch Domain] is simlar to VSI (layer 2
bridge) in VPLS nodel, but this acts as TRILL RBridge. The VISDis a
superset of VSI and nust support all the functionality provided by the
VSl as defined in [ RFC4026]. Along with VSI functionality, the VTSD nust
be capabl e of supporting TRILL protocols and form TRILL adj acency. The
VTSD nmust be capable of performing all the operations that a standard
TRILL Switch can do.

One VTSD instance per tenant nust be maintained, when nultiple tenants
are connected to the TIR The VTSD nust maintain all the information
mai nt ai ned by the RBridge on a per tenant basis. The VTSD nust al so take
care of segregating one tenant traffic from other.

4.2. TRILL Adjacency for VPLS nodel

The VTSD nust be capable of forming TRILL adjacency with other VTSDs
present in its peer VPTS neighbor, and also the RBridges present in the
TRILL sites. The procedure to form TRILL Adjacency is specified in

[ RFC7173] and [ RFC7177].

4.3. MPLS encapsul ation for VPLS nodel

MPLS encapsul ati on over pseudowire is specified in [RFC7173], and
requires no changes in the frane fornmat.

4.4 Loop Free provider PSN MPLS

This nmodel isn't required to employ Split Horizon nechanismin the
provi der PSN network, as TRILL takes care of Loop free topol ogy using
Distribution Trees. Any nulti-destination frame will traverse a
distribution tree path. Al distribution trees are cal cul ated based on
TRILL base protocol standard [ RFC6325] as updated by [ RFC7180bi s].

4.5. Frame processing.

This section specifies multi-destination and unicast frame processing in
VPTS/ TI R nodel

4.5.1 Multi-Destination Frane processing

Any unknown uni cast, nulticast or broadcast frames inside VTSD should be
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processed or forwarded through any one of the distribution tree' s path.
If any multi-destination frane is received fromthe wong pseudow re at
a VISD, the TRILL protocol running in VTSD should performa RPF check as
specified in [ RFC7180bi s] and drops the packet.

Pruni ng nechani smof Distribution Tree as specified in [ RFC6325] and
[ RFC7180bi s] can al so be used for forwarding of multi-destination data
franes on the branches that are not pruned.

4.5.2 Unicast Frame processing

Uni cast frames nust be forwarded in sane way they get forwarded in a
standard TRILL Canpus as specified in [ RFC6325]. If multiple equal cost
pat hs are avail abl e over pseudowires to reach destination, then VISD
shoul d be capabl e of doing ECVMP for them

5. Extensions to TRILL Over Pseudow res [RFC7173]

The [RFC7173] nentions how to interconnect a pair of Transparent

I nterconnection of Lots of Links (TRILL) switch ports using pseudow res.
Thi s docunent explains, how to connect nmultiple TRILL sites (not linmted
to only two sites) using the nechani sns and encapsul ations defined in

[ RFC7173] .

6. VPTS Mddel Versus VPLS Mbdel

VPLS Mbdel uses a sinpler loop breaking rule: the "split horizon" rule,
where a PE nust not forward traffic fromone PWto another in the sane
VPLS nesh.

An issue with the above rule is that if a pseudow re between PEs fails,
frames will not get forwarded between the PEs where pseudow re went
down.

VPTS solves this problem since the VPTS Mbdel uses distribution Trees
for I oop free topol ogy, so frames reach all TIRs even when any one of
the pseudowires fails in a nesh topol ogy.

If equal cost paths are available to reach a site over pseudow res, VPTS
Model can use ECWP for processing of frames over pseudow res.
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7. Security Considerations
For general TRILL security considerations, see [ RFC6325]

For transport of TRILL by Pseudow res security consideration, see
[ RFC7173] .

Since VPTS Mbdel uses Distribution tree for processing of nmulti-
destination data frames, it is always advisable to run at |east one
Distribution tree in a TRILL site per tenant, this will avoid data
franes getting received on TRILL sites where end-station service is not
enabled for that data frane.

8. | ANA Consi derati ons

Thi s docunent requires no | ANA actions. RFC Editor: Please delete this
section before publication
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