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Abstr act
The Transparent Interconnection of Lots of Links (TRILL) protocol
supports both point-to-point and nmulti-access |inks and is designed
so that a variety of link protocols can be used between TRILL switch
ports. This docunent standardi zes nmet hods for encapsulating TRILL in
IP (v4 or v6) so as to use IP as a TRILL Iink protocol in a unified
TRILL canmpus. It updates RFC 7177 and updates RFC 7178.

Status of This Docunent

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Distribution of this docunent is unlimted. Comments shoul d be sent
to the author or the DNSEXT nmiling list <dnsext@etf.org>.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF), its areas, and its working groups. Note that
other groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts.htnml. The Iist of Internet-Draft
Shadow Directories can be accessed at

http://ww.ietf.org/shadow. htm .
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1. Introduction

TRILL switches (RBridges) are devices that inplenment the | ETF TRILL
protocol [RFC6325] [RFC7177] [rfc7180bis]. TRILL provides
transparent forwarding of franes within an arbitrary network

topol ogy, using |east cost paths for unicast traffic. It supports
VLANs and Fine Grained Labels [RFC7172] as well as mnultipathing of
uni cast and nulti-destination traffic. It uses I1S-1S [RFC7176] |ink
state routing and encapsul ation with a hop count.

RBri dges ports can conmuni cate with each ot her over various
protocol s, such as Ethernet [RFC6325], pseudow res [RFC7173], or PPP
[ RFC6361] .

Thi s docunment defines a nethod for RBridge ports to comunicate over
IP (v4 or v6). TRILL over IP allows Internet-connected RBridges to
forma single TRILL canpus, or nmultiple TRILL over I P networks within
a canpus to be connected as a single TRILL canpus via a TRILL over IP
backbone.

TRILL over |IP connects RBridge ports using |Pv4d or IPv6 as a
transport in such a way that the ports appear to TRILL to be
connected by a single nulti-access link. If nore than two RBridge
ports are connected via a single TRILL over IP link, any pair of them
can conmuni cate.

To support the scenarios where RBridges are connected via | P paths
(such as over the public Internet) that are not under the sanme

adm nistrative control as the TRILL canpus and/or not physically
secure, this document specifies the use of |Psec [ RFC4301]

Encapsul ating Security Protocol (ESP) [RFC4303] to secure such paths.

To dynamically select a nutually supported TRILL over IP

encapsul ation, nornmally one with good fast path hardware support, a
met hod is provided for agreenent between adjacent TRILL switch ports
as to what encapsulation to use. This docunent updates [RFC7177] and
[ RFC7178] as described in Section 5 by maki ng adj acency between TRILL
over | P ports dependent on having a method of encapsul ation in comon
and by redefining an interval of RBridge Channel protocol numbers to
i ndi cate encapsul ati on nethod support for TRILL over IP
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2. Term nol ogy

The key words "MJST", "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The following ternms and acronyns have the neani ng indicated:

DRB - Designated RBridge. The RBridge (TRILL switch) elected to be in
charge of certain aspects of a TRILL link that is not
configured as a point-to-point |ink [RFC6325] [RFC7177].

ENCAP Hdr - Encapsul ati on headers in use between the | P Header and
the TRILL Header. See Section 5.

ESP - | Psec Encapsul ating Security Protocol [RFC4303].

FG - Fine Gained Label [RFC7172].

Hdr - Used herein as an abbreviation for "Header".

HKDF - Hash based Key Derivation Function [ RFC5869].

MIU - Maxi mum Transmi ssion Unit.

RBridge - Routing Bridge. An alternative termfor a TRILL switch.

TRILL - Transparent |nternconnection of Lots of Links or Tunneled
Routing in the Link Layer. The protocol specified in [ RFC6325],
[RFC7177], [rfc7180bis], and related RFCs.

TRILL switch - A device inplenenting the TRILL protocol

VNI - Virtual Network ldentifier. In VXLAN [ RFC7348], the VXLAN
Networ k | dentifier
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3. Use Cases for TRILL over |IP

This section introduces two application scenarios (a renote office
scenario and an | P backbone scenari o) which cover typical situations
where network adm nistrators nay choose to use TRILL over an IP
network to connect TRILL switches.

3.1 Renote O fice Scenario

In the Rembte O fice Scenario, a renpte TRILL network is connected to
a TRILL campus across a multihop IP network, such as the public
Internet. The TRILL network in the renote office becomes a part of
TRILL canpus, and nodes in the renote office can be attached to the
same VLANs or Fine Gained Labels [RFC7172] as |ocal canpus nodes. In
many cases, a renote office nay be attached to the TRILL canpus by a
single pair of RBridges, one on the canpus end, and the other in the
remote office. In this use case, the TRILL over IP link will often
cross | ogical and physical |IP networks that do not support TRILL, and
are not under the same administrative control as the TRILL canpus

3.2 | P Backbone Scenari o

In the | P Backbone Scenario, TRILL over IP is used to connect a
nunber of TRILL networks to forma single TRILL canpus. For exanple,
a TRILL over |P backbone could be used to connect nmultiple TRILL
networks on different floors of a large building, or to connect TRILL
networks in separate buildings of a multi-building site. In this use
case, there may often be several TRILL switches on a single TRILL
over IP link, and the IP link(s) used by TRILL over IP are typically
under the same administrative control as the rest of the TRILL
canpus.

3.3 Inportant Properties of the Scenarios

There are a nunber of differences between the above two application
scenarios, sonme of which drive features of this specification. These
differences are especially pertinent to the security requirenents of
the solution, how nmulticast data frames are handl ed, and how t he
TRILL switch ports di scover each other
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3.3.1 Security Requirenents

In the | P Backbone Scenario, TRILL over IP is used between a nunber
of RBridge ports, on a network link that is in the sane

adm nistrative control as the renmainder of the TRILL canpus. Wile it
is desirable in this scenario to prevent the association of

unaut hori zed RBridges, this can be acconplished using existing 1SS
security nechani sns. There may be no need to protect the data
traffic, beyond any protections that are already in place on the

| ocal network.

In the Renbte O fice Scenario, TRILL over I P may run over a network
that is not under the sane administrative control as the TRILL

net wor k. Nodes on the network may think that they are sending traffic
locally, while that traffic is actually being sent, in an |IP tunnel
over the public Internet. It is necessary in this scenario to protect
the integrity and confidentiality of user traffic, as well as
ensuring that no unauthorized RBridges can gain access to the RBridge
canpus. The issues of protecting integrity and confidentiality of
user traffic are addressed by using IPsec for both TRILL IS-1S and
TRILL Data packets between RBridges in this scenario.

3.3.2 Multicast Handling

In the | P Backbone scenario, native IP nulticast may be supported on
the TRILL over IP link. If so, it can be used to send TRILL IS-1S and
mul ti cast data packets, as discussed later in this docunent.

Al ternatively, multi-destination packets can be transnmitted serially
by I'P unicast to the intended recipients.

In the Renote O fice Scenario there will often be only one pair of
RBri dges connecting a given site and, even when nultiple RBridges are
used to connect a Renpte Ofice to the TRILL canpus, the intervening
network may not provide reliable (or any) multicast connectivity.

I ssues such as conpl ex key managenment al so nmake it difficult to
provide strong data integrity and confidentiality protections for
multicast traffic. For all of these reasons, the connections between
| ocal and renote RBridges will comonly be treated |ike point-to-
point links, and all TRILL IS-IS control nessages and nulticast data
packets that are transmtted between the Renote Ofice and the TRILL
campus will be serially transmitted by I P unicast, as discussed |ater
in this docunent.
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3. 3.3 Nei ghbor Discovery

In the | P Backbone Scenario, TRILL switches that use TRILL over |IP
can use the normal TRILL I1S-1S Hell o nmechani snms to di scover the
exi stence of other TRILL switches on the link [RFC7177], and to
establ i sh authenti cated conmuni cation with them

In the Renote O fice Scenario, an | Psec session will need to be
established before TRILL IS-1S traffic can be exchanged, as di scussed
below. In this case, one end will need to be configured to establish
a | PSEC session with the other. This will typically be acconplished
by configuring the TRILL switch or a border device at a Renote O fice
to initiate an | Psec session and subsequent TRILL exchanges with a
TRILL over |P-enabled RBridge attached to the TRILL canpus.
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4. TRILL Packet Formats

To support the TRILL protocol [RFC6325], two types of TRILL packets
are transmtted between TRILL switches: TRILL Data packets and TRILL
| S-1S packets.

Section 4.1 describes general TRILL packet formats for data and IS- 1S
i ndependent of |ink technol ogy. Section 4.2 specifies general TRILL
over | P packet formats including |IPsec ESP encapsul ation. Section 4.3
provi des QS Considerations. Section 4.4 discusses broadcast |inks
and nulticast packets. And Section 4.5 provides TRILL IS- 1S Hello
SubNet wor k Poi nt of Attachment (SNPA) considerations for TRILL over

| P.

4.1 CGeneral Packet Formats

The on-the-wire formof a TRILL Data packet in transit between two
nei ghboring TRILL switch ports is as shown bel ow

| Link Header | TRILL | Native Frane | Li nk |
| for TRILL Data | Header | Payl oad | Trailer |

The encapsul ated Native Frane Payload is simlar to an Ethernet frame
with a VLAN tag or Fine G ained Label [RFC7172] but with no trailing
Frame Check Sequence (FCS).

TRILL 1S-1S packets are formatted on-the-wire as follows:

[ Li nk Header | TRILL IS IS | Li nk [
| for TRILL IS-I1S | Payl oad | Trailer |

The Link Header and Link Trailer in these formats depend on the
specific link technology. The Link Header contains one or nore fields
that distinguish TRILL Data from TRILL I S-1S. For exanple, over

Et hernet, the Link Header for TRILL Data ends with the TRILL

Et hertype while the Link Header for TRILL I1S-1S ends with the L2-1S
IS Ethertype; on the other hand, over PPP, there are no Ethertypes in
the Link Header but PPP protocol code points are included that

di stinguish TRILL Data from TRILL IS-IS.
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4.2 CGeneral TRILL Over | P Packet Formats

In TRILL over IP, we will use an IP (v4 or v6) header as the link
header. (On the wire, the I P header will normally be preceded by the
| ower |ayer header of a protocol that is carrying | P, however, this
does not concern us at the level of this docunment.)

There are multiple | P based encapsul ati ons usable for TRILL over IP
that differ in exactly what appears after the | P header and before
the TRILL Header or the TRILL IS-1S Payl oad. These encapsul ations are
further detailed in Section 5. In the general specification bel ow,

t hose encapsul ation fields will be represented as "ENCAP Hdr". See
Section 5 for details.

4.2.1 Wthout Security

When TRILL over IP link security is not being used, a TRILL over IP
packet on the wire |l ooks like the foll ow ng:

TRI LL Dat a Packet

TS TS TS o e oo +
[ I P | ENCAP Hdr | TRILL | Native frane |
| Header | for Data | Header | Payl oad |
Fomm e oo - s Fomm e oo - B +
TRILL ISIS

TS TS o +

| IP | ENCAP Hdr | TRILL IS-1S |

| Header | for 1S-1S | Payload |

Fomm e oo - s B +

As di scussed above and further specified in Section 5, the ENCAP Hdr
i ndi cates whether the packet is TRILL Data or IS-1S

4.2.2 Wth Security

TRILL over IP link security uses |Psec Encapsul ating Security
Protocol (ESP) in tunnel nmode [ RFC4303]. Since TRILL over |P always
starts with an I P Header (on the wire this appears right after any

| ower |ayer header that might be required), the nodifications for

| Psec are independent of the TRILL over | P ENCAP Hdr that occurs
after that | P Header. The resulting packet fornats are as follows for
| Pv4 and | Pv6:
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| Pv4
o m e e oo o - +----- B B B +
| newlIP Hir | ESP | TRILL IP Hdr | ENCAP Hdr | ESP | ESP|
| (any options)| Hdr | (any options)| + payload |Trailer|lCV
S R S oo R +
[ <---------- encryption ---------- >|
[ <----emmmem- - integrity ------------- >|
| Pv6
Homm - - - Fom oo - +-- - - - Homm - - - Hom e e oo - [ S Fom oo - +---+
| new |new ext| ESP | orig |orig ext| ENCAP Hdr | ESP | ESP
[P Hdr| Hdrs | Hdr |IP Hdr| Hdrs | + payload |Trailer|lCV
S S e S S S S +o- -+
| <----------- encryption ---------- >|
R integrity ------------- >|

As shown above, |P Header options

are considered part of the | Pv4

Header but are extensions ("ext") of the |Pv6 Header. For further

i nformation on the | Psec ESP Hdr, Trailer, and |ICV, see [ RFC4303] and
Section 7. "ENCAP Hdr + payl oad" is the encapsul ati on header (Section
5) and TRILL data or 1S-is payload, that is, the material after the

I P Header in the diagramin Section 4.2.1

end point to be separated
for exanple, Section 1.1.3

This architecture permts the ESP tunne
fromthe TRILL over | P RBridge port (see,
of [RFC7296]).

4.3 QS Consi derations

In 1P, QS handling is indicated by the Differential Services Code
Poi nt (DSCP [ RFC2474] [RFC3168]) in the TRILL Header. The former
Type of Service (TOS) octet in the I Pv4 Header and the Traffic C ass
octet in the | Pv6 Header has been divided as shown in the follow ng
di agram adapted from [RFC3168]. (TRl LL support of ECN is beyond the
scope of this docunent.)

0 1 2 3 4 5 6 7
S S S S S S S S +
| DSCP FI ELD | ECN FIELD |
R - - - - - R - +

DSCP: Differentiated Servi ces Codepoi nt
ECN: Explicit Congestion Notification

Wthin a TRILL switch, priority is indicated by configuration for
TRILL 1S-1S packets and for TRILL Data packets by a three bit (0
through 7) priority field and a Drop Eligibility Indicator bit (see
Sections 8.2 and 7 of [rfc7180bis]). (Typically TRILL IS 1S is
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configured to use the highest priority or, alternatively, the highest
two priorities depending on the IS-1S PDU.) The priority affects
queui ng behavior at TRILL switch ports and nmay be encoded into the
link header, particularly if there could be priority sensitive
devices within the link. For exanple, if the link is a bridged LAN,
it is coomonly encoded into an Quter.VLAN tag's priority and DE
fields.

TRILL over IP inplenentations MIST support setting the DSCP val ue in
the outer | P Header of TRILL packets they send by mapping the TRILL
priority and DEl to the DSCP. They MAY support, for a TRILL Data
packet where the native frane payload is an | P packet, copying the
DSCP in this inner IP packet to the outer |P Header

The default TRILL priority and DEl to DSCP mappi ng, which may be
configured per TRILL over IP port, is an follows. Note that the DE
val ue does not affect the default mapping and, to provide a
potentially lower priority service than the default 0, priority 1 is
considered lower priority than 0. So the priority sequence from | ower
to higher priority is 1, 0, 2, 3, 4, 5, 6, 7.

TRILL Priority DElI DSCP Field (Binary/decinal)

0 0/1 001000 / 8

1 0/1 000000/ O

2 0/1 010000 / 16
3 0/1 011000 / 24
4 0/1 100000/ 32
5 0/1 101000 / 40
6 0/1 110000 / 48
7 0/1 111000 / 56

4.4 Broadcast Links and Mul ticast Packets

TRILL supports broadcast |inks. These are links to which nore than
two TRILL switch ports can be attached and where a packet can be
broadcast or multicast froma port to all or a subset of the other
ports on the Iink as well as unicast to a specific single other port
on the I|ink.

As specified in [ RFC6325], TRILL Data packets being forwarded between
TRILL switches can be unicast on a link to a specific TRILL switch
port or multicast on a link to all TRILL switch ports. TRILL IS-IS
packets are always nulticast to all other TRILL switches on the link
except for IS-IS MU PDUs, which nmay be unicast [RFC7177]. This
distinction is not significant if the link is inherently point-to-

poi nt, such as a PPP |link; however, on a broadcast link there will be
a packet outer link address that is unicast or multicast as
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appropriate. For exanple, over Ethernet |inks, the Ethernet multicast
addresses All-RBridges and All-1S-1S-RBridges are used for
multicasting TRILL Data and TRILL 1S-1S respectively. For details on
TRILL over I P handling of nulticast, see Section 6.

4.5 TRILL Over IP IS-1S SubNetwork Point of Attachnent

IS 1S routers, such as TRILL switches, establish adjacency through
the exchange of Hello PDUs on a link [IS-1S] [RFC7177]. The Hell os
transmitted out a port indicate what nei ghbor ports that port can see
on the link by listing what 1S-1S refers to as the neighbor port’s
SubNet wor k Poi nt of Attachment (SNPA). (For an Ethernet |ink, which
may be a bridged LAN, the SNPA is the port MAC address.)

In TRILL Hello PDUs on a TRILL over IP link, the |IP addresses of the
| P ports connected to that link are their actual SNPA ( SubNetwork
Poi nt of Attachment [IS-1S]) addresses and, for |IPv6, the 16-byte

| Pv6 address is used as the SNPA; however, for easy in re-using code
designed for the conmmon case of 48-bit SNPAs, in TRILL over IPv4 a
48-bit synthetic SNPA that |ooks like a unicast MAC address is
constructed for use in the SNPA field of TRILL Nei ghbor TLVs

[ RFC7176] [RFC7177] in such Hellos. This synthetic SNPA is derived
fromthe port I Pv4 address is as follows:

111111
0123456789012345
i i i o i I R S S
| OxFE | 0x00 [
e i I e R SR
| 1 Pv4 upper half |
B i S S S i i T S N S
| 1Pv4d |ower half |
R i ks Sk i N SR R S

This synthetic SNPA (MAC) address has the local (0x02) bit on in the

first byte and so cannot conflict with any globally unique 48-bit

Et hernet MAC. However, when TRILL operates on an IP link, TRILL sees

only I P stations, not MAC stations, even if the TRILL over IP Link is
being carried over Ethernet. Therefore conflict on the link in TRILL

IS-1S between a real MAC address and the synthetic SNPA (MAC) address
as above woul d be inpossible in any case.
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5. TRILL over |P Encapsul ation Formats

There are a variety of TRILL over IP encapsul ation formats possible.
By default TRILL over |IP adopts a hybrid encapsul ati on approach.

There is one format, called "native encapsul ati on" that MJST be

i mpl erent ed. Al t hough native encapsul ati on does not typically have
good fast path support, as a | owest conmon denominator it can be used
by | ow bandwi dth control traffic to determ ne a preferred

encapsul ation with better performance. In particular, by default, all
TRILL 1S-1S Hellos are sent using native encapsul ati on and t hose
Hel | os are used to deternine the encapsul ati on used for all TRILL
Dat a packets and all other TRILL I1S-I1S PDUs (with the possible
exception of IS-1S MIU-probe and MIU-ack PDUs) .

Al ternatively, the network operator can pre-configure a TRILL over IP
port to use a particular encapsul ation chosen for their particul ar
networ k needs and port capabilities. That encapsulation is then used
for all TRILL Data and |IS-1S packets on ports so configured.

Section 5.1 discusses general consideration for the TRILL over IP
encapsul ation fornmat. Section 5.2 discusses encapsul ati on agreenent.
Section 5.3 discusses broadcast |ink encapsul ati on consi derati ons.
The subsequent subsections discuss particul ar encapsul ati ons.

5.1 Encapsul ati on Consi derati ons

In all cases, there nust be a nmethod specified to distinguish TRILL
Dat a packets and TRILL I S-1S packets, or that encapsul ation is not
useful for TRILL. In addition, the following criteria can be hel pfu
i s choosing between different encapsul ations:

a) Fast path support - For many applications, it is highly desirable
to be able to encapsul ate/ decpasul ate TRILL over |IP at |ine speed
so a format where existing or anticipated fast path hardware can
do that is best. This is commonly a domi nant consi deration

b) Ease of multi-pathing - The I P path between TRILL over |P ports
may i nclude equal cost nultipath routes internal to the IP link so
a met hod of encapsul ation that provides variable fields available
for existing or anticipated fast path hardware nulti-pathing is
better.

c) Robust fragnentation and re-assenbly - MIU of the IP |ink may
require fragnentation in which case an encapsul ation w th robust
fragmentation and re-assenbly is inportant. There are known
problems with | Pv4 fragnentation and re-assenbly [ RFC6864] which
generally do not apply to I Pv6. Sonme encapsul ations can fix these
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probl enms but the two encapsul ations specified in this docunment do
not. Therefore, if fragnentation is anticipated with the
encapsul ati ons specified in this docunent, the use of IPv6 is
RECOMVENDED.

d) Checksum strength - Dependi ng on the particul ar circunstances of
the TRILL over IP link, a checksum provided by the encapsul ation
may be an inportant factor. Use of |IPsec can al so provide a strong
integrity check.

5.2 Encapsul ati on Agreenent

TRILL Hellos sent out a TRILL over IP port indicate the

encapsul ations that port is willing to support through a mechani sm
initially specified in [RFC7178] and [RFC7176] that is hereby
extended. Specifically, RBridge Channel Protocol nunbers OxFDO

t hrough OxFF7 are redefined to be link technol ogy dependent flags
that, for TRILL over IP, indicate support for different

encapsul ations, allowing for up to 40 encapsul ations to be specified.
Support for an encapsulation is indicated in the Hello PDU in the
same way that support for an RBridge Channel was indicated. (See al so
section 11.3.) "Support" indicates willingness to use that

encapsul ation for TRILL Data and TRILL 1S 1S packets (although TRILL
IS 1S Hellos are still sent in native encapsul ation by default).

If, ina TRILL Hello on a TRILL over IP link, support is not
i ndi cated for any encapsul ation, then the port fromwhich it was sent
is assuned to support only native encapsul ation (see Section 5.4).

An adj acency is forned between two TRILL over IP ports if the
intersection of the sets of encapsul ati on methods they support is not
null. If that intersection is null, then no adjacency is fornmed. In
particular, for a TRILL over IP link, the adjacency state nachine
MUST NOT advance to the Report state unless the ports share an
encapsul ation [ RFC7177]. |If no encapsul ation is shared, the adjacency
state machine remains in the state fromwhich it would ot herw se have
transitioned to the Report state.

If any TRILL over |P packet, other than an IS-1S Hello or MU PDU in
native encapsulation, is received in an encapsul ation for which
support is not being indicated, it MJST be discarded (see Section
5.3).

If there are two or nore encapsul ations in common between two

adj acent ports for unicast or the set of adjacent ports for

mul ticast, a transmitter is free to choose whi chever of the

encapsul ations it wi shes to use. Thus transni ssions between adjacent
ports P1 and P2 could use different encapsul ati ons dependi ng on which
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port is transnmitting and which is receiving.

It is expected to be the normal case in a well configured network
that all the TRILL over IP ports connected to an IP link (i.e., an IP
network) that are intended to communicate with each other wll

support the sane encapsul ation(s).

5.3 Broadcast Link Encapsul ati on Consi derations

To properly handle TRILL protocol packets on a TRILL over IP link in
the general case, either native IP nulticast node is used on that
link or multicast nust be sinulated using serial |IP unicast, as

di scussed in Section 6. (O course, if the IP |link happens to
actually be point-to-point no special provision is needed for
handl i ng nul ti cast addressed packets.)

It is possible for the Hellos froma TRILL over IP port Pl to
establish adjacency with nultiple other TRILL over IP ports (P2, P3,
...) on broadcast link. In a well configured network one woul d expect
all of the IP ports involved to support the sane encapsul ation(s);
but, if P1 supports nultiple encapsulations, it is possible that P2
and P3, for exanple, do not have an encapsul ation in conmmon that is
supported by P1. IS 1S can handl e such non-transitive adjacencies
which are reported as specified in [RFC7177]. If serial IP unicast is
being used by P1, it can use different encapsul ations for different
transmssions. |If native IP nulticast is being used by P1, it wll
have to send one transm ssion per encapsul ati on nethod by which it
has an adj acency on the link. (It is for this reason that a TRILL
over | P port MJST discard any packet received with the wong
encapsul ati on. O herw se, packets woul d be duplicated.)

5.4 Native Encapsul ation

The mandatory to inplenment "native encapsul ation" format of a TRILL
over | P packet, when used w thout security, is TRILL over UDP as
shown bel ow.

| IP | UDP | TRILL [
| Header | Header | Payl oad |

Where the UDP Header is as foll ows:
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
Source Port = Entropy [ Destination Port [
i T S e T T T e e e s T S e e eI S
UDP Length [ UDP Checksum [
B i T T S T I R e ol i TR S e S S e S e e s st TR S R R S

TRILL Payl oad ...

— Yt — +—

Source Port - see Section 8.3

Destination Port - indicates TRILL Data or IS-1S, see Section 11
UDP Length - as specified in [ RFCO768]

UDP Checksum - as specified in [ RFCO768]

The TRILL Payload starts with the TRILL Header (not including the
TRILL Ethertype) for TRILL Data packets and starts with the 0x83

I ntradomai n Routeing Protocol Discrimnator byte (thus not including
the L2-1S-1S Ethertype) for TRILL I S-1S packets.

5.5 VXLAN Encapsul ati on

VXLAN [ RFC7348] | P encapsul ation of TRILL | ooks, on the wire, like
TRILL over Ethernet over VXLAN over UDP over |P.

| IP | UDP | VXLAN | Ethernet | TRILL [
| Header | Header | Header | Header | Payl oad |

The outer UDP uses a destination port nunber indicating VXLAN and the
outer UDP source port MAY be used for entropy as with native

encapsul ati on (see Section 5.4). The VXLAN header after the outer UDP
header adds a 24 bit Virtual Network ldentifier (VNI). The Ethernet
header after the VXLAN header and before the TRILL header consists of
source MAC address, destination MAC address, and Ethertype. The

Et hertype distinguishes TRILL Data from TRILL | S-1S; however, the
destination and source MAC addresses in this inner Ethernet header
are not used and are 12 wasted bytes.

A TRILL over IP port using VXLAN encapsul ation by default uses a VN

of 1 but can be configured as described in Section 9.2.3.1 to use
some other fixed VNI or to map from VLANFGL to VNI.
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5.6 O her Encapul sations

It is anticipated that additional TRILL over |IP encapsulations wll
be specified in future docunents and allocated a bit in the TRILL
Hell o as per Section 11.3. A primary consideration for whether it is
worth the effort to specify an encapsul ation is good existing or
anticipated fast path support.
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6. Handling Milticast

By default, both TRILL I S-1S packets and nulti-destination TRILL Data
packets are sent to an All-RBridges IPv4 or IPv6 IP nulticast Address
as appropriate (see Section 11.2); however, a TRILL over |IP port may
be configured (see Section 9) to use a different nulticast address or
to use serial IP unicast with a list of one or nore unicast IP
addresses of other TRILL over IP ports to which nulti-destination
packets are sent. In the serial unicast case the outer |P header of
each copy of the packet sent shows an | P unicast destination address
even through the TRILL header has the Mbit set to one to indicate
mul ti-destination. Serial unicast configuration is necessary if the
TRILL over IP port is connected to an |IP network that does not
support IP nmulticast. In any case, unicast TRILL packets are sent by
uni cast IP

Even if a TRILL over IP port is configured to send nulti-destination
packets with serial unicast, it MJST be prepared to receive IP
mul ti cast TRILL packets. Al TRILL over |IP ports default to
periodically transmtting appropriate |GW (1Pv4 [ RFC3376] or MD
(I'Pv6e [RFC2710]) packets, so that the TRILL nulticast IP traffic will
be sent to them unless they are configured not to do so.

Al't hough TRILL fully supports broadcast links with nore than 2

RBri dges connected to the link there may be good reasons for
configuring TRILL over IP ports to use serial unicast even where
native IP nulticast is available. Use of serial unicast provides the
net wor k manager with nore precise control over adjacencies and how
TRILL over IP links will be formed in an I P network. In sonme
networks, unicast is nore reliable than multicast. If nultiple point-
to-point TRILL over |P connections between parts of a TRILL canpus
are configured, TRILL will in any case spread traffic across them
treating themas parallel links, and appropriately fail over traffic
if alink fails or incorporate a new link that cones up
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7. Use of |Psec and | KEv2

All TRILL switches (RBridges) that support TRILL over |P MJST

i mpl ement | Psec [ RFC4301] and support the use of |Psec Encapsul ating
Security Protocol (ESP [ RFC4303]) in tunnel node to secure both TRILL
IS-1S and TRILL data packets. Wien | Psec is used to secure a TRILL
over IPlink and no I1S-1S security is enabled, the | Psec session MJST
be fully established before any TRILL I S-1S or data packets are
exchanged. When there is IS 1S security [ RFC5310] provided,

i npl ementers SHOULD use |S-1S security to protect TRILL IS IS
packets. However, in this case, the | Psec session still MJST be fully
est abl i shed before any data packets transm ssion since |S-1S security
does not provide any protection to data packets.

Al'l RBridges that support TRILL over I P MJST inplenent the Internet
Key Exchange Protocol version 2 (IKEv2) for automated key nanagenent.

7.1 Keying

The followi ng subsections discuss pairw se and group keying for TRILL
over |P |Psec.

7.1.1 Pairw se Keying

When | S-1S security is in use, IKEv2 will use a pre-shared key that
incorporates the 1S-1S shared key in order to bind the TRILL data
session to the 1S-1S session. The pre-shared key that will be used
for 1 KEv2 exchanges for TRILL over IP is determined as foll ows:

HKDF- Expand- SHA256 ( | S-1 S-key,
"TRILL IP" | Pl-System|ID | Pl-Port | P2-SystemI|ID | P2-Port )

In the above "|" indicates concatenation, HKDF is as in [ RFC5869],
SHA256 is as in [RFC6234], and "TRILL IP" is the eight byte US ASCII
[ RFC0020] string indicated. "I1S-1S-key" is an I S-1S key usable for
IS-1S security of link local 1S-1S PDUs such as Hello, CSNP, and
PSNP. This SHOULD be a link scope IS 1S key. Wth [ RFC5310] there
could be nultiple keys identified with 16-bit key IDs. In this case,
the Key ID of 1S 1S-key is also used to identify the derived key.
P1-System I D and P2-System I D are the SystemIDs of the two TRILL
RBri dges, and Pl-Port and P2-Port are the ports in use on each end.
System | Ds are guaranteed to be unique within the TRILL canpus. Both
of the RBridges involved treat the | arger magni tude System | D,
comparing System|Ds as unsigned integers, as P1 and the snaller as
P2 so both will derive the sane key.
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When |S-1S security is in use, the | S-1S-shared key from which the
| KEv2 shared secret is derived m ght expire and be updated as
described in [RFC5310]. The IKEv2 pre-shared keys derived fromthe
IS-1S shared key MJUST expire within the sane lifetine as the 1 S-1S-
shared key fromwhich they were derived. When the | KEv2 pre-shared
key expires, the I KEv2 Security Association nust be rekeyed using a
new shared secret derived fromthe new I S-1S shared key.

When | S-1S security is not in use, IKEv2 will not use a pre-shared
key.

7.1.2 Group Keying

In the case of a TRILL over IP port configured as point-to-point (see
Section 4.2.4.1 of [RFC6325]), there is no group keying and the

pai rwi se key determined as in Section 7.1.1 is used for |IP nulticast
traffic.

In the case of a TRILL over IP port configured as broadcast but where
the port is configured to use serial unicast (see Section 8), there
is no group keying and the pairw se keying determined as in Section
7.1.1 is used for IP nmulticast traffic.

In the case of a TRILL over IP port configured as broadcast and using
native nulticast, ... thd ...

7.2 Mandatory-to-Inplenent Al gorithns

Al'l RBridges that support TRILL over I P MJST inpl enent |Psec ESP
[ RFC4303] in tunnel node. The inplenentation requirenents for ESP
cryptographic algorithns are as specified for |Psec. That
specification is currently [RFC7321].
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8. Transport Considerations

This section discusses a variety of inportant transport
consi derati ons.

8.1 Congestion Considerations

Section 3.1.3 of [ RFC5405] discussed the congestion inplications of
UDP tunnels. As discussed in [ RFC5405], because other flows can share
the path with one or nore UDP tunnels, congestion control [RFC2914]
needs to be consi dered.

The default initial determ nation of the TRILL over |P encapsul ation
to be used through the exchange of TRILL IS-1S Hellos is a | ow
bandwi dt h process. Hellos are not pernitted to be sent any nore often
than once per second, and so are unlikely to cause congestion

One notivation for including UDP in a TRILL encapsulation is to

i nprove the use of multipath (such as ECMP) in cases where traffic is
to traverse routers which are able to hash on UDP Port and IP
address. In nmany cases this may reduce the occurrence of congestion
and inprove usage of avail able network capacity. However, it is also
necessary to ensure that the network, including applications that use
the network, responds appropriately in nore difficult cases, such as
when |ink or equiprent failures have reduced the avail abl e capacity.

The inpact of congestion nust be considered both in terns of the
effect on the rest of the network of a UDP tunnel that is consumi ng
excessive capacity, and in terns of the effect on the flows using the
UDP tunnels. The potential inpact of congestion froma UDP tunne
depends upon what sort of traffic is carried over the tunnel, as well
as the path of the tunnel

TRILL is used to carry a wide range of traffic. In many cases TRILL
is used to carry IP traffic. IP traffic is generally assuned to be
congestion controlled, and thus a tunnel carrying general IP traffic
(as m ght be expected to be carried across the Internet) generally
does not need additional congestion control nechanisns. As specified
i n [ RFC5405] :

"I P-based traffic is generally assuned to be congestion-
controlled, i.e., it is assunmed that the transport protocols
generating | P-based traffic at the sender already enpl oy
mechani snms that are sufficient to address congestion on the path.
Consequently, a tunnel carrying | P-based traffic should al ready
interact appropriately with other traffic sharing the path, and
speci fic congestion control mechanisms for the tunnel are not
necessary".
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For this reason, where TRILL is sent using UDP and used to carry IP
traffic that is known to be congestion controlled, the UDP paths NMAY
be used across any comnbination of a single or cooperating service
provi ders or across the general I|nternet.

However, TRILL is also used to carry traffic that is not necessarily
congestion controlled. For exanple, TRILL nay be used to carry
traffic where specific bandw dth guarantees are provided.

In such cases congestion may be avoi ded by careful provisioning of
the network and/or by rate limting of user data traffic. Were TRILL
is carried, directly or indirectly, over UDP over IP, the identity of
each individual TRILL flowis in general |ost.

For this reason, where the TRILL traffic is not congestion
controlled, TRILL over UDP/IP MJST only be used within a single
service provider that utilizes careful provisioning (e.g., rate
limting at the entries of the network while over-provisioning
networ k capacity) to ensure agai nst congestion, or within a linited
nunber of service providers who closely cooperate in order to jointly
provide this sane careful provisioning. As such, TRILL over UDP/IP
MUST NOT be used over the general Internet, or over non-cooperating
service providers, to carry traffic that is not congestion-
controll ed.

Measures SHOULD be taken to prevent non-congestion-controlled TRILL
over UDP/IP traffic from"escaping" to the general Internet, for
exanpl e the foll ow ng:

a. Physical or logical isolation of the TRILL over IP links fromthe
general Internet.

b. Depl oyment of packet filters that block the UDP ports assigned for
TRI LL- over - UDP

c. Inposition of restrictions on TRILL over UDP/IP traffic by
software tools used to set up TRILL over UDP paths between
specific end systens (as night be used within a single data
center).

d. Use of a "Managed Circuit Breaker" for the TRILL traffic as
described in [circuit-breaker].

8.2 Recursive Ingress
TRILL is specified to transport data to and fromend stations over

Et hernet and IP is frequently transported over Ethernet. Thus, an end
station native data Ethernet frame EF nmight get TRILL ingressed to
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TRILL(EF) that was then sent out a TRILL over |P over Ethernet port
resulting in a packet on the wire of the form

Et hernet (I1P(TRILL(EF))). There is a risk of such a packet being re-
i ngressed by the sane TRILL canpus, due to physical or |ogica

m sconfiguration, |ooping round, being further re-ingressed, and so
on. The packet m ght get discarded if it got too large but if
fragmentation is enabled, it would just keep getting split into
fragments that would continue to |l oop and grow and re-fragnent unti
the path was saturated with junk and packets were being di scarded due
to queue overflow. The TRILL Header TTL woul d provide no protection
because each TRILL ingress adds a new TRILL header with a new TTL.

To protect against this scenario, a TRILL over IP port MJST by,
default, test whether a TRILL packet it is about to transmt appears
to be a TRILL ingress of a TRILL over |IP over Ethernet packet. That
is, isit of the formTRILL(Ethernet(IP(TRILL(...)))? If so, the
default action of the TRILL over IP output port is to discard the
packet rather than transnmit it. However, there are cases where sone
| evel of nested ingress is desired so it MJST be possible to
configure the port to allow such packets

8.3 Fat Fl ows

For the purpose of |oad balancing, it is worthwhile to consider how
to transport the TRILL packets over the Equal Cost Miltiple Paths
(ECVMPs) existing internal to the IP path between TRILL over |P ports.

The ECWP el ection for the IP traffic could be based, at |east for

| Pv4, on the quintuple of the outer I P header { Source IP

Destination I P, Source Port, Destination Port, and |IP protocol }.
Such tupl es, however, could be exactly the sanme for all TRILL Data
packets between two RBridge ports, even if there is a huge anount of
data being sent between a variety of ingress and egress RBridges. On
solution to this is to use the Source Port in as an entropy field.
(This idea is also introduced in [gre-in-udp].) For example, for
TRILL Data this entropy field could be based on sone hash of the

I nner. MacDA, Inner.MacSA, and | nner.VLAN or Inner.FG.. Unfortunately,
this can conflict with m ddl eboxes inside the TRILL over IP link (see
8.5). Therefore, in order to better support ECVMP, a RBridge SHOULD
set the Source Port to a range of values as an entropy field for ECWP
deci sions. However, if there are middl eboxes in the path, the range
of different Source Port values used MIST be restricted sufficiently
to avoid disrupting connectivity.
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8.4 MIU Consi der ati ons

In TRILL each TRILL switch advertises in its LSP nunber zero the

| argest LSP frane it can accept (but not less than 1,470 bytes) on
any of its interfaces (at |least those interfaces with adjacencies to
other TRILL switches in the canpus) through the
originatingLSPBufferSize TLV [ RFC6325] [RFC7177]. The canpus mi ni mum
MIU ( Maxi mum Transm ssion Unit), denoted Sz, is then established by
taking the m nimum of this advertised MIU for all RBridges in the
canmpus. Links that do not neet the Sz MIU are not included in the
routing topology. This protects the operation of 1S 1S fromlinks
that woul d be unable to accomvpdate sonme LSPs.

A met hod of determ ning originatingLSPBufferSize for an RBridge with
one or nore TRILL over IP ports is described in [rfc7180bis].

However, if an IP link either can accommbdate junbo franes or is a
link on which I P fragmentation is enabled and acceptable, then it is
unlikely that the IPlink will be a constraint on the
originatingLSPBufferSize of an RBridge using the link. On the other
hand, if the IP link can only handl e smaller frames and fragnmentation
is to be avoi ded when possible, a TRILL over IP port mght constrain
the RBridge’s originatingLSPBufferSize. Because TRILL sets the

m ni num val ues of Sz at 1,470 bytes, there may be links that neet the
m ni mum MU for the I P protocol (1,280 bytes for IPv6, 576 bytes for

I Pv4) on which it would be necessary to enable fragnmentation for
TRILL use

The use of TRILL IS-1S MIU PDUs, as specified in [ RFC6325] and
[ RFC7177] can provide added assurance of the actual MIU of a link

8.5 M ddl ebox Consi derations

This section gives sone m ddl ebox considerations for the IP
encapsul ati ons covered by this docunent, nanely native and VXLAN
encapsul ati on.

The requirenents on the usage of the zero UDP Checksumin a UDP
tunnel protocol are detailed in [ RFC6936]. These requirenents apply
to TRILL over |IP the encapsul ations specified herein (native and
VXLAN), which are applications of UDP tunnel

Besi des t he Checksum the Source Port number of the UDP header is

al so pertinent to the m ddl ebox behavi or. Network Address/Port

Transl ator (NAPT) is the nost conmonly depl oyed Network Address
Transl ati on (NAT) device [RFC4787]. For a UDP tunnel protocol, the
NAPT devi ce establishes a NAT session to translate the {private IP
address, private source port nunber} tuple to a {public |IP address,
public source port number} tuple, and vice versa, for the duration of
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the UDP session. This provides the UDP tunnel protocol application
with the "NAT-pass-through" function. NAPT allows nultiple interna
hosts to share a single public I P address. The port nunber, i.e., the
UDP Source Port nunber, is used as the denultiplexer of the nultiple
internal hosts.

However, the above NAPT behavior conflicts with the behavior that the
UDP Source Port nunber is used as an entropy (See Section 8.3).

Hence, the tunnel operator MJST ensure the TRILL switch ports sending
through | ocal or renote NAPT m ddl eboxes di sabl e the entropy usage of
t he UDP Source Port nunber.
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9. TRILL over IP Port Configuration

This section specifies the configuration information needed at a
TRILL over | P port beyond that needed for a general RBridge port.

9.1 Per IP Port Configuration

Each RBridge port used for a TRILL over IP link should have at | east
one IP (v4 or v6) address. If no IP address is associated with the
port, perhaps as a transient condition during re-configuration, the
port is disabled. Inplenentations MAY allow a single port to operate
as multiple IPv4 and/or IPv6 |ogical ports. Each | P address
constitutes a different |ogical port and the RBridge with those ports
MUST associate a different Port ID (see Section 4.4.2 of [RFC6325])
with each | ogical port.

By default a TRILL over |IP port discards output packets that fail the
possi bl e recursive ingress test (see Section 10.1) unless configured
to disable that test.

9.2 Additional per |P Address Configuration

The configuration information specified belowis per TRILL over IP
port | P address.

The mapping from TRILL packet priority to Differentiated Services
Code Point (DSCP [ RFC2474]) can be configured (see Section 10.5).

Each TRILL over IP port has a |list of acceptable encapsulations it
will use. By default this list consists of one entry for native
encapsul ati on (see Section 7). Additional encapsul ati ons MAY be
configured. Additional configuration can be required or possible for
speci fic encapsul ations as described in Section 9.2.3.

Each I P address at a TRILL over IP port uses native IP nulticast by
default but may be configured whether to use serial |P unicast
(Section 9.2.2) or native IP nulticast (Section 9.2.1). Each IP
address at a TRILL over IP is configured whether or not to use |Psec
(Section 9.2.4).

9.2.1 Native Milticast Configuration

If a TRILL over IP port address is using native IP nulticast for
mul ti-destination TRILL packets (1S 1S and data), by default
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transm ssions fromthat | P address use the IP nulticast address (IPv4
or I Pv6) specified in Section 11.2. The TRILL over |IP port may be
configured to use a different I P address to nulticast packets.

9.2.2 Serial Unicast Configuration

If a TRILL over |IP port address has been configured to use seria

uni cast for nulti-destination packets (1S-1S and data), it should
have associated with it a non-enpty list of unicast |IP destination
addresses with the same | P version as the version of the port’s IP
address (I Pv4 or IPv6). Milti-destination TRILL packets are serially
uni cast to the addresses in this list. Such a TRILL over IP port wll
only be able to form adjacencies [RFC7/177] with the RBridges at the
addresses in this list as those are the only RBridges to which it
will send TRILL Hellos

If this list of destination |IP addresses is enpty, there is no way to
transmit a nulti-destination TRILL over |IP packet such as a TRILL
Hello. Thus it is inpossible to achieve adjacency [RFC7177] or if

adj acency had been achi eved (perhaps the Iist was non-enpty and has
just been configured to be enpty), no way to nmintain such adjacency.
Thus, in the enpty list case, TRILL Data nulti-destination packets
cannot be sent and TRILL Data uni cast packets will not start flow ng
or, if they are already flowing, will soon cease, effectively

di sabling the port.

9. 2.3 Encapsul ation Specific Configuration

Specific TRILL over |IP encapsul ation nmethods may provide for further
configuration as specified bel ow

9.2.3.1 VXLAN Configuration

A TRILL over |IP port using VXLAN encapsul ati on can be configured with
a non-default VXLAN Network ldentifier (VNI) that is used in that
field of the VXLAN header for all TRILL packets sent using the
encapsul ation and required in all TRILL packets received using the
encapsul ati on. The default VNI is 1. A TRILL packet received with the
wong VNI is discarded.

A TRILL over |IP port using VXLAN encapsul ati on can al so be confi gured

to map the Inner.VLAN or Inner.FG. of a TRILL Data packet being
transported to the value it places in the VNI field.
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9.2.3.2 O her Encapsul ation Configuration
Addi tional encapsul ati on met hods, beyond the native UDP encapsul ati on

and VXLAN encapsul ation specified in this docunent, nmay be specified
in future docunents and nmay require further configuration

9.2.4 Security Configuration
thd ...
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10.

10.

Security Considerations

TRILL over IP is subject to all of the security considerations for
the base TRILL protocol [RFC6325]. In addition, there are specific
security requirenents for different TRILL depl oynent scenarios, as
di scussed in the "Use Cases for TRILL over |IP" section above.

For communi cati on between end stations in a TRILL canpus, security is
possi ble at three levels: end-to-end security between those end
stations, edge-to-edge security between ingress and egress RBridges
[LinkSec], and link security to protect a TRILL hop. Any conbination
of these can be used, including all three.

TRILL over IP link security protects the contents of TRILL Data and

I S-1S packets, including the identities of the end stations for data
and the identities of the edge RBridges, fromobservers of the link
and transit devices within the link such as |P routers, but does not
encrypt the link local |IP addresses used in a packet and does not
protect against observation by the sending and receiving RBridges on
the link. Edge-to-edge TRILL security protects the contents of TRILL
data packets including the identities of the end stations for data
fromtransit RBridges but does not encrypt the identities of the edge
RBri dges invol ved and does not protect agai nst observation by those
edge RBridges. End-to-end security does not protect the identities of
the end stations or edge RBridge involved but does protect the
content of TRILL data packets from observation by all RBridges or
other intervening devices between the end stations involved. End-to-
end security should al ways be considered as an added | ayer of
security and to protect any particularly sensitive information from
uni nt ended di scl osure.

I f VXLAN encapsul ation is used, the unused Ethernet source and
destination MAC addresses nentioned in Section 5.5, provide a 96 bit
per packet covert path.

1 I Psec

This docunent specifies that all RBridges that support TRILL over IP
Iinks MJUST inplenent | Psec for the security of such Iinks, and nakes
it clear that it is both wise and good to use IPsec in all cases
where a TRILL over IPlink will traverse a network that is not under
the sane administrative control as the rest of the TRILL canmpus or is
not physically secure. IPsec is inportant, in these cases, to protect
the privacy and integrity of data traffic. However, in cases where

I Psec is inpractical due to lack of fast path support, use of TRILL
edge-to-edge security or use by the end stations of end-to-end
security can provide significant security.
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Furt her Security Considerations for |Psec ESP and for the
cryptographic algorithns used with I Psec can be found in the RFCs
referenced by this docunent.

10.2 IS 1S Security

TRILL over IP is conpatible with the use of IS IS Security [RFC5310],
whi ch can be used to authenticate TRILL switches before allow ng them
to join a TRILL canpus. This is sufficient to protect against rogue
devi ces inpersonating TRILL switches, but is not sufficient to
protect data packets that may be sent in TRILL over |P outside of the
| ocal network or across the public Internet. To protect the privacy
and integrity of that traffic, use |IPsec.

In cases were | Psec is used, the use of IS 1S security nay not be

necessary, but there is nothing about this specification that would
prevent using both IPsec and | S-1S security together.
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11.

11.

11.

11.

| ANA Consi der ati ons

| ANA considerations are given bel ow

1 Port Assignnents

I ANA is requested to assign destination UDP Ports for the TRILL IS-1S
and Data channel s:

UDP Port Pr ot ocol
(TBD1) TRILL I S-1S Channe
(TBD2) TRILL Data Channe

2 Multicast Address Assignhments

I ANA is requested to one | Pv4 and one I Pv6 nulticast address, as
shown bel ow, which correspond to the All-RBridges and All-I1S- 1S

RBri dges nulticast MAC addresses that the | EEE Registration Authority
has assigned for TRILL. Because the | ow | evel hardware MAC address

di spatch considerations for TRILL over Ethernet do not apply to TRILL
over | P, one IP multicast address for each version of IPis
sufficient.

(Val ues recomended to | ANA in square brackets)

Al | - RBri dges TBD3[ 233. 252. 14. 0]  TBD4[ FFOX: 0: 0: 0: 0: 0: 0: 205]

The hex digit "X" in the IPv6 address indicates the scope and
defaults to 8. The IPv6 All-RBridges |IP address nmay be used with
ot her values of X

3 Encapsul ati on Met hod Support |ndication

The existing "RBridge Channel Protocols" registry is re-named and a
new sub-registry under that registry added as foll ows:

The TRILL Paraneters registry for "RBridge Channel Protocols" is
renaned the "RBridge Channel Protocols and Link Technol ogy Specific
Fl ags" registry. [this docunent] is added as a second reference for
this registry. The first part of the table is changed to the
fol | owi ng:
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Range Regi stration Not e
0x002- OxOFF St andards Action
0x100- OXFCF RFC Requi red al l ocation of a single value
0x100- OXFCF | ESG Appr oval al l ocation of nultiple val ues
OxFDO OxFF7 see Note Iink technol ogy dependent,

see subregistry

In the existing table of RBridge Channel Protocols, the follow ng
line is changed to two |ines as shown:

oD
0x004- OxFF7 Unassi gned
NEW
0x004- OxFCF Unassi gned
OxFDO- OxFF7 (l'ink technol ogy dependent, see subregistry)

A new subregi stry under the re-naned "RBridge Channel Protocols and
Li nk Technol ogy Specific Flags" registry is added as foll ows:

Nane: TRILL over |P Link Flags
Regi stration Procedure: |ETF Review
Ref erence: [this docunent]

Fl ag Meani ng Ref erence

OxFDO Native encapsul ation supported [this docunent]
OxFD1L VXLAN encapsul ati on supported [this docunent]
OxFD2- OXFF7 Unassi gned
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