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Abst r act
Thi s docunent describes nechanisns for providing directory service to
TRILL (Transparent Interconnection of Lots of Links) edge swtches.
The directory information provided can be used in reducing nulti-
destination traffic, particularly ARP/ND and unknown uni cast
flooding. It can also be used to detect traffic with forged source
addr esses.

Status of This Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Distribution of this document is unlimted. Commrents should be sent
to the TRILL working group mailing list.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
other groups nmay al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts.html. The Iist of Internet-Draft
Shadow Directories can be accessed at
http://ww.ietf.org/shadow htni.
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1.

I nt roducti on

[ RFC7067] gives a problem statenment and high | evel design for using
directory servers to assist TRILL [ RFC6325] edge nodes in reducing
mul ti-destination ARP/ND [ ARPreduction], reducing unknown uni cast
flooding traffic, and inproving security agai nst address spoofing
within a TRILL canpus. Because multi-destination traffic becones an
i ncreasing burden as a network scal es up in nunber of nodes, reducing
ARP/ ND and unknown uni cast flooding inproves TRILL network
scalability. This docunent describes specific nechanisns for
directory servers to assist TRILL edge nodes. These nechani sns are
optional to inplenent.

The information held by the Directory(s) is address mappi ng and
reachability information. Mst comonly, what MAC address [ RFC7042]
corresponds to an | P address within a Data Label (VLAN or FG (Fine
Grai ned Label [RFC7172])) and the egress TRILL switch (RBridge), and
optionally what specific TRILL switch port, fromwhich that MAC
address is reachable. But it could be what | P address corresponds to
a MAC address or possibly other address mappings or reachability.

In the data center environnment, it is common for orchestration
software to know and control where all the |IP addresses, MAC
addresses, and VLANs/tenants are in a data center. Thus such
orchestration software can be appropriate for providing the directory
function or for supplying the Directory(s) with directory

i nformati on.

Directory services can be offered in a Push or Pull Mde [ RFC7067].
Push Mode, in which a directory server pushes information to TRILL
switches indicating interest, is specified in Section 2. Pull Mde,
in which a TRILL switch queries a server for the information it
wants, is specified in Section 3. Mre detail on nodes of operation
i ncluding hybrid Push/Pull, are provided in Section 4.

The mechanismused to initially populate directory data in primary
servers is beyond the scope of this docunment. A primary server can
use the Push Directory service to provide directory data to secondary
servers as described in Section 2.5.

1.1 Uses of Directory Information

A TRILL switch can consult Directory informtion whenever it wants,
by (1) searching through information that has been retained after
bei ng pushed to it or pulled by it or (2) by requesting information
froma Pull Directory. However, the follow ng are expected to be the
nost conmon circunstances |leading to directory information use. Al

of these are cases of ingressing (or originating) a native frane.
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1. ARP requests and replies [RFC826] are normally broadcast. But a
directory assisted edge TRILL switches could intercept ARP
messages and reply if the TRILL switch has the rel evant
i nfornation.

2. 1 Pv6 ND (Nei ghbor Discovery [ RFC4861]) requests and replies are
normally nmulticast. Except in the case of Secure ND [ RFC3971]
wher e possession of the right keying material might be required,
directory assisted edge TRILL switches could intercept ND nessages
and reply if the TRILL switch has the relevant information.

3. Unknown destination MAC addresses. An edge TRILL switch ingressing
a native frame necessarily has to deternmine if it knows the egress
RBri dge from which the destination MAC address of the frame (in
the frame’s VLAN or FA) is reachable. It mght |earn that
information fromthe directory or could query the directory if it
does not know. Furthernore, if the edge TRILL switch has conplete
directory information, it can detect a forged source MAC address
in the native frame and discard the frane in that case.

4. RARP [RFCI03] is simlar to ARP as above.

1.2 Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The terminol ogy and acronyms of [RFC6325] are used herein along with
the foll ow ng:

CSNP Ti ne: Conpl ete Sequence Nunber PDU Tinme. See ESDADI [ RFC7357]
and Section 6.1 bel ow.

Data Label: VLAN or FG..

FG: Fine Gained Label [RFC7172].

Host: Application running on a physical server or a virtual nachine.
A host nust have a MAC address and usually has at |east one IP

addr ess.

| P: Internet Protocol. In this docunment, |P includes both |IPv4 and
| Pv6.

MacDA: Destination MAC address.

PDSS: Push Directory Server Status. See Sections 2 and 6.1 bel ow
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PUL: Pull Directory flag bit. See Sections 3 and 6.3 bel ow.

primary server: A Directory server that obtains the information it is
serving up by a reliable nmechani smoutside the scope of this
docunent designed to assure the freshness of that information.
(See secondary server.)

RBridge: An alternative nane for a TRILL switch.

secondary server: A Directory server that obtains the information it
is serving up fromone or nore prinmary servers.

TRILL: Transparent |nterconnection of Lots of Links or Tunnel ed
Routing in the Link Layer.

TRILL switch: A device that inplenents the TRILL protocol.
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2. Push Model Directory Assistance Mechanisns

In the Push Mbdel [RFC7067], one or nore Push Directory servers
reside at TRILL switches and push down t he address mappi ng
information for the various addresses associated with end station
interfaces and the TRILL switches fromwhich those interfaces are
reachable [IA]. This service is scoped by Data Label (VLAN or FGL
[RFC7172]). A Push Directory also advertises whether or not it
believes it has pushed conplete mapping information for a Data Label.
It mght be pushing only a subset of the mapping and/or reachability
information for a Data Label. The Push Model uses the ESADI [ RFC7357]
protocol as its distribution mechanism

Wth the Push Model, if conplete address mapping information for a
Data Label is being pushed, a TRILL switch (RBridge) which has that
complete information and is ingressing a native frame can sinply drop
the frame if the destination unicast MAC address can't be found in
the mapping informati on avail able, instead of flooding the frame
(ingressing it as an unknown MAC destination TRILL Data frane). But
this will result in lost traffic if ingress TRILL switch’s directory
information is inconplete.

2.1 Requesting Push Service

In the Push Mbdel, it is necessary to have a way for a TRILL switch
to subscribe to information fromthe directory server(s). TRILL
switches sinply use the ESADI [ RFC7357] protocol mechanismto
announce, in their core |1S-1S LSPs, the Data Labels for which they
are participating in ESADI by using the Interested VLANs and/or
Interested Label s sub-TLVs [RFC7176]. This will cause themto be
pushed the Directory information for all such Data Labels that are
bei ng served by the one or nore Push Directory servers.

2.2 Push Directory Servers

Push Directory servers advertise their availability to push the

mappi ng i nformation for a particular Data Label to each other and to
ESADI participants for that Data Label through ESAD by setting the
PDSS (Push Directory Server Status) in their ESADH Paraneter APPsub-
TLV for that ESADI instance (see [RFC7357] and Section 6.1) to a non-
zero value. Each Push Directory server MJST participate in ESAD for
the Data Labels for which it will push mappi ngs and set the PDSS
field in its ESADI - Paraneters APPsub-TLV for that Data Label.

For robustness, it is useful to have nultiple Push Directory Servers
for each Data Label. Each Push Directory server is configured with a
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number N in the range 1 to 8, which defaults to 2, for each Data
Label for which it can push directory information. |[If the Push
Directory servers for a Data Label are configured consistently with
the sane N and at |least N servers are available, then N copies of
that directory will will be pushed.

Each Push Directory server also has an 8-bit priority to be Active
(see Section 6.1 of this docunment). This priority is treated as an
unsi gned i nteger where | arger magni tude neans higher priority. This
priority appears in its ESADI Paraneter APPsub-TLV.

For each Data Label it can serve, each Push Directory server checks
to see if there are enough higher priority servers to push the
desired number of copies. It does this by ordering, by priority, the
Push Directory servers that it can see in the ESAD |ink state

dat abase for that Data Label that are data reachable [rfc7180bis] and
determines its own position in that order. If a Push Directory server
is configured to believe that N copies of the nappings for a Data
Label should be pushed and finds that it is nunmber Kin the priority
ordering (where the first is highest priority and the last is
lowest), then if Kis less than or equal to N the Push Directory
server is Active. If Kis greater than Nit is Stand-By. Active and
St and- By behavi or are specified bel ow

For a Push Directory to reside on an end station, one or nore TRILL
switches locally connected to that end station rmust proxy for the
Push Directory server and advertise thenselves as Push Directory
servers. It appears to the rest of the TRILL canpus that these TRILL
switches (that are proxying for the end station) are the Push
Directory server(s). The protocol between such a Push Directory end
station and the one or nore proxying TRILL sw tches acting as Push
Directory servers is beyond the scope of this docunent.

2.3 Push Directory Server State Machine

The subsections bel ow describe the states, events, and correspondi ng
actions for Push Directory servers.

The neaning of the value of the PDSS field in a Push Directory’s
ESADI Par aneter APPsub-TLV is summarized in the table bel ow

PDSS Meani ng

Not a Push Directory Server

Push Directory Server in Stand-By Mde

Push Directory Server in Active Mdde but not conplete

Push Directory Server in Active Mde that has pushed
compl ete data

WN RO
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2.3.1 Push Directory States

A Push Directory Server is in one of seven states, as |listed bel ow,
for each Data Label it can serve. The nane of each state is followed
by a synbol that starts and ends with an angel bracket and represents
the state. The value that the Push Directory Server advertises in
PDSS is deternmined by the state. In addition, it has an internal
State-Transition-Tinme variable for each Data Label it serves which is
set at each state transition and which enables it to determ ne how
long it has been in its current state for that Data Label.

Down <S1>: A conpletely shut down virtual state defined for
conveni ence in specifying state diagrans. A Push Directory Server
in this state does not advertise any Push Directory data. It may
be participating in ESDADI [RFC7357] with the PDSS field zero in
its ESADI - Paraneters or might be not participating in ESAD at
all. (Al states other than the Down state are considered to be Up
states and inply a non-zero PDSS field.)

Stand-By <S2>: No Push Directory data is advertised. Any outstanding
EASDI - LSP fragments containing directory data are updated to
renove that data and if the result is an enpty fragnent (contains
not hi ng except possibly an Authentication TLV), the fragnment is
purged. The Push Directory participates in ESDADI [RFC7357] and
advertises its ESADI fragnent zero that includes an ESADI -

Par amet ers APPsub-TLV with the PDSS field set to 1.

Active <S3>: The PDSS field in the ESADI - Paranmeters is set to 2. If
a Push Directory server is Active, it advertises its directory
data and any changes through ESADI [ RFC7357] in its ESADI - LSPs
using the Interface Addresses [IA] APPsub-TLV and updates that
information as it changes.

Active Conpl eting <S4>. Sane behavior as the Active state except
that it responds differently to events. The purpose of this state
is to be sure there has been enough time for directory information
to propagate to subscribing edge TRILL switches before the
Directory Server advertises that the information is conplete.

Active Conplete <Sb>: The sane behavior as Active except that the
PDSS field in the ESADI - Paraneters APPsub-TLV is set to 3 and the
server responds differently to events.

CGoi ng Stand-By <S6>: The sane behavior as Active except that it
responds differently to events. The purpose of this state is to be
sure that the information, that the directory is no |onger
conpl ete, has enough tinme to propagate to edge TRILL switches
before the Directory Server stops advertising updates to the
i nformati on.
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Active Unconpl eting <S7>: The sane behavior as Active except that it
responds differently to events. The purpose of this state is to be
sure that the information, that the directory is no |onger
conpl ete, has enough tinme to propagate to edge TRILL swi tches
before the Directory Server m ght stop advertising updates to the
i nformati on. (See note bel ow.)

Note: It mght appear that a Push Directory could transition
directly fromActive Conmplete to Active, since Active state
continues to advertise updates, elimnating the need for the
Active Unconpleting transition state. But consider the case of
the Push Directory being configured to be inconplete and then
the Stand-By Condition (see Section 2.3.2) occurring

i medi ately thereafter. If the first of these two events caused
the server to transition directly to the Active state then

when the Stand-By Condition occurred, it would i nmediately
transition to Stand-By and stop advertising updates even though
there night not have been enough tinme for know edge of its

i nconpl eteness to have propagated to all edge TRILL switches.

The follow ng table sumrari zes PDSS val ue for each state:

Down <S1> 0
St and- By <S2> 1
Active <S3> 2
Active Conpl eting <S4> 2
Active Conpl ete <S5> 3
Goi ng St and-By <S6> 2
Active Unconpl eting <S7> 2

2.3.2 Push Directory Events and Conditions

Three auxiliary conditions referenced later in this section are
defined as follows for conveni ence:

The Activate Condition: In order to have the desired nunber of Push
Directory servers pushing data, this Push Directory server should
be active. This is deternmined by the server finding that it is
priority K anong the data reachable Push Directory servers (where
hi ghest priority is 1), it is configured that there should be N
copi es pushed, and Kis less than or equal to N. For exanple, the
Push Directory server is configured that 2 copies should be pushed
and finds that it is priority 1 or 2 anong the Push Directory
servers it can see

The Stand-By Condition: In order to have the desired nunber of Push
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Directory servers pushing data, this Push Directory server should
be stand-by (not active). This is determ ned by the server finding
that it is priority K anong the data reachable Push Directory
servers (where highest priority is 1), it is configured that there
shoul d be N copi es pushed, and K is greater than N. For exanpl e,
the Push Directory server is configured that 2 copies should be
pushed and finds that it is priority 3 or lower priority (higher
nunber) anmong the Push directory servers it can see

The Tine Condition: The Push Directory server has been in its current

state for a configurable anount of tine that defaults to twice its
CSNP tine (see Section 6.1).)

The events and conditions |isted bel ow cause state transitions in
Push Directory servers.

1.

2

Push Directory server was Down but is now Up.

The Push Directory server or the TRILL switch on which it resides
i s being shut down.

The Activate Condition is net and the server is not configured to
believe it has conplete data.

The Stand-By Condition is net.

The Activate Condition is met and the server is configured to
believe it has conplete data.

The server is configured to believe it does not have conplete
dat a.

The Tine Condition is net.

2.3.3 State Transition D agram and Tabl e

The state transition table is as foll ows:

St at e| Down| St and- By| Active| Active | Active | Going | Active
————— + | | | Conpl et i ng| Conpl et e| St and- By| Unconpl eti ng
Event| <S1>| <S2> | <S3> | <S4> | <85> | <S6> | <S7>
----- B e T S T Ty,

1 | <82> <82> | <S3> | <S4> | <S5> | <S6> | <S7>

2 | <S1>| <S1> | <82> | <S2> | <S6> | <S6> | <S7>

3 |<S1> <S3> | <S3> | <S3> | <S7> | <S3> | <S7>

4 | <S1>| <82> | <S2> | <82> | <S6> | <S6> | <S6>

5 |<S1> <S4> | <S4> | <s4> | <S5> | <S5> | <S5>

6 |<S1> <S2> | <S3> | <S3> | <S7> | <S6> | <S7>
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7 | <S1>| <82> | <S3> | <S5> | <S5> | <82> | <S3>
The above state table is equivalent to the following transition
di agram

I TR +

| Down <S1> |<--------- +

B T +

(1 » | 3,4,5,6,7 |

[ [ Fom e e o +

vV ]2
I +
| Stand-By <S2> [<--------mmmmi i +
o e - + N N |

|5 3 11,467 | | I I

I I + I I

I v |2, 4 I I

| e + I I

| | Active <S3> [ <---e-n--- R + [

| o Ao + ~ I |

| I5 7 |1,3,6,7 * I I |

[ I I I I |

[ tooooooo-- + I I |

[ B I I |

V. V. |36 I I [

N R + I |

| Active Conpleting <$4> |------------ + [ [

R + 2,4 [ [ [

|7 11,5 " I |

| I I |

| - + I [

I I |

I MR bbb bbb bbbl +

I I I [

Y Y | 7 |5 |3 |7
Fommmmmeeaaaaas + 3,6 . + 4 . +
[ Active [------- >| Active [----- >| Goi ng [
| Conpl et e | | Unconpleting | | St and- By |
| <S5> [ <------- | <S7> [ [ <S6> [
F-- - - - - - - + [ I ST + F-- - e - - - +

|1,5,7 ~» |2, 4 [1,2,3,6 A A [1,2,4,6 »

I I I I | I

R + | R + | R +

I I
o +

Figure 2. Push Server State Di agram
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2.4 Additional Push Details

Push Directory mappi ngs can be distingui shed from ot her data

di stributed through ESADI because mappings are distributed only with
the Interface Addresses APPsub-TLV [I A] and are flagged in that
APPsub- TLV as being Push Directory data.

TRILL switches, whether or not they are a Push Directory server, NMNAY
continue to advertise any locally | earned MAC attachnment information
in ESADI [ RFC7357] using the Reachabl e MAC Addresses TLV [ RFC6165].
However, if a Data Label is being served by conplete Push Directory
servers, advertising such locally |earned MAC attachment generally
SHOULD NOT be done as it would not add anything and woul d just waste
bandwi dth and ESADI |ink state space. An exception m ght be when a
TRILL switch | earns | ocal MAC connectivity and that information
appears to be mssing fromthe directory mapping.

Because a Push Directory server needs to advertise interest in one or
nmore Data Labels even though it might not want to receive multi-
destination data in those Data Labels, the No Data (NOD) flag bit is
provi ded as discussed in Section 3.8.

When a Push Directory server is no |onger data reachabl e
[rfc7180bis], TRILL switches MJST ignore any Push Directory data from
that server because it is no |onger being updated and may be stale.

The nature of dynamic distributed asynchronous systens is such that
it is inpossible for a TRILL switch receiving Push Directory
informati on to be absolutely certain that it has conplete
information. However, it can obtain a reasonabl e assurance of
complete information by requiring two conditions to be net:
1. The PDSS field is 3 in the ESADI zero fragnment fromthe server
for the relevant Data Label
2. In so far as it can tell, it has had continuous data
connectivity to the server for a configurable anount of tine
that defaults to twice the server’s CSNP tine.
Condition 2 is necessary because a client TRILL switch m ght be just
com ng up and receive an EASDI LSP neeting the requirement in
condition 1 above but has not yet received all of the ESADI LSP
fragment fromthe Push Directory server

There may be conflicts between mapping information fromdifferent
Push Directory servers or conflicts between |ocally |earned

i nformati on and information received froma Push Directory server. In
case of such conflicts, information with a hi gher confidence val ue

[ RFC6325] is preferred over information with a | ower confidence. In
case of equal confidence, Push Directory infornmation is preferred to
locally learned information and if information from Push Directory
servers conflicts, the information fromthe higher priority Push
Directory server is preferred.
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2.5 Primary to Secondary Server Push Service

A secondary Push or Pull Directory server is one that obtains its
data froma primary directory server. Qher techni ques MAY be used
but, by default, this data transfer occurs through the prinmary server
acting as a Push Directory server for the Data Labels involved while
the secondary directory server takes the pushed data it receives from
the highest priority Push Directory server and re-originates it. Such
a secondary server may be a Push Directory server or a Pull Directory
server or both for any particular Data Label. Because the data froma
secondary server will necessarily be at least a little less fresh
than that froma primary server, it is RECOWENDED that the re-

ori gi nated secondary server data be given a confidence |evel of one

|l ess than that of the data as received fromthe primary (or unchanged
if it is already of m ni mum confi dence).
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3. Pull Model Directory Assistance Mechanisns

In the Pull Mdel [RFC7067], a TRILL switch (RBridge) pulls directory
information froman appropriate Directory Server when needed.

Pull Directory servers for a particular Data Label X are found by
looking in the core TRILL IS-1S link state database for data
reachable [rfc7180bis] TRILL switches that advertise thensel ves by
having the Pull Directory flag (PUL) on in their Interested VLANs or
Interested Label s sub-TLV (see Section 6.3)) for that Data Label. If
mul tiple such TRILL switches indicate that they are Pull Directory
Servers for a particular Data Label, pull requests can be sent to any
one or nore of thembut it is RECOWENDED that pull requests be
preferentially sent to the server or servers that are | owest cost
fromthe requesting TRILL swtch

Pull Directory requests are sent by enclosing themin an RBridge
Channel [RFC7178] message using the Pull Directory channel protoco
nunber (see Section 6.2). Responses are returned in an RBridge
Channel message using the sane channel protocol nunber. See Section
3.2 for Query and Response Message formats. For cache consistency or
notification purposes, Pull Directory servers, under certain
conditions, MJST send unsolicited Update Messages to client TRILL
swi tches they believe nay be holding old data and those clients can
acknow edge such updates, as described in Section 3.3. Al these
messages have a common header as described in Section 3.1. Errors can
be returned for queries or updates as described in Section 3.6.

The requests to Pull Directory Servers are typically derived from

i ngressed ARP [ RFC826], ND [ RFC4861], or RARP [ RFC903] nessages, or
data frames w th unknown uni cast destinati on MAC addresses,
intercepted by an ingress TRILL switch as described in Section 1.1

Pull Directory responses include an anount of time for which the
response shoul d be considered valid. This includes negative responses
that indicate no data is available. It is RECOMENDED t hat both
positive responses with data and negative responses can be cached and
used to locally handl e ARP, ND, RARP, unknown destination MAC franes,
or the Iike, until the responses expire. |If information previously
pulled is about to expire, a TRILL switch MAY try to refresh it by

i ssuing a new pull request but, to avoid unnecessary requests, SHOULD
NOT do so if it has not been recently used. The validity timer of
cached Pull Directory responses is NOT reset or extended nerely
because that cache entry is used.
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3.1 Pull Directory Message Comon For mat

Al'l Pull Directory nessages are transmtted as the payl oad of RBridge
Channel nessages [RFC7178]. Pull Directory nessages are formatted as
described herein starting with the followi ng cormon 8-byte header

1111111111222222222233
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| Ver | Type | Flags | Count | Err [ SubEr r [
T T T S i S i i i e o s i S S e o
| Sequence Nunber |
i T e e e i e S S e R Ch o o R
| Type Specific Payload - variable length
+-- - L

Ver: Version of the Pull Directory protocol as an unsigned
integer. Version zero is specified in this document.

Type: The Pull Directory nmessage type as foll ows:

Type Section Nane

Reserved

Query

Response

Updat e

Acknowl edge

5-14 Unassi gned
15 - Reserved

AWNPFLO

Fl ags: Four flag bits whose neani ng depends on the Pull Directory
message Type. Fl ags whose neanings are not specified are
reserved, MJST be sent as zero, and MJST be ignored on receipt.

Count: Pull Directory nessage types specified herein have zero or
nore occurrences of a Record as part of the type specific
payl oad. The Count field is the nunmber of occurrences of that
Record as an unsigned integer. For any Pull Directory nessages
not structured with such occurrences, this field MIST be sent
as zero and ignored on receipt.

Err, SubErr: The error and suberror fields are only used in
messages that are in the nature of replies. In messages that
are requests or updates, these fields MIST be sent as zero and
i gnored on receipt. An Err field containing the value zero
means no error. The neaning of values in the SubErr field
depends on the value of the Err field but in all cases, a zero
SubErr field is allowed and provides no additional informtion
beyond the value of the Err field.
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Sequence Nunber: An identifying 32-bit quantity set by the TRILL
switch sending a request or other unsolicited nessage and
returned in every corresponding reply or acknow edgenent. It is
used to match up responses with the nessage to which they
respond.

Type Specific Payl oad: Format depends on the Pull Directory
nmessage Type.

3.2 Pull Directory Query and Response Messages

The format of the Pull Directory Query and Response Messages is
speci fi ed bel ow

3.2.1 Pull Directory Query Message Format

A Pull Directory Query Message is sent as the Channel Protoco
specific content of an RBridge Channel nessage [RFC7178] TRILL Data
packet or as a native RBridge Channel data frane (see Section 3.5).
The Data Label of the packet is the Data Label in which the query is
bei ng made. The priority of the channel nmessage is a mapping of the
priority of the frame being ingressed that caused the query with the
default mappi ng dependi ng, per Data Label, on the strategy (see
Section 4) or a configured priority for generated queries. (Generated
queries are those not the result of a mapping. For exanple, a query
to refresh a cache entry.) The Channel Protocol specific data is
formatted as a header and a sequence of zero or nore QUERY Records as
fol | ows:

11111111222222222233
23456789012345678901

T T R e e e e s S e e ik i NI SR
| Ver | Type | Flags | Count | Err [ SubEr r [
B i s T T S T et S S T S I T s sl s ol ST S S S
| Sequence Numnber |
B T i S S i S T h T i S S S S e
| ERY 1

B R o e sk s o SR R S

[ ERY 2

B R ol ol o ok S S S TR T R
L-+-+-+-+-+-+-+-+-+-+-+-+-+-+-,,,

| ERY K

B R o e sk s o SR R S

Ver, Sequence Nunber: See 3.1.
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Type: 1 for Query. Queries received by an TRILL switch that is not
a Pull Directory for the relevant Data Label result in an error
response (see Section 3.6) unless inhibited by rate Iimting.
(See [RFC7178] for response if the Pull Directory RBridge
Channel protocol is not enabled.)

Fl ags, Err, and SubErr: MJST be sent as zero and ignored on
receipt.

Count: Nunmber of QUERY Records present. A Query Message Count of
zero is explicitly allowed, for the purpose of pinging a Pul
Directory server to see if it is responding. On receipt of such
an enpty Query Message, a Response Message that also has a
Count of zero is sent unless inhibited by rate Iinmiting.

QUERY: Each QUERY Record within a Pull Directory Query Message is
formatted as foll ows:

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T S T S S S e T g

| Sl ZE |FL| RESV | QIYPE |
S

If QTYPE = 1
L e Sy A S
| AFN

E I S i T S e e S Tt s T (TSI S S S -
| Query address ..
B R i e S e e il EIEI

If QIYPE = 2, 3, 4, or 5
R T e e ek i i e e S e o
| Query frame ...

B LT SR SR S S S T I

SI ZE: Size of the QUERY Record in bytes as an unsigned integer
not including the SIZE field and foll owi ng byte. A val ue of
SI ZE so large that the material doesn’'t fit in the Query
Message indicates a mal forned QUERY Record. The QUERY Record
with the illegal SIZE value and any subsequent QUERY Records
MUST be ignored and the entire Query Message MAY be ignored.

FL: The FLooded flag that is ignored if QIYPE is zero. |If QIYPE
is 2 through 5 and the directory information sought is not
found, the frame provided is flooded, otherwise it is not
forwarded. See Section 3.2.2.2.

RESV: A bl ock of three reserved bits. MJST be sent as zero and
i gnored on receipt.

QTYPE: There are several types of QUERY Records currently
defined in two classes as follows: (1) a QUERY Record that
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provides an explicit address and asks for all addresses for
the interface specified by the query address and (2) a QUERY
Record that includes a frame. The fields of each are

speci fied bel ow. Values of QTYPE are as foll ows:

QTYPE  Description

0 Reserved

1 Addr ess query

2 ARP query frane

3 ND query frame

4 RARP query frame

5 Unknown uni cast MAC query frame
6- 14 Unassi gned

15 Reserved

AFN. Address Fanmily Nunber of the query address.

Query Address: The query is asking for any other addresses,
and the nicknane of the TRILL switch fromwhich they are
reachabl e, that correspond to the sane interface, within
the data | abel of the query. Typically that would be
either (1) a MAC address with the querying TRILL switch
primarily interested in the TRILL switch by which that
MAC address is reachable, or (2) an IP address with the
querying TRILL switch interested in the correspondi ng MAC
address and the TRILL switch by which that MAC address is
reachable. But it could be some other address type.

Query Frane: Wiere a QUERY Record is the result of an ARP,
ND, RARP, or unknown uni cast MAC destination address, the
ingress TRILL switch MAY send the frame to a Pull
Directory Server if the frame is small enough that the
resulting Query Message fits into a TRILL Data packet
within the canpus MrU.

If no response is received to a Pull Directory Query Message within a
timeout configurable in mlliseconds that defaults to 100, the Query
Message should be re-transmitted with the sane Sequence Nunmber up to
a configurable nunber of tines that defaults to three. If there are
mul ti ple QUERY Records in a Query Message, responses can be received
to various subsets of these QUERY Records before the tineout. In that
case, the remaini ng unanswered QUERY Records should be re-sent in a
new Query Message with a new sequence nunber. |If a TRILL switch is
not capable of handling partial responses to queries with multiple
QUERY Records, it MJST NOT send a Request Message with nore than one
QUERY Record init.

See Section 3.6 for a discussion of how Query Message errors are
handl ed.
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3.2.2 Pull Directory Responses

A Pull Directory Query Message results in a Pull Directory Response
Message as described in Section 3.2.2.1.

In addition, if the QUERY Record QTYPE was 2, 3, 4, or 5, the frane
included in the Query may be nodified and forwarded by the Pull
Directory server as described in Section 3.2.2.2.

3.2.2.1 Pull Directory Response Message For nat

Pull Directory Response Messages are sent as the Channel Protocol
specific content of an RBridge Channel nessage [RFC7178] TRILL Data
packet or as a native RBridge Channel data frane (see Section 3.5).
Responses are sent with the sane Data Label and priority as the Query
Message to which they correspond except that the Response Message
priority is limted to be not nore than a configured value. This
priority limt is configurable per TRILL switch and defaults to
priority 6. Pull Directory Response Messages SHOULD NOT be sent with
priority 7 as that priority SHOULD be reserved for nessages critical
to network connectivity.

The RBridge Channel protocol specific data format is as follows:

1111111111222222222233
01234567890123456789012345678901
B T i it T s i S e i SR SR
| Ver | Type | Flags | Count | Err [ SubEr r [
e e et i e S S e e e o o
| Sequence Number |
B i S S T s i S T st i S S S S S S S S i
| RESPONSE 1
B i i i S N R S S
| RESPONSE 2
B e e e e i s o SR e R TR
I
+-
I
+-

:I-.—:I-—+—+—+—+—+—+—+—+—+—+—+—+—,,,
RESPONSE K
B i o i S e e il i S e
Ver, Sequence Nunber: As specified in Section 3. 1.
Type: 2 = Response.
Fl ags: MJUST be sent as zero and i gnored on receipt.
Count: Count is the number of RESPONSE Records present in the

Response Message.
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Err, SubErr: A two-part error code. Zero unless there was an error
in the Query Message, for which case see Section 3.6.

RESPONSE: Each RESPONSE Record within a Pull Directory Response
Message is formatted as foll ows:

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T S T S S S e T g

| S| ZE | OvV] RESV | I ndex |
R T e O e T e S i R S
| Lifetinme |

B L E Lk I SR SR S S S SR SR S S
[ Response Data ...
B L S i S

SI ZE: The size of the RESPONSE Record is an unsigned integer
nunber of bytes not including the SIZE field and fol |l owi ng
byte. A value of SIZE so large that the material doesn't fit
in the Query Message indicates a mal forned QUERY Record. The
QUERY Record with such an excessive SIZE val ue and any
subsequent QUERY Records MJST be ignored and the entire
Query Message MAY be ignored.

OV: The overflow flag. Indicates, as described bel ow, that
there was too nmuch Response Data to include in one Response
Message.

RESV: Three reserved bits that MJIST be sent as zero and i gnored
on receipt.

I ndex: The relative index of the QUERY Record in the Query
Message to which this RESPONSE Record corresponds. The index
will always be one for Query Messages containing a single
QUERY Record. If the Index is larger than the Count was in
the correspondi ng Query, that RESPONSE Record MJST be
i gnored and subsequent RESPONSE Records or the entire
Response Message MAY be i gnored.

Lifetime: The length of tine for which the response should be
considered valid in units of 100 milliseconds except that
the values zero and 2**16-1 are special. |If zero, the
response can only be used for the particular query from
which it resulted and MUST NOT be cached. If 2**16-1, the
response MAY be kept indefinitely but not after the Pul
Directory server goes down or becones unreachable. (The
maxi mum definite tine that can be expressed is a little over
1.8 hours.)

Response Data: There are three types of RESPONSE Records.
- If the Err field of the encl osi ng Respose Message has a
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message |l evel error code in it, then the the REPONSE
Records are omtted and Count will be zero. See Section
3.6 for additional information on errors.

- |If the Err field of the encosi ng Response Message has a
record | evel error code in it, then the RESPONSE Records
are those in error as further described in Section 3.6.

- If the Err field of the enclosing Repose Message is zero,
then the Response Data in each RESPONSE Record is
formatted as the value of an Interface Addresses APPsub-
TLV [I A]. The maxi mum si ze of such contents is 255 bytes
in the case when the RESPONSE Record SIZE field is 255.

Mul ti pl e RESPONSE Records can appear in a Response Message with the
same Index if the answer to a QUERY Record consists of multiple
Interface Address APPsub-TLV val ues. This would be necessary if, for
exanpl e, a MAC address within a Data Label appears to be reachabl e by
multiple TRILL switches. However, all RESPONSE Records to any
particul ar QUERY Record MJST occur in the sane Response Message. If a
Pull Directory holds nore nmappings for a queried address than will
fit into one Response Message, it selects which to include by some
met hod outside the scope of this docunent and sets the overflow flag
(OV) in all of the RESPONSE Records responding to that query address.

See Section 3.6 for a discussion of how errors are handl ed.

3.2.2.2 Pull Directory Forwarding

Query Messages with QIYPEs 2, 3, 4, and 5 are interpreted and handl ed
as described below In these cases, if the information sought is not
in the directory, the provided frame is forwarded by the Pull
Directory server as a nmulti-destination TRILL Data packet if the FL
flag in the Query Message was one, otherwi se the frane is not
forwarded. If there was no error in the handling of the enclosing
Query Message then the Pull Directory server forwards the frane

i nside that QUERY Record, after nodifying it in some cases, as

descri bed bel ow.

ARP: When QTYPE is 2, an ARP [ RFC826] frane is included in the QUERY
Record. The ar$op field MIST be ares_op$REQUEST and for the
response described in 3.2.2.1, this is treated as a query for the
target protocol address where the AFN of that address is given by
ar$pro. (ARP field and val ue names with enbedded dollar signs are
specified in [RFC826].) If ar$op is not ares_op$REQUEST or the ARP
is mal formed or the query fails, an error is returned. O herw se
the ARP is nodified into the appropriate ARP response that is then
sent by the Pull Directory server as a TRILL Data packet.

ND: When QTYPE is 3, an |IPv6 Nei ghbor Di scover (ND [ RFC4861]) frane
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is included in the QUERY Record. Only Nei ghbor Solicitation ND
frames (corresponding to an ARP query) are allowed. An error is
returned for other ND franes or if the target address is not

found. Ot herw se an ND Nei ghbor Advertisenent response is returned

by the Pull Directory server as a TRILL Data packet.

RARP: When QTYPE is 4, a RARP [RFCI903] frame is included in the QUERY

Record. If the ar$op field is ares_op$REQUEST, the frame is
handl ed as an ARP as descri bed above. Oherw se the ar$op field
MUST be ’'reverse request’ and for the response described in
3.2.2.1, this is treated as a query for the target hardware
address where the AFN of that address is given by ar$hrd. (See

[ RFC826] for RARP fields.) If ar$op is not one of these values or
the RARP is malformed or the query fails, an error is returned.
O herwi se the RARP is nodified into the appropriate RARP response
that is then unicast by the Pull Directory server as a TRILL Data
packet to the source hardware MAC address.

MacDA: When QTYPE is 5, indicating a fame is provided in the QUERY
Record whose destination MAC address TRILL switch attachnment is
unknown, the only requirenent is that this MAC address nust be
unicast. If it is group addressed an error is returned. For the
response described in 3.2.2.1, it is treated as a query for the
MacDA. |If the Pull Directory contains TRILL switch attachnent
informati on for the MAC address in the Data Label of the Query
Message, it forwards the frame to that switch in a unicast TRILL
Dat a packet.

3.3 Cache Consi stency

Unless it sends all responses with a Lifetime of zero, a Pul
Directory MJST take action, by sending Update Messages, to mnimze
the anount of time that a TRILL switch will continue to use stale
information fromthat Pull Directory. The format of Update Messages
and the Acknow edge Messages used to respond to Update Messages are
given in Sections 3.3.1 and 3. 3. 2.

A Pull Directory server MJUST maintain one of the following three sets

of records, in order of increasing specificity. Retaining nore
specific records, such as that given in nethod 3 bel ow, mninizes
spont aneous Update Messages sent to update pull client TRILL switch
caches but increases the record keepi ng burden on the Pull Directory

server. Retaining |less specific records, such as that given in nmethod
1, will generally increase the volune and overhead due to spontaneous

Updat e Messages and due to unnecessarily invalidating cached

information, but will still naintain consistency and will reduce the
record keeping burden on the Pull Directory server. In all cases,
there may still be brief periods of time when directory information
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has changed, but information a pull client has cached has not yet
been updated or expunged.

1. An overall record per Data Label of when the last positive
response data sent will expire at sone requester and when the
| ast negative response will expire at sone requester, assumning
those requesters cached the response.

2. For each unit of data (1A APPsub-TLV Address Set [IA]) held by
the server and each address about which a negative response was
sent, when the | ast response sent with that positive response
data and when the | ast negative response will expire at a
requester, assunmng the requester cached the response.

3. For each unit of data held by the server (I A APPsub-TLV Address
Set [I1A]) and each address about which a negative response was
sent, a list of TRILL switches that were sent that data as a
positive response or sent a negative response for the address,
and the expected time to expiration for that data or address at
each such TRILL switch, assum ng the requester cached the
response.

RESPONSE Records sent with a zero |lifetime are considered to have
al ready expired and so do not need to be tracked.

A Pull Directory server may have a limt as to how many TRILL
switches for which it can maintain expiry information by method 3
above or how nmany data units or addresses it can maintain expiry
information for by nethod 2 or the like. If such limts are exceeded,
it MUST transition to a | ower nunmbered nethod but, in all cases, MJST
support, at a mninmm nethod 1

When data at a Pull Directory is changed, deleted, or added and there
may be unexpired stale infornation at a requesting TRILL switch, the
Pull Directory MJST send an Update Message as discussed bel ow. The
sendi ng of such an Update Message MAY be del ayed by a configurabl e
number of milliseconds that default to 50 milliseconds to await other
possi bl e changes that could be included in the sane Update.

1. If method 1, the crudest nethod, is being followed, then when
any Pull Directory information in a Data Label is changed or
del eted and there are outstandi ng cached positive data
response(s), an all-addresses flush positive data Update Message
is flooded within that Data Label as an RBridge Channel Message
with an Inner.MacDA of All-Egress-RBridges. Simlarly if data is
added and there are outstandi ng cached negative responses, an
al | -addresses flush negative nessage is simlarly flooded. The
Count field being zero in an Update Message indicates "all -
addresses”". On receiving an all-addresses flooded flush positive
Update froma Pull Directory server it has used, indicated by
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the F and P bits being one and the Count being zero, a TRILL
swi tch discards the cached data responses it has for that Data
Label. Simlarly, on receiving an all addresses flush negative
Update, indicated by the F and N bits being one and the Count
being zero, it discards all cached negative replies for that
Data Label. A conbined flush positive and negative can be

fl ooded by having all of the F, P, and N bits set to one
resulting in the discard of all positive and negative cached
information for the Data Label

2. If nmethod 2 is being followed, then a TRILL switch fl oods
address specific positive Update Messages when data that night
be cached by a querying TRILL switch is changed or deleted and
fl oods address specific negative Update Messages when such
information is added to. Such nessages are sonewhat similar to
the method 1 flooded flush Update Messages and are al so sent as
RBri dge Channel nessages with an | nner. MacDA of All - Egress-

RBri dges. However the Count field will be non-zero and either
the P or N bit, but not both, will be one. There are actually
four possible nessage types that can be fl ooded:

2.a |If data still being cached is updated, then an Update
Message is sent with the P flag set and the Err field zero.
The addresses in the RESPONSE Records in the unsolicited
response are conpared to the addresses about which the
receiving TRILL switch is holding cached positive
informati on fromthat server and, if they match, the cached
i nformation i s updat ed.

2.b If data still being cached is deleted, then an Update
Message is sent with the P flag set and the Err field non-
zero giving the error that would now be encountered in
attenpting to pull information for the rel evant address from
the Pull Directory server. In this non-zero Err field case,
the RESPONSE Record(s) differ fromnon-zero Err Reply
Message RESPONSE Records in that they include an interface
address set. Any cached positive information for the
address is deleted and the negative response cached as per
the lifetinme given.

2.c If data for an address about which a negative response was
sent is added so that negative response is now incorrect, an
Update Message is sent with the N flag set to one and the
Err field zero. The addresses in the RESPONSE Records in the
unsolicited response are conpared to the addresses about
which the receiving TRILL switch is hol ding cached negative
informati on fromthat server and, if they match, the cached
negative information is deleted and the positive information
provided is cached as per the lifetine given
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2.d In the rare case where it is desired to change the lifetine
or error associated with cached negative information, it is
possi ble to send an Update Message with the N flag set to
one and the Err field non-zero. As in case 2.b above, the
RESPONSE Record(s) give the relevant addresses. Any cached
negative information for the address is updated.

3. If nmethod 3 is being foll owed, the sane sort of unsolicited
Updat e Messages are sent as with nmethod 2 above except they are
not normally flooded but unicast only to the specific TRILL
switches the directory server believes nmay be hol ding the cached
positive or negative information that needs updating. However, a
Pull Directory server MAY flood unsolicited updates under nethod
3, for example if it determines that a sufficiently large
fraction of the TRILL switches in sonme Data Label are requesters
that need to be updat ed.

A Pull Directory server tracking cached information with nethod 3
MUST NOT clear the indication that it needs to update cached
information at a querying TRILL switch until it has sent an Update
Message and received a correspondi ng Acknow edge Message or it has
sent a configurable nunber of updates at a configurable interva
whi ch default to 3 updates 100 milliseconds apart.

A Pull Directory server tracking cached information with nethods 2 or
1 SHOULD NOT clear the indication that it needs to update cached
information until it has sent an Update Message and received a
correspondi ng Acknowl edge Message fromall of its ESADH nei ghbors or
it has sent a configurable nunber of updates at a configurable
interval that defaults to 3 updates 100 milliseconds apart.

3.3.1 Update Message For mat

An Update Message is formatted as a Response Message with the
di fferences described in Section 3.3 above and the foll ow ng:

o The Type field in the nessage header is set to 3.

o The Err field in the nessage header MJST be sent as zero and
i gnored on receipt.

0 The Index field in the RESPONSE Record(s) is set to zero (but the
Count field in the Update Message header MUST still correctly
i ndi cate the nunber of RESPONSE Records present).

Update Messages are initiated by a Pull Directory server. The
Sequence nunber space used is controlled by the originating Pul
Directory server and different from Sequence nunber space used in a
Query and the correspondi ng Response that are controlled by the
querying TRILL switch.
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The 4-bit Flags field of the nessage header for an Update Message is
as foll ows:

o e e -+
| FI P| N| R|
e

F: The Flood bit. If zero, the Update Message is unicast. If F=1, it
is multicast to All-Egress-RBridges.

P, N. Flags used to indicate positive or negative Update Messages.
P=1 indicates positive. N=1 indicates negative. Both may be 1 for
a flooded all addresses Update.

R Reserved. MJST be sent as zero and ignored on receipt

For tracking nethods 2 and 3 in Section 3.3.1, a particular Update
Message nust have either the P flag or the N flag set but not both.

3. 3.2 Acknow edge Message For nat

An Acknowl edge Message is sent in response to an Update Message to

confirmreceipt or indicate an error, unless response is inhibited by

rate limting. It is also formatted as a Response Message but the
Type is set to 4.

If there are no errors in the processing of an Update Message or if
there is a nmessage |level overall or header error in an Update
Message, the nessage is essentially echoed back with the Err and
SubErr fields set approriately, the Type changed to Acknow edge, and
a null records section with the Count field set to zero.

If there is a record level error in an Update Message, one or nore

Acknow edge Messages may be returned with the erroneous record(s)
indicated in Section 3.5.

3.4 Summary of Records Fornmats in Messages

As specified in Section 3.2 and 3.3, the Query, Response, Update, and

Acknow edge Messages can have zero or nore repeating Record
structures under different circunstances, as summarized bel ow. The
"Err" columm abbreivations in this table have the neanings |isted

bel ow. "I A APPsubTLV val ue" neans the value part of the | A APPsub-TLV

specified in [IA].
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MBZ = MJST be zero

Z = zero

NZ = non-zero

NZM = non-zero nessage | evel error
NZR = non-zero record | evel error

Message Err Section Record Structure Response Dat a

Query MBZ 3.2.1 QUERY Record -
Response Z 3.2.2.1 RESPONSE Record | A APPsubTLV val ue
Response NZM 3.2.2.1 null -
Response NZR 3.2.2.1 RESPONSE Record Records with error
Updat e MBZ 3.3.1 RESPONSE Record | A APPsubTLV val ue
Acknow edge Zz 3.3.2 nul | -
Acknowl edge NZM 3. 3. 2 nul | -
Acknowl edge NZR 3.3.2 RESPONSE Record Records with error

See Section 3.6 for further details on errors.

3.5 Pull Directory Hosted on an End Station

Optionally, a Pull Directory actually hosted on an end station MAY be
supported. In that case, one or nore TRILL sw tches nust proxy for
the end station and advertise thenmselves as Pull Directory servers.
Such proxi es nmust have a direct connection to the end station, that
is a connection not involving any internmedi ate TRILL swi tches.

When the proxy Pull Directory server TRILL switch receives a Qery
Message, it nodifies the inter-RBridge Channel nessage received into
a native RBridge Channel nmessage and forwards it to the end station
Pull Directory server. Later, when it receives one or nore responses
fromthat end station by native RBridge Channel nessages, it nodifies
theminto inter-RBridge Channel nessages and forwards themto the
source TRILL switch of the original Query Message. Similarly, an
Update fromthe end station is forwarded to client TRILL swi tches and
acknow edgenments fromthose TRILL switches are returned to the end
station by the proxy. Because native RBridge Channel nessages have no
TRI LL Header and are addressed by MAC address, as opposed to inter-
RBri dge Channel nessages that are TRILL Data packets and are
addressed by ni cknane, nicknanme information nust be added to the
native RBridge Channel version of Pull Directory nessages.

The native Pull Directory RBridge Channel nessages use the sane
Channel protocol nunber as do the inter-RBridge Pull Directory

RBri dge Channel nessages. The native nessages SHOULD be sent with an
Quter.VLAN tag that gives the priority of each nessage which is the
priority of the original inter-RBridge request packet. The Quter.VLAN
I D used is the Designated VLAN on the link to the end station
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[ RFC6325]. Since there is no TRILL Header or inner Data Label for
native RBridge Chanel nmessages, that information is added to the
header .

The native RBridge Channel nessage Pull Directory nessage protocol
dependent data part is the same as for inter-RBridge Channel nessages
except that the 8-byte header described in Section 3.1 is expanded to
14 or 18 bytes as foll ows:

1111111222222222233
3456789012345678901
B e o e e e i e T S SIE T S
Count | Err [ SubEr r [

-+ -+

+- - +- +
ype | F
+- - 4=+

+- - -
ags |
et -

—

-+
Ve
+-+

+ -+

4=
I i T S e S S S S &

+-
L.
| Sequence Numnber |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Ni ckname (2 bytes) |

+- -+ e e e e e e e e e - - - -+
| Data Label ... (4 or 8 bytes)
+-+-+-+-+-+-+-+-+- - -+ - -+ - - - - - - -+, -+
| Type Specific Payload - variable length

-t L

Fi el ds not descri bed bel ow are as in Section 3. 1.

Ni ckname: The ni ckname of the original TRILL switch that is
comruni cating with the end station Pull Directory. Usually this
is arenpte TRILL switch but it could be the TRILL switch to
which the end station is attached. The proxy copies this from
t he i ngress ni ckname when mappi ng a Query or Acknow edge
Message to native form It also takes this froma native
Response or Update Message to be used as the egress of the
inter-RBridge formon the nmessage unless it is a flooded Update
in which case a distribution tree is used.

Data Label: The Data Label that normally appears right after the
I nner. MacSA of the an RBridge Channel Pull Directory nmessage
appears here in the native RBridge Channel nessage version.
This mght appear in a native Query Message, to be reflected in
a Response Message, or it might appear in a native Update to be
reflected in an Acknow edge Message.

3.6 Pull Directory Message Errors

A non-zero Err field in the Pull Directory Reponse or Acknow edge
Message header indicates an error nessage.

If there is an error that applies to an entire Query or Update
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Message or its header, as indicated by the range of the value of the
Err field, then the QUERY Records probably were not even | ooked at by
the Pull Directory server and would provide no information in the
Response or Acknow edge Message so they are omtted and the Count
field is set to zero in the Response or Acknow edgenent Message.

If errors occur at the QUERY Record level for a Query Message, they
MUST be reported in a Response Message separate fromthe results of
any successful non-erroneous QUERY Records. If multiple QUERY Records
in a Query Message have different errors, they MJST be reported in
separ ate Response Messages. If nultiple QUERY Records in a Query
Message have the same error, this error response MAY be reported in
one or multiple Response Messages. |In an error Response Message, the
QUERY Record or Records being responded to appear, expanded by the
Lifetime for which the server thinks the error m ght persist and with
their Index inserted, as the RESPONSE Record or Records.

If errors occur at the RESPONSE Record | evel for an Update Message,
they MUST be reported in a Acknow edge Message separate fromthe
acknow edgenent of any non-erroneous RESPONSE Records. |f multiple
RESPONSE Records in an Update have different errors, they MJST be
reported in separate Acknow edge Messages. |f nultipl e RESPONSE
Records in an Update Message have the same error, this error response
MAY be reported in one or nultiple Acknow edge Messages. |n an error
Acknowl edge Message, the RESPONSE Record or Records being responded
to appear, expanded by the tine for which the server thinks the error
m ght persist and with their Index inserted, as a RESPONSE Record or
Recor ds.

ERR values 1 through 126 are avail able for encodi ng Request or Update
Message | evel errors. ERR values 128 through 254 are available for
encodi ng QUERY or RESPONSE Record |l evel errors. The SubErr field is
avail able for providing nore detail on errors. The neaning of a
SubErr field value depends on the value of the Err field.

3.6.1 Error Codes
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Err Level Meani ng
0 - (no error)
1 Message Unknown or reserved Query Message field val ue
2 Message Request Message/data too short
3 Message Unknown or reserved Update Message field val ue
4 Message Update Message/data too short

5-126 Message (Available for allocation by | ETF Revi ew)
127 - Reserved

128 Record Unknown or reserved QUERY Record field val ue
129 Record QUERY Record truncated
130 Record Address not found
131 Record Unknown or reserved RESPONSE Record field val ue
132 Record RESPONSE Record truncated

133- 254 Record (Avail abl e for allocation by | ETF Revi ew)
255 - Reser ved

Note that some error codes are for overall nessage level errors while
some are for errors in the repeating records that occur in nmessages.

3.6.2 Sub-Errors Under Error Codes 1 and 3
The follow ng sub-errors are specified under error code 1 and 3:

SubErr Field with Error

0 Unspeci fi ed
1 Unknown Ver field val ue
2 Unknown Type field val ue
3 Speci fied Data Label not being served
4- 254 (Avail abl e for allocation by Expert Review)
255 Reserved

3.6.3 Sub-Errors Under Error Codes 128 and 131

The followi ng sub-errors are specified under error code 128 and 131
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SubErr Field with Error

0 Unspeci fi ed
1 Unknown AFN field val ue
2 Unknown or Reserved QTYPE field val ue
3 Invalid or inconsistent SIZE field val ue
4 Invalid franme for QIYPE 2, 3, 4, or 5
5-254 (Avail abl e for allocation by Expert Review)
255 Reserved

3.7 Additional Pull Details

If a TRILL switch notices that a Pull Directory server is no |onger
data reachable [rfc7180bis], it MJST pronptly discard all pul
responses it is retaining fromthat server as it can no | onger
recei ve cache consi stency Update Messages fromthe server

A secondary Pull Directory server is one that obtains its data froma
primary directory server. See discussion of primary to secondary
directory information transfer in Section 2.5.

3.8 The No Data Fl ag

In the TRILL base protocol [RFC6325] as extended for FG [RFC7172],
the nmere presence of an Interested VLANs or Interested Labels sub-
TLVs in the LSP of a TRILL switch indicates connection to end
stations in the VLAN(s) or FG(s) listed and thus a desire to receive
mul ti-destination traffic in those Data Labels. But, with Push and
Pull Directories, advertising that you are a directory server
requires using these sub-TLVs to indicate the Data Label (s) you are
serving. If such a directory server does not wish to received nulti-
destination TRILL Data packets for the Data Labels it lists in one of
these sub-TLVs, it sets the "No Data" (NOD) bit to one. This neans
that data on a distribution tree may be pruned so as not to reach the
"No Data" TRILL switch as long as there are no TRILL sw tches
interested in the Data that are beyond the "No Data" TRILL switch on
the distribution tree. The NOD bit is backwards conpatible as TRILL
switches ignorant of it will sinply not prune when they could, which
is safe although it nay cause increased link utilization

Exanpl e of a TRILL switch serving as a directory that m ght not want
mul ti-destination traffic in sone Data Labels would be a TRILL swi tch
that does not offer end station service for any of the Data Labels
for which it is serving as a directory and is either

- a Pull Directory and/or

- a Push Directory for which all of the ESADI traffic will be
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handl ed by uni cast ESDADI [ RFC7357].

A Push Directory MJST NOT set the NOD bit for a Data Label if it
needs to communicate via nulti-destination ESADI PDUs in that data
| abel since such PDUs | ook |like TRILL Data packets to transit TRILL
switches and are likely to be incorrectly pruned if NOD was set.
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4. Directory Use Strategies and Push-Pull Hybrids

For some edge nodes that have a great number of Data Label s enabl ed,
managi ng the MAC and Data Label <-> Edge RBridge napping for hosts
under all those Data Labels can be a challenge. This is especially
true for Data Center gateway nodes, which need to comunicate with
many, if not all, Data Labels.

For those edge TRILL switch nodes, a hybrid nodel should be
considered. That is, the Push Model is used for sone Data Labels or
addresses within a Data Label while the Pull Mbdel is used for other
Data Label s or addresses within a Data Label. It is the network
operator’s decision by configuration as to which Data Label s’ napping
entries are pushed down fromdirectories and which Data Label s’
mappi ng entries are pull ed.

For exanple, assune a data center where hosts in specific Data
Label s, say VLANs 1 through 100, comunicate regularly with external
peers. Probably, the mapping entries for those 100 VLANs shoul d be
pushed down to the data center gateway routers. For hosts in other
Data Labels that only communi cate with external peers occasionally
for managenent interfacing, the napping entries for those VLANs
shoul d be pulled down fromdirectory when the need cones up.

Similarly, it could be that within a Data Label that sone addresses,
such as the addresses of gateways, file, DNS, or database server
hosts are comonly referenced by nost other hosts but those other
hosts, perhaps conpute engines, are typically only referenced by a
few hosts in that Data Label. In that case, the address information
for the cormonly referenced hosts could be pushed as an inconplete
directory while the addresses of the others are pulled when needed.

The mechani snms descri bed above for Push and Pull Directory services
make it easy to use Push for sone Data Labels or addresses and Pul
for others. In fact, different TRILL switches can even be configured
so that sone use Push Directory services and some use Pull Directory
services for the same Data Label if both Push and Pull Directory
services are available for that Data Label. And there can be Data
Label s for which directory services are not used at all

There are a wide variety of strategies that a TRILL switch can adopt
for making use of directory assistance. A few suggestions are given
bel ow.

- Even if a TRILL switch will norrmally be operating with
informati on froma conplete Push Directory server, there will be a
period of tinme when it first cones up before the information it
holds is conplete. O, it could be that the only Push Directories
that can push infornmation to it are inconplete or that they are
just starting and may not yet have pushed the entire directory.
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Thus, it is RECOWENDED that all TRILL swi tches have a strategy
for dealing with the situation where they do not have conplete
directory information. Exanples are to send a Pull Directory query
or to revert to [ RFC6325] behavi or

- If a TRILL switch receives a native frane X resulting in
seeking directory information, a choice needs to be nmade as to
what to do if it does not already have the directory information
it needs. In particular, it could (1) inmediately flood the TRILL
Dat a packet resulting fromingressing X in parallel with seeking
the directory information, (2) flood that TRILL Data packet

del ayed, if it fails to obtain the directory information, or (3)
discard Xif it fails to obtain the information. The choi ce ni ght
depend on the priority of frame X since the higher that priority,
the nmore urgent the frame is and the greater the probability of
harmin delaying it. If a Pull Directory request is sent, it is
RECOMVENDED that its priority be derived fromthe priority of the
franme X with the derived priority configurable and having the
foll owi ng defaults:

I ngressed I f Fl ooded I f Fl ooded
Priority | medi ately After Del ay

7 5 6

6 5 6

5 4 5

4 3 4

3 2 3

2 0 2

0 1 0

1 1 1

Priority 7 is nornmally only used for urgent nessages critical to
adj acency and so SHOULD NOT be the default for directory traffic.
Unsolicited updates are sent with a priority that is configured per
Data Label that defaults to priority 5.
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5. Security Considerations

Incorrect directory information can result in a variety of security
threats including the foll ow ng:

Incorrect directory mappings can result in data being delivered to
the wong end stations, or set of end stations in the case of
mul ti-destination packets, violating security policy.

M ssing or incorrect directory data can result in denial of
service due to sending data packets to black holes or discarding
data on ingress due to incorrect information that their
destinations are not reachable.

Push Directory data is distributed through ESADI -LSPs [ RFC7357] t hat
can be authenticated with the same nmechanisns as | S-1S LSPs. See

[ RFC5304] [ RFC5310] and the Security Considerations section of

[ RFC7357] .

Pull Directory queries and responses are transmitted as RBridge-to-
RBri dge or native RBridge Channel nessages [RFC7178]. Such nessages
can be secured as specified in [Channel Tunnel].

For general TRILL security considerations, see [ RFC6325].
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6. | ANA Consi derati ons

This section gives | ANA assignment and regi stry consi derati ons.

6.1 ESADI - Par anet er Data Extensions
Action 1: TANA will assign a two bit field [bits 1-2 suggest ed]
within the ESADI - Paraneter TRILL APPsub-TLV flags for "Push Directory
Server Status" (PDSS) and will create a sub-registry in the TRILL
Paraneters Registry as foll ows:
Sub- Regi stry: ESADI - Par amet er APPsub-TLV Flag Bits
Regi stration Procedures: Standards Action

Ref erences: [RFC7357] [This docunent]

Bit Mienonic Description Ref er ence

0 UN Supports Uni cast ESADI ESDADI [ RFC7357]
1-2 PDSS Push Directory Server Status [this docunent]
3-7 - Avai |l abl e for assi gnnment

Action 2: In addition, the ESAD - Paraneter APPsub-TLV is optionally
extended, as provided in its original specification in ESADI

[ RFC7357], by one byte as show bel ow. Therefore [this docunent]
shoul d be added as a second reference to the ESDAI - Paraneter APPsub-
TLV in the "TRILL APPsub-TLV Types under 1S-1S TLV 251 Application
Identifier 1" Registry.

B S it S S

| Type | (1 byte)
B S

| Length | (1 byte)
B e S S

| Rl Priority | (1 byte)
B el o e e O

| CSNP Tinme [ (1 byte)
B

| Flags | (1 byte)
oo +

| PushDirPriority]| (optional, 1 byte)
e e e o +

| Reserved for expansion (vari abl e)
R

The meanings of all the fields are as specified in ESDADI [ RFC7357]
except that the added PushDirPriority is the priority of the
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advertising ESADI instance to be a Push Directory as described in
Section 2.3. If the PushDirPriority field is not present (Length = 3)
it is treated as if it were 0x40. 0x40 is al so the value used and

pl aced here by an TRILL switch whose priority to be a Push Directory
has not been confi gured.

6.2 RBridge Channel Protocol Nunber

Action 3: IANA will allocate a new RBridge Channel protocol nunber
for "Pull Directory Services" fromthe range all ocabl e by Standards
Action and update the subregistry of such protocol nunber in the
TRILL Paraneters Registry referencing this docunent.

6.3 The Pull Directory (PUL) and No Data (NOD) Bits

Action 4: 1ANA is requested to assign a currently reserved bit in the
Interested VLANs field of the Interested VLANs sub-TLV [suggested bit
18] and the Interested Labels field of the Interested Labels sub-TLV
[ suggested bits 6] [RFC7176] to indicate Pull Directory server (PUL).
This bit is to be added, with this docunment as reference, to the
"Interested VLANs Flag Bits" and "Interested Labels Flag Bits"

subregi stries created by [ RFC7357].

Action 5: IANA is requested to assign a currently reserved bit in the
Interested VLANs field of the Interested VLANs sub-TLV [suggested
bits 19] and the Interested Labels field of the Interested Labels
sub- TLV [suggested bits 7] [RFC7176] to indicate No Data (NOD, see
Section 3.8). This bit is to be added, with this docunent as
reference, to the "Interested VLANs Flag Bits" and "Interested Labels
Flag Bits" subregistries created by [ RFC7357].

6.4 TRILL Pull Directory QTYPEs

Action 6: IANA is requested to create a new Registry on the
"Transparent |nterconnection of Lots of Links (TRILL) Paraneters" web
page as follows:

Nane: TRILL Pull Directory QIYPEs"
Regi stration Procedure: |ETF Review
Ref erence: [this docunent]

Initial contents as in Section 3.2.1.
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6.5 Pull Directory Error Code Registries

Actions 7, 8, and 9: IANA is requested to create a new Regi stry and
two new SubRegi stries on the "Transparent Interconnection of Lots of
Li nks (TRILL) Paraneters" web page as foll ows:

Regi stry
Nanme: TRILL Pull Directory Errors
Regi stration Procedure: |ETF Review
Ref erence: [this docunent]

Initial contents as in Section 3.6.1.
Sub- Regi stry
Nane: Sub-codes for TRILL Pull Directory Errors 1 and 3
Regi stration Procedure: Expert Review
Ref erence: [this docunent]
Initial contents as in Section 3.6. 2.
Sub- Regi stry
Nane: Sub-codes for TRILL Pull Directory Errors 128 and 131
Regi stration Procedure: Expert Review
Ref erence: [this docunent]

Initial contents as in Section 3.6. 3.

D. Eastl ake, et al [ Page 38]



| NTERNET- DRAFT TRILL: Directory Service Mechani sns

Nor mat i ve Ref erences

[ RFC826] - Plummer, D., "An Ethernet Address Resolution Protocol",
RFC 826, Novenber 1982.

[ RFC903] - Finlayson, R, Mann, T., Mgul, J., and M Theiner, "A
Reverse Address Resolution Protocol", STD 38, RFC 903, June
1984

[ RFC2119] - Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997

[ RFC3971] - Arkko, J., Ed., Kenpf, J., Zill, B., and P. N kander,
"SEcure Nei ghbor Discovery (SEND)", RFC 3971, March 2005.

[ RFC4861] - Narten, T., Nordmark, E., Sinpson, W, and H Soli nan,
"Nei ghbor Discovery for IP version 6 (IPv6)", RFC 4861,
Sept enber 2007.

[ RFC5304] Li, T. and R Atkinson, "IS-1S Cryptographic
Aut henti cation", RFC 5304, Cctober 2008.

[ RFC5310] - Bhatia, M, Manral, V., Li, T., Atkinson, R, Wite, R,
and M Fanto, "IS-1S Ceneric Cryptographic Authentication", RFC
5310, February 2009.

[ RFC6165] - Banerjee, A and D. Ward, "Extensions to IS-IS for
Layer-2 Systens", RFC 6165, April 2011.

[ RFC6325] - Perlman, R, Eastlake 3rd, D., Dutt, D., G, S., and A
Ghanwani, "Routing Bridges (RBridges): Base Protocol
Speci fication", RFC 6325, July 2011.

[ RFC7042] - Eastlake 3rd, D. and J. Abley, "IANA Considerations and
| ETF Protocol and Docunentation Usage for | EEE 802 Paraneters”,
BCP 141, RFC 7042, Cctober 2013.

[ RFC7172] - Eastlake 3rd, D., Zhang, M, Agarwal, P., Perlman, R,
and D. Dutt, "Transparent |nterconnection of Lots of Links
(TRILL): Fine-Grained Labeling", RFC 7172, May 2014,
<http://ww.rfc-editor.org/info/rfc7172>.

[ RFC7176] - Eastlake 3rd, D., Senevirathne, T., Ghanwani, A, Dutt,
D., and A Banerjee, "Transparent Interconnection of Lots of
Links (TRILL) Use of IS I1S", RFC 7176, May 2014,
<http://ww.rfc-editor.org/info/rfc7176>.

[ RFC7178] - Eastlake 3rd, D., Manral, V., Li, Y., Adrin, S., and D.

Ward, "Transparent |nterconnection of Lots of Links (TRILL):
RBri dge Channel Support", RFC 7178, My 2014, <http://ww.rfc-

D. Eastl ake, et al [ Page 39]



| NTERNET- DRAFT TRILL: Directory Service Mechani sns

editor.org/info/rfc7178>.

[ RFC7357] - Zhai, H, Hu, F., Perlman, R, Eastlake 3rd, D., and O
St okes, "Transparent |nterconnection of Lots of Links (TRILL):
End Station Address Distribution Infornmation (ESADI) Protocol",
RFC 7357, Septenber 2014, <http://ww.rfc-
editor.org/infol/rfc7357>.

[rfc7180bis] - D. Eastlake 3rd, M Zhang, A. Banerjee, A CGhanwani,
and S. Qupta "Transparent |nterconnection of Lots of Links
(TRILL): darifications, Corrections, and Updates", RFC 7180,
May 2014, <http://ww.rfc-editor.org/info/rfc7180>.

[ITA] - Eastlake, D., L. Yizhou, R Perlman, "TRILL: Interface
Addr esses APPsub-TLV', draft-ietf-trill-ia-appsubtlv, work in
progress.

I nf ormati onal References

[ RFC7067] - Dunbar, L., Eastlake 3rd, D., Perlman, R, and I.
Gashi nsky, "Directory Assistance Problem and Hi gh-Level Design
Proposal ", RFC 7067, Novenber 2013.

[ Channel Tunnel] - D. Eastlake, M Umair, Y. Li, "TRILL: RBridge
Channel Tunnel Protocol™, draft-ietf-trill-channel-tunnel, work
i n progress.

[ ARPreduction] - Y. Li, D Eastlake, L. Dunbar, R Perlman, I.

Gashi nsky, "TRILL: ARP/ND Optim zation", draft-ietf-trill-arp-
optim zation, work in progress.

D. Eastl ake, et al [ Page 40]



| NTERNET- DRAFT TRILL: Directory Service Mechani sns

Acknowl edgrent s

The contributions of the follow ng persons are gratefully
acknow edged:

Gsyl e Nobl e

The docunent was prepared in raw nroff. Al macros used were defined
within the source file.

D. Eastl ake, et al [ Page 41]



| NTERNET- DRAFT

Aut hors’ Addr esses

Donal d Eastl ake

Huawei Technol ogi es
155 Beaver Street
MI1ford, MA 01757 USA

Phone: +1-508-333-2270
Emai | : d3e3e3@mail . com

Li nda Dunbar

Huawei Technol ogi es

5430 Legacy Drive, Suite #175
Pl ano, TX 75024, USA

Phone: +1-469-277-5840
Emai | : | dunbar @wuawei . com

Radi a Per| man

EMC

2010 256t h Avenue NE, #200
Bel | evue, WA 98007 USA

Emai |l : Radi a@lum mt. edu

I gor Gashi nsky

Yahoo

45 West 18th Street 6th floor
New Yor k, NY 10011

Enmai | : i gor @ahoo-inc.com
Yi zhou Li

Huawei Technol ogi es

101 Software Avenue,

Nanjing 210012 China

Phone: +86-25-56622310
Emai |l : |iyi zhou@uawei . com

D. Eastl ake, et al

TRI LL:

Directory Service Mechanisns

[ Page 42]



| NTERNET- DRAFT TRILL: Directory Service Mechani sns

Copyright, Disclaimer, and Additional |PR Provisions

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License. The definitive version of
an | ETF Docunent is that published by, or under the auspices of, the
| ETF. Versions of | ETF Docunents that are published by third parties,
including those that are translated into other |anguages, should not
be considered to be definitive versions of | ETF Docunents. The
definitive version of these Legal Provisions is that published by, or
under the auspices of, the | ETF. Versions of these Legal Provisions
that are published by third parties, including those that are
translated into other |anguages, should not be considered to be
definitive versions of these Legal Provisions. For the avoidance of
doubt, each Contributor to the | ETF Standards Process |icenses each
Contribution that he or she nakes as part of the | ETF Standards
Process to the | ETF Trust pursuant to the provisions of RFC 5378. No
| anguage to the contrary, or terns, conditions or rights that differ
fromor are inconsistent with the rights and |icenses granted under
RFC 5378, shall have any effect and shall be null and void, whether
publ i shed or posted by such Contributor, or included with or in such
Contri buti on.

D. Eastl ake, et al [ Page 43]






