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Abst ract
Thi s docunment specifies extensions to the | ETF TRILL (Transparent
I nterconnection of Lots of Links) protocol to support multi-topol ogy
routing of unicast and nulti-destination traffic based on IS-1S
(Internmediate Systemto Intermediate System) nulti-topol ogy specified
in RFC 5120.

Status of This Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Distribution of this document is unlimted. Comrents should be sent
to the TRILL working group mailing list.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunments as Internet-
Drafts.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts.htm. The Iist of Internet-Draft
Shadow Directories can be accessed at
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1.

I nt roducti on

Thi s docunment specifies extensions to the | ETF TRILL (Transparent
I nterconnection of Lots of Links) protocol [RFC6325] [RFC7177]

[ RFC7780] to support multi-topology routing for both unicast and
mul ti-destination traffic based on IS-1S (Internmediate Systemto
Intermediate System [IS-1S]) nulti-topology [ RFC5120].

| mpl enent ati on and use of nulti-topology are optional and use
requires configuration. It is anticipated that not all TRILL
canpuses will need or use multi-topol ogy.

Mul ti-topology creates different topologies or subsets froma single
physi cal TRILL canpus topology. This is different from Data Labels
(VLANs and Fine Grained Labels [RFC7172]). Data Labels specify
communities of end stations and can be viewed as creating virtua
topol ogi es of end station connectivity. However, in a single topol ogy
TRILL canpus, TRILL Data packets can use any part of the physica
topol ogy of TRILL switches and |inks between TRILL switches,

regardl ess of the Data Label of that packet’'s payload. In a nulti-
topol ogy TRILL campus, TRILL data packets in a topol ogy are
restricted to the TRILL switches and links that are in their topol ogy
but may still use any of the TRILL switches and links in their

topol ogy regardl ess of the Data Label of their payl oad.

The essence of multi-topol ogy behavior is that a multi-topol ogy
router classifies packets as to the topology w thin which they should
be routed and uses logically different routing tables for different
topologies. |If routers in the network do not agree on the topol ogy
classification of packets or links, persistent routing |oops can
occur. It is the responsibility of the network manager to
consistently configure multi-topology to avoid such routing | oops.

The multi-topology TRILL extensions can be used for a wide variety of
pur poses, such as maintaining separate routing donmains for isolated
mul ticast or IPv6 islands, routing a class of traffic so that it
avoids certain TRILL switches that |ack sonme characteristic needed by
that traffic, or naking a class of traffic avoid certain links due to
security, reliability, or other concerns.

It is possible for a particular topology to not be fully connected,
either intentionally or due to node or link failures or incorrect
configuration. This results in two or nore islands of that topol ogy
that cannot conmunicate. In such a case, end station connected in
that topology to different islands will be unable to conmunicate with
each ot her.

Mul ti-topology TRILL supports regions of topol ogy-ignorant TRILL
switches as part of a nulti-topology canpus; however, such regions
can only ingress to, egress from or transit TRILL Data packets in
the speci al base topol ogy zero.
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1.1 Term nol ogy

The term nol ogy and acronyns of [RFC6325] are used in this docunent.
Sone of these are |listed bel ow for conveni ence along with sone
addi tional terns.

campus - The name for a TRILL network, like "bridged LAN' is a
nane for a bridged network. It does not have any academ c
i nplication.

DRB - Designated RBridge [RFC7177].

FG - Fine-Gained Labeling or Fine-Gained Labeled or Fine-
G ai ned Label [RFC7172]. By inplication, an "FG TRILL
swi tch" does not support nulti-topology (M).

IS - Internediate System[IS-19].

LSP - [IS-1S] Link State PDU (Protocol Data Unit). For TRILL this
i ncludes L1-LSPs and E-L1FS-LSPs [ RFC7780].

MI - Ml ti-Topol ogy, this document and [ RFC5120].

MI TRILL Switch - A TRILL switch supporting the multi-topol ogy
feature specified in this document. An MI TRILL switch MJST
support FG in the sense that it MJST be FG safe [ RFC7172].

RBridge - "Routing Bridge", an alternative nane for a TRILL
swit ch.

TRILL - Transparent Interconnection of Lots of Links or Tunnel ed
Routing in the Link Layer [RFC6325].

TRILL Switch - A device inplenenting the TRILL protocol. TRILL
switches are [IS-IS] Internediate Systens (routers).

VL - VLAN Labeling or VLAN Label ed or VLAN Label [RFC7172]. By
inmplication, a "VL RBridge" or "VL TRILL switch" does not
support FGL or M.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119] [ RFC8174]
when, and only when, they appear in all capitals, as shown here.
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2. Topol ogi es

In TRILL rmul ti-topol ogy, a topology is a subset of the TRILL sw tches
and of the links between TRILL switches in the TRILL canpus. TRILL
Dat a packets are constrained to the subset of switches and |inks
corresponding to the packet’'s topology. TRILL nulti-topology is based
on [ RFC5120] IS-1S multi-topol ogy. See Appendix A for differences
between TRILL multi-topol ogy and [ RFC5120].

The zero topology is special as described in Section 2.1. Sections
2.2, 2.3, and 2.4 discuss the topology of links, TRILL swi tches, and
TRILL Data packets respectively.

2.1 Special Topol ogy Zero

The zero topology is special as the default base topology. Al TRILL
switches and links are considered to be in and MJST support topol ogy
zero. Thus, for exanple, topology zero can be used for general TRILL
switch access within a canpus for managenent nessages, BFD nessages

[ RFC7175], RBridge Channel nessages [RFC7178], and the like.

2.2 Links and Milti-Topol ogy

Mul ti-topology TRILL switches advertise the topol ogies for which they
are willing to send and receive TRILL Data packets on a port by
listing those topologies in one or nore MI TLVs [ RFC5120] appeari ng
in every TRILL Hello [RFC7177] they send out that port, except that
they MJUST handl e topol ogy zero, which it is optional to list.

Alink is only usable for TRILL Data packets in non-zero topology T

i f

(1) all TRILL switch ports on the link advertise topology T support
in their Hellos and

(2) if any TRILL switch port on the link requires explicit TRILL Data
packet topol ogy |abeling (see Section 2.4) every other TRILL
switch port on the link is capable of generating explicit packet
t opol ogy | abel i ng.

2.3 TRILL Switches and Milti-Topol ogy

A TRILL switch advertises the topologies that it supports by listing
themin one or nore MI TLVs [RFC5120] in its LSP except that it MJST
support topology zero which is optional to list. For robust and rapid
floodi ng, MI TLV(s) SHOULD be advertised in core LSP fragment zero
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There is no "Ml capability bit". A TRILL switch advertises that it is
MI' capabl e by advertising in its LSP support for any topol ogy or
topologies with the MI TLV, even if it just explicitly advertises
support for topol ogy zero.

2.4 TRILL Data Packets and Milti-Topol ogy

The topology of a TRILL Data packet is comonly determ ned from
either (1) sone field or fields present in the packet itself or (2)
the port on which the packet was received; however optional explicit
topol ogy | abeling of TRILL Data packets is also proved. This can be
included in the data | abeling area of TRILL Data packets as specified
bel ow.

Exanpl es of fields that might be used to determine topology are
val ues or ranges of values of the payload VLAN or FGL [RFC7172],
packet priority, IP version (IPv6 versus |Pv4) or |P protocol

Et hertype, unicast versus nulti-destination payload, IP
Differentiated Services Code Point (DSCP) bits, or the I|ike.

"Mul ti-topol ogy" does not apply to TRILL IS-1S packets or to link
| evel control franes. Those nessages are |ink |ocal and can be

t hought of as being above all topol ogies. "Milti-topol ogy" only
applies to TRILL Data packets.

2.4.1 Explicit Topol ogy Labeling Support

Support of the topology |label is optional. Support could depend on
port hardware and is indicated by a two-bit capability field in the
Port TRILL Version sub-TLV [RFC7176] appearing in the Port
Capabilities TLV in Hellos. If there is no Port TRILL Capabilities
sub-TLV in a Hello, then it is assuned that explicit topol ogy

| abeling is not supported on that port. See the table below for the
meani ng of values of the Explicit Topol ogy capability field:

Val ue Meani ng

0 No support. Cannot send TRILL Data packets with an explicit
topol ogy label and will likely treat as erroneous and di scard
any TRILL Data packet received with a topology |abel. Such a
port is assuned to have the ability and configuration to
correctly classify TRILL data packets into all topologies for
which it is advertising support in its Hellos, either by
exam ni ng those packets or because they are arriving at that
port.

1 Capabl e of inserting an explicit topology |abel in TRILL Data
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packets sent and tolerant of such |abels in received TRILL
Dat a packets. Such a port is capable, for all of the

topol ogies it supports, of determining TRILL Data packet

topol ogy without an explicit label. Thus it does not require
such a label in received TRILL Data packets. On receiving a
packet whose explicit topology |abel differs fromthe port’s
topol ogy deternination for that packet, the TRILL switch MJST
di scard the packet.

2 and 3 Requires an explicit topology |abel in received TRILL
Dat a packets except for topology zero. Any TRILL Data packets
recei ved without such a label is classified as being in
topol ogy zero. Al so capable of inserting an explicit
topol ogy label in TRILL Data packets sent. (Values 2 and 3
are treated the same, which is the same as saying that if the
2 bit is on, the 1 bit is ignored.)

A TRILL switch advertising in a Hello on Port P support for topol ogy
T but not advertising in those Hellos that it requires explicit

topol ogy |l abeling is assumed to have the ability and configuration to
correctly classify TRILL Data packets into topology T by exam nation
of those TRILL Data packets and/or by using the fact that they are
arriving at port P

Wien a TRILL switch transnmits a TRILL Data packet onto a link, if any
other TRILL switch on that link requires explicit topology |abeling,
an explicit topol ogy |abel MJST be included unless the TRILL data
packet is in topology zero in which case an explicit topol ogy | abe
MAY be included. If a topology |abel is not so required but all other
TRILL switches on that |ink support explicit topology |abeling, then
such a | abel MAY be incl uded.

2.4.2 The Explicit Topol ogy Labe

This section specifies the explicit topology |abel. Its use by TRILL

is specified in Section 2.4.3. This |abel may be used by ot her

technol ogi es besides TRILL. The MI label is structured as follows:
0 1 2 3
01234567890123456789012345678901
T S T i T S S s i S s
[ Ml Et hertype TBD | VI R MT- 1D |
B T o S e i ik S S I i i S Tl i e e

Figure 1. M Labe
where the fields are as foll ows:

MI Et hertype - The MrI | abel Ethertype (see Section 6.1).
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V - The version nunber of the MI |abel. This docunent specifies
version zero.

R- A 2-bit reserved field that MIST be sent as zero and i gnored
on receipt.

MI-1D - The 12-bit topol ogy using the topol ogy nunber space of the
MI TLV [ RFC5120].

2.4.3 TRILL Use of the MI Labe

Wth the addition of the version zero MI | abel, the four standardized
content varieties for the TRILL Data packet data | abeling area (the
area after the Inner. MacSA (or Flag Wrd if the Flag Wrd is present
[ RFC7780]) and before the payload) are as show below. TRILL Data
packets received with any other data |abeling are discarded. {PRI,

D} is a 3-bit priority and a drop eligibility indicator bit

[ RFC7780] .

All Ml TRILL switches MJST support FG., in the sense of being FG
safe [RFC7172], and thus MJST support all four data |abeling area
contents shown below. (This requirenent is inposed, rather than
havi ng FG support and Ml support be independent, to reduce the
nunber of variations in RBridges and sinplify testing.)

1. C VLAN [ RFC6325]

1111111111222222222233
01234567890123456789012345678901
B S S S T I S S S e S i S S S i i e S
| C VLAN = 0x8100 | PRI |Dl VLAN ID |
B S T S S S S s S S S S S i i S S

2. FGL [ RFC7172]

1111111111222222222233
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| FGL = 0x893B | PRI |Df FG. Hi gh Part |
B E e r e s i s i o T T s S S S S 2
| FG = 0x893B | PRI |D FG Low Part |
B i s T T S T et S S T S I T s sl s ol ST S S S
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3. MI' CG-VLAN [this document]

1
1

o

1111
90123
B S e
= TBD

el ok Tk SR T
100

B S s e

+oo+

B

MI FGL [this docunent] [RFC7172

11111
012345678901234
e I T e e s sl St S S R
Ml Et hertype = TBD
s i e S S o ol o
FG. = 0x893B

B R Rt s i o i
FG = 0x893B

B el T T S S S e e

+
I
+
I
+
I
+-

]

gl

TRILL: Ml ti-Topol ogy

[2\V]

2222
6 789
T
D I
B S T
VLANID |
B o S

33
01

2222233
5678901
B I S e R
—+~h+~h+~h+wﬁL
FG High Part [
e e s
FG. Low Part |
T T T e e O s o

AN

W)

+- +
MT- |
+-+

I nclusion or use of S-VLAN or further stacked tags are beyond the

scope of this docunent but,
ext ensi ons.
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3. TRILL Multi-Topol ogy Adjacency and Routing

Routing calculations in IS 1S are based on adjacency. Section 3.1
specifies nmulti-topology TRILL adjacency. Section 3.2 describes the
handl i ng of nicknanmes. Sections 3.3 and 3.4 specify how uni cast and
nmul ti-destination TRILL nmulti-topology routing differ fromthe TRILL
base protocol routing.

3.1 Adj acency

There is no change in the determinati on or announcenent of adjacency
for topology zero which is as specified in [RFC7177]. Wen a

topol ogy zero adj acency reaches the Report state as specified in

[ RFC7177], the adjacency is announced in core LSPs using the Extended
I nternedi ate System Reachability TLV (#22). This will be conpatible
with any | egacy topol ogy-ignorant RBridges that night not support E-
L1FS FS-LSPs [ RFC7780] .

Adj acency is announced for non-zero topologies in LSPs using the Mr
Reachabl e Internedi ate Systens TLV (#222) as specified in [ RFC5120].
A TRILL switch reports adjacency for non-zero topology T if and only
if that adjacency is in the Report state [ RFC7177] and the two
conditions listed in Section 2.2 are true, nanely:

1. All the ports on the Iink are announci ng support of topology T.

2. If any port announces that it requires explicit topol ogy | abeling
(Explicit Topol ogy capability field value 2 or 3), all other ports
advertise that they are capable of producing such |abeling
(Explicit Topol ogy capability field value of 1, 2, or 3).

3.2 TRILL Switch Ni cknanes

TRILL switches are usually identified within the TRILL protocol (for
exanple in the TRILL Header) by nicknames [ RFC6325] [RFC7780]. Such
ni cknanes can be viewed as sinply 16-bit abbreviation for a TRILL
switch’'s (or pseudo-node’s) 7-byte IS-1S SystemID. A TRILL switch or
pseudo- node can have nore than one nicknane, each of which identifies
it.

Ni cknames are conmon across all topologies, just as IS-1S System | Ds
are. N cknanes are determ ned as specified in [ RFC6325] and [ RFC7780]
using only the Nicknanme sub-TLVs appearing in Router Capabilities
TLVs (#242) advertised by TRILL switches. In particular, the nicknane
al l ocation algorithmignores N ckname sub-TLVs that appear in Ml
Router Capability TLVs (#144). (However, nicknane sub-TLVs that
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appear in MI Router Capability TLVs with a non-zero topol ogy do
affect the choice of distribution tree roots as described in Section
3.4.1.)

To nmininize transient inconsistencies, all N cknane sub-TLVs
advertised by a TRILL switch for a particul ar ni ckname, whether in
Router Capability or MI Router Capability TLVs, SHOULD appear in the
same LSP PDU. If that is not the case, then all LSP PDUs in which
they do occur SHOULD be fl ooded as an atomi c action

3.3 TRILL Unicast Routing

TRILL Data packets being TRILL unicast (those with TRILL Header M bit
= 0) are routed based on the egress nicknane using logically separate
forwardi ng tabl es per topology T where each such table has been

cal cul at ed based on | east cost routing within T, that is, only using
i nks and nodes that support T. Thus, the next hop when forwarding
TRILL Data packets is deternmined by a | ookup logically based on

{t opol ogy, egress nicknane}.

3.4 TRILL Multi-Destination Routing

TRILL sends multi-destination data packets (those packets with TRILL
Header Mbit = 1) over a distribution tree. Trees are designated by
ni cknanes that appear in the "egress nicknane" field of nulti-
destination TRILL Data packet TRILL Headers. To constrain nulti-
destination packets to a topology T and still distribute them
properly requires the use of a distribution tree constrained to T.
Handl i ng such TRILL Data packets and distribution trees in TRILL Ml
is as described in the subsections bel ow

3.4.1 Distribution Trees

General provisions for distribution trees and how those trees are
deternmned are as specified in [ RFC6325], [RFC7172], and [ RFC7780].
The distribution trees for topology zero are determ ned as specified
in those references and are the same as they would be with topol ogy-
i gnorant TRILL swi tches.

The TRILL distribution tree construction and packet handling for sone

non-zero topology T are determine as specified in [ RFC6325],
[RFC7172], and [RFC7780] with the foll owi ng changes:
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(o]

(0]

As specified in [RFC5120], only links usable with topology T
TRILL Data packets are considered when building a distribution
tree for topology T. As a result, such trees are automatically
limted to and separately span every internally connected

i sland of topology T. 1In other words, if non-zero topology T
consists of disjoint islands, each distribution tree
construction for topology T is local to one such island.

Only the N ckname sub-TLV, Trees sub-TLV, Tree ldentifiers sub-
TLV, and Trees Used sub-TLV occurring in an MI Router

Capabi lities TLV (#144) specifying topology T are used in
deternmining the tree root(s), if any, for a connected area of
non-zero topol ogy T.

+ There may be non-zero topologies with no nmulti-destination
traffic or, as described in [RFC5120], even topologies with
no traffic at all. For exanple, if only known destination
uni cast 1 Pv6 TRILL Data packets were in topology T and all
mul ti-destination IPv6 TRILL Data packets were in sone other
topol ogy, there would be no need for a distribution tree for
topology T. For this reason, a Nunber of Trees to Conpute
of zero in the Trees sub-TLV for the TRILL switch hol ding
the highest priority to be a tree root for a non-zero
topology T is honored and causes no distribution trees to be
cal cul ated for non-zero topology T. This is different from
the base topol ogy zero where, as specified in [ RFC6325], a
zero Nunber of Trees to Conpute causes one tree to be
conput ed.

Ni cknanmes are allocated as described in Section 3.2. If a
TRILL switch advertising that it provides topology T service
hol ds nicknane N, the priority of Nto be a tree root is given
by the tree root priority field of the N ckname sub-TLV that
has Nin its nicknane field and occurs in a topology T Mr
Router Capabilities TLV advertised by that TRILL switch. If no
such Ni cknanme sub-TLV can be found, the priority of Nto be a
tree root is the default for an FG TRILL switch as specified
in [RFC7172].

+ There could be nultiple topology T Nickname sub-TLVs for N
bei ng advertised for a particular RBridge or pseudo-node,
due to transient conditions or errors. In that case, any
advertised in a core LSP PDU are preferred to those
advertised in an E-L1FS FS-LSP PDU. Wthin those categories,
the one in the | owest nunbered fragnment is used and if there
are nultiple in that fragnent, the one with the small est
of fset fromthe beginning of the PDU is used.

Tree pruning for topology T uses only the Interested VLANs sub-
TLVs and Interested Labels sub-TLVs [RFC7176] advertised in Ml
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Router Capabilities TLVs for topology T.

An MI' TRILL switch MJUST have | ogically separate routing tables per
topol ogy for the forwarding of nmulti-destination traffic.

3.4.2 Multi-Access Links

Multi-destination TRILL Data packets are forwarded on broadcast
(rmulti-access) links in such a way as to be received by all other
TRILL switch ports on the link. For exanple, on Ethernet links they
are sent with a nmulticast Quter. MacDA [ RFC6325]. Care nust be taken
that a TRILL Data packet in a non-zero topology is only forwarded by
an MI' TRILL switch

For this reason, a non-zero topol ogy TRILL Data packet MJST NOT be
forwarded onto a link unless the link nmeets the requirenents
specified in Section 2.2 for use in that topology even if there are
one or nmore MI TRILL switch ports on the link
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4. M xed Links

There night be any conbination of MI, FGA, or even VL TRILL switches
[RFC7172] on a link. DRB (Designated RBridge) election and Forwarder
appoi ntment on the link work as previously specified in [ RFC8139] and
[RFC7177]. It is up to the network nmanager to configure and manage
the TRILL switches on a link so that the desired switch is DRB and
the desired switch is the Appointed Forwarder for the appropriate
VLANSs.

Frames ingressed by MI TRILL switches can potentially be in any

t opol ogy recogni zed by the switch and pernitted on the ingress port.
Frames ingressed by VL or FGL TRILL switches can only be in the base
zero topol ogy. Because FG and VL TRILL swi tches do not understand
topol ogi es, all occurrences of the follow ng sub-TLVs MJST occur only
in MI Port Capability TLVs with a zero MI-1D. Any occurrence of these
sub-TVLs in an MI Port Capability TLV with a nonzero MI-ID is

i gnor ed.

Speci al VLANs and Fl ags Sub-TLV
Enabl ed- VLANs Sub- TLV

Appoi nt ed Forwarders Sub-TLV
VLANs Appoi nted Sub-TLV

Native franmes cannot be explicitly |labeled (see Section 2.4) as to
their topol ogy.
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5. Oher Milti-Topol ogy Considerations

5.1 Address Learning

The | earning of end station MAC addresses is per topology as well as
per |abel (VLAN or FA). The same MAC address can occur within a
TRILL canpus for different end stations that differ only in topol ogy
Wi t hout conf usi on.

5.1.1 Data Pl ane Lear ni ng

End station MAC addresses |earned fromingressing native franes or
egressing TRILL Data packets are, for MI TRILL switches, qualified by
topol ogy. That is, either the topology into which that TRILL switch
classified the ingressed native frane or the topol ogy that the
egressed TRILL Data frame was in.

5.1.2 Multi-Topol ogy ESADI

In an MI' TRILL switch, ESADH [RFC7357] operates per |abel (VLAN or
FG) per topology. Since ESAD nessages appear, to transit TRILL
switches, like normal nulti-destination TRILL Data packets, ESADI
link state databases and ESADI protocol operation are per topol ogy as
wel|l as per label and local to each area of multi-destination TRILL
data connectivity for that topol ogy.

5.2 Legacy Stubs

Areas of topology ignorant TRILL switches can be connected to and
becone part of an MI TRILL canmpus but will only be able to ingress
to, transit, or egress fromtopology zero TRILL Data packets.

5.3 RBridge Channel Messages

RBri dge Channel nessages [RFC7178], such as BFD over TRILL [ RFC7175]
appear, to transit TRILL switches, |ike normal nulti-destination
TRILL Data packets. Thus, they have a topology and, if that topol ogy
is non-zero, are constrained by topology |ike other TRILL Data
packets. Generally, when sent for network managenent purposes, they
are sent in topology zero to avoid such constraint.
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5.4 | npl emrent ati ons Consi derati ons
MI is an optional TRILL switch capability.

Experience with the actual deploynent of Layer 3 IS IS MI [ RFC5120]
indicates that a single router handling nore than eight topologies is
rare. There may be nany nore than eight distinct topologies in a
routed area, such as a TRILL canmpus, but in that case many of these
topol ogies will be handl ed by disjoint sets of routers and/or I|inks.

Based on this deploynment experience, a TRILL switch capabl e of
handling 8 or nore topol ogi es can be considered a full inplementation
while a TRILL switch capable of handling 4 topol ogi es can be
considered a minimal inplenmentation but still useful under sone

ci rcunst ances
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6. Allocation Considerations

| EEE Regi stration Authority and | ANA consi derations are given bel ow.

6.1 | EEE Regi stration Authority Considerations

The | EEE Registration Authority will be requested to allocate a new
Et hertype for the MI | abel (see Section 2.4).

6.2 | ANA Consi derati ons

I ANA is requested to assign a field of two adjacent bits TBD from
bits 14 through 31 of the Capabilities bits of the Port TRILL Version
Sub-TLV for the Explicit Topol ogy capability field and update the
"PORT- TRI LL- VER Capability Bits" registry as follows [shown wi th the
suggested bits 14 and 15]:

Bi t Description Ref erence

14- 15 Topol ogy | abel i ng support [this docunent]
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7. Security Considerations

Mul tiple topol ogies are sonetinmes used for the isolation or security
of traffic. For exanple, if sone links were nore likely than others
to be subject to adversarial observation it might be desirable to
classify certain sensitive traffic in a topol ogy that excluded those
I'inks.

Delivery of data originating in one topol ogy outside of that topol ogy
is generally a security policy violation to be avoi ded at all
reasonabl e costs. Using IS-1S security [RFC5310] on all IS 1S PDUs
and |ink security appropriate to the link technology on all 1inks

i nvol ved, particularly those between RBridges, supports the avoi dance
of such viol ations.

For general TRILL security considerations, see [ RFC6325].
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Appendi x A: Differences from RFC 5120

TRILL multi-topol ogy, as specified in this docunment, differs from RFC
5120 as foll ows:

1.

[ RFC5120] provides for unicast nmulti-topol ogy. This docunent
extends that to cover nulti-destination TRILL data distribution
(see Section 3.4).

[ RFC5120] assunes the topol ogy of data packets is always
determined inplicitly, that is, based on the port over which the
packets are received and/or pre-existing fields within the packet.
Thi s docunent supports such inplicit determ nation but extends
this by providing for optional explicit topology |abeling of data
packets (see Section 2.4).

[ RFC5120] nakes support of the default topology zero optional for
MI routers and links. For sinplicity and ease in network
managenent, this docunment requires all TRILL switches and |inks
between TRILL switches to support topology zero (see Section 2.1).
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